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Abstract: The security of several fully homomorphic encryption (FHE) schemes depends on
the intractability assumption of the approximate common divisor (ACD) problem over integers.
Subsequent efforts on solving the ACD problem as well as its variants were also developed during the
past decade. In this paper, an improved orthogonal lattice (OL) based algorithm, AIOL, is proposed
to solve the general approximate common divisor (GACD) problem. The conditions for ensuring the
feasibility of AIOL are also presented. Compared to the Ding-Tao’s OL algorithm, the well-know LLL
reduction is used only once in AIOL, and when the error vector r is recovered in AIOL, the possible
difference between the restored and the true value of p is given. The experimental comparisons
towards the Ding-Tao’s algorithm and ours are also provided for validating our improvements.

Keywords: general approximate common divisors; fully homomorphic encryption; lattice attack;
orthogonal lattice

1. Introduction

BACKGROUND. The approximate common divisor (ACD) problem was firstly studied by
Howgrave-Graham [1]. Further interest in this problem was inspired by the proposal of fully
homomorphic encryption (FHE) due to Van Dijk et al. [2], as well as cryptographic constructions
proposed subsequently [3-5]. The security of these cryptosystems depends on the hardness assumption
of the ACD problem and its variants.

The ACD problem is usually formulated in two ways: the problem of general approximate
common divisor (GACD) and the problem of partial approximate common divisor (PACD). Both of
them take as inputs polynomially many samples x; = pg; + r; with sufficiently small but non-zero r;,
and aim to work out the hidden common divisor p, while the latter is given an additional exact sample
xg = pqo (i-e. o = 0). Intuitively, the PACD problem is easier than GACD, considering that one
can work out p directly if he/she knows the factorization of the additional sample x(, whereas the
capability of integer factorization has no direct impact on the GACD problem. However, Van Dijk et al.
pointed out that at present there is no PACD algorithm that does not work for GACD [2]. And the
usefulness of PACD has been demonstrated by a much more efficient construction of FHE scheme [3]
of which the security is proved relied on PACD, rather than on GACD.

The original papers [1,2] presented a few possible lattice attacks on the GACD problem, including
orthogonal lattices (OL) method, simultaneous diophantine approximation (SDA) method, and
multivariate polynomial equations (MP) method. Further cryptanalytic work was done by [4,6-14].
Among these work, the OL algorithm due to Ding and Tao [8] is ingenious by using the well-know LLL
algorithm for twice to accurately recover the error vector r. After mapping the given GACD instances
into a lattice £, the first calling LLL is to find suitable t — z(z = 1,2) short vectors u; (i = 1,2, - - ,t — z)
for establishing the equations

U.x=U-r for U=[uy| - |u_z], 1)

© 2023 by the author(s). Distributed under a Creative Commons CC BY license.
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where u; = (uj1,ujp,- -+ ,u;). Then, a new lattice £’ is constructed by using the base vectors of the
solution space of (1), and the second calling LLL is to recover the error vector r accurately. With
knowing r it is very easy to recover p even for a primary school student, say by using the extended
Euclidean algorithm. According to Ding and Tao [8], it is an amazing thing that why the first calling
LLL over £ should give solutions for (1), and they claimed that a theoretical proof would be a very
significant result. Another merit of the Ding-Tao’s method is that the setting on the related parameters
is simple and this makes the implementation of OL attacks towards GACD-based cryptosystems very
easy in practice. For example, the lower bound of the number of samples ¢ depends only on <y, and the
length of the short vector v depends only on t and 7.

MOTIVATION AND CONTRIBUTIONS. With further experiments on the Ding-Tao’s algorithm, we find
that the actual effect of the algorithm is better than they claimed. In particular, we realize that the
conditions p < 17/2 and t > (4)'/3 could be relaxed and merged, and the second calling LLL could
also be saved. Moreover, we find that even for failure executions of the Ding-Tao’s algorithm, there is
a high probability that the recovered p differs from the actual value by only 1 or very small numbers.
Therefore, our motivation in this work is to propose an improved OL algorithm to reduce both space
and time costs for solving the GACD problem. Our main contributions are summarized as follows:

e First, we modify the range of parameters N, t and ||v|| in the Ding-Tao’s algorithm, so that we
need to build lattice and call LLL for only once, and the success rate for recovering p reaches
100%, under the merged condition

t>max{4,§[v—p—\/(ﬂ—p)z—l-Z(me- @)

Note that (2) also implies p < 4 0.6 — \/1.2(57 + v + 3), no matter whether p < #/2 holds.

* Second, based on the above modification, we give a proof on why in our algorithm AIOL, the
only once calling LLL will give us solutions for (1). This can be viewed as a theoretical answer
towards the Ding-Tao’s amazing question;

¢ Third, we give the possible differences between the recovered of p and the actual hidden common
divisor when the error vector r is recovered. Knowing these differences is in turn helpful for
recovering p, and thus expanding the scope of OL attacks.

ROADMAP. The remained contents are organized as follows: In Section 2, the formal definitions of the
problems of GACD and PACD are given, and the lattice concepts and the LLL algorithm are introduced
beriefly; In Section 3, the orthogonal lattice based approach, including our improvements, for GACD
are explored and developed in detail; Experiments and comparisons as well as related discussions are
presented in Section 4; Finally, concluding remarks are given in Section 5.

2. Preliminaries

Throughout this paper, we make the following agreeent on notations: Capital boldface letters
denote matrices, e.g. A, while lowercase bold letters denote vectors e.g. a; Let (+,-) and || - || be the
inner product and the I, Euclidean length respectively, and AT denote the transpose of matrix A; The
logarithmic notation log always takes 2 as the base, while [7] denotes the smallest integer not less r.

Definition 1 (ACD Distribution). Given y,#,p € N, let p be an n-bit odd integer, the ACD distribution,
D., o(p), is an efficiently sampleable distribution define as follows:

Dyo(p) ={pg+rlg < ZN(0,27/p),r < ZN(=2F,2°)}. 3)

Definition 2 (GACD Problem). Given access to an ACD distribution D.,,(p) as a oracle, the objective of the
general approximate common divisor (GACD) problem is to find p.
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Definition 3 (PACD Problem). Given access to an ACD distribution D., ,(p) as a oracle, with the restriction
that the first output of D, (p) is xo = pqo for some qg < Z.N (0,27 / p), the objective of the partial approximate
common divisor (PACD) problem is to find p.

Remark 1. Apparently, a PACD instance is a GACD by coincidence only with the probability that is negligible
with respect to p.

Definition 4 (6—LLL reduction basis). Given a lattice basis B = (by,--- ,bn), the corresponding
Gram-Schmidt basis B* = (bj,--- ,by), B is a reduced basis if and only if the following two conditions

are satisfied:
(bif b*)

(1) (Size condition) Hij = W <1/2,foralll <j<i<wm
j

(2) (Lovdsz condition) ||b}||> > (6 — y%i71)||b;‘_1||2,for alll <i<n, wherel/4 <6 <1

Definition 5 (Geometric Series Assumption [15]). Given Gram-Schmidt basis (b3, - ,b}),

[
b ]
fori=1,2,--- ,n,where3/4 < 0 < 1is called GSA constant.

(4)

The Geometric Series Assumption (GSA) means the length of Gram-Schmidt basis ||b; || with LLL
reduction decays geometrically with quotient 6 and indicates

Ibi || < b1l i =1,2,---,n). ®)

Theorem 1. [16] Given a LLL reduction lattice basis B = (b1, -- ,bn), (b}, - ,by) is the corresponding
Gram-schmidt basis. The following results hold:

(1) [ba]| < &7 | det(B)7];

(i—f)
2 byl for1<j<i<n

2) b} < a

3) bl < a2 [Ibf ]| for 1 < j<i <,

where & = ——, & is the parameter in the Definition 4.

4

3. Orthogonal Lattice (OL) based approach

3.1. The basic idea of OL algorithm

Nguyen and Stern [17] have demonstrated the usefulness of the orthogonal lattice in cryptanalysis,
and this has been used in several ways to attack the ACD problem. The idea is to find u =
(u1,ug,- - ,ur) € L(q,r) that is orthogonal to both q = (91,92, -+ ,q¢) and v = (rq,1p, -+ , 7).
Since x; = pq; + r;, x = (x1,x2,- - -, x¢) is orthogonal to u. The task is to find t — 1 linearly independent
vectors u shorter than any vector in £+ (x) to recover q, r and therefore p.

Based on the idea of Nguyen and Stern, the current idea is to find t — z(z = 1,2) linearly
independent vectors u only orthogonal to q. The core steps of the current OL algorithm include the
following two steps:

First, find t — z(z = 1, 2) linearly independent vectors u orthogonal to q, that is,

t
Y ui-gi=0 (6)
i=1
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then establish and solve indefinite equations (1).
Second, find small positive integer solutions to (15). At present, the common way to find the
small solutions is to construct the lattice £’ with basis matrix

do

dq
B=| . 7)

d,
and then employ the LLL algorithm to reduce the basis matrix B, with the hope of that the first output
is the vector r. However, at present, what can meet this expectation are experimental conditions, and

there is still a lack of theory.
Let the general solution formula of (15) be

d=do+tdy+-+d, ®)

where dy is a special solution of (15), t1, - - - ,t, are integers, dy, - - - , d; is a basis of integer solution
space for the corresponding homogeneous linear equations.
Letd’ € £, then

d’ = kodg + kydy + -+ - + kzd, ©)

where ko, kq, - - -, k; are integers. Obviously, when ko = 1, (9) = (8). Reduce the lattice B to B':

dg
d
B=| "|. (10)
d;
To facilitate finding r, consider the explicit vectors dé, d’l, <o, dl. It's easy to deduce that only one
of them is the solution to (15).

Let d} is the solution to (15), and if d = dj, then dj, is probably equal to r. With this in mind, Ding
and Tao [8] found the conditions that the algorithm can work well (theoretically not proved):

o< g and t> (49)"3. (11)

In addition, if d] # do, we find an interesting thing that the recovery value p’ is only 1 or a very
small number different from the true value p in many cases of our experiment. And our experiments
lead to the following general conclusions between p and p':

Letd; = (uj1, uip, -+, wit) # do, dru = ged(r1 — wjn, 12 — i, - -+, re — ujt), then

p'—p=du, (12)

where p’ is the recovered value of p. So, if d # dg, using vector d;, p can be restored. And since d,,, is
bounded, p can be restored by p’ .

In summary, one of the outputs dy, - - - , d, generated by the LLL algorithm can be used to recover
r under the appropriate conditions.

3.2. Our Proposal

In this part, an improved OL algorithm, AIOL, is described in detail.
Through the proof in the next section, it can be seen that when the condition
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Algorithm 1 AIOL: An improved OL algorithm for GACD

Input: The GACD parameters v,7,0 € N, and t+ ACD samples {x1,---,x:} & D, p(p), with t

satisfying
tznmx{&[g(U—p—ykv—m2—1%7+pOW}- (13)

Output: The approximate greatest common divisor p.
1. Randomly choose N € (27*+7~1,27+1). And then constract a lattice £ with the basis

B= - . (14)

2. Reduce lattice £ by calling the LLL algorithm with 6 = 3/4. Let the reduced basis be V =
[V1| e |Vt+1]/ where Vi = (uill sy Uy, vi(tJrl))/ (l = 1/2/ e /t+ 1)

3. Collect short vectors from V so that ||v;|| < 21—p—2-log \ﬂ, (i=1,2,---,t—z),wherez =1,2. And
then, solve the following Diophantine equations with f unknowns ry, - - - , 74

t t
Zui]--ri:Zui]-~xi(i:1,---,t—z). (15)
j=1 j=1

4. Rewrite the integer solutions of (15) as follows:

d=do+t1dy +---+1t:dy, (16)

where dj is a special solution of the Diophantine equations, ¢, - - - , ¢, are integers, dy, - - - , d; is a basis
of integer solution space for the corresponding homogeneous linear equations.
5. Letr = do.

6. Compute p = ged(x1 — 11, x2 — 12).

(1 —p)*>>12(7+p) (17)

or equivelently

p<n+0.6—4/12(5+v7+3) (18)
holds, the algorithm AIOL will successfully recover p.
3.3. The proof of AIOL algorithm

Lemmal. ForVv e L, if ||v] < 21-p=2-10gVt then the equation (15) holds.

Proof. Letv = (uy,up, - ,ut,Zle uix; + up 1 N), M = 21—p—2-log \ﬁ, then

2
t t
Iv]| = \J u? + ( UiX; +ut+1N> < M. (19)
=1 =

1 1

Thus

t
Z uix; +up 1N
i=1

luj| < M, <M(1<i<t). (20)
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Since 2711 < N < 27+,

<27Vt |u||

<27Vt ||v]|
< 27\t . 2n—p—2-log Vi
= 27T1=P=2 < N /2.

Therefore, there is no modular N operation and u;1 = 0. Sov = (uq,up, - -+, us, Zle u;x;).

We also have

| < 20VE-|Iv] < 272

To prove that (6) holds, suppose |):f:1 uiqi| #0,s0

t
p|Y wg| >p=>21""

i=1

t
Y wr| > 217t 212 =012

i=1

>p iqi| —

7

t t
= ‘P Y uigi+ Y uiri
i=1 i=1

but

t
2 uix;| <M= 1—p—2-log Vi 12,

i=1
This is a contradiction. The equations (6) and (15) hold. Then Lemma 1 holds. O

t
Z u;x; + utJrlN =
i=1

Lemma 2. If the number t of samples satisfies
(4/3)(3f*2)/4 () /(1) < pi—p—2-log \/f,
then LLL reduction basis vectors is valid for the construction of equation (15).

Proof. For the (t — 1)-th LLL reduction basis vector v;_1, whose length can be estimated

[veea]| < 2172w
= (4/3)"V2|lvi||(x = 4/3)
4/3)=D72 vy || (by (5))

(
(4/3)=172 . (473)t% . 1BV 4D (by Theorem 1)
(4 )3t 2)/4 2(7+17)/(t+1)‘

VANRVAN

IN

According to Lemma 1, equation (15) holds when (26) is true. O

Based on the above two lemmas, the following theorem can be obtained.

doi:10.20944/preprints202310.0698.v1
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(21)

(22)

(23)

(24)

(25)

(26)

(27)

Theorem 2. When GACD parameters satisfy (17) or (18) and the number of samples satisfy (13), then we

construct the equation (15) to be true.
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Proof. From the condition (26), the length of LLL reduction basis vectors satisfies Lemma 2, then
LLL reduction basis vectors is valid for the constrction of the equation (15). Combined the above
two lemmas, we simiplify the inequation and ignore some small terms to get the following bound of
sample numbers t. The specific process is as follows: take the logarithm base 2 on both sides of (26) to
obtain:

S|

3t—-2 4
- — - I K —0—2 — .
1 log3 + T SP 2 —log V't (28)

Remove some smaller items of (28), log % ~ 0.4, we have

TEN
0.3t + F1 S (29)
Sort out the formula (29), we get
0.3t — (n —p—03)t+ (v +7) <0, (30)
then
032 — ( —p)t+ (y+1) <0, (31)

By solving the inequality (31), we can get

tzg(ﬂ-p—\/(n—p)z—l-Z(erp))- (32)

In summary, when conditions (18) and (32) hold, the algorithm can recover p successfully. Note
that the condition ¢ > 4 comes from the third step of AIOL where we need to collect at least
2 short vectors for building the required Diophantine equations. Then the condition (13) is true.
Hence,Theorem 2 holds. O

4. Experiments and Comparisons

In this section, we conduct experiments towards our algorithm AIOL, as well as the Ding-Tao’s
algorithm. The experimental environment is specified as below: Intel(R) Core (TM) Processor i5-1235U
CPU (1.30 GHz) with 16 GB of memory, Windows 10 OS, and Maple 2021 coding language.

The experiments are organized as two steps. Firstly, to test the effects on relaxation on conditions
of p and t, we adopt the following settings on the related parameters:

¢ Fixn = 160;

e Let v = 300,400, 500, 1000, 1500, 2000 respectively;

¢ For each case of setting on 7, running the Ding-Tao’s algorithm and our AIOL algorithm for 100
times for different p (resp. t) around the upper (resp. lower) bound of p (resp. t) given by the
Ding-Tao’s condition (11) and our condition (13,18), respectively.

¢ Then, for each case, collect the success rate for recovering the hidden common divisor p, as well
as the maximal p (resp. the minimal ) that enables the related algorithms work. These results
are summaried in Table 1, where the symbol "~ indicates that in this case the related failed to
work out.

doi:10.20944/preprints202310.0698.v1
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Table 1. Experiments and Comparisons: Conditions on p, t and Success rate (17 = 160).
Ding-Tao AIOL

p (11) OPmax t(11) tin succ % p (18) OPmax t(13) Emin succ %
300 79 103 11 11 82% 137 137 35 17 100%
400 79 91 12 12 87% 134 134 34 19 100%
500 79 80 13 13 90% 131 132 39 23 100%
1000 79 30 16 16 89% 122 123 54 33 100%
1500 79 - 19 - - 115 115 60 40 100%
2000 79 - 21 - - 109 109 72 46 100%

From Table 1, we can see that:

* The overall success rate of our algorithm is 100%, which is observably higher than that of in the
Ding-Tao’s algorithm, under the same settings on 7, v and a similar scale of . Moreover, even
for bigger settings on p in AIOL, the success rates are still higher than those of obtained by the
Ding-Tao’s algorithm for the smaller settings on p. !

¢ The condition on p given by the Ding-Tao’s condition (11) is irrelevant, considering for v = 300
and 7y = 1000, the maximal values of p for ensuring the Ding-Tao’s a high success rate are 103
and 30, respectively. They are respectively either observably bigger or smaller than the given
bound 79 < /2.

¢ The condition on p given by AIOL is relaxed to the case of p > #/2. And this condition is tight in
the sense that for all these cases, the the maximal values of p for ensuring AIOL success are almost
same with the bound given by (18).

¢ The condition on ¢ given by the Ding-Tao’s condition (11) is rigorous in the sense that for even
small ¢, our tests on the Ding-Tao’s algorithm failed, whereas the condition on ¢ given by (13) in
AIOL is loose since for even small ¢, our algorithm still works well. At present, we have no idea
to give a tight bound on choicing t for the AIOL algorithm.

Secondly, to test the scalability, as well as the speed, we adopt the settings according to experiments
given by Ding and Tao in [8]. That is,

¢ Fixy = 1000 and p = 450;

* Let v = 5000, 10000, 15000, 20000 respectively;

¢ In Ding-Tao’s algorithm, let t = 18,40, 59, 85 respectively, according to what was given in [§],
while in our algorithm AIOL, ¢ is set to 10, 20, 29, 38 respectively — calculated according to the
condition given by (13).

¢ Then, for each case, we run Ding-Tao’s algorithm and our algorithm respectively, and then
collect the running time for getting correct results in Table 2. (Note that for conveniences doing
comparisons, partial data on the running time in Ding-Tao’s paper [8] is referenced here.)

Intuitively, the bigger p, the more errors involved in the given ACD samples, and this in turn means the harder for solving
the given GACD instances.
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Table 2. Experiments and Comparisons: Scalability and Speed (y = 1000).
o Ding-Tao AIOL

0 t time (s)? time (s)? 0 £(13) time (s)?
5000 450 18 2.386 207.09 450 10 40.15
10000 450 40 91.447 7436.85 450 20 1162.34
15000 450 59 749.179 61767.34 450 29 3793.10
20000 450 85 4245.879 141303.98 450 38 32651.77

1 Running time in MAGMA according to [8]. 2 Running time in MAPLE according to our experiments.

From Table 2, we can see that:

¢ Both our algorithm AIOL and the Ding-Tao’s algorithm have good performance in scalability in
the parameter . Moreover, the AIOL algorithm can find the correct solutions with even smaller
t, this in turn means less space cost for storing the ACD samples.

¢ With the sample computational environments (i.e. MAPLE coding on an Intel i5 CPU with 1.30
GHz clocks), our AIOL algorithm runs much quicker than the Ding-Tao’s algorithm, under the
same settings on 1y, % and p.

¢ Ding-Tao’s tests given in [8] (i.e. MAGMA coding on two Quad-Core Intel Processor Q9400
CPUs with 2.66 GHz clocks) are much quicker than our tests on both AIOL and the Ding-Tao’s
algorithm. We think that this might be mainly attributed to the differences of computational
environments.

5. Conclusions

The interest in the general approximate common divisor (GACD) problem is excited by the
possibility of building fully homomorphic encryptions over integers, though many such kind of
cryptographic constructions were broken. In fact, from an even abstract point, the GACD problem can
be viewed as a learning-with-error (LWE) version of the greatest common divisor (GCD) problem over
the 1-dimension lattice Z. Although we know that all lattice problems are easy for low dimensions,
more efforts are still needed to tackle the GACD problem. In this paper, an improved orthogonal
lattice algorithm, AIOL, is proposed for solving GACD. Compared with the Ding-Tao’s OL method,
the parameter conditions for suit for AIOL is relaxed, and the experiments show that the success rate
of AIOL is enhanced observably.
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