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Abstract: In recent years web applications and on-line business transactions have grown many
folds. Consequently, also cyberattacks have increased and represent a serious threat to the pervasive
digital services upon which our society relies. To mitigate cyberattacks, many countermeasures are
deployed on computing nodes (e.g., anti-malware software) as well as on network devices to detect
and possibly block malicious packets in transit; these monitoring devices broadly go under the name
of firewalls. Firewalls are designed according to two main architectural approaches: software
running on a standard or embedded computer, or purposedly designed hardware, e.g., ASICs.
Software-based solutions have the advantage of high flexibility and can be ported on easily
upgradable hardware. However, hardware implementation represents the only viable solution for
high data rates. On the market, very fast devices of the latter kind are available, but their cost is
typically very high, especially considering that their ultra-optimized design makes updating them
very difficult, with the consequence of a rather short lifespan. As a more balanced alternative, we
wanted to investigate the use of an FPGA architecture, , which is significantly easier to update than
custom-built chips, and features low-latency and high-throughput characteristics concurrently,
making it preferrable to other programmable systems based on GPUs or microcontrollers. In this
paper a packet sniffer that has been designed on FPGA with a 1 Gbit/s data transfer rate is presented.
The system is implemented on the FPGA development board KC705 by Xilinx, can analyze Ethernet
frames, checking the frame fields against a set of rules defined by the user and calculates statistics
of the received Ethernet frames over time. The designed packet sniffer has been successfully tested
both with Ethernet frames ad hoc generated using a packets generator, and with real web traffic by
connecting the packet sniffer to the internet.

Keywords: network security; packet sniffer; packet classification; FPGA; embedded systems

1. Introduction

The interconnection of embedded technologies in the paradigm of the Internet of Things (IoT)
and the increasing complexity of networks due to the continuous increase of web applications and
business transactions, make networks more vulnerable to cyberattacks that can result in denial of
service, unauthorized accesses and sensitive data theft or alteration [1]. Cyberattacks represent a
threat in different fields of application, such as Industry 4.0 [2-4] and healthcare [5-7].

In the context of computer networks, cyberattacks are often mitigated using network security
systems, such as firewalls and packet sniffers. Both kinds of devices try to detect malicious traffic,
either by finding it unrelatable with known legitimate packets (anomaly-based approach) or by
comparing packets with samples of known attacks (signature-based approach). In this work, we
designed our prototype according to the signature-based approach, not excluding the possibility of
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improving the design to encompass the anomaly-based one. The difference between a firewall (or
Intrusion Prevention System, IPS) and a packet sniffer (or Intrusion Detection System, IDS) is that an
IPS has -- either physically or logically -- two ports. When network data enter one port, these are
transparently transferred to the output of the other port if no threats are detected or blocked
otherwise [8]. An IDS, on the other hand, is a system that works in passive mode, reading all data
received at its input port, and sending alarm messages to a remote server when potential threats are
detected [9,10]. It can be placed in-line, receiving traffic on an entry port but always forwarding
packets to the exit port, or on the side of the network, by configuring a switch to mirror all traffic
from monitored ports to the IDS itself, which in this configuration does not even need an exit port.
Firewall and packet sniffers on home or business networks, i.e. running at speeds that rarely exceed
1Gbps, can be effectively implemented in software running on a server. Nivedita and Kumar in 2017
proposed an innovative approach for a firewall using a hybrid frame of Netfilter for Linux web server
[11]. Nivethan and Papa in 2016 presented a novel methodology that extends existing Linux-based
firewalls for use in systems that use DNP3 protocol, in particular to protect US smart grid [12].
Tirumala et al. in 2022 investigated the hardware capability of network interfaces of Raspberry Pi to
handle high volumes of incoming traffic in the protection of small-to-medium enterprises (SMEs) and
smart homes [13]. Phalguni and Krishna in 2015 presented a software firewall for the application
layer running on a ARM9 based single board computer based on the Iptables/Netfilter frame in Linux
[14]. Oluwabukola et al. in 2013 proposed Psniffer, a packet sniffer software application for network
security in Java [15]. Phang et al. in 2008 presented V6SNIFF, an efficient packet sniffer capable to
analyze Ipv6 packets [16]. Goyal et al. in 2017 made a comparative study between the two most
popular packet sniffing software (Tcpdump and Wireshark) [17].

Firewalls and packet sniffers based on software running on a standard computer work reliably
in most situations. However, when the amount of transferred data and data transfer speed increase
over a certain threshold, these systems can lose effectiveness. In these situations, a hardware
implementation is preferred since this can guarantee real time operations and much higher data
throughput. Niemiec et al. in 2019 presented a survey about the open research challenges that must
be addressed for the adoption of FPGAs in the acceleration of virtualized network functions [18].
Wicaksana and Sasongko in 2011 presented a prototype of a hardware stateless firewall designed
using Cyclone II FPGA working at 91 MHz [19]. According to the authors, however, only the packet
classification was implemented, and the lack of an efficient FIFO buffer prevents high speed data
transfer. Fiessler et al. in 2016 proposed HyPaFilter, a hybrid packet classification approach where
simple operations are handled in hardware designed with FPGA while complex operations are
handled by a Linux based software firewall [20]. Ezzati et al. in 2010 proposed a packet classification
engine based on artificial neural networks that achieves a 97% accuracy in the classification of TCP/IP
packets [21]. According to the authors, the proposed method is appropriate for FPGA implementation,
Matlab simulation were carried out and the VHDL code was simulated and synthetized, but an
operative system was not developed.

In this paper a hardware packet sniffer implemented in FPGA is presented. The system is
designed using Verilog with a commercial development board: the Xilinx KC705. The system is
highly configurable, that is the rules to discriminate safe and potentially dangerous Ethernet frames
can be set by the user with an ad-hoc software designed in LabVIEW (National Instruments). The
system also provides a set of statistics on the analyzed network traffic. In Section 2 the format of an
Ethernet frame and the most important fields for the determination of potential threats are presented.
In Section 3 the developed packet sniffer is presented with details of the involved signals and
simulations of the system behavior. In Section 4 the results of several tests carried out with the
designed packet sniffer are presented and compared with the results obtained with Wireshark, a
popular packet sniffing software. In Section 5 a short discussion is presented to the extension of this
project to higher data rates. Finally, conclusions are presented in Section 6.

2. Ethernet frame format
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Ethernet is a networking technology widely used in local area networks (LANSs), metropolitan
area networks (MANs) and wide area networks (WANSs). It is also used in other fields of application,
ranging from industry to avionics, telecommunication, and multimedia. It has been introduced in
1980 and the first standardization was in 1983 (IEEE 802.3). Ethernet data transfer rate evolved from
the initial 2.94 Mbps up to 100 Gbps [22].

In Ethernet networking, data are described according to different levels of abstraction of the OSI
model [23]. At level 2 (data link layer) of the OSI model data are described in the form of frames. The
format of an Ethernet II frame is shown in Figure 1. It always starts with a preamble and a start frame
delimiter (SFD) and ends with a frame checksum (FCS), a four bytes CRC, that allows to detect
corrupted data in the frame. The header of the Ethernet frame consists of the following fields:
destination and source media access control (MAC) address, VLAN tag (an optional field) and the
protocol type of level 3 (network layer), while the payload represents the data of the network layer.
Two of the most important protocols of the network layer are ARP and IP, whose packet format is
presented in Figures 2 and 3, respectively. The IP header also contains the protocol of the level 4 layer
(transport layer) whose data are present in the IP payload. In the case of the transport layer, three
different protocols have been considered (TCP, UDP and ICMP) whose packet format is presented in
Figures 4, 5 and 6, respectively.

7 1 6 6 4 2 46 — 1500 4

PREAMBLE SFD DESINERON STHIRCE Vian TYPE PAYLOAD

MAC ADDRESS MAC ADDRESS TAG

ETHERNET HEADER ETHERNET DATA
ETHERNET II FRAME FORMAT

Figure 1. The format of an Ethernet II frame. The length of each field of the frame is reported as
number of bytes.
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Figure 2. The format of an ARP packet. The length of each field of the frame is reported as number of
bytes.
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Figure 3. The format of an IP packet. The different fields of the packet are presented in rows of 32
bits.

[I'9]

SOURCE PORT DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEDGMENT NUMBER
OFFSET RESERVED FLAGS WINDOW SIZE
TCP CHECKSUM URGENT POINTER

OPTIONS PADDING

PAYLOAD

Figure 4. The format of a TCP packet. The different fields of the packet are presented in rows of 32
bits.
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Figure 5. The format of an UDP packet. The different fields of the packet are presented in rows of 32
bits.
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Figure 6. The format of an ICMP packet. The different fields of the packet are presented in rows of 32
bits.

In the case of TCP-IP and UDP-IP packets, the most important fields from the cybersecurity point
of view are IP source and destination addresses as well as the source and destination ports. IP address
is used, along with MAC address, to identify a device inside a network. IP address is used as a global
address while MAC address is used as local address. Data on internet are directed using the IP
address and, when the local area network (LAN) is reached, IP address is translated to MAC address
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and data are delivered to the correct device. Similarly, source and destination port numbers are used
to define the application or service involved, so that the operating system can deliver the packet to
the appropriate process. The relevance of these parameters for cybersecurity is twofold. Being able to
read them enables a potential attacker to infer who is communicating with whom (in terms of
network hosts) and what kind of dialogue is happening, even if the contents (payload) are encrypted.
Obscuring IPs and ports is possible only with modified protocols, such as IPSec [24], or by
encapsulation performed by specific applications (Virtual Private Networks, VPN); moreover, it
would interfere with the functionality of a firewall or benign packet sniffer. For these reasons, we do
not consider the scenario of encrypted IP and port numbers. An attacker that can alter these
parameters can hide their own identity by spoofing the source address, usually with the goal of
bypassing firewall rules that would block packets bearing their real address.

3. Experimental design

The experimental setup designed to validate the developed packet sniffer is composed of two
different parts: a packets generator, to generate Ethernet frames with variable data rate selectable by
the user, and the packet sniffer that analyses the Ethernet traffic. The analysis includes Ethernet data
statistics based on the fields of the analysed Ethernet frames.

Both the packets generator and the packet sniffer are designed using the FPGA development
board KC705 by Xilinx [25]. The KC705 development board provides a hardware environment for
developing and evaluating designs targeting the Kintex-7 XC7K325T-2FFG900C FPGA. It integrates,
among other things, 1GB of DDR3 RAM, 128 MB of flash memory, a 200 MHz LVDS oscillator, PCI
express connectivity, USB ports for FPGA programming and UART data communication, a
10/100/1000 tri-speed Ethernet PHY (Marvell M88E1111-BAB1C000), pushbuttons, switches, and
LEDs for user interaction.

The physical layer of the Ethernet protocol is managed by the tri-speed Ethernet PHY chip
integrated on the KC705 board, while the data link layer is managed by the Tri-Mode Ethernet Media
Access Controller (TEMAC), an intellectual property module provided by Xilinx [26]. Ethernet traffic
generation and analysis have been implemented for a data rate of 1 Gbit/s. Ethernet frame analysis is
carried out for the following protocols: ARP, IPv4, UDP, TCP, ICMP. The maximum Ethernet frame
size is set to 1518 bytes for normal frames and 1522 bytes for VLAN frames.

The implementation of the packets generator and packet sniffer is discussed in detail in Section
3.1 and 3.2, respectively.

3.1. Packets generator

A KC705 development board is used to generate Ethernet frames that are sent to the packet
sniffer to test its functionality. The main functional blocks that compose the packets generator are
presented in Figure 7, where all the interconnections among the blocks are also shown.
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Figure 7. Schematic of the packets generator and its main functional blocks.

The packets generator features a 200 MHz differential clock available on the KC705 board
(CLK_IN_N and CLK_IN_P) and the serial UART receiving port (UART_RX). The 200 MHz
differential clock is used to generate two different clock signals: UART_CLK (10 MHz, used to
provide the clock signal for the UART_RX module and the UART_RX_CONTROL module) and
MAC_TX_CLK (125 MHz, used to provide the clock signal for the MAC-TX_CONTROL module and
the TRI-MODE_ETHERNET_MAC module). The UART_RX module is used to read the serial input
UART_RX and generate a 8-bit output byte (UART_RX_DATA) that is sampled when the signal
UART_RX_DV is active (i.e. logic value 1). The UART_RX_CONTROL module reads the received 8-
bit data from UART and controls the operation of the system. In Figure 8 the waveforms of the signals
are presented in the case of frames data loading in the memory in the case of a set of two Ethernet
frames (each of length 60 bytes), one encapsulated with UDP data and the other with TCP data. The
operation begins when the UART_RX_CONTROL module receives the control byte 0x14 (decimal
value 20), followed by two bytes indicating the number of frames that are loaded (0x0002), the total
number of bytes that follows (0x007c, decimal number 124) and, for each frame the data preceded by
two bytes indicating the frame length (0x003c, decimal value 60). When received, data are stored in a
l6kbytes distributed RAM (MEMORY module) with synchronous write and asynchronous read.
Figure 9 shows the waveform signals at the end of frames data set loading.

0.000000 us S00. 000000 us 1.000.000000 us 1.500.000000 us
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Figure 8. Signal waveforms in the case of data loading in memory using UART (start of the
operation).

10, 500. 000000 us 11, 000. 000000 us 11.500. 0000

Figure 9. Signal waveforms in the case of data loading in memory using UART (end of the
operation).

Once the frames dataset is loaded in memory, different operations can be performed by sending
the correct control byte to the UART_RX_CONTROL module: start of a single write operation (control
byte Oxle, decimal value 30, to send out on the Ethernet port the frames in the data set), start of a
continuous write operation (control byte 0x28, decimal value 40, to send out on the Ethernet port the
frames in the data set in looping mode), stop of the continuous write operation (control byte 0x32,
decimal value 50). The system can be programmed to insert a defined delay between the end of a
frame and the beginning of the next one, to provide a controllable data rate for Ethernet transmission.

Figure 10 shows the waveform signals in the case of a single write operation, where the two
Ethernet frames in the data set are read from memory by the MAC-TX_CONTROL module. Then the
data are sent to the input of the TEMAC module that generates the output data for the Ethernet PHY
chip on the KC705 board. Figures 11 and 12 show the signal waveforms of first frame transmission.
The data valid signal (MAC_TX_DV) is enabled during the transmission operation and data read
from memory are sampled when the signal MAC_RX_READY is active. Initially, the length of the
frame in bytes is read from memory (0x003c, 60 bytes), then MAC_TX_DV is enabled, and the frame
data are transmitted. During the transmission of the last byte of the frame the signal MAC_TX_LAST
is enabled, then MAC_TX_DV is disabled, and, after a delay, the second frame is transmitted. At the
output of the TEMAC module, the frame data (GMII_TXD) are sent to the Ethernet PHY chip
preceded by the frame preamble (0x55555555555555d5) and followed by the frame checksum
(0x8a68866a). During the transmission the signal GMII_TX_EN is enabled.

11,310,000, 000 ns 11,310,500.000 ns 11,311, 000.000 ns

fle TR e AR e R

Figure 10. Signal waveforms in the case of the generation of two Ethernet frames in sequence.
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Figure 11. Signal waveforms in the case of the generation of an Ethernet frame (start of the

operation).

11,310,500.000 ns 11,310,550.000 ns 11,310, 600.000 ns 11, 510, &

H
il

\l_\l_\V_IIV_IV_I

LML FLFLFLTLT TN W W N W W

Q
| o]

Figure 12. Signal waveforms in the case of the generation of an Ethernet frame (end of the
operation).

Programs have been written in LabVIEW to control the packets generator. Test have been carried
out by connecting the packets generator Ethernet port to a PC Ethernet port and generating different
sets of Ethernet frames. The network traffic on the PC has been analysed by Wireshark to check the
correct operation of the packet generator.

3.2. Packet sniffer

Figure 13 shows the main functional blocks that compose the packet sniffer, where all the
interconnections among the blocks are also shown.
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Figure 13. Schematic of the packet sniffer and its main functional blocks.

Two different clocks are used in the design: MAC_RX_CLK (125 MHz), used for synchronization
of the packet reception and analysis and UART_CLK (10 MHz), used for synchronization of the data
transmission/reception between the packet sniffer and a PC using UART at a baud rate of 9600.

The Ethernet frames are received by the Marvell M88E1111-BAB1C000 Ethernet PHY chip
available on the KC705 development board and transmitted in parallel form (1 byte) to the TEMAC
IP by Xilinx that removes the frame preamble and checks the correctness of the frame checking
sequence (FCS). Then the frame data are presented to the MAC_TX_CONTROL module that feeds
the data to the PACKET_ANALYSIS module that calculates the frame fields (as discussed in Section
2). Figure 14 shows the signal waveforms for the frame reception and analysis in the case of four
different Ethernet frames (UDP, TCP, ARP and ICMP) that are continuously received.

5. 147,000,800 ns 5,148,000, 000 ns 5,142,000,000 ns 150,800, 000 ns

_UDP[15:0]
JRT_TCP[15:0]

Figure 14. Signal waveforms for the reception and analysis of Ethernet frames.
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When the packet is analysed, the signal ENABLE_FW is activated and when the analysis is
completed a pulse is generated on the signal FIREWALL_OUT. The frame analysis calculates
different parameters of the frame such as: MAC source and destination addresses (MAC_SOURCE
and MAC_DEST), the protocol of level 3 (LEV_3_PROT) and, in the case of LEV_3_PROT = 0x0800
(IP packet), the protocol of level 4 (LEVEL_4_PROT), the IP source and destination addresses
(IP_SOURCE and IP_DEST), the source and destination ports in the case of UDP and TCP packets
and the flags in the case of TCP packets. When the frame analysis is completed and the signal
FIREWALL_OUT is pulsed, the CHECK_RULES module decides if the packet matches the firewall
rules. Firewall rules are stored in the RULES_MEMORY module and are loaded from the PC using
UART. The firewall rules are defined for an IP packet according to a whitelist strategy based on the
range of IP source and destination addresses, the protocol of level 4 and the range of source and
destination ports. Based on these rules, the CHECK_RULES module outputs the type of packet
(FW_PCK_TYPE), the length in bytes of the packet (FW_PCK_LENGTH), and the results of the
analysis (FW_RESULT, 0 packet with errors, 1 packet with rules violation, 3 allowed packet). When
the rules check is completed, the signal OUT_RESULTS is pulsed and the module
GENERATE_STATISTICS calculates a statistic (packet type, packet length, packet allowed or
rejected, total data transferred, etc.) that can be downloaded to the PC using UART.

Figure 15 shows the signal waveforms for the frame analysis and statistics generation in the case
of four different Ethernet frames (UDP, TCP, ARP and ICMP) that are continuously received. Initially,
the rules have been defined to accept only the IP source address of the TCP packet. It is planned to
extend the set of rules in the near futures according to the applications. Currently we plan to test and
use this firewall hardware based on FPGA to monitor the I/O internet traffic crossing our department
at the University of Bologna.

Figure 15. Signal waveforms for the frame analysis and statistics generation of Ethernet frames.

As can be seen in Figure 15, among the four types of packets that are generated (UDP, TCP, ARP
and ICMP), TCP (FW_PCK_TYPE = 1) and ARP (FW_PCK_TYPE = 0) are tagged as allowed
(FW_RESULT = 3). In fact, in the TCP packet the IP source address matches the firewall rules and
ARP is not an IP packet (LEV_3_PROT = 0x0806). On the contrary the IP packets (LEV_3_PROT =
0x0800) with a level 4 UDP protocol (LEV_4_PROT = 17) and ICMP protocol (LEV_4_PROT = 1) are
tagged as rejected since the IP source address does not match the firewall rules.

4. Results
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The packet sniffer presented in Section 3.2 has been tested to evaluate its performance. Initially,
it has been tested by generating the Ethernet frames using the packets generator described in Section
3.1. These results are presented in Section 4.1. Next, the packet sniffer has been connected to the
internet to test its reliability and performance under real Ethernet traffic and the corresponding
results are presented in Section 4.2.

4.1. Tests with the packet generator

The packet sniffer has been tested by generating Ethernet frames with the packet generator. The
measurement setup is depicted in Figure 16.

POWER
ELIFFLY

PC Packets generator

Figure 16. Experimental setup where the Ethernet cables of the packets generator and the packet
sniffer are connected together.

Both the packet generator and the packet sniffer are interfaced to the PC UART port. The PC
loads the selected Ethernet frames on the packet generator, sets the delay between frames and starts
a continuous transfer to the packet sniffer. Once per second, the packet sniffer transfers the traffic
statistics to the PC using the UART port. Ethernet frames of different lengths and different inter-
frames delays have been tested. The results have shown that the packet sniffer operates correctly and
the Ethernet traffic in terms of frame types and speed of data transfer is what expected.

Considering that the packet sniffer reads a single byte in a clock cycle of duration 8ns (Tcix),
corresponding to a 125 MHz clock, the number of clock cycles Ncik needed to analyse an Ethernet
frame of byte length Neru is given by:

Ncrx = Npreamsie + Nspp + Neri + Necs + Nyvac + Nppray 1)

where Nrreamsie is the number of clock cycles needed to read the Ethernet frame preamble (7),
Nsrp is the number of clock cycles needed to read the Ethernet start frame delimiter (1), Nrcs is the
number of clock cycles needed to read the Ethernet frame checksum (4), Nmac is the number of clock
cycles of delay introduced by the TEMAC module, and Npezay is the number of clock cycles of delay
set in the packets generator using the UART command. This results in :

Necrx = Nera + Nyiac + Nperay + 12 ()
Thus, the data rate (DR) expressed in bit/s can be calculated as:
DR = 8XNETH _ _ 109 NETH (3)
NcLkXTcLK NETH+NMACHNDELAY 12

From equation (3) it is evident that, even for Nperay = 0, the data rate cannot reach the maximum
value of 1 Gbit/s, but this can be reached asymptotically for Ner# — +eo. Different Ethernet frames of
different byte lengths and different protocols have been tested with the packet generator working in
continuous mode: ARP (42 bytes), TCP (54 bytes), TCP (74 bytes), UDP (112 bytes), UDP (256 bytes),
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TCP (506 bytes), TCP (983 bytes), TCP (1414 bytes). For each Ethernet frame, different inter-frame
delays have been tested: 0, 10, 50, 100, 500, 1000, 5000, 10000 and 50000 clock cycles delay. The results
of such test are reported in Figure 17.

1200
+ ARP (42 bytes)
® TCP (54 bytes)
1000 4 TCP (74 bytes)
& A « UDP (112 bytes)
0 aL . UDP (256 bytes)
= 800 s « TCP (506 bytes)
2 * I 4 © TCP (983 bytes)
= o “ o & TCP (1414 bytes)
8 600
E * * : P
[y]
£ 400 -
Q [ ] L
+
200 - e
‘ e iy
’ P
0 . b &
1 10 100 1000 10000 100000
NDELAY

Figure 17. Data rate as function of inter-frame delay for Ethernet frames of different byte lengths and
different protocols.

As expected, the data rate decreases with the inter-frame delay. Data reported in Figure 17 have
been fitted to equation (3) using the software CurveExpert Professional v2.4.0 (Hyams Development)
and the results are characterized by an high correlation with a coefficient of determination (R?)
ranging from 0.989 to 0.999.

The maximum value of the data rate (DRwmax) is obtained in the case of no inter-frame delay
(NpeLay = 0) and can be expressed as:

DRyax = 10° — 2 4)

NgTH+NMACH12
In Figure 18 the maximum data rate is plotted vs the frame length in bytes (Ner#). Measured data

have been fitted to equation (4) and this resulted in high correlation (R?>0.98) and an estimated value
of Numac of about 16 clock cycles.
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Figure 18. Maximum data rate as function of the Ethernet frame length (Nker#).

Then, the performance of the proposed packet sniffer has been evaluated and compared with a
PC running Wireshark. Figure 19 shows the experimental setup. A switch Summit X450e-48p by
Extreme Networks has been used to provide the same Ethernet traffic for the packet sniffer and the
PC running Wireshark. The Ethernet port of the PC is connected to port 2 of the switch and the traffic
on port 2 is mirrored to port 10 where the Ethernet port of the packet sniffer is connected. The packets
generator is connected to port 6 of the switch and generates an Ethernet frame addressed to the PC.
Such Ethernet frame is continuously transmitted with different values of the inter-frame delay. The
results of such test are presented in Figure 20 where the frame rate is plotted vs time for both the
packet sniffer and the PC running Wireshark. The produced plots correlate as expected but the
response of the PC running Wireshark is delayed of about 8-11 seconds if compared to the packet
sniffer. Moreover, when the frames rate is higher than 48000 frames/s, the PC running Wireshark
begins to lose data and it eventually crashes for frame rates higher than 100000 frames/s. This shows
how the proposed packet sniffer can monitor Ethernet traffic with data rate up to 1 Gbit/s with
accurate results, while this is not the case of a PC running Wireshark that cannot work properly if the
data rate is too high.

Summit X450e—48p By

Packets generator

Figure 19. Experimental setup where the PC Ethernet traffic is mirrored on the packet sniffer and the
packets generator is used to generate the traffic.
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Figure 20. Measured frame rate vs time in the case of the proposed packet sniffer and a PC running
Wireshark.

4.2. Tests with real Ethernet traffic

After the designed packet sniffer has been tested with controlled Ethernet traffic generated with
the packets generator, the system has been tested with real Ethernet traffic, using the experimental
setup shown in Figure 21.

Summit X450e—48p po—

T v

Packet sniffer

PC World Wide Web

Figure 21. Experimental setup where the PC Ethernet traffic is mirrored on the packet sniffer and real
Ethernet traffic is generated by the PC.

In this configuration a switch Summit X450e-48p by Extreme Networks has been used to provide
the same internet traffic for the packet sniffer and the PC running Wireshark. The Ethernet port of
the PC is connected to port 2 of the switch and the traffic on port 2 is mirrored to port 10 where the
Ethernet port of the packet sniffer is connected. A router is connected to port 6 of the switch to allow
internet connection of the PC.

In a first test a ICMP flood attack towards the PC connected to port 2 of the switch was emulated.
This was carried out with the software UDP Flooder using another PC connected on the same LAN
to generate the attack. Figure 22 shows five different attacks which were generated for different time
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periods. The results for the data measured using the packet sniffer and the PC running Wireshark are
also shown. A cross-correlation analysis was carried out to investigate the correlation between packet
sniffer data and Wireshark data using Real Statistics add-on for Excel. The results have shown that
Wireshark data are delayed about 6 seconds and the maximum correlation factor is estimated as 2 =
0.99.
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Figure 22. ICMP packets rate under different ICMP flood attacks detected with the packet sniffer and
the PC running Wireshark.

A second test was carried out by generating UDP Ethernet traffic using an on-line video
streaming service. A Youtube video of duration of about 2 minutes was viewed on the PC using
different video resolutions (1080p, 720p and 480p) and the corresponding UDP traffic monitored with
the packet sniffer and Wireshark. The number of UDP packets in 1 second detected by the packet
sniffer is presented in Figure 23 for the video resolution of 1080p, in Figure 24 for the video resolution
of 720p and in Figure 25 for the video resolution of 480p.
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Figure 23. UDP packets rate in the case of video resolution 1080p.
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Figure 24. UDP packets rate in the case of video resolution 720p.
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Figure 25. UDP packets rate in the case of video resolution 480p.

As can be seen, in the case of online video streaming, traffic is mainly characterized by spiked
data traffic of Ethernet frames tagged UDP. The frequency of UDP data transfer is function of the
video resolution (i.e. the higher the resolution, the higher the data traffic). A cross-correlation analysis
was carried out between data from the packet sniffer and Wireshark. The results have shown that the
correlation coefficient 12 is 0.78 in the case of video resolution 1080p, 0.92 in the case of 720p and 0.57
in the case of 480p. The lower values of the correlation coefficient can be explained by the spiked
characteristic of the data transfer and because the packet sniffer and the PC running Wireshark are
not synchronized. Thus, the spiked data transfers can be read for the packet sniffer and the PC
running Wireshark with a variable delay and this affects the correlation between the two sets of data.
Total UDP data transfer has been measured for both the packet sniffer and the PC running Wireshark
and the results are reported in Table 1.

Table 1. Total UDP data transferred in the case of Youtube video with resolution 1080p, 720p and
480p for the packet sniffer and the PC running Wireshark.

Video resolution
1080p 720p 480p
packet sniffer 56.72 MB 33.26 MB 20.44 MB

Device
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PC running Wireshark 56.51 MB 33.14 MB 20.27 MB

A third test was carried out by downloading a file (Arduino IDE, file size 197 MB) using the
Linux command “wget”. In this case, data transfer is achieved using the TCP protocol and the data
rate (TCP data per second) is presented in Figure 26.
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Figure 26. TCP data rate in MB/s in the case of file download using the Linux command “wget” for
the packet sniffer and the PC running Wireshark.

The file was downloaded four times using different limits for the download bandwidth: 2 MB/s,
5 MB/s, 10 MB/s and 15 MB/s. A cross-correlation test was carried out and the results have shown
that data from Wireshark have a delay of about 9 seconds if compared to the packet sniffer data and
the measured correlation coefficient is high (0.97).

Finally, a test was carried out to check if the packet sniffer can properly discriminate data
according to the rules defined in Section 3.2. Two different files were downloaded using the Linux
command “wget” from two different IP addresses (82.197.215.15 and 104.18.12.241). The rules were
defined to allow data transfer only from the IP address 104.18.12.241. The results of such test are
reported in Figure 27. As can be seen, TCP data downloaded from 104.18.12.241 are marked as
allowed data, while data downloaded from 82.197.215.15 are marked as data with rules violation.
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Figure 27. TCP packets rate in the case of file download from two different IP addresses (104.18.12.241
and 82.197.215.15) using the Linux command “wget” for the packet sniffer.
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5. Ethernet data analysis for higher data rate

A packet sniffer has been designed in hardware on FPGA that can analyze Ethernet traffic with
a maximum data rate of 1 Gbit/s. However, more recent standards have been defined for Ethernet
that allow higher data speeds (such as 10 Gbit/s and 100 Gbit/s).

Preliminary investigations have been carried out to extend the designed packet sniffer to work
at the higher data rate of 10 Gbit/s. The KC705 development board has been used to create a packet
generator working at 10 Gbit/s and the transmitted Ethernet frames have been looped back on the
receive channel of the same board. In this case, to support the higher data rate, the Small Form-Factor
Pluggable (SFP) port on the development board has been used instead of the J45 port and data
transfer has been achieved using optical fiber. The physical layer of Ethernet transmission is handled
in this case by a PHY module instantiated inside the FPGA instead of the external PHY chip (Marvell
M88E1111-BAB1C000) that can handle a maximum data speed of 1 Gbit/s. The IP module 10G
Ethernet Subsystem v 3.1 provided by Xilinx has been used to handle the layers 1 and 2 of the OSI
protocol.

Figure 28 shows the simulations of a single frame data transfer (UDP packet of 60 bytes length).
While in the case of 1 Gbit/s data rate, data are acquired with data width 1 byte using a clock of 125
MHz, in the case of 10 Gbit/s data rate the data width is increased to 8 bytes using a clock of 156.25
MHz. In summary, while in the case of 1 Gbit/s, a 60 bytes length frame needs 60 clock cycles for data
transfer, in the case of 10 Gbit/s the number of clock cycles is reduced to 8. Moreover, in the case of
100 Gbit/s, data are acquired with data width of 64 bytes, thus a 60 bytes length frame needs a single
clock cycle for data transfer.

124,000.080 ns 124,020.000 ns 124, 040.009

m—

1. LT
IILILLN LR T
LT IO

Figure 28. Signal waveforms in the case of data transmission and reception with 10 Gbit/s data rate.

The reduction of the number of clock cycles needed for a data frame transfer for higher data
rates results in critical timing for the frame analysis and the verification of the packet sniffer rules.
While in the current version (1 Gbit/s) the timing is adequate for the verification of up to 256 different
packet sniffer rules, higher data rates pose strict timing requirements that need the redesign of the
frame analysis hardware, for example using a content addressable memory (CAM), i.e. a type of
memory that can check the presence of particular data in a single clock cycle.

6. Conclusions

In this paper a stateless packet sniffer implemented on FPGA has been described in depth. The
packet sniffer is designed using a commercial FPGA development board (KC705 by Xilinx) and
supports data transfer rates up to 1 Gbit/s. The designed system analyses Ethernet frames of various
types (ARP, IP, UDP, TCP, ICMP), calculates the principal frame fields (such as MAC addresses, IP
addresses, source and destination ports), and evaluates potential threats of the received data based
on a set of rules defined by the user.
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The packet sniffer has been tested first under controlled conditions, generating sets of Ethernet
frames using an ad-hoc designed packets generator, and then under real web traffic by connecting
the system to the internet. A summary report of the system performance was presented during
different tests, including a video streaming and a simulation of a ICMP attack. The results have
shown how the designed system can reliably detect potential threats in the received data. Future
investigations in this research line are aimed at increasing the speed of the packet sniffer by updating
the system to work at data rates of 10 Gbit/s and 100 Gbit/s.

Applications can vary from network monitoring to security of high-speed vertical internet
connections. FPGAs have been confirmed to be the best choice for this kind of applications for their
inherent low-latency, high-throughput, and simple system reconfigurability.
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