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Abstract: Smart farming, as a branch of the Internet of Things (IoT), combines the recognition of 

agricultural economic competencies, the progress of data and information collected from connected 

devices with statistical analysis to characterize the essentials of the assimilated information, 

allowing farmers to make intelligent conclusions that will maximize the harvest benefit. However, 

the integration of advanced technologies requires the adoption of high-tech security approaches. In 

this paper, we present a framework that promises to enhance the security and privacy of smart 

farms by leveraging the decentralized nature of blockchain technology. The framework stores and 

manages data acquired from IoT devices installed in smart farms using a distributed ledger 

architecture, which provides secure and tamper-proof data storage and ensures the integrity and 

validity of the data. The study uses the AWS cloud, ESP32, the smart farm security monitoring 

framework, and the Ethereum Rinkeby smart contract mechanism, which enables automated 

execution of pre-defined rules and regulations. As a result of a proof-of-concept implementation, 

the system can detect and respond to security threats in real time, and the results illustrate its 

usefulness in improving the security of smart farms. 
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1. Introduction 

Normally, As the population of the world grows, so does our need for agricultural improvement, 

and farmers work to produce crops that will provide food for people all over the world. The 

economies of most countries are primarily dependent on the agricultural industry [1]. Many nations 

have agricultural departments that work to strengthen their country's economy, especially through 

agriculture. Over the past few decades, it's clear that the growth of IoT has revolutionized the way 

farming is done and advanced the operational capabilities of the agricultural sector [2, 3]. The 

integration of the IoT into agricultural growth is known as smart farming, and it is quickly fitting as 

the new normal as connected devices, smart things and robots exhibited around the globe are 

expected to be around $15.93 billion in 2028, representing a yearly growth ratio of about 20.31% 

between 2021 and 2028 [4]. As modern agricultural frameworks are integrated into rural regions, 

competitors are targeting them for cyberattacks. For example, a ransomware outbreak at the food 

transportation division of meat management company JBS halted operations at 13 meat industrial 

sites. To remain operational, the company had to spend approximately $11 million [5]. As a result, 

we can all agree that security is seen as a key concern in industries such as agriculture, where the 

advancement of rural security measures is vital.  

The cybersecurity structures now advocated in smart farming typically include chain 

management of food supply and testing of several accomplishments through Machine 

Learning/Artificial Intelligence-based data analysis techniques, cloud computing technologies as well 

as verification and authorization arrangements for sophisticated IoT devices [6, 7]. It has also been 

observed that real IoT devices identified on the Internet were infiltrated And employed as a means 

to launch full denial-of-service (DoS) assaults and further harmful engagements, such as information 
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leakage related to management and sensor data [8]. On the other hand, blockchain has emerged and 

evolved in a fascinating way and is currently being used in decentralized network systems such as 

IoTs [9]. Researchers have made a separate assessment of the blockchain advancement gaps for IoT 

security and safety difficulties, and they have advised and urged us to use blockchain-based 

monitoring for the general security of smart agriculture [10]. Traditionally, in order to extend the 

limitations of the current system and make progress in terms of security with blockchain-based 

system needs, we use blockchain arrangements to continuously handle information and store 

irregularities in blockchain transactions [11, 12]. In this study, AWS cloud, an Arduino gadget 

package with a Wi-Fi component, and Ethereum smart contract were used as an end-to-end action. 

The study is expected to have a promising significance to farmers, the government and also 

cybersecurity and assurance specialists as it renders various scenarios of data and information attacks 

that were encountered by smart farm administrators globally. The research also aimed at recognizing 

possible cybersecurity alarms in smart farming and presenting scenario-specific cyber-attacks. It also 

intends to provide a comprehensive evaluation of current cybersecurity analyses, as well as 

presenting a preventive measure through a blockchain technology consensus in an Intelligent 

farming ecosystem. 

2. Literature Review 

The system Recently, Light has been shed [13] on security and safety issues in IoT as a whole 

and smart farming specifically where coating manufacturing and notable conceivable smart farming 

cyber threats were displayed. Additionally, their research provides certain cyber-attack situations 

characterized into data, features, and other attacks. A predominant attack called "The Night Mythical 

Serpent" is a framework that allows network intruders to get huge amounts of data from several 

petrochemical corporations. The growing number of connected devices has created lots of safety and 

security challenges within the smart farming ecosystem in the rural areas, as farmers could not 

endure severe damage to their crops.  Maria and partners’ [14] report highlight the importance of 

data security in smart farming where they explained dangers and potential vulnerabilities in the 

emerging IoT terrain. Their research focused on security, intelligence, and accessibility models for 

information security in agriculture, as well as unique advances in smart farm systems, such as on-

farm equipment verification, inaccessible sensing approaches, and machine learning. Moreover, the 

risks associated with the use of IoT technology in agriculture have been clearly identified [15].  

Recently, an expert from the security firm Sucuri [16] discovered that a DoS botnet may send 

50,000 HTTP requests per second, causing DDoS attacks on many domains. Cloud computing 

integration with Smart Farming is critical for establishing IoT identifying information capacity and 

analysis, as well as tallying big data demands. Thus, researchers proposed strategies for solving IoT-

based Smart Farming problems using cloud computing [17]. 

2.1. Cloud Solutions in Smart Farming  

A lot of experts have explored the use of blockchain technology for IoT advancement owing to 

the several benefits it provides which includes green computing [18, 19]. Cloud solutions in smart 

farming refer to the use of cloud computing technology to enhance farming operations and improve 

crop yields. Cloud solutions enable farmers to accumulate, store, and evaluate data from multiple 

sources, such as drones, soil sensors and weather sensors, and then use this information to make data-

driven choices about pest control, irrigation and fertilization. With cloud solutions, farmers can access 

real-time data from anywhere and use it to optimize their farming practices and increase 

productivity. In addition, cloud solutions can help farmers reduce costs and minimize waste by 

providing accurate predictions of crop yields and enabling them to fine-tune their operations 

accordingly. Overall, cloud solutions are becoming an increasingly important part of modern 

agriculture, helping farmers achieve greater efficiency, sustainability, and profitability.  
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Figure 1. Smart farming application in Cloud-based IoT [8]. 

3. Materials and Method  

The proposed methodology aims to improve the security and monitoring of the smart 

agriculture system. The Ethereum blockchain is used to track smart contracts and trigger events when 

discrepancies in security checks are detected. Figure 2 shows the layered design of the proposed 

approach. These IoT devices continuously generate events, such as device status, device information, 

and so on. The generated events are sent to the cloud through a wireless gateway or switch connected 

to the device. The cloud layer consists of components that continuously monitor the device events 

and process the event data to extract the required data in the system. MQTT is the industry standard 

for end-to-end packet data transmission. In the AWS cloud, we developed a Lambda function to 

analyze data from the AWS IoT main component and extricate the relevant data from sensor devices 

attached to the farms. When the Lambda identifies a security warning in the device data generation, 

Lambda initiates an Infura API POST request to update the Ethereum blockchain. Moreover, the 

improved exchange may include anomalous values of device information, device location, etc. Infura 

operates Ethereum hubs and provides an API for upgrading ex-variations from customer accounts, 

if they have one. Also, an upgraded blockchain ex-variations will be made available on all Ethereum 

hubs. Though, Figure 2 did not illustrate the client layer, the GUI could examine transactions from 

the Ethereum hub by means of an API call. 

 

Figure 2. Blockchain-based solution in smart farming [8]. 
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The portrayal of the most parts utilized within the projected approach is discussed below: 

Ethereum: Form works on the POS agreement component to favor and incorporate ex-variations 

to the Ethereum blockchain. When a safety event is detected, a Web3 frontend request is conducted 

to survey and warn the farmers. 

Infura API: This is a feature of Ethereum API that allows Smart contracts to be performed in 

Ethereum hubs and performs Ethereum-based ex-variations. Once we have collected and prepared 

the farming device data, we use the Infura API calls to connect with Ethereum hubs. 

AWS IoT core: Several IoT devices sensors are available in the smart agricultural environment. 

To gather messages from diverse IoT devices, a message-processing framework is necessary to 

supplement IoT message protocols such as the MQTT and suits the organized transfer speed. 

Furthermore, to benefit from the Smart agricultural IoT data preparation, we chose AWS IoT core. 

The AWS IoT core enables minimal inactivity and maximum throughput execution, which aids in the 

development of real-time production level IoT monitoring frameworks. 

AWS Lambda: The IoT data should be collected, prepared, and sent into the system as input 

data. As a result, AWS Lambda performs the cryptography in the background and saves the smart 

farming data to the Blockchain. AWS Lambda may be a serverless computing utility that allows you 

to run programs without the need for a framework. 

4. Results Discussion 

The data were obtained from the phase of triggering the device alarm when the organized sleep 

is in seconds, to verify the number of blockchain transactions accepted based on smart farming 

requests. The tests were carried out in six phases, and the data obtained are shown below: 

Table 1. showing varying data trends. 

Time Taken to Induce Device 

Alarm (In seconds) 

Number of Accepted Blockchain 

Transactions on Smart farming 

Requests 

Testing Phases 

4.78 189,000 1 

6.79 114,900 2 

6.12 109,450 3 

4.89 176,000 4 

3.33 194,670 5 

1.02 290,786 6 

The data above showed a varying trend based on a series of tests carried out. The number of 

accepted blockchain transactions on smart farming requests fell from 189,000 to 109,450 after carrying 

out the first three tests (phases 1 to 3). 
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Figure 2. Testing stages and the time taken to induce the device alarm. 

 

Figure 2. Number of accepted blockchain-based transactions on requests. 

However, the next three testing phases showed a rise in the number of blockchain transactions 

accepted on smart farming requests from 176,000 to 290,786. We further observed that the lesser the 

time taken to induce the device alarm, the higher the number of blockchain transactions accepted on 

smart farming requests. This demonstrates the efficacy of blockchain-based poisoning attack 

mitigation in smart farming. The device alarm helps minimize poisoning attacks on the blockchain 

network concerning smart farming requests. 

5. Conclusion  

In this study, we presented a different method to mitigate and prevent poisoning attacks in the 

smart farming system, which notifies farmers of security and safety concerns, as well as the status of 

sensor devices. The end-to-end query implementation as demonstrated used an Arduino device pack, 

an AWS cloud environment, Ethereum blockchain smart contract, and a web application GUI. The 

system can provide real-time notifications to farmers, enable remote observation of the cultivation 

and farming ecosystem, and connect the farming society through this smart farm blockchain-based 

security framework. In our approach, the execution evaluation in terms of organized idleness 

becomes obvious, and it can be stated that the delay can be avoided by executing powerful exchange 

blockchain such as Cardano. In addition, the six test results showed varying trends in the number of 
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accepted blockchain transactions and the time taken to induce the device alarm system. The first three 

tests revealed a decline in the number of accepted Blockchain transactions and a rise in the time taken 

to induce device alarm. However, the last three tests revealed a rise in the number of accepted 

blockchain transactions and a fall in the time taken to induce device alarm. The lesser time it takes to 

induce a device alarm, the higher the number of accepted blockchain transactions on smart farming 

requests and vice versa. This further validates the prevention of blockchain based poisoning in smart 

farming and also enhances Blockchain transactions and development. We also investigated the 

security constraints and future potential of smart farming. 
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