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Abstract: The process of building microgrids on top of existing passive distribution networks warrants a multi-

criteria analysis. Besides the calculation of investment outlays needed for the modernization of distribution 

networks, such an analysis covers an assessment of the technological and economic effects of building 

microgrids. The resulting effects depend on the topology and configuration of distribution networks, specific 

microgrid features, the choice of current type for the entire microgrid or its individual parts, the ways of 

connecting distributed energy resources (DER), the availability and condition of information and 

communications technology (ICT) infrastructure, and other factors. Complete input data allow one to design 

an optimal microgrid configuration, but the main technological and economic effects are determined by the 

algorithms of operation and the parameters setting of the automatic control system (ACS) and the protection 

system. Known approaches to designing microgrids focus on addressing basic tasks while minimizing 

investment required for their implementation. The above is fully justified when constructing new microgrids, 

but building microgrids on top of existing distribution networks, given the uniqueness of their topology and 

configuration, does not allow the use of standardized solutions. The development of approaches to the design 

of microgrids under such constraints, with minimized investment for the modernization of existing 

distribution networks, is an urgent task. The use of different types of current for microgrid segments 

determines the choice of particular ACS and protection system, which depends on the availability of 

information and communications technology infrastructure. This article contributes a review of approaches to 

designing AC and AC-DC microgrids to maximize their technological and economic effects. We review 

techniques for analyzing existing distribution networks aimed at choosing the type of current for the entire 

microgrid or its individual parts, the optimal connection points of microgrids to distribution networks, the mix 

and capacity of DERs, with such choices informed by the condition of switching devices and information and 

communications technology infrastructure. The article presents the results of the analysis of approaches to 

choosing the optimal configuration of microgrids, microgrid ACS and protection system, with an evaluation 

of the technological and economic effects subject to minimization of investment for the modernization of 

existing distribution networks. 

Keywords: microgrid; distribution network; distributed energy resources; automatic control 

system; protection system; information and communications technology infrastructure; power 

electronic converter 

 

1. Introduction 

Current trends in energy sector development favor decentralization and decarbonization of 

generating capacities and the creation of hybrid energy complexes [1]. This facilitates the 

transformation of passive distribution networks into active ones by integrating a large number of 

heterogeneous distributed energy sources (DER) into them. Moreover, active distribution networks 

participate in power flow control of power systems, contributing to improved reliability of power 

supply to consumers by bringing DERs closer to electrical loads [2,3]. 
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Distributed energy resources, in addition to DERs proper, include controllable loads. DERs 

include renewable electricity generation (wind and solar power plants), fuel generation (gas turbines 

units, gas piston units, diesel generator sets, microturbines, etc.), as well as energy storage systems 

(ESS) and fuel cells (FC) [4,5]. 

The creation of active distribution networks calls for improvements in both electric power 

generation and storage technologies and information and communications technology (ICT) 

infrastructure [6,7]. However, the integration of DERs is inherently limited in terms of both their 

quantity and total capacity. This is due to the fact that the growth of DER capacity presupposes the 

following: at the first stage, increasing the complexity of control algorithms in automatic control 

systems (ACS) [8]; at the second stage, application of more advanced types of ACSs and availability 

of ICT infrastructure that complies with the minimum requirements [9]; at the third stage, the use of 

centralized ACSs based on the “master-slave” principle [10]. The third stage requires a well-

developed ICT infrastructure that meets high standards for reliability, transmission capacity, and 

redundancy [11]. 

The most promising way to create active distribution networks is to integrate into them scalable 

power supply systems, that is microgrids, rather than a large number of individual DERs. Each 

microgrid incorporates heterogeneous DERs, including hybrid power complexes and groups of 

interconnected consumers, has clearly defined electrical boundaries, and functions as a single object 

of control in relation to the distribution network [12,13]. Microgrids can operate both in the grid-

connected (operating in parallel with the distribution network) and islanded modes. Switching of 

microgrids from one mode to the other and vice versa is implemented through a static switch without 

disturbing the power supply to consumers [14,15]. Taking into account the intermittency of 

renewable electricity generation in microgrids and the dynamic nature of electricity demand helps to 

ensure both the stability of their operation and the stability of active distribution networks as a whole 

[16].  

Replication of microgrid designs has been facilitated by the development of power electronics 

as regards increased values of the basic parameters (rated current; blocking voltage) of power 

semiconductor devices [17]. This has made it possible to create various types of power electronic 

converters (PEC) of different configurations and topologies [18]. The main purpose of PECs is to 

connect heterogeneous DERs and controllable loads to microgrids. This facilitates the creation of 

microgrids of different types—AC, DC, and AC-DC (hybrid) microgrids [19].  

The integrated implementation of DERs, PECs, and ICT infrastructure enables the transition 

from passive distribution networks to active ones with the integration of different types of microgrids 

into them. This also promotes the transformation of consumers into prosumers actively involved in 

power flow control of microgrids [20]. The qualitative change in the role of end users of electricity 

has led to the emergence of a new entity in the retail electricity market who is interested in the 

development of microgrid technologies [21]. However, the creation of microgrids raises the issues of 

implementation of optimal economic regulation of consumers/prosumers within a microgrid, 

between adjacent microgrids, and between microgrids and the distribution network [22]. 

A large number of PECs that are part of microgrids makes it difficult to implement control and 

protection algorithms, which is due to the small values (they tend to zero) of mechanical inertia 

constants (Tj) in DERs, as well as the presence of parts of microgrids running on DC [23,24]. This 

changes the traditional view of the structure of distribution networks due to an increase in the rate 

of transients, as well as a decrease in the values of fault currents [25].  

The DC network of a hybrid microgrid requires replacement of switching devices (circuit 

breakers; fuses) and measuring current and voltage transformers. Moreover, one has to use new 

control algorithms in the microgrid ACS and protection system, due to the change in the regulating 

characteristics of PECs, the paths for the fault current flow, and their value [26].  

Therefore, the creation of microgrids on top of existing distribution networks is accompanied by 

a large number of challenges that need to be addressed at the design stage [27].  

The choice of the microgrid configuration can be approached based on the optimal power flow 

between the microgrid and the distribution network, scheduling (optimal microgrid power 
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generation/consumption profiles), and planning (future-proof optimal number, composition, and 

capacity of DERs, transmission lines, switching devices, taking into account unforeseen 

circumstances) [28].  

Ref. [29] proposed to determine the optimal power flow based on the optimal control of 

heterogeneous DERs using different objective functions, which is a complex optimization problem 

that requires a high-accuracy solution. Ref. [30] argued for the use of a two-stage risk-based operating 

model. At the first stage, prosumers scheduled the power flow so as to maximize their profits from 

the operation of DERs and the data were sent to the microgrid operator. The microgrid operator 

formed the second stage that ensures maximization of the total profit by considering the intermittent 

nature of RES-based power generation by DERs.  

Ref. [31] proposed a two-stage model, where the first stage minimized the operating costs of 

generation and reserve power, and the second stage optimized the costs of variations in the 

management owing to the stochastic nature of renewable electricity generation by DERs. The second 

stage applied an improved shuffled frog leaping algorithm. Ref. [32] reported an approach to optimal 

scheduling of operation modes of microgrids with heterogeneous DERs. The approach was based on 

the demand response method subject to minimizing operating costs. Ref. [33] discussed a stochastic 

model of DER-based power generation planning that took into account the uncertainty of wind 

speed, solar radiation, and the market price of electricity. Optimization was implemented on the basis 

of a multi-criteria objective function, including market profit, amount of CO2 emissions, and the 

average value of electricity not served. The multi-criteria firefly algorithm was used to find the 

optimal solution.  

At their core, the approaches considered above use economic mechanisms, but they fall short of 

taking into account the key defining features of and requirements for power flow control in 

microgrids. A number of published studies were aimed at reducing the operating costs in microgrids 

or maximizing profits from the operation of DERs as part of microgrids [34–37]. 

Microgrid operation under growing demand for electricity, increased penetration of renewable 

electricity generation, and excessive wear of power grid infrastructure leads to overloads of 

transmission lines and power transformers in distribution networks [38]. The issues of microgrid 

operation have been addressed in published research, and various optimization methods with 

different objective functions have been applied to this end [39–41]. To ensure operational flexibility 

so as to comply with specified values of power supply reliability metrics, the algorithms implemented 

in microgrid ACSs must be adaptable enough to handle various combinations of network topologies 

and power flows. However, a large number of heterogeneous DERs in microgrids and flexible 

algorithms in the ACS do not guarantee the availability of electricity to consumers at a particular time 

[42]. 

Our analysis of Refs. [27–42] reveals that they failed to address the issues of transforming passive 

distribution networks into AC and AC-DC microgrids, as well as to consider approaches to creating 

microgrid ACS and protection systems in compliance with technological and economic performance 

standards.  

The article gives an overview of approaches to the creation of AC and AC-DC microgrids on top 

of existing passive distribution networks with an analysis of the challenges it poses as well as 

suggestions for their solution. 

The article is structured as follows. Section 2 presents the results of the analysis of the challenges 

posed by the creation of AC and AC-DC microgrids on top of existing passive distribution networks. 

Section 3 provides an overview of the methods for analyzing existing passive distribution networks 

with a view to choosing the type of current for the entire microgrid or its individual parts, the optimal 

connection points and the power of DERs, with such choices being informed by the condition of the 

switching devices and the information and communications technology infrastructure. Section 4 

presents approaches to the selection of the optimal configuration of microgrids, microgrid ACS, and 

protection system, with an evaluation of their effects on technological and economic performance. 
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2. Challenges posed by creating microgrids on top of existing passive distribution networks 

2.1. General requirements to be met by microgrids 

Generally speaking, microgrids are a modern version of scalable active power supply systems 

with heterogeneous DERs, which allows for sufficient variability in their practical implementation. 

The vast global footprint of microgrid projects as well as the large number of research contributions 

and innovative solutions related to various components of microgrids have facilitated the 

development of various techniques. The already deployed experimental microgrids were used as 

purpose-specific research tools to establish criteria for their design, performance evaluation, and 

technological and economic performance. Refs. [43–58] discussed some of the issues of design, 

operation, and testing of microgrids that guide their operation as part of distribution networks. Key 

microgrid components are shown in Figure 1 [59]. 

 

Figure 1. Key microgrid components. 

However, the above approach is limited in its scope of application, as it is aimed exclusively at 

optimizing the operation of microgrids as part of the distribution networks to which they are 

connected [60,61]. Testing of microgrids can be performed on an experimental model implemented 

in a distribution network, or on a simulation model of a microgrid. However, the development and 

creation of microgrid simulation models, despite their relatively low cost, have not been widely 

adopted [62]. 

Currently, there are two main concepts for creating microgrids: the American one, developed 

by the Consortium for Electric Reliability Technology Solutions (CERTS) [63], and the European one, 

presented in the Microgrids and More Microgrids projects [64]. The most widespread is the concept 

advocated by the CERTS, in which microgrids are energy clusters based on DERs, including the 

generation, storage, and consumption of electricity, as well as heat recovery, with all part functioning 

as a single control object. The European concept of microgrid deals only with the supply of electricity 

to consumers. There are also other known microgrid projects, differing in size, mix of DERs, 

approaches to the implementation of ACS, protection systems and ICT infrastructure, and ways of 

integration into distribution networks, etc. [65–69]. 

ACSs of experimental and simulation microgrid models use different control schemes: 

centralized [65–67], decentralized [63,68], and distributed, which is based on the creation of agent-

based systems [64,69]. Given the geographical location of the already deployed microgrid projects, 

we can draw conclusions about the preferences in the use of approaches underpinning the 

implementation of ACSs: in Asian countries, they prefer a centralized approach, in North American 

countries - the decentralized one, and in European countries - centralized or distributed control 

[70,71]. 
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Creation of microgrids improves the reliability of power supply to consumers, improves power 

quality, reduces electricity and power losses, as well as yields positive environmental and economic 

effects from the use of RES-based DERs and sales of surplus electricity [29–32]. Creation of microgrids 

helps to reduce the operating costs of maintaining the power grid infrastructure [72,73]. In addition, 

the investment appeal of microgrids for the prosumers allows for the modernization of existing 

distribution networks and information and communications technology infrastructure [74–76]. 

The greatest economic effect from the creation of microgrids can be obtained with a 

comprehensive approach to performing the entire range of tasks: determining the optimal mix and 

capacity of the DERs as well as the points of connection of microgrids to distribution networks, 

upgrading switching and metering devices (current and voltage sensors), the choice of the optimal 

approach to the implementation of control, and the creation of the ICT infrastructure serving as its 

backbone, etc. When creating a microgrid, it is not advisable to perform one or more individual task, 

as the lack of a comprehensive approach will not yield a full-fledged microgrid. For example, the 

microgrid thus built will be limited with regard to possible network reconfiguration options (one of 

the most important functional features of microgrids) due to the insufficient number of remotely 

controlled switching devices or poorly developed ICT infrastructure [77,78]. 

2.2. Optimization problems in microgrids 

There are many criteria for classifying microgrids, such as type of current, voltage level, DER 

mix, total power, number of consumers served, number of connection points to the distribution 

network, the amount of controllable load, etc. That said, in all microgrids there are three groups of 

optimization problems that must be solved, and each of them must be solved at different time 

intervals: optimal power flow, scheduling, and planning (Figure 2) [79]. 

Microgrid performance is evaluated against the economic results obtained, which depend on the 

cost of generating and transmitting power to microgrids, as well as the balance in mutual settlements 

with the distribution network, to which surplus power is fed or which is used to offset power shortages. 

The problems of optimal power flow and scheduling are applied problems and are solved by 

implementing control algorithms in the microgrid ACS, which can be updated (changed) during 

operation [80,81]. Unlike them, the problem of planning is of fundamental nature, as it ensures the 

minimization of investment costs for the creation and expansion of microgrids. In addition, the 

expansion planning solves the problem of preserving the stability of microgrids under various 

combination of network topologies and power flows, including the islanded mode, which is required 

to ensure the reliability of power supply to consumers and power quality. 

 

Figure 2. Time intervals for solving optimization problems in microgrids. 
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2.3. Planning microgrid creation and expansion 

Conventional microgrid planning and expansion is based on the deterministic approach, but 

due to the growing number of uncertainties and high investment costs of equipment, this approach 

is losing its relevance [82]. To boost the investment appeal of microgrids, it is necessary to use state-

of-the-art planning methods based on the analysis of profitability under uncertainty to ensure 

required economic feasibility, reliability, and scalability of solutions [83]. Planning the creation and 

expansion of microgrids covers five main stages: the choice of generation technologies and ESS 

parameters, microgrid sizing, the choice of microgrid connection points to the distribution network, 

scheduling of energy resources use, and pricing [84,85]. The final conclusion about the effectiveness 

of the decisions made is formed in the process of testing on the experimental model, taking into 

account the adopted control scheme. The above is supplemented by the analysis of sensitivity of 

microgrid project parameters to changes in various factors (the effect of values of an independent 

variable on a particular dependent variable under the assumptions made). 

2.3.1. Choosing generation technologies and ESS parameters 

Replication of engineering solutions for microgrids proves possible because of their compact 

design and is based on the choice of the generation mix: the number and total/unit power of RES-

based DERs as well as fuel DERs [86]. The conventional approach to the choice of the generation mix 

in microgrids is based on the results of the analysis of available RES (insolation level; average annual 

wind speed). Since these parameters are unique to each microgrid location, this limits the ability to 

replicate the solutions in other regions. To increase the investment appeal of microgrids, the share of 

RES-based on DERs in the generation mix should be higher than that of fuel-based DERs. The 

predominance of intermittent generation under the variability and uncertainty of electricity 

consumption leads to instantaneous power imbalances, which compromises microgrid stability. ESS 

are used to compensate for the instantaneous power shortages/surpluses in microgrids: they improve 

the stability and reliability of microgrid operation and reduce the levelized cost of electricity [87]. 

The key challenge posed by the use of ESSs in microgrids is how to properly set ESS parameters 

(power; energy capacity) to ensure microgrid stability [88,89]. Adopting an ESS with non-optimal 

parameters either leads to an increase in the cost of the ESS and the microgrid as a whole, as well as 

an increase in power losses in the ESS, or to a disruption of microgrid stability under certain 

combinations of network topologies and power flows. 

2.3.2. Microgrid sizing 

The main objectives of microgrid sizing are economic feasibility (low investment and operating 

costs), energy efficiency (low power and energy losses), and reliability [90]. For the purpose of 

microgrid sizing, statistical data (demand curves) are analyzed in order to identify characteristic 

points of peak and baseload electricity consumption, while considering the value of the power 

reserve to ensure the reliability of electricity supply to consumers [91]. 

The most difficult task is to establish correlations between fluctuations in power demand and 

specific production processes in microgrids. This is required to determine the necessary amount of 

generation at each moment of time and ways to maintain the balance of power [92,93]. Therefore, 

optimal microgrid sizing is based on the results of the analysis of statistical data, the possibilities of 

reducing the capacity fee, ESS power and energy intensity, as well as the power flow control 

capabilities of the ACS. 

2.3.3. Choosing microgrid connection points 

As noted above, microgrids can operate both in the grid-connected mode (operating in parallel 

with the distribution network) and in islanded modes. In some cases, it is justified for microgrids to 

operate in the stand-alone mode, i.e., without connection to the distribution network [94]. The 

decision to integrate microgrids into the distribution network, with the choice of one or more optimal 

connection points, or the choice of the islanded mode should be based on quantitative assessments. 
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At the same time, one should analyze all potential points of connection, both at the time of the 

creation of a microgrid and with future expansion potential in mind. The solution is based on 

determining the break-even point, when it is cheaper to produce and distribute electricity within a 

stand-alone microgrid than to expand the distribution network and buy electricity from a power 

supply company. The break-even point differs on a case-by-case basis subject to the location of 

distribution network facilities and the amount of electricity consumption in microgrids [95]. 

Microgrid location determines the opportunities for its expansion [96]. Market mechanisms 

allow optimizing the process of choosing the point of connecting a microgrid to the distribution 

network while taking into account spatial and power parameters. Spatial modeling enables detection 

of useful patterns in the data space that are not obvious to their users, with such patterns used for 

electricity consumption forecasting linked to specific locations [97]. This allows for the application of 

local marginal pricing, a mechanism for using market electricity prices to manage power grid 

infrastructure congestion. This mechanism makes it possible to determine the capacity limits and 

their cost at each node of electricity consumption as based on the results of bidding in the competitive 

capacity market. This provides appropriate economic signals for all participants in the electricity 

market [98]. 

2.3.4. Scheduling the use of energy resources 

Controlling the consumption of all energy resources in microgrids enables significant 

improvements in its economic performance. A microgrid simulation model makes it possible to 

predict the generation/consumption of electricity, as well as to determine optimal operating 

conditions of all DERs, taking into account the microgrid configuration and the control algorithms 

implemented in the ACS [99]. 

The economic feasibility of microgrid operation is for the most part determined by the control 

algorithms implemented in the ACS. In this regard, the microgrid ACS must provide the 

implementation of the following: 

• online monitoring: the data on current electricity consumption make it possible to identify 

periods in which undesirable consumption of electricity from the distribution network occurs 

[100]. If there are production processes in the microgrid, it is required to coordinate the 

increase/decrease of power consumption with the DER operation schedules; 

• optimal control algorithms: power consumption data allow us to determine demand coefficients 

for each consumer [101]. This makes it possible to obtain significant savings of non-renewable 

energy resources through maximum utilization of RES-based DERs and optimal use of ESSs. 

2.3.5. Pricing in microgrids 

Forecasting not only the amount of power generation but also its cost allows optimal decisions 

to be made when planning microgrid power flows [102]. This enables power supply companies, 

instead of responding to demand, to set a fixed tariff for electricity during periods of consumption 

from the distribution network [103]. This improves energy efficiency and controllability in the 

distribution network by efficiently managing electricity demand. Reliably serving consumer load 

profiles is possible with stable power generation by DERs, which makes the strategy of dynamic 

pricing and demand response unappealing [104]. 

2.4. Control and protection in microgrids 

Integration of microgrids into passive distribution networks allows for, in addition to improved 

power supply reliability and power quality, increased observability and controllability. However, 

this raises a new issue of ensuring the transient stability of DERs in emergency and post-emergency 

states due to the small values of the mechanical inertia constants. This imposes restrictions on the 

permissible microgrid power flows, as well as the control algorithms and their performance 

implemented in the ACS [105]. Consideration of these factors allows one to yield the maximum 
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technological and economic effect from the use of heterogeneous DERs in microgrids, as well as 

facilitate the formation of an active distribution network. 

The presence of multiple microgrid configurations, which differ, among other things, in the type 

of current in the entire microgrid or its individual parts, affects the choice of algorithms of the ACS 

and the protection system. DC networks of hybrid microgrids require switching devices (circuit 

breakers; fuses) and measuring current and voltage transformers to be replaced by DC sensors [106]. 

The presence of heterogeneous DERs in microgrids, each having different protection setpoints 

and permissible operating ranges, affects the nature and parameters of transients. This requires 

individual control algorithms to be separated in time by building a hierarchical sequence of 

implementation of controls. This requires the implementation of a hierarchical microgrid structure in 

the ACS, which has three layers of control (sometimes zero layer is added, which is the PEC control 

layer). At the same time, the issues of reliability of power supply to consumers and power quality are 

addressed at the primary and secondary layers of control [107], and the tertiary layer ensures 

economic feasibility. When implementing control algorithms, ACSs should take into account the 

features unique to microgrids: bidirectional power flows, small values of mechanical inertia constants 

of DERs, intermittency of renewable power generation, variability and uncertainty of electricity 

consumption, short-term fluctuations in power flow parameters during transients when microgrids 

switch from the grid-connected to islanded mode. 

At the physical level, the ACS can be implemented by adopting different approaches to the 

control scheme: centralized, decentralized, and distributed. The choice of an approach is determined 

by the goals of microgrid creation and their features, as well as the availability of the necessary 

resources and equipment to meet the requirements. The (un)availability of communication links 

between the central controller and local controllers, or between local controllers, is crucial [108]. The 

degree of decentralization depends on the features and control algorithms implemented in the 

microgrid ACS, as well as the computing power of local controllers [71]. To improve the technological 

and economic performance of microgrids by its involvement in the provision of system services, it is 

necessary to arrange the interaction of the central microgrid controller with the Energy service 

company and Distribution system operator. 

Performing protection functions in microgrids comes down to correctly identifying and 

localizing the fault at the highest possible speed [109]. Therefore, microgrid protection systems have 

to meet the requirements for selectivity, speed, reliability, sensitivity, and cost-effectiveness. The 

protection system must function reliably withstanding known difficulties: bidirectional power flows, 

blinding of protections, significant reduction in the level of fault currents during the microgrid 

switching from the grid-connected to islanded mode, etc. 

2.5. Information and communications technology infrastructure of microgrids 

The creation of full-fledged microgrids is not possible without the ICT infrastructure, which 

consists of devices and systems that were part of the original passive distribution network, as well as 

new devices and systems that are put into operation when creating a microgrid [110]. First and 

foremost, the ICT infrastructure refers to the network of data transmission from peripheral devices 

installed on the electrical equipment (local controllers) to the decision-making center in the microgrid, 

which is the central controller [111]. Particular attention should be paid to the choice of ICT when 

creating microgrids. 

In general, ICTs can be divided into wired and wireless technologies. Wireless ICTs use a non-

physical medium to transmit data between devices and systems, while wired ICTs use a physical 

medium (cables, optical fiber). Typically, wireless ICTs transmit data through the air using 

electromagnetic waves within the radio frequency and infrared spectra. Wireless ICTs include the 

following well-known communication systems: GSM, GPRS, 3G, WiMAX, Zigbee, Wi-Fi, Bluetooth, 

Wireless Mesh [112,113]. For data transmission, one can utilize power cables that use the Power Line 

Communication (PLC) interface, in addition to purpose-made cables (four twisted pairs, used in 

Ethernet computer networks). 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 30 June 2023                   doi:10.20944/preprints202306.2177.v1

https://doi.org/10.20944/preprints202306.2177.v1


 9 

 

Each kind and type of ICTs has its own advantages and disadvantages that make them may be 

more or less preferable when compared against one or more criteria (e.g., bandwidth and maximum 

data transfer rate). It is important to emphasize that choosing a wrong ICT can lead to a malfunction 

of the microgrid ACS and the protection system with all the issues that ensue [114]. Thus, a proper 

choice of ICTs to create an ICT infrastructure in a microgrid is a multi-criteria problem that requires 

special attention. 

3. Implementation of optimization algorithms in microgrids 

All techniques used in the creation of microgrids fall into two main groups. The first group 

includes a range of issues related to the creation of microgrids by analyzing the existing distribution 

network so as to select the type of current for the entire microgrid or its individual parts, the optimal 

connection points of microgrids, the mix and capacity of DERs. At this stage, the use of optimal power 

flow and scheduling makes it possible to evaluate the technological performance of the decisions 

taken to ensure microgrid resilience. The second group covers the issues of choosing an optimal 

configuration of microgrids, microgrid ACS, protection system, and ICT, with an assessment of the 

technological and economic effects of their implementation [115,116]. 

Oftentimes when solving optimization problems in microgrids (optimal power flow, scheduling, 

and planning) various metaheuristic methods are applied. Their application yields good results when 

solving multi-criteria problems peculiar to microgrids with a predominance of intermittent 

renewable electricity generation as well as variable and uncertain electricity consumption [117]. 

Metaheuristic methods include [118]: 

• evolutionary computations: methods that simulate the evolution of population members 

(genetic algorithms, differential evolution); 

• methods of swarm intelligence: methods capturing the properties of self-organizing groups of 

biological organisms with “smart” global behavior (ant colonies, harmony search algorithm, 

particle swarm optimization, etc.); 

• artificial immune systems: methods inspired by theoretical immunology and modeling the 

processes used by the immune system to respond to external threats; 

• non-population-based metaheuristics: methods based on finding a single solution, i.e., 

temporarily taking the worst solution with a probability that decreases as more iterations are 

run (simulated annealing, tabu search). 

The applicability of specific metaheuristic methods is determined based on the available 

computing power of the controller and the number of function convergence estimates [119]. For 

example, evolutionary computations based on genetic algorithms [120] are applicable to any 

configurations of microgrids, allow the use of hybrid approaches, are easily scalable, and do not 

impose restrictions on the functions they perform. However, the performance of the algorithm is 

determined by the quality of the coding of the optimization problem, as well as by its sensitivity to 

parameters setting. At the same time, the differential evolution method, which has a higher rate of 

function convergence than the genetic algorithm, is a simple and reliable method applied to 

optimization problems with constraints that require a relatively small number of control variables. 

However, this algorithm strongly depends on parameters setting, which determines the convergence 

rate [121,122]. 

Swarm intelligence methods do not require special coding for their application. For example, the 

particle swarm optimization method is quite simple to implement and, given its efficiency, is the 

optimal solution in the case of limited computing power of the controller [123,124]. 

Artificial immune systems are formed on the basis of a distributed control model, when there is 

no single control center, and they require only local information. These methods require a minimal 

amount of computational resources, unlike population-based methods. However, these methods 

require calibration to solve optimization problems, unlike evolutionary computation and swarm 

intelligence methods [125]. 
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Non-population-based metaheuristic methods have the lowest computational power 

requirements of all methods, but also the lowest accuracy, which is not suitable for solving a number 

of problems in microgrids [126]. 

To evaluate microgrid performance, one should use economic criteria and apply methods based 

on artificial intelligence. In the absence of convergence, it proves efficient to use combinations of two 

or more algorithms that form a hybrid optimization algorithm [127,128]. 

3.1. Optimal power flow and scheduling methods 

Ref. [129] discussed the application of economic dispatch in microgrids that minimized fuel costs 

for fuel DERs that were either dispatchable or non-dispatchable under different operational 

constraints. The optimization problem was solved using four methods: direct search method, particle 

swarm optimization, lambda iteration method, and iteration-free method based on lambda logic. 

Ref. [130] proposed to perform an economic and technological feasibility analysis of microgrids 

based on the cost of electricity when operating in the grid-connected and islanded modes. At the 

same time, a comprehensive analysis should be made of the available capacity of dispatchable and 

non-dispatchable DERs, taking into account the annual growth of electricity consumption by 12 %. 

Ref. [131] reported information on the design of an optimal microgrid structure that provided 

maximum stability as well as the possibility of partial or complete recovery. To solve the nonlinear 

problem the authors proposed to apply a heuristic method made available by them in two versions. 

The first version was the stationary heuristic methods that used static worst-case scenarios to solve 

the problem. The second version was a time-dependent heuristic that searched for the optimal 

solution in a discrete representation of the time domain. 

Ref. [132] presented an optimization model for minimizing operating costs in microgrids using 

a genetic algorithm. Considerable attention was paid there to the price aspect as related to the 

response to the growth of electricity consumption. Furthermore, the article presented the results of 

sensitivity analysis to changes in the factors affecting the value of microgrid operating costs. 

Ref. [133] proposed to use mixed integer linear programming for the optimal design of 

microgrids with discrete catalog-based components selection. In addition, the authors established an 

explicit dependency of annuitized investment costs of the operation of fuel-fired DERs and ESSs on 

the selected configuration of the microgrid. 

Ref. [134] proposed to apply a stochastic method for optimal power flow in microgrid operation 

under high uncertainty of generation and electricity consumption. For this purpose, the Benders 

decomposition method was used, which decoupled the optimal power flow problem into a master 

problem, related to the distribution network, and a sub-problem, solved iteratively with Benders cuts. 

This approach made it possible to ensure reliable operation of microgrids after switching operations 

on tie-lines connecting microgrids to the distribution network. 

Ref. [135] discussed the application of a day-ahead electricity consumption scheduling method, 

taking into account network constraints, which requires minimum computing power of the 

controller. The method was based on the use of a second-order cone program algorithm - convex 

relaxation of power flow equations. 

Ref. [136] contributed an alternative approach to the implementation of hierarchical control, in 

which only the primary and tertiary layers of control, as discussed above, were implemented. The 

optimal power flow was defined as the power flow that minimized the losses in microgrids and was 

determined by applying an iterative algorithm. 

Ref. [137] proposed an approach to arriving at the optimal microgrid configuration based on 

DER classification aimed at selecting the optimal DER mix and capacity. For this purpose, the authors 

used the method of preference by similarity with the ideal solution and specified optimization criteria 

(maximization of energy efficiency, minimization of CO2 emissions, labor costs, energy costs, and fuel 

costs). Next, using machine learning algorithms (random forest and light gradient boosting machine) 

an optimal DER mix was determined. 
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3.2. Methods for microgrid expansion planning 

Microgrid expansion planning techniques are based on uncertainty modeling [138]. For this 

purpose, a probabilistic power flow calculated using the Monte Carlo method is determined, which 

requires considerable computational power [139]. An alternative to the above method is 

approximated and improved iterative algorithms [140,141] that have good accuracy in estimating 

variables and probabilistic parameters, while requiring much less computational resources. 

Ref. [139] presented a mathematical model that allowed the optimal microgrid design and 

operation to be realized. The proposed approach presupposes taking into account technological 

constraints (the value of power flow from the distribution network, the power consumption in 

microgrids, the charge/discharge of the ESS), as well as economic constraints on the application of 

various DER technologies. 

Ref. [142] discussed an approach to optimizing microgrid structure, when it is created on the 

basis of the existing distribution network in line with the brownfield principle, which implies the 

purchase or lease of existing power grid infrastructure. Multi-criteria optimization is used for this 

purpose. 

Ref. [143] contributed a methodology for optimizing the structure of AC-DC microgrids, which 

serve the electricity consumption profile without power flow from the distribution network. This 

minimizes the cost of producing electricity in microgrids. 

Ref. [144] examined optimal microgrid sizing in terms of the chosen optimization goals 

(minimization of the cost of electricity, maximization of the life cycle of DERs, increasing the 

reliability of power supply to microgrid consumers, etc.). A hybrid method of particle swarm and 

differential evolution with an appended fuzzy attainment module was chosen as the optimization 

method. 

Ref. [145] reported a model for long-term strategic planning of investment in the creation of 

microgrids, which allowed improving the economic performance and controllability of the 

distribution network. The model took into account both existing microgrids and new ones, which 

made it possible to ensure the stable operation of the distribution network and optimal power flow 

when microgrids operate in both grid-connected and islanded modes. 

The decisions made to determine the optimal mix of the DERs in a particular microgrid 

connected to a single distribution network do not allow their replication in other distribution 

networks. The process of finding similar solutions is quite time-consuming and inefficient. Ref. [146] 

examined an approach to the creation of microgrids that eliminated the need to determine the optimal 

connection point to the distribution network. It was based on tracking information about primary 

energy resources (fuel price; insolation level; average annual wind speed), which can be extrapolated 

to all microgrids that are built in the area. For this purpose, a unified index was introduced in order 

to determine the feasibility of including a certain type of DERs in the microgrid generation mix. Next, 

the weighted average cost of electricity for each type of DERs was determined. The resulting index 

was the sum of the three indices factored in the availability of primary energy resources in a given 

area. The resultant index omitted ESSs and FCs since their operating conditions do not depend on 

their location. 

4. Approaches to the selection of microgrid ACS, protection system, and ICT infrastructure 

4.1. Choosing the optimal ACS 

The microgrid ACS must ensure reliable power supply to consumers and power quality for all 

combinations of network topologies and power flows, regardless of the state of the distribution 

network, including in the islanded mode. When emergency or abnormal states occur in microgrids, 

the protection system must ensure rapid fault localization, and the action of algorithms for emergency 

control of the microgrid ACS must restore power supply to the main consumers. The implementation 

of Energy Management System algorithms in the microgrid ACS allows one to optimize microgrid 

sizing and the investment outlays needed for its creation [147]. 

When choosing the ACS for AC microgrids, one should consider the following: 
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• selection of the ACS type should be based on the analysis of the mix of DERs, microgrid 

configuration, possible operating conditions, and other factors; 

• control algorithms that do not use communication links based on frequency and voltage droop 

control (independent of the geographical distance between DERs and the consumers’ electrical 

loads) are less efficient due to the lack of information exchange between the PECs of DERs [148]; 

• ACSs based on decentralized algorithms are increasingly being used because of the reduced risk 

of failure due to damage to a single component, as opposed to centralized or agent-based ACSs. 

The ACS of AC-DC microgrids are unique in that: 

• reliable and efficient management of power flows both within the microgrid and between the 

microgrid and distribution network requires the implementation of complex control algorithms; 

• they require an additional intermediate PEC between the DC and AC network in the microgrid, 

which is necessary to maintain the balance of power in the microgrid, both in grid-connected 

and islanded modes [149]; 

• the lack of a system-wide variable used to distribute power between heterogeneous DERs, as 

well as the lack of frequency and voltage regulation necessitates the use of the ACS with a 

complex structure [150]. 

To ensure reliable operation of AC-DC microgrids under various combinations of network 

topologies and power flows, it is desirable to have an additional controller that coordinates the AC 

and DC parts. 

4.2. Choosing the best protection system 

The presence of intelligent devices in microgrids in the form of local controllers allows one to do 

away with such concepts as the protection device. The availability of computing power in local 

microgrid controllers enables implementation of all the necessary protection functions on their basis. 

This approach makes it possible to implement an adaptive protection system that outperforms 

conventional individual protections (overcurrent protections; voltage protections; distance 

protections; differential protections, etc.) [151,152]. 

The adaptive protection system of microgrids allows 1) adapting the algorithms and setting 

parameters so as to match the specifics of the current power flow, 2) implementing rapid self-healing 

of the microgrid normal power flow after the fault localization, and 3) restoring power supply to 

consumers in the shortest time possible. This is of highest importance given the application of 

economic dispatch in microgrids [153]. 

The development of more advanced protection algorithms is possible through the use of the 

following: 

• machine learning and artificial intelligence methods; 

• Wide-Area Monitoring, Protection, and Control (WAMPAC) devices; 

• a data exchange protocol compliant with IEC 61850 [154]. 

Adaptive protection systems automatically factor in short-term imbalances of active and reactive 

power, possible options of network reconfiguration, changes in parameters of transmission lines that 

connect microgrids to distribution networks, as well as microgrid operation modes (grid-

connected/islanded). 

An adaptive microgrid protection system can be implemented based on decentralized or 

centralized approaches. Protection based on the decentralized approach comes into two designs: with 

communication with neighboring controllers (adaptive multi-agent protection) [155] and without 

such communication (with the use of intelligent algorithms based on artificial neural networks, 

metaheuristics, and fuzzy inference) [156]. 

Protections based on the centralized approach require broadband communication links and 

high-performance controllers to detect and locate any type of fault in under 10 ms. An example of the 

implementation of a centralized adaptive microgrid protection system, which includes two layers of 
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information transmission: the data transmission environment (level 2) and the data sub-transmission 

environment (level 1) is shown in Figure 3 [157]. 

The exchange of information between controllers of all levels (data transmission and sub-

transmission) allows for selective action of the centralized adaptive protection system under all 

combinations of network topologies and power flows in any microgrid configuration. 

IEEE 802.16 WiMAX can be used as a protocol for transmitting data between the levels in the 

centralized adaptive protection system, which allows for significantly cheaper implementation [158]. 

 

Figure 3. Centralized adaptive microgrid protection system. 

4.3. Choosing the best ICTs 

The information and communications technology infrastructure created as part of the 

digitalization of the existing distribution network makes it possible to solve a wide range of 

technological, economic, and other problems, including the provision of ancillary services by 

microgrid participants. 

When creating a microgrid, the main requirements to be met by the ICT are low power 

consumption, wide signal spectrum, broad bandwidth, large signal coverage, and high cost-

effectiveness. Taking the above requirements into account when selecting ICTs for a particular 

microgrid, the advantages and disadvantages of each of them (given in Table 1) should be considered 

and traded off against each other [159,160]. 
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Table 1. Microgrid communications technologies. 

Type  Technology 
Data 

Rate 

Coverage 

Range 

Network 

Topology 

Max 

Number of 

Cell Nodes 

Limitations Applications 

Wire- 

less 

GSM 
Up to 

14,4 kbps 
0,5-35 km 

Multipoint 

to 

multipoint 

7cells/ 

cluster  

9, 12, 13 

Low date 

rates 

AMI 1, HAN 
2, Demand 

Response 

GPRS 
Up to 170 

kbps 
0,5-35 km 

Multipoint 

to 

multipoint 

7cells/ 

cluster  

9, 12, 13 

Low date 

rates 

AMI, HAN, 

Demand 

Response 

3G 
Up to 

2 Mbps 
0,1-10 km 

Multipoint 

to 

multipoint 

1–7cells 
Costly 

spectrum 

AMI, HAN, 

Demand 

Response, 

Monitoring 

for Remote 

Distribution 

ZigBee 250 kbps 10-100 m 
Star, mesh, 

cluster-tree 

more than 

65,000 

Low data 

rate, short 

range 

Automation, 

Remote Load 

Control, AMI 

WiMAX 

Up to 

50 

Mbps 

10-50 km 

(LOS) 

1-5 km 

(NLOS) 

Point to 

multipoint; 

multipoint 

to 

multipoint 

1 
Not 

widespread 

AMI, 

Demand 

Response, 

Wireless 

Automatic 

Meter 

Reading 

Wired PLC 

Up to 

0,5/200 

Mbps 

3/0,2 

km 

Star, 

point-to-

point 

1 

Harsh, noisy 

channel 

environment 

AMI, Fraud 

Detection 

1 AMI – advanced metering infrastructure; 2 HAN – home area network. 

For example, in the case of GSM and GPRS, even though they operate in the same frequency 

range with the same signal coverage area, GPRS has a better data transfer rate. WiMAX has the best 

data transfer rate specifications, but its power consumption is the highest. Therefore, the choice of 

ICTs for a particular microgrid requires solving a multi-criteria problem subject to a set of basic and 

additional goals of its application. 

Ref. [4] provided the results of a multi-criteria evaluation of ICT. Various methods were used to 

evaluate the weights of individual criteria, with such methods classified as objective, subjective, or 

complex. Objective methods of evaluation, including the Unified Weighting Method (UWM), the 

Criteria Importance Through Intercriteria Correlation (CRITIC) method, and the entropy method 

prove crucial in selecting ICTs. As a result, the ICT rating was compiled as shown in Figure 4 [4]. 
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Figure 4. Information and communications technology rating. 

Thus, WiMAX is most suitable for the creation of information and communications technology 

infrastructure in microgrids, whereas PLC turns out to be the least suitable. 

5. Conclusion 

Creating microgrids involves a comprehensive approach to modernizing existing distribution 

networks (switching devices; metering devices; information and communications infrastructure) and 

solving problems of optimal power flow, scheduling, and planning. 

Ensuring reliable power supply to consumers and power quality in microgrids is possible with 

the correct operation of the protection system and ACS under various combinations of network 

topologies and power flows. The choice of information and communications technology 

infrastructure is crucial for the economic performance of microgrids as it determines the set of 

approaches and algorithms that can be used in the protection system and ACS. 

Choosing an optimal protection system and ACS for a particular microgrid is a multi-criteria 

problem. The centralized approach has the greatest advantages in creating a protection system, but 

it requires a proper information and communications technology infrastructure. When designing the 

microgrid ACS, a decentralized approach is most preferable as it reduces the risk of ACS failure due 

to damage to the central controller or a single component of the information and communications 

technology infrastructure. However, with a decentralized approach to ACS design, it is impossible 

to implement economic dispatch, which is essential for boosting the investment appeal of microgrids. 

The distributed approach to ACS design, which requires data transmission links between local 

controllers of the microgrid, is an optimal solution. 

The proper choice of information and communications technology can address a wide range of 

technological, economic, and other issues, including the provision of ancillary services by the entities 

operating as part of a microgrid. 

When the intermittent nature of RES-based power generation by DERs as well as the variability 

and uncertainty of electricity consumption are addressed in the algorithms of the microgrid ACS, one 

can ensure stable operation of microgrids in the grid-connected and islanded modes, as well as that 

of the active distribution network as a whole. 
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DER  distributed energy resources 

ACS  automatic control systems 

ICT  information and communications technology 

ESS  energy storage systems  

FC  fuel cell 

PEC  power electronic converters 

CERTS  Consortium for Electric Reliability Technology Solutions  

PLC  Power Line Communication  

WAMPAC Wide-Area Monitoring, Protection, and Control  
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