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Abstract: According to the wide variety of internet of things (IoT) devices within smart environ-
ments, many challenges face conventional digital forensic investigation (DFI) in smart environ-
ments. Challenges in this environment include heterogeneity, distribution, and massive amounts of
data, which exceed digital forensic (DF) investigators’” human capabilities to deal with all of these
challenges within a short period of time. Furthermore, it significantly slows down or even incapac-
itates the conventional DFI process. With the increasing frequency of digital crimes, better and more
sophisticated DFI procedures are desperately needed, particularly in such environments. Since ma-
chine learning (ML) techniques might be a viable option in certain situations, this paper presents
the integration of ML into DF. It also explores the potential further use of ML techniques in DF in
smart environments to reduce the hard work of human beings, as well what to expect from future
ML applications to the conventional DFI process.

Keywords: IoT devices; smart environments; digital forensics; machine learning techniques.

1. Introduction

Currently, smart environments offer various technologies and services such as smart transport
systems, smart vehicles, smart homes, smart urban lighting, integrated travel ticketing, smart energy
grids, and smart sensors [1]. These technologies strongly depend on the use of small electronic chips
and electromechanical devices (i.e. IoT devices) such as sensors, wireless technologies, radio fre-
quency identification (RFID) devices, localisation technologies, and near-field communication de-
vices [1].

The wide variety of IoT devices used within smart environments makes it very difficult to per-
form digital forensics (DF) in this environment. The challenge for DF professionals and practitioners
is that standard industrial DF equipment and its capabilities concerning conventional computing op-
erating systems are not coping with the smart environment due to its complex, heterogeneous, and
distributed nature [2].

The problem raised in this paper is that little to no reliable DF applications or DF directives
currently exist to retrieve data from internet of things (IoT) devices in the event of a digital attack, an
active investigation, or a litigation request within smart environments. The DF of IoT technologies is
the missing piece of the puzzle that is required to successfully investigate IoT devices in smart envi-
ronments [3]. Thus, researchers and practitioners in the DF field are working hard to define new
techniques and tools to improve DF capabilities for coping with this problem.

The numerous challenges that face traditional digital forensic investigation (DFI) in smart envi-
ronments result from the heterogeneity, distribution, and huge amounts of data involved. This ex-
ceeds the capabilities of human DF investigators to cope with all these challenges in a short time. It
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severely slows down or even incapacitates the conventional DFI process. Due to the rapid pace at
which digital crimes are committed, better and more intelligent DFI techniques are sorely needed,
especially in smart environments. Machine learning (ML) techniques might offer a solution to these
challenges [4].

The importance of ML in DFIs should not be underestimated, since such intelligent technologies
have the potential to support and significantly enhance the conventional DFI process. ML technolo-
gies can potentially assist in the automation of the manual DFI processes when significant volumes
and a large variety of data must be analysed. Using more intelligent techniques will increase the
chances of identifying and successfully investigating cybercrimes in modern smart environments.
This will help DF specialists get to the root cause much faster and more efficiently [5].

For all the reasons mentioned above, ML holds great potential for DFIs. However, it is a foreign
field to most DF investigators and the scope for new research is vast. That being said, there exists a
small corpus of research where ML technology was used to investigate digital crimes [4].

ML techniques, which are often used to predict behaviour, make use of pattern recognition soft-
ware for investigators to analyse huge amounts of data. ML techniques seek to learn from historical
perspectives so as to predict future behaviour. Therefore, by using ML techniques, investigators may
gain the capability to recognise patterns of criminal activity and learn from the historical data when,
where, and how the cybercrime probably took place.

The remainder of this paper is structured as follows. Section 2 provides some background on
digital forensics, the ISO/IEC 27043 international standard on the DFI process, smart environments,
and ML. Section 3 presents the state-of-the-art ML techniques used in digital forensics. Section 4 dis-
cusses the role of ML techniques in the DFI process and gives future direction on the use of ML in
this process. The paper is concluded in Section 5.

2. Background

This section deals with digital forensics, the internationally standardised DFI process, smart en-
vironments, and machine learning — all the important concepts of which the reader needs to take
cognisance in this paper.

2.1. Digital forensics (DF)

DF forms part of the greater field of forensic science. DF investigators are responsible for retriev-
ing and investigating data on digital devices. As these new and updated platforms work with IoT
and cloud technologies in smart environments, industry and practitioners are struggling to develop
DF tools and procedures to keep up with the challenges involved. These technologies may even be
embedded electronics or computing systems with specific functionality that may exist as part of a
larger platform [3].

A systematic and standardised process that has been developed to perform DFI was captured in
the international standard, “ISO/IEC 27043:2015 — Incident investigation principles and processes”
[6], which is briefly elaborated on in the next section.

2.2. ISO/IEC 27043

The ISO/IEC 27043 international standard was initially proposed by Valjarevic and Venter [7] to
handle DF incident investigation principles and processes [6]. Figure 1 shows a high-level overview
of this ISO/IEC 27043 international standard.
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Figure 1. High-level overview of the 27043 international standards [8].

The conventional DF process (i.e. the process that had been followed before ISO/IEC 27043 was
imposed) was only concerned with the initialisation, acquisitive, and investigative processes. How-
ever, the conventional DF process consisted of various disparate process models that were not har-
monised. Therefore, Valjarevic and Venter [7] considered all relevant models and other standards so
as to address the disparities and harmonise them into a single standardised model, known as ISO/IEC
27043. In addition to the harmonisation effort, Valjarevic and Venter [7] added the readiness and
concurrent processes classes.

However, since it has not been tailored for IoT and smart environments, performing the ISO/IEC
27043 DFI process within the smart environment is still challenging, due to the wide variety of IoT
devices that exist within this environment. The next section briefly describes the smart environments
to allow the reader to understand the solutions proposed by recent research.

2.3. Smart environments

The smart environment comprises various types of smart devices, sensors, and computers, that
are connected to the internet and embedded in numerous objects within such environment. Smart
environments have fast grown as a network of Internet-enabled devices, also known as IoT devices
[7]. Currently, IoT devices are adopted in almost all parts of our lives, for instance, home temperature
management, smart lighting, smart appliances, smart sensors, and smart cities [7].

Although a smart environment may improve our quality of life, it also provides a new set of
data previously untapped and with tremendous forensic value, due to the huge amount of data gen-
erated in this environment [4]. The rapid pace at which digital crimes are conceptualised and com-
mitted makes it essential to develop better and more intelligent DFI techniques, especially in smart
environments. ML techniques might offer a solution to these challenges [4], [27], [28], [29].

However, researchers are still argued that smart environments DF are at a progress level, where
an international standard implementation of infrastructure for smart cities has not been completed
yet. meanwhile, it provides an opportunity for law enforcement organizations and investigators to
swiftly expand their DF solutions and capabilities [27], [29].

The following section presents a brief background of ML techniques.

2.4. Machine learning (ML)

The application of ML in the field of DF has given rise to a new discipline known as machine
learning forensics (MLF), which has the capacity to detect criminal patterns, anticipate criminal ac-
tivities (e.g. where and when crimes are likely to occur), and automate DF investigative procedures.
To conduct MLF, an adapted DF framework is required, which must be capable of capturing and
analysing data in smart environments — regardless of whether devices in this smart environment are
connected to the internet via wired or wireless networking interfaces [9].

Furthermore, ML is an approach to artificial intelligence (Al) that allows a system to learn on its
own from experience and example, rather than from programming. In other words, ML is used to
describe a system that continually learns and makes decisions based on data rather than program-
ming [4]. ML is not only utilised for Al goals such as simulating human behaviour, but also to mini-
mise human effort and time spent on complex and time-consuming jobs. Particular machine learning
techniques include supervised learning, unsupervised learning, and reinforcement learning.
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Supervised learning is a method of developing Al by training a computer program on labelled
input data for a certain output. The model is trained until it recognises the underlying patterns and
correlations between the input data and the output labels, allowing it to produce appropriate label-
ling results when given previously unseen data. Supervised learning excels in classification and re-
gression issues. The goal of supervised learning is to make meaning of data in the context of a given
topic [10]. Supervised learning was proposed by some researchers to improve DFIs in smart environ-
ments, as mentioned in section 3.

In contrast to supervised learning, unsupervised learning is presented with unlabelled data and
is designed to detect patterns or similarities on its own. In other words, unsupervised learning tech-
niques include two types: clustering and association, which find all kinds of unknown patterns in
data and help to find features that can be useful for categorisation [10].

Reinforcement learning is totally different from both supervised and unsupervised ML tech-
niques. The relationship between supervised and unsupervised techniques can be related to each
other with the presence or absence of data labelling. However, reinforcement learning is a subfield
of machine learning concerned with how intelligent agents should behave in a given environment.
When the system being represented is independent and not affected by an external actor, Markov
models are utilised [11]. Markov chains are the simplest type of Markov model and are used to rep-
resent systems where all states are observable. Markov chains show all possible states. Applications
of this type of model include prediction, which is a probabilistic technique that uses Markov models
to predict the future behaviour of some variable based on the current state, and it can be used in
many domains.

However, ML has a substantial influence on DF and has various applications in this sector. These
applications can improve the overall efficiency of DFIs by finding trends and patterns, similarities,
anomalies, and other characteristics inside digital evidence. So, forensic professionals can produce
leads and solve crimes in less time and with fewer resources. These advancements lead to the second
major contribution of ML applications, which is a reduction in cost for a DFI [22].

Section 3 presents a table that contains overviews of research papers using ML techniques in DF
as proposed by different researchers between 2018 and 2023. Section 4 later presents (also in table
form) the contribution of ML in the DFI process, in order to identify the gaps in the reviewed papers
and suggest high-level solutions.

3. State-of-the-art use of machine learning techniques in digital forensics

Due to the challenges that traditional DFIs face in smart environments (i.e. the heterogeneity,
distribution, and huge amounts of data that exceed human capabilities to manage all these threads
in a short time), ML seems to be the best solution for these environments [4]. Once the available lit-
erature has been reviewed, this statement will be confirmed. Table 1 presents how ML techniques
can be further used to support DF in smart environments and to reduce the hard work and time spent
on human effort. Moreover, these technologies can automate the laborious DFI operations of analys-
ing huge amounts and wide ranges of data to increase the likelihood of successfully detecting and
investigating cybercrime. This would greatly aid DF professionals to rapidly and effectively deter-
mining the fundamental causes of incidents [5].
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Table 1. Machine learning digital forensics reviewed in research papers between 2018 and 2023.

Ref.

Paper title

Problem statement of the paper

The solution proposed by the paper

[12]

IoTDots: A Digital Foren-

Environments

The amount of data collected
by IoT devices and sensors is
immense and contains valua-
ble forensic evidence. This data
can help identify and prevent
unauthorised access within
smart environments.

A new framework known as IoTDots is de-
signed to help protect the data collected by
various smart devices and applications. It
features two main components: the IoTDots
Analyzer and the IoTDots modifier. The
former scans the source code of the applica-
tions and detects forensic information. The
latter automatically inserts tracking logs
and reports the results.

[13]

mated Metadata-Based Classi-| sics Framework for Smart

fication of Incriminating Digi-

tal Forensic Artefacts

One of the most discussed
challenges in DFI is the grow-
ing volume of data. Since the
majority of file artefacts on
seized devices are usually ir-
relevant to the investigation,
manually retrieving suspi-
cious files relevant to the in-
vestigation is very difficult.

To reduce the amount of manual analysis
required in DFI, this research proposed a
methodology for the automatic prioritising
of suspicious file artefacts. Rather than
providing the final analysis results, this
methodology aims to predict and recom-
mend the artefacts that are likely to be sus-
picious. A supervised machine learning ap-
proach is used, which makes use of previ-
ously processed case results.

[14]

Forensics: State of the Art

One of the main issues with
DF is that a massive amount of
data must be analysed for dig-
ital evidence. The primary
goal of this work is to improve
this difficult forensic process
by employing
methods for analysing digital
evidence.

intelligent

The ability of computers to learn a specific
task from data is known as "intelligent
methods", which also includes data mining,
machine learning, soft computing, and tra-
ditional artificial intelligence. This term is
commonly used to express ways to auto-
mate problem solving in DF. In support of
DF, two main intelligent approaches are
utilised, namely rule-based and anomaly-
based.

[15]

Environments

The interaction of devices, us-
ers, and apps in smart envi-
ronments creates a large
amount of data. Such data
contains valuable forensic in-
formation about smart envi-
ronment events and activities.
However, current smart plat-
forms lack any digital forensic
capability for identifying, trac-
ing, storing, and analysing
data generated in these envi-
ronments.

"VERITAS", a novel and practical DF capa-
bility for smart environments, is introduced
in this paper. The Collector and Analyzer
are the two main components of VERITAS.
The Collector employs mechanisms to auto-
matically collect forensically relevant data
from the smart environment. The Analyzer
then uses a First Order Markov Chain
model to extract valuable and usable foren-
sic evidence from the collected data for the
purposes of a forensic investigation.

[16]

Internet of Things [The Truth Shall Set Thee Free: Enabling| Intelligent Methods in Digital| Methodology for the Auto-

Forensic Data Analy-|Practical Forensic Capabilities in Smart

sis using Machine

Learning to Identify
Roots of Data Scav-

To detect attacks and viola-
tions in an IoT environment,
intensive data analysis and
computational intelligence are
required. On such platforms,
advanced computer systems
based on machine learning

To discover and declare the presence of ad-
versaries, DF necessitates intensive data
analysis, such as retrieving and confirming
system logs, blockchain information evalu-
ation, and so on. The blockchain-assisted
shared audit framework was proposed in
this paper to analyse DF data in an IoT

doi:10.20944/preprints202306.1660.v1
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and smart computing are used
to identify enemies.

environment. It was created to identify the
source and cause of data scavenging attacks
in virtualised resources. It uses blockchain
technology to manage access logs and con-
trols. Using logistic regression ML and
cross-validation, access log data is exam-
ined for the consistency of adversary event
detection.

Quantifying the Need for Su-
Conducting Live Forensic
Analysis of Emergent Config-
urations (ECO) in IoT Envi-

In an IoT system, particularly
in the case of emergent config-
urations (ECOs), data might
be dynamic, making it diffi-
cult to classify information
during live forensics. In this
sense, live forensics refers to a
forensic investigation that is
done in near real-time.

A conceptual framework based on super-
vised machine learning techniques was pro-
posed in this paper. One of the advantages
of using supervised ML techniques in live
forensics is the ability of such techniques to
predict possible events based on past occur-
rences. In addition, an automated feature
identification was used to prevent redun-
dancy throughout the feature selection and
elimination.

Future Potential of Artificial Intelligence in |pervised Machine Learning in
Digital Forensic Investigation

SoK: Exploring the State of the Art and the

The number of cases needing
DF competence and the vol-
ume of data to be processed
have overburdened digital fo-
rensic investigators. Many
large data challenges are con-
sidered as having been solved
by artificial intelligence. Auto-
mated evidence processing
based on artificial intelligence
techniques holds considerable
potential for speeding up the
digital forensic analysis pro-
cess while improving case-
processing capacity.

In DFI, automation uses ML techniques for
classification. ML techniques can obtain im-
portant information for investigations more
efficiently by exploiting existing digital evi-
dence-processing knowledge. Also, digital
evidence triage was developed for the
prompt detection, processing and interpre-
tation of digital evidence. Currently, with
Al techniques, the investigator determines
the priority of device gathering and pro-
cessing at a crime scene.

Digital Forensics Supported by Machine
Learning for the Detection of Online Sex-
ual Predatory Chats

With the growth of cyber-
crime that targets minors, chat
logs can be examined to detect
and report harmful behaviour
to law authorities. This can
make a significant difference
in protecting youngsters on
social media platforms from
being abused by cyber preda-
tors. Since DFI is done primar-
ily by hand, the enormous vol-
ume and variety of data cause
DF investigators to have a
tough assignment.

To enable the automatic finding of hazard-
ous talks in chat logs, the approach sug-
gested in this research leverages a DF pro-
cess model backed by ML methodologies.
ML has previously been used successfully
in the field of text analysis to detect online
sexual predatory talks.

IoT-based
Smart Envi-
ronment Using
Intelligent In-
trusion Detec-

One of the most fundamental
characteristics of any smart
device in an IoT network is its
ability to acquire a bigger set
of data than has been

The primary purpose of this study was to
develop and build an intelligent intrusion
detection system utilising machine learning
models so that assaults in the IoT network
may be discovered. The approach was

doi:10.20944/preprints202306.1660.v1
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produced and then send the
obtained data to the destina-
tion/ receiver server through
the internet. Thus, IoT-based
networks are particularly vul-
nerable to simple or sophisti-
cated assaults, which must be
discovered early in the data
transmission process in order
to protect the network against
these hostile attacks.

designed to account for both regular and
malicious attacks on data created in an IoT
smart environment.

[19]

(IoT) Device Using Machine-to-Ma-

chine (M2M) Framework

The adaptability of IoT de-
vices raises the probability of
continual attacks on them.
Due to the low processing
power and memory of IoT de-
vices, security researchers
have found it challenging to
preserve records of diverse at-
tacks performed on these de-

vices during a DFL

An intelligent forensic analysis mechanism
is proposed for the automatic detection of
attacks on IoT devices based on the ma-
chine-to-machine framework. However,
the proposed mechanism combines several
ML techniques and different forensic anal-
ysis tools to detect different types of attacks.
Furthermore, by providing a third-party
logging server, the problem of evidence
gathering has been overcome. To assess the
effect and type of attacks and violations, fo-
rensic analysis is done on logs utilising a fo-
rensic server.

[30]

Review

The growth of IoT devices that
produce a large amount of fo-
rensic data presents the main
challenge of IoT forensics.

A smart fridge was selected as an IoT device
to examine and investigate. The dataset was
examined using two ML algorithms, Bayes
net, and decision stump. Each algorithm
represents a distinct idea, a stump tree,
which is a simple version of the decision
tree ML technique. The Bayes net is useful
for estimating the likelihood of numerous
recognised causes, one of which was the oc-
currence of an event. The validation results
indicate that Bayes net algorithm is more
accurate than the decision stump tree.

[31]

Feature-Sniffer: Enabling IoT Forensics| Digital Forensic Tools: A Literature [Forensic Analysis on Internet of Things

in OpenWrt based Wi-Fi Access Points

IoT forensics and smart envi-
ronments with their recog-
nised challenges create a great
opportunity to develop new
forensic tools to make the task
of forensic investigators eas-
ier, which can be used for ac-
quiring, preserving, and also
analysing such forensic data.

A user-friendly tool was proposed for smart
devices that support WiFi and used in
smart environment scenarios to allow fo-
rensic investigators, network administra-
tors, and data scientists access to various
features of network traffic with simple
steps. The proposed tool allows network
traffic features to be computed in real-time
on any WiFi access point running the Open-
Wrt firmware, avoiding the time-consum-
ing tasks of dumping network traffic and
implementing the needed procedures to an-
alyse the captured traffic.

doi:10.20944/preprints202306.1660.v1
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Table 1 presents MLF from research papers published between 2018 and 2023. Research shows
that the main issues that face DF investigators in the smart environment are the large volume of data,
and attack and violation detection. The proposed solutions are summarised in Figures 2 and 3.

Figure 2. MLF solutions for large amounts of data in smart environments.

Figure 2 summarises the applications of MLF that were reported in research papers from 2018
to 2023 to serve as proposed solutions for dealing with the large amounts of data generated in smart
environments. The following list explains the elements of Figure 2 in more detail:

e oTDots framework is proposed as a solution to deal with the large amounts of data
collected by IoT devices and sensors.

e Automatic prioritisation of suspicious file artefacts methodology is proposed as a solution
to deal with the growing volume of data and manual retrieval of suspicious files.

o Intelligent methods to automate problem-solving are proposed as a solution to deal with
the massive amounts of data that must be analysed for digital evidence.

o Automation by using ML techniques for classification and using Al techniques for prioritis-
ing suspicious devices is proposed as a solution to deal with the growing number of
cases needing DF competence and the large volumes of data to be processed.

o Automatic text analysis to detect online sexual predatory talks is proposed as a solution to
deal with the growth of cybercrime targeting minors, the large volume of data, and
the DFI process which is done primarily by hand.

e The "VERITAS" mechanism to automatically collect and extract forensic evidence from
smart environments is proposed as a solution to deal with the large amounts of data
that is generated in smart environments.

Figure 3. MLF solutions for attacks and violations detection in smart environments.

Figure 3 summarises the applications of ML in DF as proposed in research published between
2018 and 2023 for detecting data attacks and violations in smart environments. The following list
explains Figure 3 in more detail:

o Anintelligent intrusion detection system to detect regular and malicious attacks on data
created in smart environments was proposed as a solution to deal with the simple or
complex attacks that face IoT networks in particular.
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o A blockchain-assisted shared audit framework for identifying data-scavenging attacks in
virtualised resources was proposed as a solution to deal with attacks and violation
detection in smart environments.

e An intelligent forensic analysis mechanism was proposed as a solution to deal with the
probability of continual attacks on IoT devices and the low processing power and
memory of these devices.

The following section discusses the impact of MLF on the DFI process.

4. The impact of MLF on the DFI process

As can be seen in Section 3, Table 1 presents a review of research papers that examined the con-
tribution of ML techniques to DF in smart environments. It also identifies digital forensic issues that
each of the reviewed papers addresses, and proposes solutions that are based on machine learning to
improve the DFI process.

Table 2 summarises the role of ML techniques in the DFI process. The column headers present
the paper reference number, the used ML techniques, and the main ISO/IEC 27043:2015 process class
headings.

Table 1. The role of ML techniques in the DFI process ISO/IEC 27043:2015

Readi- Initialisa- Acquisi- Investiga- Concur-
Reference . . . .
N Used ML technique ness pro- tion pro- tive pro- tive pro- rent pro-
o cesses cesses cesses cesses cesses
[12] Markov Chain model X
[17] Logistic regression X
5] Supervised. machine X X
learning
[13] Supervised' machine X
learning
[14] Unsupe.rws.ed identi- X X
fication
[15] Markov Chain model X
[16] Logical regression X X
[18] Markov chain model X
[19] Decisio? tree algo- X
rithm

Table 2 presents the role of ML techniques in the ISO/IEC 27043:2015 DFI processes and high-
lights gaps where ML techniques may be used to improve the processes. An “X” in a particular cell
indicates that the specific ML technique was applied in the processes indicated. The techniques con-
tributed mainly to the initialisation and investigative processes of the ISO/IEC 27043:2015 set of stand-
ards and there was a lack of application of ML techniques in the other process areas of this standard.

Applying ML and Al techniques in the areas of the ISO/IEC 27043:2015 can automate and im-
prove the DFI process since the uncovered areas are currently mostly performed manually. For ex-
ample, the Markov Chain model (see Table 2 [12]) already automates the analysis process through
two main components referred to as the ‘modifier’ and ‘analyzer’ components. The ‘modifier’ com-
ponent examines smart applications in search of forensically significant information, then modifies
the smart application by introducing specialised logs and sending them to a specialised logs database.
The “analyzer’ component uses data processing and Markov Chain models on the logs database to
learn the status of the smart environment and the users’ activity during the time of the forensic anal-
ysis so as to identify possible security violations from people, devices, or smart apps. However, the
technique presented in [12] does not focus on the automation of any of the other ISO/IEC 27043:2015
processes. The remainder of Table 2 can be interpreted in a similar fashion.
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Section 4 furthermore proposes the integration of ML techniques into the ISO/IEC 27043:2015
processes that are not currently covered by ML techniques. While there currently exist several digital
forensic process models, Table 2 explores the integration of ML techniques into the ISO/IEC
27043:2015 set of standards, since this standard represents the de facto DFI process — owing to its
widespread acceptance and the ability to integrate new digital forensic methods into its existing pro-
cesses. Such integration can improve efficiency and reduce time and human effort by automating the
manual tasks of the DFI process. For example, it was proposed by [14] intelligent methods for intru-
sion detection or real-time intrusion prevention be used through two main techniques — rule-based
and anomaly-based — to support DFI. Rule-based techniques mostly utilise databases that include
predefined rules to detect known intrusions. The most widespread use of intelligent techniques in
this field is connected to the creation of new rules or the optimisation of an enabled set of rules.
Anomaly detection may be thought of as a conventional clustering and outlier identification problem
in terms of intelligent approaches. Because a detected anomaly is not always proof of intrusion and
might be attributed to odd but proper user behaviour, this strategy typically has a high false alarm
rate.

Also, [20] proposed an intelligent framework based on clustering and classification. The model
learns from past crimes, and when a new crime is registered some of the crime information needs to
be inserted by the investigator such as the crime type, location, and time. The clustering process then
automatically groups the new crime with previous similar crimes in the system using the k-nearest
neighbour and crime-matching classification algorithms. In this way, the investigator can gain in-
sights into the pre-investigation process by exploring the new crime that is then clustered with pre-
vious similar crimes.

[23] indicated that the use of ML and deep learning algorithms is effective for cyber-attacks dis-
covering, identifying, and tracing through proposing a framework of cyber-attacks against smart sat-
ellite networks.

[24] used a well-structured and realistic dataset to test ML and deep learning techniques that
can be used for the DF analysis process to detect multimedia content manipulations. The dataset was
technically validated by Convolutional Neural Networks (CNN) and Support Vector Machines
(SVM) algorithms, which concluded that SVM had less processing time than CNN, as one of the goals
of incorporating ML techniques into DFI is automating processes and reducing time-consuming.
Also, ML techniques aim to overcome complexity, consistency, correlation, and data volume, as the
evidence is gathered from several sources [26].

[25] proposed a DF analysis system based on natural language processing (NLP) techniques and
the blockchain for social media data as a significant source of digital evidence that can support vari-
ous DFI, NLP is used for data collection, text analysis, and evaluation, blockchain is used for securing
the analysed data and avoiding any other attacks.

Moreover, recent research indicated that ML algorithms are also useful for drone data analysis,
by generating judgments and predictions about the likelihood of an event occurring by examining
varied datasets with varying volumes. As commonalities between data pieces may be discovered by
clustering common data samples into a single cluster and then visualizing the data clusters, which
can then be labelled, it becomes feasible to forecast the trajectory of drones in flight and cluster these
as either legitimate flight pathways or compromised ones [21].

Thus, according to the state of the art of applying ML techniques in DFI within smart environ-
ments (which mainly involves the initialisation and investigative processes (see Table 2)), ML tech-
niques should be applied more prominently in the readiness processes, acquisitive processes, and
concurrent processes of DFL

Readiness processes in smart environments will be improved by applying ML techniques to en-
able automation and pre-incident prediction and detection. Also, a thorough awareness of the setups
and the various data sources and types will greatly reduce the time necessary for DFIs. The automa-
tion of the DFR processes will enable the automatic capturing and saving of digital evidence from
smart environments, based on pre-defined rules, by using a rule-based classifier and association
rules. This should provide proactive and preventive methods for automation in such an environment.
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Furthermore, DFR principles already assure the forensic soundness of the information gathered,
making it appropriate for litigation. Therefore, ML techniques could be applied in the DFR process
by making use of techniques such as noise-resistant algorithms, support vector machines, and neural
networks. By making use of such ML techniques, investigators could deduct the rules of classification
from existing and historical datasets and scenarios to learn and train the readiness model. Then clus-
tering could be applied to improve the accuracy of a classification and allow the model to make de-
cisions by itself.

ML techniques are mainly used for prediction and classification. Therefore, the acquisitive and
concurrent processes in ISO/IEC 27043:2015 can be automated using ML techniques. This will benefit
the readiness and initialisation processes in this set of standards to predict and detect incidents by
using decision trees and neural networks.

On the other hand, the incorporation of ML techniques can be powerful for DFI, but also there
is a lack of interpretability and inadequate training data, which may lead to powerless and not
properly comprehended models [26].

5. Conclusion

By presenting an overview of MLF research papers from 2018 until 2023, this paper shows how
ML techniques have recently been used across different areas of the DFI process in smart environ-
ments. Common challenges for DF in these environments were also highlighted. Although intelligent
technologies such as ML have the potential to aid in DFI, these technologies mainly facilitate the
automation of manual DFI processes. However, this paper reports that numerous research papers
found that ML techniques are applied in DF in a bid to improve the efficiency of the DFI process by
means of automation that decreases the investigator’s manual effort and hard work. Also, it investi-
gated numerous ways to highlight what to expect in the future from MLF applications. Finally, it
discussed the role of ML techniques in the DFI process as advocated in ISO/IEC 27043:2015. This was
done to highlight gaps that need more attention and where ML techniques can also be applied to
improve the current DFI process.
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