
Article

Alogrithms for the ACD Problem and Cryptanalysis of
ACD-based FHE schemes, Revisited

Yinxia Ran1,2, Yun Pan1 and Licheng Wang3,∗

Citation: Ran, Y.; Pan, Y.; Wang, L.

Alogrithms for the ACD Problem and

Cryptanalysis of ACD-based FHE

schemes, Revisited. Mathematics 2023,

1, 0. https://doi.org/

Received:

Accepted:

Published:

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional af-

filiations.

Copyright: © 2023 by the authors.

Submitted to Mathematics for possible

open access publication under the

terms and conditions of the Cre-

ative Commons Attribution (CC

BY) license (https://creativecom-

mons.org/licenses/by/ 4.0/).

1 Communication University of China (CUC), 1 Dingfuzhuang East Street, Beijing 100024, China.
2 Longnan Teachers College (LNTC), 34 Longnan Road, Longnan 742500, China.
3 Beijing insititute of technology (BIT), 5 Zhongguancun South Street, Beijing 100081, China.
* Correspondence: lcwang@bit.edu.cn

Abstract: The security of several full homomorphic encryption (FHE) schemes depends on the1

hardness of the approximate common divisor (ACD) problem. The analysis of attack and defense2

against the system is one of the frontiers of cryptography research. In this paper, the performance3

of existing algorithms, including orthogonal lattice, simultaneous diophantine approximation,4

multivariate polynomial and sample pre-processing are reviewed and analyzed for solving the5

ACD problem. Orthogonal lattice (OL) algorithms are divided into two categories (OL-∧ and6

OL-∨) for the first time. And an improved algorithm of OL-∨ is presented to solve the GACD7

problem. This new algorithm works well in polynomial time if the parameter satisfies certain8

conditions. Compared with Ding and Tao’s OL algorithm, the lattice reduction algorithm is used9

only once, and when the error vector r is recovered in Ding et al.’s OL algorithm, the possible10

difference between the restored and the true value of p is given. It is helpful to expand the scope11

of OL attacks.12

Keywords: Approximate common divisors; Fully homomorphic encryption; lattice attack, orthog-13

onal lattice.14

1. Introduction15

It is well known that the Greatest Common Divisor (GCD) problem has been widely16

and deeply studied. Euclid algorithm is a classical algorithm for solving the GCD17

problem, which is called by Knuth [4] as the ancestor of all GCD algorithms. In the18

last two decades, many improvements to the GCD algorithms have been proposed.19

And these algorithms have a wide range of applications in computational algebra and20

cryptography. However, the approximate common divisor (ACD) problem remains a21

number theory problem. The ACD problem was first studied by Howgrave-Graham22

[5]. Further interest in this problem was proposed by the homomorphic encryption23

(FHE) scheme of Van Dijk et al. [16] and its variants [19,24,34]. The security of these24

cryptosystems depends on the hardness assumption of the ACD problem and its variants.25

Fix γ, η, ρ ∈ N∗, let p be an η-bit odd integer, define the efficiently sampleable26

distribution Dγ,ρ(p) as27

Dγ,ρ(p) = {pq + r|q←− Z∩ [0, 2γ/p), r ←− Z∩ (−2ρ, 2ρ)}.

The ACD problem is usually formulated in two ways: general approximate common28

divisor (GACD) problem and partial approximate common divisor (PACD) problem.29

Given polynomially many samples xi = pqi + ri from Dγ,ρ(p)(ri ̸= 0 for all i), to calculate30

p, which is the GACD problem. Given polynomially many samples xi = pqi + ri from31

Dγ,ρ(p), as well as a sample x0 = pq0 for uniformly chosen q0 ∈ Z ∩ [0, 2γ/p), to32

compute p, which is the PACD problem.33

By definition, PACD cannot be harder than GACD, and intuitively it seems that34

it should be easier than GACD. However, Van Dijk et al. ] mentioned that there was35
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no PACD algorithm that did not work for GACD. And the usefulness of PACD was36

demonstrated by the construction [19], where a much more efficient variant of the37

scheme [16] was built, whose security relied on PACD rather than GACD. Thus, it is38

very important to get whether or not PACD is actually easier than GACD. Moreover,39

ACD problems were divided into computational and decision versions. Coron et al. [32]40

pointed out that the two versions are equivalent. By definition, PACD cannot be harder41

than GACD, and intuitively it seems that it should be easier than GACD. However,42

Van Dijk et al. [16] mentioned that there was no PACD algorithm that did not work43

for GACD. And the usefulness of PACD was demonstrated by the construction [19],44

where a much more efficient variant of the scheme [16] was built, whose security relied45

on PACD rather than GACD. Thus, it is very important to get whether or not PACD is46

actually easier than GACD. Moreover, ACD problems were divided into computational47

and decision versions. Coron et al. [32] pointed out that the two versions are equivalent.48

The variant problems based on ACD mainly include CRT-ACD and CS-ACD. Cheon49

et al. [26] and Lepoint [33] call the problem of computing p1, · · · , pl from the public50

key the CRT-ACD problem. Cheon and Stehle [34] proposed a FHE scheme whose51

parameters are set to (ρ, η, γ) = (λ, λ + log λ, Ω(d2λ log λ)), Where d is the depth of52

the circuit for homomorphism computation. The problem corresponding to this set of53

parameters is called CS-ACD. Despite the utility of the two variants, the algorithms that54

secures its security foundation have not been probed well enough.55

The original papers [5,16] presented a few possible lattice attacks on this problem,56

including orthogonal lattices (OL), simultaneous diophantine approximation (SDA) and57

multivariate polynomial equations (MP). Further cryptanalytic work was done by [23–58

25,30,31,36,37,41–44]. This paper surveys and compares the known lattice algorithms59

for the ACD problem.60

Our main contribution is to propose an improved algorithm of OL-∨ to reduce both61

space and time costs for solving the GACD problem. Another contribution is to give62

the possible difference between the restored and the true value of p when r is recovered,63

which is helpful to expand the scope of OL attacks. Our third contribution is to analyze64

the application range and performance of SDA, OL, MP algorithms and pre-processing.65

These work is very helpful for cryptographic algorithm attacks to achieve better results.66

2. Preliminaries67

Throughout this paper, capital boldface letters denote matrices, e.g. A, lowercase68

bold letters denote vectors e.g. a. Let (·, ·), ∥ · ∥ be the inner product and the l2 Euclidean69

length respectively. AT denote the transpose of matrix A. The notation log refers to the70

base-2 logarithm. And ⌊r⌋ denotes the largest integer not more than real number r.71

2.1. Lattice72

Definition 1 (Lattice). A rank-t lattice L in the Rn is spanned by t linearly independent vectors73

L = {
t

∑
i=1

uibi|ui ∈ Z},

where {b1, · · · , bt} is a basis for L and74

B = (b1, · · · , bt)

is the corresponding basis matrix. The rank or dimension and determinant of L are respectively75

denoted as dim(L) = n and76

det(L) =
√
|det(BBT)|.

If B is a square matrix, then77

det(L) = |det(B)|.
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In addition, when a set of column vectors u ⊂ Zn is given, the orthogonal lattice is78

defined as L⊥(u) = {v ∈ Zn|(v, u) = 0 }.79

When t = n, the lattice L is called a full rank lattice. In fact, it is only necessary to80

consider the full rank lattice in Euclidean space. Therefore, the lattices mentioned below81

are full rank lattice.82

The length of the shortest non-zero vector, denoted by λ1, is a very important83

parameter of a lattice. It is expressed as the radius of the smallest zero-centered ball84

containing a non-zero linearly independent lattice vector. Generally, successive minima85

was defined as follows:86

Definition 2 (Successive minima). Let L be a lattice of rank t. For 1 ≤ i ≤ t, the i-th87

successive minima is defined as88

λi(L) = in f {r|dim(span(L ∩ Bn(0, r))) ≥ i},

where Bn(0, r) = {x ∈ Rn| ∥x∥ ≤ r} is a ball centered at the origin.89

For the shortest vector of a random lattice, the Gaussian hypothesis is expressed as90

follows:91

Gaussian Heuristic (First Minima). Let L be a full rank lattice in Rt, then the length of92

the shortest non-zero vector λ1 in L is estimated by93

λ1 =

√
t

2πe
(detL)1/t. (1)

2.2. Lattice basis reduction94

Lattice reduction algorithm is employed to transform a lattice basis to another basis,95

and the latter one is nearly orthongral with each other and relatively shorter. As far,96

the LLL algorithm [1] and the BKZ algorithm [17] are well-known lattice reduction97

algorithms.98

Definition 3 (Gram Schmidt Orthogonalization). Given a sequence of t linearly indepen-99

dent vectors b1, b2, · · · , bt, the Gram Schmidt orthogonalization is the sequence of vectors100

b∗1 , b∗2 , · · · , b∗t defined by101

b∗i = bi −
i−1

∑
j=1

µi,jb∗j ,

where102

µi,j =
(bi, b∗j )

(b∗j , b∗j )
, 1 ≤ j < i ≤ t.

Definition 4 (δ−LLL reduction basis). Given a lattice basis B = (b1, · · · , bt), the cor-103

responding Gram-Schmidt basis B∗ = (b∗1 , · · · , b∗t ), B is a reduced basis if and only if the104

following two conditions are satisfied:105

1⃝ (Size condition) µi,j =
(bi, b∗j )

∥b∗j ∥
2 ≤ 1/2, for all 1 ≤ j < i ≤ t;106

2⃝ (Lovász condition) ∥b∗i ∥2 ≥ (δ− µ2
i,i−1)∥b∗i−1∥2, for all 1 < i ≤ t, where 1/4 < δ < 1.107

Definition 5 (Geometric Series Assumption[8],GSA). Given Gram-Schmidt basis (b∗1 , · · · , b∗t ),108

∥b∗i ∥
∥b1∥

= θi−1,

for i = 1, 2, · · · , t, where 0 < θ < 1 is called GSA constant.109
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The Geometric Series Assumption (GSA) means the length of Gram-Schmidt basis110

∥b∗i ∥ with LLL reduction decays geometrically with quotient θ and indicates ∥b∗i ∥ ≤111

∥b1∥ for i = 1, 2, · · · , t.112

In the subsections 3.1 and 3.2, the analysis based on the following assumptions:113

Assumption 1 ([37]). Let L be a “random” lattice of rank t and b1, · · · , bt be an LLL-114

reduced basis for L, then115

∥b1∥ ≤ (1.02)t det(L)1/t (2)

and116

∥b1∥ ≤ (1.04)tλ1(L). (3)

Nguyen and Stehlé [9] have studied the performance of LLL on “random” lattices and117

have hypothesised that an LLL-reduced basis satisfies the improved bound (2). By118

analogy with the relationship between the worst-case bounds ∥b1∥ < 2t/4 det(L)/1/t
119

and ∥b1∥ < 2t/2λ1(L), it is natural to suppose that (3) is hold.120

Assumption 2([37]). Let L be a “random” lattice of rank t and let b1, · · · , bt be an121

LLL-reduced basis for L, then122

∥bi∥ <
√

i(1.02)i det(L)1/t. (4)

Nguyen and Stehlé [9] show that ∥b∗i+1∥ ≤ ∥b∗i ∥ almost always in Figure 4, and certainly123

∥b∗i+1∥ ≤ 1.2∥b∗i ∥ with overwhelming probability. Galbraith et al. make the heuristic124

assumption that ∥b∗i ∥ ≤ ∥b∗1∥ for all 2 ≤ i ≤ n, so it is easy to show that, for all 2 ≤ i ≤ n,125

∥bi∥ ≤
√

1 + (i− 1)/4∥b1∥. So it leads to Assumption 2 for “random” lattices.126

In the subsection 3.2.2, the conclusion of the following theorem will be used.127

Theorem 1. [29] Given a LLL reduction lattice basis B = (b1, · · · , bt), (b∗1 , · · · , b∗t ) is the128

corresponding Gram-schmidt basis. The following results were hold:129

(1) ∥b1∥ ≤ α
t−1

4 |det(B)
1
t |;130

131

(2) ∥b∗j ∥ ≤ α
(i−j)

2 ∥b∗i ∥, for 1 ≤ j < i ≤ n;132

133

(3) ∥bj∥ ≤ α
(i−1)

2 ∥b∗i ∥, for 1 ≤ j < i ≤ n;134

where α =
1

δ− 1
4

, δ is the parameter in the Definition 4.135

After the LLL algorithm, a number of lattice reduction algorithms emerged. In136

practice, the Block-Korkine-Zolotarev (BKZ) algorithm proposed by Schnorr and Euchner137

[3] has a good performance. For the BKZ algorithm, according to [17], the block size138

β determines how short the output vector is. With the increase of β, the output basis139

becomes much reduced but the cost significantly increases. Gama and Nguyen [12]140

identified the Hermite factor of the reduced basis as the dominant parameter in the141

runtime of the lattice reduction and the quality of the reduced basis. For an t-dimensional142

lattice L, the Hermite factor143

δt
0 =

∥b1∥
(det(L) 1

t
, (5)

where b1 is the first reduced basis vector of L and δ0 is called as the root-Hermite factor.144

Chen [27] gave an expression between the root-Hermite factor δ0 and the block size β:145

δ0 =

(
β

2πe
(πe)

1
β

) 1
2(β−1)

.
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Under the GSA and based on the Hermit factor (5), Xu et al. [42] gave an upper bound146

on the i-th reduced basis vector147

∥bi∥ ≤
√

i + 3
2
· δ0

t · (detL)
1
t . (6)

3. Algorithms to solve ACD problem148

In this section, the first three subsections describe and analysis the lattice-based149

algorithms (SDA, OL, MP) to solve the ACD problem, and the last subsection analyzes150

the prospects of the pre-processing technology for ACD samples, when sufficiently many151

samples are available.152

3.1. Simultaneous Diophantine approximation (SDA)153

Van Dijk et al. [16] showed that the ACD problem can be solved using the SDA154

method. The basic idea of this attack is to note that if xi = pqi + ri for 1 ≤ i ≤ t, where ri155

is small, then156

xi
x0
≈ qi

q0

for 1 ≤ i ≤ t, where x0 = pq0 + r0. That’s what it means the fractions qi/q0 are an157

instance of simultaneous diophantine approximation to xi/x0. Once q0 is determined, r0158

can be computed from159

r0 ≡ x0 (mod q0).

Hence,160

p =
x0 − r0

q0
.

In fact, this attack does not benefit significantly from having an exact sample x0 =161

pq0, r0 = 0, so such a sample can be unknown. As in [16], construct the lattice L of rank162

t + 1, which is generated by the basis matrix B, where163

B =


2ρ+1 x1 . . . xt

−x0
. . .
−x0

.

Let v ∈ L, then164

v =(q0, q1, · · · , qt)B

=(2ρ+1q0, q0x1 − q1x0, · · · , q0xt − qtx0)

=(2ρ+1q0, q0r1 − q1r0, · · · , q0rt − qtr0).

Since qi ≈ 2γ−η , the length of the first entry of v is approximately 2γ−η+ρ+1. The length165

of the rest of entries of v, which are of the form q0ri − qir0 for 1 ≤ i ≤ t, is estimated to166

be |q0ri − qir0| ≤ 2|q0ri| ≈ 2γ−η+ρ+1. Therefore, ∥v∥ is approximately167

2γ−η+ρ+1
√

t + 1.

The vector ∥v∥ satisfying the above conditions is called the target vector.168

Hence, if169

2γ−η+ρ
√

t + 1 <
√
(t + 1)/2πe det(L)1/(t+1),
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then the target vector v is expected to be the shortest non-zero vector in the lattice. The170

attack is to run a lattice basis reduction algorithm to get a candidate w for the shortest171

non-zero vector. The first entry of w divided by 2ρ+1 will give a candidate for q0, then172

computes r0 ≡ x0 (mod q0) and p = (x0 − r0)/q0. Finally test this value for p by173

checking if xi mod p are small for all 1 ≤ i ≤ t. This is the SDA algorithm.174

A better approximation 2γ−η+ρ
√

t + 1 of tager vector ∥v∥ is given by Van Dijk et al.175

[16], and an exact approximation176

0.47

√
(t + 1)

p
· 2ρ+γ (7)

is given by Galbraith et al. [37]. That is to say about twice the above approximation177

(taking p ≈ 2η).178

Galbraith et al. [37] applies the Gaussian heuristic and λ2(L) > 2t/2λ1(L) to179

estimate180

λ2(L) ≈
√
(t + 1)/(2πe)(detL)1/(t+1) ≈

√
(t + 1)/(2πe)2(ρ+1+γt)/(t+1).

Hence, the target vector v is the shortest vector in the lattice and is found by LLL181

if the expression (1) of Gaussian Heuristic is less than
√
(t + 1)/2πe det(L)t+1 when182

multiplied by the factor 1.04t+1 according to Equation (3). Namely,183

0.47
√
(t + 1)(1.04)t+12γ+ρ−η <

√
(t + 1)/(2πe)2(ρ+1+γt)/(t+1). (8)

Ignoring constants and the (1.04)t+1 term (the term (1.04)t+1 does not have any signifi-184

cant effect on the performance of the algorithm[37]) in the above equation (8), a necessary185

(not sufficient) condition for the algorithm to succeed is186

t + 1 >
γ− ρ

η − ρ
≈ γ

η
. (9)

So t should be greater than γ
η to ensure that the target vector v will likely be the shorest187

vector in the lattice L. This lower bound on t is more advantageous for the analysis of CS-188

ACD [34]. For CS-ACD, if ρ is close to η, which means that for smaller γ, the dimension189

of the Lattice L grows rapidly. Concretely speaking, the parameters in CS-ACD are set to190

(ρ, η, γ) = (λ, λ + d log λ, Ω(d2λ log λ)),

where d is the circuit depth and λ is the security paremeter. Let’s say λ = 200, d = 20, set191

Ω(x) = x, and then (ρ, η, γ) = (200, 353, 611508). For these values, t ≥ 3995. Therefore,192

in order to prevent lattice attacks, this ratio (γ− ρ)/(η − ρ) needs to be large enough.193

These arguments reconfirm that the method in [34] can provide more efficient parameters194

for homomorphic encryption.195

3.2. Orthogonal Lattice (OL) based approach196

Nguyen and Stern ([6]) have demonstrated the usefulness of the orthogonal lat-197

tice in cryptanalysis, and this has been used in several ways to attack the ACD prob-198

lem. The idea is to find u = (u1, u2, · · · , ut) ∈ L⊥(q, r) that is orthogonal to both199

q = (q1, q2, · · · , qt) and r = (r1, r2, · · · , rt). Since xi = pqi + ri, x = (x1, x2, · · · , xt) is200

orthogonal to u. The task is to find t− 1 linearly independent vectors u shorter than any201

vector in L⊥(x) to recover q, r and therefore p.202

Based on the idea of Nguyen and Stern, the current idea is to find t− 1 linearly203

independent vectors u only orthogonal to q. The core steps of the current OL algorithm204

include the following two steps:205

First, find t− 1 linearly independent vectors u orthogonal to q, that is,206
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t

∑
i=1

ui · qi = 0 (10)

then establish and solve indefinite equations207

t

∑
j=1

uij · xj =
t

∑
i=1

uij · rj, (11)

where ui = (ui1, ui1, · · · , uit), (i = 1, 2, · · · , t− 1).208

Let the general solution of (11) be209

d = d0 + t1d1 (12)

Where d0 is a particular solution of (11), d1 is the basis vector of the solution space of the210

corresponding homogeneous system of linear equations, and t1 is the integer parameter.211

Second, find small positive integer solutions to (11). At present, the common way212

to find the small solutions is to construct the lattice L with basis matrix213

B =

(
d0
d1

)
. (13)

Next, LLL algorithm is employed to reduce the basis matrix B, and the first output214

is expected to be the vector r. However, at present, what can meet this expectation are215

experimental conditions, and there is still a lack of theory. Now, the existing OL methods216

orthogonal to q are classified. According to the constructed lattice, they are divided into217

two categories. The first OL algorithm constructs lattice L1(α) with basis matrix B1:218

B1 =


x1 α
x2 α
...

. . .
xt α

 (14)

and its shape likes ∧, so it is called OL-∧ algorithm. This kind of algorithm can be219

referred to [GGM16,XSH18].220

The second OL algorithm constructs lattice L2(α) with basis matrix B2:221

B2 =


α x1

α x2
. . .

...
α xt−1

N

, (15)

where N is a big integer with γ + η bits . Or construct a lattice L′2(α) with basis matrix222

is B′2:223

B′2 =


α x1

α x2

¨
...

α xt−1
xt

. (16)

Both (15) and (16) are all shaped ∨, so they are called OL-∨ algorithm. This kind of224

algorithm can be referred to [[30],[31],[41],[42]].225

226

3.2.1 OL-∧ algorithm227

228
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This algorithm uses the lattice L1(α) mentioned above, and the basis matrix is B1, then229

B1B1
T = A + xTx, A = α2It, x = (x1, x2, · · · , xt),

where It is the identity matrix of order t, and230

det(B1B1
T) = det(1 + xA−1x) = α2t−2(α2 + x2

1 + x2
2 + · · ·+ x2

t ).

Therefore,231

det(L1(α)) = αt−1
√
(α2 + x2

1 + x2
2 + · · ·+ x2

t ) <
√

t + 1 · αt−1 · 2γ.

(I) When α = 2ρ
232

233

Let v = (∑t
i=1 uixi, u12ρ, · · · , ut2ρ) ∈ L1(α), in order to find the condition that u is234

orthogonal to q (t dimension), it needs to be satisfied235 ∣∣∣∣∣ t

∑
i=1

uixi −
t

∑
i=1

uiri

∣∣∣∣∣ ≤ p/2, (17)

so it forces the equation236

t

∑
i=1

uixi =
t

∑
i=1

uiri (18)

to be true. In order to make the equation (18) be established, Galbraith et al. ([37]) gives237

the bounds of the short vectors in the lattice L1:238

∥v∥ ≤ 2η−2−log (t+1). (19)

Next, to show that under condition (19), formulas (17) and (10) hold, the following proof239

is given. Let ∥v∥ = N, then
∣∣∑t

i=1 uixi
∣∣ ≤ N and |uiri| ≤ |ui2ρ| ≤ N for 1 ≤ i ≤ n. Thus240 ∣∣∣∣∣ t

∑
i=1

uixi −
t

∑
i=1

uiri

∣∣∣∣∣ ≤
∣∣∣∣∣ t

∑
i=1

uixi

∣∣∣∣∣+
∣∣∣∣∣ t

∑
i=1

uiri

∣∣∣∣∣ ≤ (t + 1)N.

Because (19) is true and p > 2η−1, (t + 1)N < 2η−2 < p/2. Hence241 ∣∣∣∣∣ t

∑
i=1

uixi −
t

∑
i=1

uiri

∣∣∣∣∣ < p/2.

To prove that (10) holds, suppose
∣∣∑t

i=1 uiqi
∣∣ ̸= 0, so242

2η−1 < p

∣∣∣∣∣ t

∑
i=1

uiqi

∣∣∣∣∣ =
∣∣∣∣∣ t

∑
i=1

ui(xi − ri)

∣∣∣∣∣ ≤
∣∣∣∣∣ t

∑
i=1

uixi

∣∣∣∣∣+
∣∣∣∣∣ t

∑
i=1

uiri

∣∣∣∣∣ ≤ (t + 1)N < 2η−2,

this is a contradiction.243

To analyse the method, Galbraith et al. [37] use Assumption 2. This shows that LLL244

algorithm can be used to find t− 1 linearly independent vectors as long as245

√
t(1.02)t det(L1(α))

1/t ≤ 2η−2−log (t+1),

and as well246

det(L1(α)) = αt−1
√
(α2 + x2

1 + x2
2 + · · ·+ x2

t ) ≈ 2ρ(t−1)+γ.

Hence, the condition for success is247
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4
√

t(t + 1)(1.02)t2ρ+(γ−ρ)/t ≤ 2η .

Ignoring constants and the exponential approximation factor (1.02)t from the lattice248

reduction algorithm, Galbraith et al. [37] gives a lower bound on sample t:249

t ≥ γ− ρ

η − ρ
. (20)

Find t− 1 vectors u that satisfies the bound of the short vector by LLL algorithm,250

then the system of equations can be set up to solve, and then find r.251

252

(II) α in the general case253

254

Using the bound of (6), the condition that u is orthogonal to q is constructed. Spe-255

cific measures are as follows([42]):256

1⃝ Let v = (∑t
i=1 uixi, αu1, · · · , αut) ∈ L1(α), then257

|
t

∑
i=1

uiqi| ≤
α +
√

t · 2ρ

α
· ∥v∥

2η−1 ;

2⃝Using BKZ-β alogrithm, reduce the lattice matrix B1. Let vi = (∑t
j=1 uijxj, αui1, · · · , αuit)258

be the i-th reduce basis of L1(α), Then259

∥vi∥ ≤
√

i + 3
2
· δt

0 · det(L1)
1
t

≤
√

i + 3
2
· δt

0 · (
√

t + 1 · αt−1 · 2γ)
1/t

≤
√

i + 3
2
· (t + 1)

1
2t · δ0

t · 2
γ
t · α

t−1
t .

Thus260

|
t

∑
j=1

uijqj| <
√

i + 3 · (t + 1)
1
2t · δ0

t · 2
γ
t −η · α +

√
t · 2ρ

α
1
t

.

Let261

f (α) =
α +
√

t · 2ρ

α
1
t

,

then minimize f (α). Xu et al. [42] offer the following conclusion: When262

α0 =

√
t

t− 1
· 2ρ,

min
α>0

f (α) = f (α0) = t(
√

t
t− 1

)
t−1

t · 2
t−1

t ·ρ.

Using the minimum of f (α), the tighter bound of |∑t
j=1 uijqj| was found:263

|
t

∑
j=1

uijqj| <
√

i + 3 · g(t) · δt
0 · 2

γ−ρ
t −η+ρ,

where264

g(t) = t(
√

t
t− 1

)
t−1

t · (t + 1)
1
2t ,
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As analyzed by Xu et al. [42],265

lim
t→∞

g(t)√
t
= 1.

therefore266

|
t

∑
j=1

uijqj| <
√
(i + 3)t · δt

0 · 2
γ−ρ

t −η+ρ.

In order to make ∑t
j=1 uijqj = 0, the right side of the upper bound has to be less than 1:267 √

(i + 3)t · δt
0 · 2

γ−ρ
t −η+ρ < 1,

thus the condition268

γ− ρ

t
− (η − ρ) + t log δ0 + log

√
t(i + 3) < 0 (21)

holds. The dominant calculation of OL attacks is the lattice reduction for finding t− 1269

linearly independent homogeneous equations on r1, · · · , rt or q1, · · · , qt. Based on the270

condition (21), it is expected that271

γ− ρ

t
− (η − ρ) + t log δ0 + log

√
t2 + 2t < 0. (22)

Since δ0 > 1, the attack can work when272

t ≥ γ− ρ

η − ρ
.

According to (22), it is obtained that273

log δ0 <
η − ρ

t
− γ− ρ

t2 − log
√

t2 + 2t
t

,

which is equivalent274

log δ0 < −(γ− ρ)

(
1
t
− η − ρ

2(γ− ρ)

)2
+

(η − ρ)2

4(γ− ρ)
− log

√
t2 + 2t
t

.

When t = 2(γ−ρ)
η−ρ , the above expression is optimized as275

log δ0 <
(η − ρ)2

4(γ− ρ)
− η − ρ

2(γ− ρ)
− η − ρ

4(γ− ρ)
log

((
γ− ρ

η − ρ

)2
+

γ− ρ

η − ρ

)
. (23)

Also notice that when t ≥ 2, log
√

t2 + 2t ≥ log
√

4t, then the logarithm term on t of276

condition (22) can reduce to get the following condition:277

γ− ρ

t
− (η − ρ) + t log δ0 + log

√
4t < 0.

Similarly, taking t = 2(γ−ρ)
η−ρ , the above condition is optimimized as278

log δ0 <
(η − ρ)2

4(γ− ρ)
− 3(η − ρ)

4(γ− ρ)
− η − ρ

4(γ− ρ)
log

γ− ρ

η − ρ
. (24)

(III) Using the rounding technique, construct a deformed lattice279

280

Construct a lattice ˆL1(α) whose lattice basis matrix is B̂1 [42]:281
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B̂1 =


⌊ x1

α ⌋ 1
⌊ x2

α ⌋ 1
...

. . .
⌊ xt

α ⌋ 1

 (25)

where α > 0. Similar to the idea of the case (II), the condition for ∑t
j=1 uijqj = 0 was282

found by Xu et al. [XSH18-3.3]. The optimal value of α is:283

α0 =

√
t

(t− 1)(
√

t + 1)
· 2ρ,

and the condition (21) holds as well. As discussed at the end of case (II), this attack can284

also be performed at285

t ≥ γ− ρ

η − ρ
.

3.2.2 OL-∨ algorithm286

287

This algorithm uses the lattice L2(α) mentioned above with basis matrix B2 or the288

lattice L′2(α) with basis matrix B′2.289

290

(I) When α = 1, B2(t, t) = N291

292

Let293

v = (u1, · · · , ut−1,
t−1

∑
i=1

uixi + utN) ∈ L2,

to find the condition that u is orthogonal to q (t− 1 dimension), it needs to be satisfied:294 ∣∣∣∣∣t−1

∑
i=1

uixi

∣∣∣∣∣ ≤ N/2, (26)

then it is to force the equation295

ut = 0. (27)

To make the equation ut = 0 true, Ding et al. [30] and Yang et al. [41] gave296

the bounds of the short vectors of the lattice L2(α), they are shown in (28) and (29)297

respectively,298

∥v∥ ≤ 2η−ρ−1−log
√

t−1 (28)

∥v∥ ≤ 2η−ρ−2−log
√

t−1 (29)

In order to show that under the condition (28) or (29), formulas (26) and (27) hold,299

the following proof is given. Here, only condition (29) is used to prove.300

Let M = 2η−ρ−2−log
√

t−1, and ∥v∥ =
√

∑t−1
i=1 u2

i + (∑t−1
i=1 uixi + utN)

2
< M.301

Thus302

|ui| < M,

∣∣∣∣∣t−1

∑
i=1

uixi + utN

∣∣∣∣∣ < M(1 ≤ i ≤ t− 1).

Since 2γ+η−1 ≤ N ≤ 2γ+η ,303
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∣∣∣∣∣t−1

∑
i=1

uixi

∣∣∣∣∣ ≤ 2γ
√

t− 1 · ∥u∥

≤ 2γ
√

t− 1 · ∥v∥

≤ 2γ
√

t− 1 · 2η−ρ−2−log
√

t−1

= 2γ+η−ρ−2 < N/2.

Therefore, there is no modular N operation and ut = 0.304

Next, it is easy to obtain that ∑t−1
i=1 uiqi = 0 and ∑t−1

i=1 uixi = ∑t−1
i=1 uiri hold.305

306

(II) When α = 1, B′
2(t, t) = xt307

308

Let309

v = (u1, · · · , ut−1,
t

∑
i=1

uixi) ∈ L′2,

in order to find the condition that u is orthogonal to q (t dimension), it needs to be310

satisfied:311 ∣∣∣∣∣ t

∑
i=1

uixi

∣∣∣∣∣ ≤ p/2. (30)

In order to make (30) true, Yu et al. [41] and Gebregiyorgis et al. [36] gave the bounds312

of the short vectors in the lattice L′2 and they were given by the following formulas313

respectively,314

∥v∥ ≤ 2η−ρ−2−log
√

t, (31)

∥v∥ ≤ 2η−ρ−3−log t. (32)

After analysis, (32) is tighter than (31). Similarly, it can be proved that (30) holds under315

the condition (31) or(32). So the equations ∑t−1
i=1 uiqi = 0 and ∑t

i=1 uixi = ∑t
i=1 uiri can316

also be obtained.317

318

(III) α = 1, lower bound estimating for the number of samples t319

320

Under the GSA, Yu et al. use LLL algorithm to get the upper bound of (t − 1)-th321

short vector vt−1, by Theorem 1:322

∥vt−1∥2 ≤ α
(t−2)

2 ∥v∗t−1∥2

=

(
4
3

) (t−2)
2
∥v∗t−1∥2, (α =

4
3
)

≤
(

4
3

) (t−2)
2
∥v∗1∥2

≤
(

4
3

) (t−2)
2
(

4
3

) (t−1)
4
· det(L′2)

=

(
4
3

) (3t−5)
4
· 2

γ
t .

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 June 2023                    



Version June 9, 2023 submitted to Mathematics 13 of 30

Due to323

(
4
3

) (3t−5)
4
· 2

γ
t ≤ 2η−ρ−2−log

√
t,

the bound of t in [30] is optimized, and the optimization result is given as follows [41]:324

t ≥ 5
3
(η − ρ−

√
(η − ρ)2 − 1.2γ).

Yu et al. also indicates the hypothesis in [36]325

λt−1(L) = det(L)1/t√t/2πe,

is too strong and unreasonable, and t > γ/(η − ρ) is too small, it should be increased by326

10 or 20.327

For OL algorithm in [31], where −N or N works equally, the idea of this algorithm328

can be classified as OL-∨, and it is equivalent to the case329

α = 1, B2(t, t) = N,

just N is the same as length as x xi, so the algorithm is a little bit more conservative.330

In [31], the lattices L3 and L′3 were defined, their basis matrices were B3 and B′3:331

B3 =


1 x1

1 x2
. . .

1 xt
−N

,

B′3 =


1 r1

1 r2
. . .

1 rt

.

Let v ∈ L3 ∩ L′3, then332

t

∑
i=1

ui · xi − ut+1N =
t

∑
i=1

ui · ri.

For the sake of ∑t
i=1 ui · qi = 0, it is to force the equation ut+1 = 0 is true. Find333

a vector v = (u1, u2, · · · , ut, ∑t
i=1 ui · xi) ∈ L3, such that the corresponding vector334

u = (u1, u2, · · · , ut) is orthogonal to q. The experiment in [31] gives the following335

conditions that LLL algorithm can generate t− z (z = 1, 2) vectors u (theoretically not336

proved):337

condition 1: N is a large random integer with γ bits;338

condition 2: z ≤ 2;339

condition 3: ρ < η/2;340

condition 4: t ≥ (4γ)1/3;341

condition 5: ∥v∥ ≤ 2γ/(t+1).342

Under the above conditions, the equation ∑t
i=1 uixi = ∑t

i=1 uiri is true. So r can be solved343

and p is recovered.344

345

(IV) α in general346

347

Similar to the idea of OL-∧ when α is in general, the condition for ∑t
j=1 uijqj = 0 is348

found by [XSH18-3.2]. The conclusions are as follows: the optimal value of α is349
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α0 =

√
t2 + t

t− 1
· 2ρ,

and the condition350

γ− ρ

t
− (η − ρ) + t log δ0 + log(t

√
i + 3) < 0.

holds. The specific steps are below ([42]):351

1⃝ Let v = (αu1, · · · , αut−1, ∑t
i=1 uixi, ) ∈ L2(α), Then352

|
t

∑
i=1

uiqi| ≤
α +
√

t2 + t · 2ρ

α
· ∥v∥

2η−1 ;

2⃝Using BKZ-β alogrithm, reduce the basic matrix B2. Let vi = (αui1, · · · , αui,t−1, ∑t
j=1 uijxj)353

be the i-th reduce basis of L2(α), Then354

∥vi∥ ≤
√

i + 3
2
· δt

0 · det(L2)
1
t ≤
√

i + 3
2
· δt

0 · (αt−1N)
1/t ≤

√
i + 3
2
· δ0

t · 2
γ
t · α1− 1

t .

Thus355

|
t

∑
j=1

uijqj| ≤
√

i + 3 · α + 2ρ
√

t2 + t

α
1
t

· δ0
t · 2

γ
t −η .

A little bit of clarification here. When α = 1, then the formula356

|
t

∑
j=1

uijqj| ≤
√

i + 3 · (1 + 2ρ
√

t2 + t) · δ0
t · 2

γ
t −η

is true. In order to make ∑t
j=1 uijqj = 0, the formula357

√
i + 3 · (1 + 2ρ

√
t2 + t) · δ0

t · 2
γ
t −η < 1

holds, then358

γ

t
− (η − ρ) + t log δ0 + log

√
(i + 3)(t2 + t) < 0.

For finding t− 1 linearly independent vectors orthogonal to (q1, · · · , qt), the following359

condition360

γ

n
− (η − ρ) + n log δ0 + log

√
((t3 + 3t2 + 2t) < 0 (33)

is established. Next, let361

f (α) =
α + 2ρ

√
t2 + t

α
1
t

,

then minimize f (α). When362

α0 =

√
t2 + t

t− 1
· 2ρ,

min
α>0

f (α) = f (α0) = t

(√
t2 + t

t− 1

) t−1
t

· 2
t−1

t ·ρ.

Using the minimum of f (α), the tighter bound of |∑t
j=1 uijqj| was found:363
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|
t

∑
j=1

uijqj| <
√

i + 3 · g(t) · δt
0 · 2

γ−ρ
t −η+ρ,

where364

g(t) = t

(√
t2 + t

t− 1

) t−1
t

.

As analyzed by Xu et al. [42],365

lim
t→∞

g(t)
t

= 1,

therefore366

|
t

∑
j=1

uijqj| <
√
(i + 3) · t · δt

0 · 2
γ−ρ

t −η+ρ.

In order to make ∑t
j=1 uijqj = 0, the right side of the upper bound has to be less than 1:367 √

(i + 3) · t · δt
0 · 2

γ−ρ
t −η+ρ < 1,

thus the condition368

γ− ρ

t
− (η − ρ) + t log δ0 + log(t

√
i + 3) < 0 (34)

holds. The dominant calculation of OL attacks is the lattice reduction for finding t− 1369

linearly independent homogeneous equations on r1, · · · , rt or q1, · · · , qt. Based on the370

condition (34), it is expected that371

γ− ρ

t
− (η − ρ) + t log δ0 + log

√
t3 + 2t2 < 0 (35)

Since δ0 > 1, the attack can work when372

t ≥ γ− ρ

η − ρ
.

According to (35), It is obtained that373

log δ0 <
η − ρ

t
− γ− ρ

t2 − log
√

t3 + 2t2

t
,

which is equivalent374

log δ0 < −(γ− ρ)

(
1
t
− η − ρ

2(γ− ρ)

)2
+

(η − ρ)2

4(γ− ρ)
− log

√
t3 + 2t2

t
.

When t = 2(γ−ρ)
η−ρ , the above expression is optimized as375

log δ0 <
(η − ρ)2

4(γ− ρ)
− η − ρ

2(γ− ρ)
log

2(γ− ρ)

η − ρ
− η − ρ

4(γ− ρ)
log
(

2(γ− ρ)

η − ρ
+ 2
)

(36)

Also notice that when t ≥ 2, log
√

t3 + 2t2 ≥ log(2t), then the logarithm term on t of376

condition (36) can reduce to get the following condition:377

γ− ρ

t
− (η − ρ) + t log δ0 + log(2t) < 0.
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Similarly, taking t = 2(γ−ρ)
(η−ρ)

, this condition is optimimized as378

log δ0 <
(η − ρ)2

4(γ− ρ)
− (η − ρ)

2(γ− ρ)
− η − ρ

2(γ− ρ)
log

2(γ− ρ)

η − ρ
. (37)

3.2.3 Recover r or q379

380

(1) Recover r by LLL algorithm381

382

Let the general solution formula of (11) be383

d = d0 + t1d1 + · · ·+ dz, (38)

where d0 is a particular solution of (11), d1, · · · , dz are the basis vectors for the solution384

space of the corresponding homogeneous system of linear equations, and t1, · · · , tz are385

the integer parameters.386

Next, find small positive integer solutions to (11) to get r. Constract the lattice L387

with basis matrix388

B =


d0
d1
. . .
dz

. (39)

Let d′ ∈ L, then389

d′ = k0d0 + k1d1 + · · ·+ kzdz (40)

where k0, k1, · · · , kz are integers. Obviously, when k0 = 1, (40) = (38). Reduce the lattice390

B to B′:391

B′ =


d′0
d′1
...

d′z

. (41)

To facilitate finding r, consider the explicit vectors d′0, d′1, · · · , d′z. It’s easy to deduce that392

only one of them is the solution to (11).393

Let d′i is the solution to (11), and if d′i = d′0, then d′0 is probably equal to r. With this394

in mind, Ding and Tao [31] found the conditions that the algorithm can work well (see395

3.2.2). In addition, if d′i ̸= d′0, we find an interesting thing that the recovery value p′ is396

only 1 or 2 different from the true value p in many cases of our experiment. And our397

experiments lead to the following general conclusions between p and p′:398

Let d′i = (ui1, ui2, · · · , uit) ̸= d′0, dru = gcd(r1 − ui1, r2 − ui2, · · · , rt − uit), then399

p′ − p = dru, (42)

where p′ is the recovered value of p. So, if d′i ̸= d0, using vector d′i, p′ can be restored.400

And since dru is bounded, p can be restored by p′.401

In summary, one of the outputs d1, · · · , dz generated by the LLL algorithm can be402

used to recover r under the appropriate conditions.403

404

(2) Recover q405

406

Let U = (uij)t×t, which satisfies LLL(B) = UB, where B, LLL(B) are the lattice ba-407

sis matrix and LLL reduced lattice basis matrix respectively, then U is a unimodular408

matrix with |U| = ±1. Constract the system409
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UqT = (0, 0, · · · , 0, d)T.

Because (q1, q2, · · · , qt) = 1 with probability 1/ζ(t), where ζ(t) = ∑∞
i=1 1/kt is the410

function of Euler-Rieamann zeta, the probability that d = ±1 is very high. Therefore411

(q1, q2, · · · , qt) is the absolute value of the last column of U−1 and p = ⌊xi/qi⌋ [42]. It can412

be known from OL algorithm, the first t− 1 row vector of matrix U can be generated by413

LLL algorithm, but the t-th row vector ut = (ut1, ut2, · · · , utt) has to satisfy the following414

equation:415

ut1q1 + ut2q2 + · · ·+ uttqt = ±1. (43)

If (43) is considered in isolation, it is very possible for (43) to be established. But from416

the above analysis, it can be seen that the matrix U is a transition matrix from a basis417

of a lattice to its reduced basis, and U is a unimodular matrix. Furthermore, through418

our experiments, it is difficult to guarantee that the last row vector ut of U satisfies the419

equation (43). So finding such a matrix U is still an open question.420

421

3.2.3 An improved algorithm of OL-∨422

423

In this part, an improved algorithm of OL-∨ is proposed. Constract a lattice L with the424

basis matrix425

B =


1 x1

1 x2
. . .

...
1 xt

N

,

where N is an integer with γ + η bits. Using the lower bound of t in [41] and the upper426

bound of the short vector in [36], the following improved Algorithm 1 is given.427

Algorithm 1 An improved OL algorithm for GACD

Input: An appropriate positive integer t = ⌊ 5
3 (η − ρ−

√
(η − ρ)2 − 1.2γ))⌋, and ACD

samples x1, · · · , xt.
Output: Integer p.
1. Randomly choose N ∈ (2γ+η−1, 2γ+η).
2. Reduce lattice L by LLL algorithm with δ = 3/4. Let the reduced basis be v1, · · · , vt+1,
where vi = (ui1, · · · , uit, vi(t+1)), (i = 1, · · · , t + 1).
3. If ∥vi∥ < 2η−ρ−3−log t, (i = 1, · · · , t− z), where z = 1, 2 , then solve the integer linear
system with t unknowns r1, · · · , rt as follows

t

∑
j=1

uijri =
t

∑
j=1

uijxi(i = 1, · · · , t− z).

Therefore, the integer solutions can be expressed as follow:

d = d0 + t1d1 + · · ·+ tzdz,

where d0 is a special solution of the linear system, t1, · · · , tz are integers, d1, · · · , dz is a
basis of integer solution space for the corresponding homogeneous linear equations.
4. d0 = r.
5. Compute p = gcd(x1 − r1, x2 − r2).
Return p.

When428
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η ≥ ρ + 1.1
√

γ, (44)

this algorithm can successfully recover p. It is an improvement of Ding and tao’s OL429

algorithm [31]. Firstly, the lower bound of t and the upper bound of the short vector v430

are modified. Secondly, the later step using the LLL algorithm has been cancelled in the431

recovery of r. This is because when the algorithm is implemented with isolve command432

of Maple, the special solution of the equations (11) is exactly the small positive integer433

solution under the condition (44). Thirdly, unlike Ding and tao’s OL algorithm [31]434

which is not proved theoretically, our algorithm is correct theoretically. And it can be435

seen that the attack range is extended greatly and the efficiency increases quickly.436

3.3. Multivariate polynomial (MP) equations method437

Howgrave-Graham ([5]) is the first to consider reducing the PACD problem by438

giving two ACD sample inputs, N = pq0 and a = pq1 + r1. The idea is based on finding439

small roots of modular univariate linear equations of the form a + x ≡ 0 (mod p) for440

unknown p. It is generalized to a multivariate version in [16] which is called MP method.441

In fact, MP method is an extension of Coppersmith’s method ([Cop96b]). A rigorous442

analysis of this algorithm was provided by Cohn and Heninger [25] and a variant for the443

case when the “errors” are not all the same size was given by Takayasu and Kunihiro [28].444

It is well-known that MP approach has some advantages if the number of ACD samples445

is very small, but the application with a large number of samples in actual cryptanalysis446

needs a great deal of attention. In addition, the MP approach can be applied to both447

PACD and GACD problems, but it is simpler to explain and analyse the PACD problem.448

Hence, in the following discussion, only this case will be told.449

Notice that some notations change here. let N = pq0 and let ai = pqi + ri for450

1 ≤ i ≤ m be our ACD samples, where |ri| ≤ R for some given bound R. The idea is to451

construct a polynomial Q(X1, X2, · · · , Xm) in m variables such that Q(r1, · · · , rm) ≡ 0452

(mod pk) for some k. The parameters m and k are to be optimized. In [25], such a453

multivariate polynomial is constructed as integer linear combinations of the products454

(X1 − a1)
i1(X1 − am)im Nl where l is chosen such that i1 + · · ·+ im + l ≥ k.455

Let456

f[i1,i2,··· ,im ](X1,X2,··· ,Xm) = (RX1 − a1)
i1(RX2 − a2)

i2 · · · (RXm − am)
im Nl . (45)

Here, the bound of the polynomial degree t has to be chosen. It doesn’t do any good to457

talk about k > t, because it leads to the entire matrix being multiplied by the scalar Nk−t
458

for the case t = k. Accordingly, Cohn and Heninge [25] consider the lattice L generated459

by the coefficient row vectors of (45) such that i1 + · · ·+ im ≤ t and l = max(k−∑j ij, 0).460

If the occurrence of monomial in f [i1, i2, · · · , ij] is sorted in inverse lexicographical461

order, then the basis matrix for the lattice L is lower triangular. For example, when462

(t, m, k) = (3, 2, 1), the corresponding basis matrix is B:463

B =



f [i1, i2] 1 x1 x2 x2
1 x1x2 x2

2 · · · x3
2

f [0, 0] N
f [1, 0] −a1 R
f [0, 1] −a2 R
f [2, 0] a2

1 −2a1R R2

f [1, 1] a1a2 −a2R −a1R R2

f [0, 2] a2
2 −2a2R R2

...
...

...
...

. . .
f [0, 3] −a3

2 3a2
2R −3a2

2R2 R3


.
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It is shown that the dimension of the latticeL is dim(L) = d = (t+m
m ), and its determinant464

is465

det(L) = Rd mt
m+1 N(k+m

m ) k
m+1 = 2d ρmt

m+1+(k+m
m ) γk

m+1 ,

where R = 2ρ, N = 2γ. The following is a brief proof of dim(L) and det(L).466

Clearly, dim(L) is the number of possible polynomials of the form467

(RX1 − a1)
i1(RX2 − a2)

i2 · · · (RXm − am)
im Nl

in the variables (X1, X2, · · · , Xm). So, count the possible number of combinations of468

the exponents ij, where ij ≥ 0, so that 0 ≤ i1 + · · ·+ im ≤ t. Assigning t + 1 values469

(0, 1, 2, · · · , t) to m exponents ij can be denoted by (t+m
m ). Equivalently, count the number470

of non-negative integer solutions to the equation i1 + · · ·+ im = t′ in the variables ij. It471

has (t′+m−1
t′ ) possible number of solutions. Note that since472 (

t + m
m

)
=

(
t + m− 1

t

)
+

(
t + m− 1

t− 1

)
,

and473 (
m− 1

0

)
+

(
m
1

)
+ · · ·+

(
t + m− 1

t

)
=

(
t + m

m

)
.

Adding all possible number of solutions for 0 ≤ t′ ≤ t gives the result474

dim(L) =
(

t + m
m

)
.

Next, det(L) = NSN RmSR , where SN is the sum of exponents of N and SR is the sum of475

exponents of R. Because there are in total (t+m
m ) monomials with (m+i−1

i ) of them having476

exponent i. This implies that R has exponent i(m+i−1
i )/m = (m+i−1

i−1 ). Summing up for477

1 ≤ i ≤ t gives the total exponent of R. So478

SR =

(
m
0

)
+

(
m + 1

1

)
+ · · ·+

(
t + m− 1

t− 1

)
=

(
t + m

m

)
(t+m

t−1 )

(t+m
m )

=

(
t + m

m

)
t

m + 1
.

The exponent of N in each monomial expression is l, where l = max(k − ∑j ij, 0). A479

similar analysis gives the exponent of N to be480

SN =

(
k + m

m

)
k

m + 1
.

Substituting N and R by their size estimates 2γ and 2ρ respectively gives the result481

det(L) = Rd mt
m+1 N(k+m

m ) k
m+1 = 2d ρmt

m+1+(k+m
m ) γk

m+1 .

Let v be a vecor in L and482

Q(X1, · · · , Xm) = ∑
i1,i2,··· ,im

(Qi1m xi1
1

im
m ),

then483

v = ∑
i1,i2,··· ,im

(Qi1m Ri1+···+im).

If |Q(r1, · · · , rm)| < pk, clearly the equation Q(r1, · · · , rm) = 0 holds over the integers.484

So the norm of |Q(r1, · · · , rm)| needs to be bounded. Notice that485
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|Q(r1, · · · , rm)| ≤ ∑
i1,i2,··· ,im

|r1|i1 + · · ·+ |rm|im

≤ ∑
i1,i2,··· ,im

Ri1 + · · ·+ Rim

= ∥v∥1.

where the norm ∥v∥1 represents the sum of the absolute values of the components for the486

vector v. Hence, if ∥v∥1 < pk for some k, then v ∈ L is the target vector found in the MP487

algorithm. In order to save time and memory, more than m algebraically independent488

target vectors are usually selected for elimination. By using Gröbner basis method or the489

existing corresponding results to reduce the system to a univariate polynomial equation490

and hence solve for (r1, · · · , rm). Then p = gcd(N, a1 − r1) can be determined.491

When (t, k) = (1, 1), the MP algorithm is the same as the orthogonal lattice attack492

[DGHV10, CH13, GGM16]. Such parameters (t, k) = (1, 1) are called “unoptimised”.493

The question is whether the algorithm is better at t > 1.494

495

3.3.1 The heuristic analysis results of the MP algorithm in [25]496

497

Cohn and Heninger [25] give a heuristic theoretical analysis of the MP algorithm and498

suggest optimal parameter choices (t, m, k). Later, Galbraith et al. sketched CH approach499

in [37]. The main results of the analysis are presented here.500

Result 1. Let β = η/γ ≪ 1, so that p ≈ Nβ, then the parameters (t, m, k) satisfy the501

relational expression502

mtρ
(m + 1)k

+
γkm

(m + 1)tm < βγ = η.

Proof. Because the MP algorithm is executed successfully, m vectors satisfying ∥v∥1 < pk
503

need to be generated. Using ∥v∥1 <
√

d∥v∥ and the bounds from Assumption 2, the504

LLL-reduced basis satisfying the condition ∥bi∥1 ≤ d(1.02)d(detL)1/d can be found,505

where d is the dimension of the lattice. If this bound is less than pk ≈ 2ηk, then enough506

vectors are needed to be obtained. Hence,507

dd(1.02)d det(L) < 2ηkd,

and so508

d log d + dd log 1.02 + dρ
mt

m + 1
+ γ

(
k + m

m

)
k

m + 1
< kηd. (46)

Let β = η/γ ≪ 1, so that p ≈ Nβ. With the first two terms of (46) deleted and509

approximating (k+m
m ) ≈ km, d = (t+m

m ) ≈ tm, the formula (46) can be reduced to510

mtρ
(m + 1)k

+
γkm

(m + 1)tm < βγ = η. (47)

Result 2 (Heuristic). For fixed m, if η2 ≫ γ and ρ = log R < η(1 + o(1))β1/m, then the511

ACD problem can be solved in polynomial time.512

Remark 1. Result 2 does not imply that the MP approch is better than the SDA or OL approches.513

When ρ is small, all algorithms based on lattices of dimension approximately γ/η, and the lattice514

input size is proportional to γ, so they are all polynomial time if they return a correct solution to515

the problem.516
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3.3.2 The heuristic analysis results of the MP algorithm in [36]517

518

Gebregiyorgis [36] solved the corresponding polynomial equations in m variables. The519

following conclusion was obtained.520

521

Result 3. Under the hypothesis522

λm(L) = (detL)
1
d

√
d

2πe
,

where d = (t+m
m ), λm(L) is short if d >

(k+m
m )γ

(m + 1)(η − ρ)
.523

Proof. If λm(L) = (detL) 1
d

√
d

2πe , then λm(L) < pk which implies524

log(detL) < dkη.

So525

dρ
mt

m + 1
+ γ

(
k + m

m

)
k

m + 1
< kdη,

which is implied by526

γ

(
k + m

m

)
1

m + 1
< d(η − ρ(t/k)).

This is equivalent to527

d =

(
t + m

m

)
>

(k+m
m )γ

(m + 1)(η − ρ(t/k))
≈

(k+m
m )γ

(m + 1)(η − ρ)
.

For d >
(k+m

m )γ
(m+1)(η−ρ)

, the first m output vectors vi of the LLL algorithm satisfy ∥vi∥1 < pk
528

giving us polynomial relations between r1, · · · , rm. Let v = (u1, · · · , ud) and consider529

the d monomials (1, X1, X2, X2
1 , X1X2, X2

2 , · · · , Xt
m) in degree reverse ordering. Then the530

corresponding polynomial to lattice vector v is531

Q(X1, X2, · · · , Xm) =
d

∑
i=1

ui

Rj1+j2+···+jm
X j1

1
jm
m .

Next, collect m such independent polynomial equations. The system of equations can be532

solved using the Gröbner basis algorithms to find r1, · · · , rm ∈ Z. Note that the first m533

output of the LLL algorithm do not necessarily give an algebraic independent vectors. In534

this case, subsequent vectors generated by the LLL algorithm with l1 norm less than pk (if535

there are any) need to be added. Alternatively, to get algebraic independent polynomial536

equations, the polynomial equations needs to be factored. Finally, p is recovered with a537

high probability by computing gcd(N, a1 − r1, a2 − r2, · · · , am − rm).538

The drawback of the CH-approach is that enough independent polynomial equa-539

tions cannot be discovered. Gebregiyorgis’s experiment shows that this is the case.540

Moreover, the running of the Gröbner basis part is stuck even for small parameters.541

542

3.3.3 The heuristic analysis results of the MP algorithm in [37]543

544

Galbraith et al. [37] analyzed the conclusions of [25] and considered the parameters545

more generally, where it was assumed that the optimal solution would be to take t, k > 1.546

Here are the main results.547

Result 4. The condition η2 ≫ γ in Result 2 means the MP attack can be avoided in548

practice relatively easily.549
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Remark 2. The OL method does not have any such hard limit on its theoretical feasibility.550

However, in practice the restriction η2 ≫ γ is not so different from the usual condition that the551

dimension must be at least γ/η. If γ > η2, then the required dimension would be at least η,552

which is infeasible for lattice reduction algorithms for the parameters used in practice.553

Result 5. For CS-ACD parameters, Galbraith et al. [37] suppose ρ ≈ η (e.g., ρ/η = 0.9)554

and γ = η1+δ for some δ > 0, their experimental condition tρ < kη implies that555

t ≈ k in which case (k+m
m ) ≈ d = (t+m

m ) > γ
η (

k+m
m ) 1

m+1 . So this bound suggested that556

MP approach has no advantage over other methods for parameters of CS-ACD. Their557

experimental results also confirm this.558

Result 6. When m is large, the best choices for the MP algorithm are (t, k) = (1, 1), and559

so MP method was not better than the SDA or OL methods by practical experiments.560

3.4. Pre-processing of the ACD samples561

The most important factor in the hardness of the ACD problem is the ratio γ/η,562

which is the size of the integers xi relative to the size of p. The main idea of pre-processing563

method is: for the same p, without changing the size of the errors ri, reduce γ and find564

an easier set of ACD instances.565

The method of preserving the sample size was analysed briefly in [36] and further566

discussion about preserving and aggressive shortening the sample size was given in567

[37]. Here is a brief overview and the statistic analysis of Galbraith’s results [37] on the568

pre-processing method.569

The main idea of the pre-processing is the step by taking differences xk − xi for570

xk > xi and xk ≈ xi(1 ≤ i ≤ τ). The essence is that if xk ≈ xi then qk ≈ qi but rk and ri571

are not affected at not. Hence, xk − xi = p(qk − qi) + (rk − ri) is an ACD sample for the572

same p but with a smaller q and a similar sized error r. It is natural to want to be able to573

iterate this process until the sample size is suitable for the OL attack.574

575

3.4.1 Preserving the sample size576

577

Let the original samples xi = pqi + ri, |ri| ≤ 2ρ, and the samples at iteration k are of the578

form579

x =
2k

∑
i=1

cixi, ci = ±1,

so the error terms is a “random” sum of 2k ρ-bit integers:580

r =
2k

∑
i=1

ciri, ci = ±1.

Since the ri ∈ [−2ρ, 2ρ] are uniformly distributed, for large k,581

E(r) = 0, Var(r) =
1
3

22ρ+k.

So the condition of |r| ≤ 22ρ+k/2
is expected. The analysis results in [37] are as follows:582

Result 7. An absolute upper limit on the number of iterations is 2(η − ρ), and after the583

final iteration, the samples are reduced to bitlength no fewer than γ− 2b(η − ρ) bits.584

Remark 3. Let x1, x2, · · · , xτ be the intial γ-bit ACD samples. Suppose B = 2b, b is typically585

8 or 16. After I iterations, approximately τ − IB samples are generated, each of γ− Ib bits. If586

ρ + k/2 > η, then the errors have grown so large that all information about p is lost essentially.587

Hence, an absolute upper limit on the number of iterations is 2(η − ρ)). This means that after588

the final iteration the samples are reduced to bitlength no fewer than γ− 2b(η − ρ) bits.589
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Result 8. The pre-processing approach can make very little effect on the ACD problem.590

Remark 4. An attack on the original ACD problem requires a lattice of dimension roughly γ/η591

(assuming ρ ≪ η). After k iterations of pre-processing, a lattice of dimension γ−bk
η−(ρ+k/2) was592

needed. Even in the best case when taking k = 2(η − ρ) and keep the denominator constant at593

(η − ρ), the lattice dimension is lowered from γ/η to (γ/η)− 2b. Since b = 8 or 16, the lattice594

dimension decreased very little.595

3.4.2 Aggressive shortening596

597

The idea of the aggressive shortening method in [37] is to generate new samples (that are598

still about the same bitlength) by taking sums/differences of the initial list of samples.599

The steps consist of the following four steps:600

Step 1. Let S = (x1, · · · , xτ) be a set of ACD samples, with xk = pqk + rk having mean601

and standard deviation given respectively by602

µ = E(xk) = 2γ−1 and σ0 =

√
1
3

22(γ−1)(1 + 2−2(γ−ρ−1)) ≈ 1√
3

2γ−1.

Let603

Sk =
l

∑
i=1

xki
, [k = 1, · · · , m],

that is to say, the m random sums S1, · · · , Sm of l elements of S were generated. So604

E(Sk) = l · 2γ−1, Var(Sk) =
l
3

22(γ−1)(1 + 2−2(γ−ρ−1)).

Step 2. Sort the new samples S1, · · · , Sm to obtain the list S(1) ≤ · · · ≤ S(m). These are605

called order statistics and are represented by S(k).606

Step 3. Consider the neighbouring differences or spacings Tk = S(k + 1) − S(k) for607

k = 1, · · · , m− 1, and derive the statistical distribution of the spacings.608

Step 4. Store the τ = m/2 spacings as input to the next iteration of the algorithm. After609

I iterations, OL attacks can be applied.610

The following analysis results were presented in [37]:611

Result 9. The total number of iterations performed satisfies I < η.612

The complexity is proportional to Imlog(m), since each iteration computes a sorted613

list of size m. The mean and the standard deviation of the spacings is inversely pro-614

portional to m, so m is expected to be very large. Suppose, at the j-th iteration, a list of615

τj−1 values are Y(j−1)
1 , Y(j−1)

2 , · · · , Y(j−1)
τj−1 (so τ0 = τ) with standard deviation σj−1. The616

statistical distribution of such generic spacings have Exponential distributions. Suppose617

Z1, · · · , Zm are independent and identically distributed random variables on R with618

common distribution function F, inverse distribution function F−1 and density function619

f = F′. If Z(1) ≤ · · · ≤ Z(m) denote the order statistics of Z1, · · · , Zm, then the k-th spac-620

ing Z(k + 1)− Z(k) is well-approximated for large m as an Exponential random variable621

with (rate) parameter m f (F−1( k
m ) [37]. In particular, Suppose Z1, · · · , Zm ∼ N(µ, σ2) are622

normally distributed with mean µ and variance σ2, then f (F−1(u)) = g(G−1(u))
σ , where623

G−1 and g are respectively the inverse distribution function and density function of a624

standard Normal N(0, 1) random variable. Let H(u) denote the function g(G−1(u))−1,625

Galbraith et al. [37] have been graphed and analyzed that H is a moderately small value626

away from the extreme order statistics, for example H(u) ≈ 4 for 0.2 < u < 0.8. Thus627

the spacings have an Exponential distribution (with parameter depending on k) given628

by Zk+1 − Zk ∼ Exp
(

m
σH( k

m )

)
with mean σH( k

m )
m .629
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Remark 5. As noted in [37] that a random sum Sk is well-approximated as a Normal random630

variable with variance lσ2
j−1 for l > 1. The k-th spacing in this Normal approximation case631

essentially has a distribution given by S(k + 1) − S(k) ∼ Exp
(

m√
lσj−1 H( k

m )

)
with mean632

√
lH( k

m )
m σj−1. H( k

m ) ≈ 4 when 0.2m ≤ k ≤ 0.8m, so by considering the “middle” spacings633

of T1, · · · , Tm−1, τj = m/2 random variables can be obtained with approximately the same634

distribution that are in general independent. Thus at the end of the j-th iteration, random635

variables Y(j)
1 , Y(j)

2 , · · · , Y(j)
τj is obtained, with mean and standrad deviation σj =

4
√

l
m σj−1. After636

j iterations, the random variables γ are sums of (2l)j of the original ACD samples, so the standard637

deviation of an error term in the output of the j-th has increased by a multiple of (2l)
j
2 . Hence,638

the total number of iterations performed satisfies I < η.639

Result 10. To have samples of size close to η-bits thus required η ≈ i · log(4
√

l/m) +640

γ− 1. Optimistically taking i = η, the number of new samples m should satisfy: log m ≈641

γ−1
η + log

√
l + 1. In other words, m is close to 2γ/η .642

Remark 6. After i iterations, the average size of samples is (4
√

l/m)i2γ−1.643

Result 11. In practice, m was prohibitively large. For the parameter sizes required644

for a cryptographic system, the resulting errors grew too rapidly to be useful for the645

neighbouring difference.646

4. Comparisons of OL with SDA and MP algorithms647

The ACD problem is currently a hard problem for appropriate parameter set-648

tings. Some cryptographic applications exploited the hardness problem of ACD. The649

homomorphic encryption schemes over the integers are particular examples, such as650

[16,19,34,35,38]. The security analysis of these schemes was based on the complexity651

of different algorithms to analyze and solve the ACD calculation problem. These al-652

gorithms were in turn based on the worst-case performance of the lattice reduction653

algorithm. It is important to analyze the current most effective algorithm to solve the654

ACD problem from practical point of view.655

656

4.1 Comparision with the SDA algorithm657

658

The SDA-approach (see Section 3.1) solves the ACD problem using simultaneous dio-659

phantine approximation method. The dimension of the lattice required is greater than660

(γ− ρ)/(η − ρ). As if the proportion of these parameters is too large, the LLL algorithm661

cannot produce the desired output.662

Van Dijk et al. [16] and Galbraith etal. [36] point out that the SDA algorithm is com-663

parable to the performance when α = 2ρ in the OL-∧ approach. Hence, the OL-∧ attack664

using the rounding technique is the fastest since it employs the input basis matrix with665

smaller entries, especially when (γ− ρ) is small. This fact is confirmed by experiments666

of Xu et al. [42].667

668

4.2 Comparison of the two types of OL attacks669

670

At first, the following asymptotic complexity estimatioans are given. Then according to671

operating conditions that depend on δ0, the corrsponding comparion is presented.672

Theorem 2. ([42]) The time complexity for solving (γ, η, ρ)-ACD instances is673

2
Ω
(

γ−ρ

(η−ρ)2
log γ−ρ

(η−ρ)2

)
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by running BKZ-β to achieve a root-Hermite factor δ0 such that (24) holds if one SVP oracle674

costs 2O(β).675

Theorem 3. ([42]) For given (γ, η, ρ)-ACD instances and some sufficiently large security676

parameter λ, if the condition677

γ ≥ Ω
(

λ

log λ
(η − ρ)2

)
+ ρ

holds, then the time complexity for solving (γ, η, ρ)-ACD instances is 2λ by running BKZ-β if678

one SVP oracle costs 2O(β).679

Comparision of the OL-∧ attacks According to the analysis in Section 4.1 of [42], OL-∧680

attacks in Section 3.2.1, cases (II) and (III) have the same asymptotic time complexity.681

Notice that in OL-∧ attack, the entries of input basis matrix in case (III) are approximately682

reduced by ρ bits compared to that in case (II). Hence, the OL-∧ attack in case (III) will683

be faster in practical cryptanalysis. In typical scenarios, the OL-∧ attack in case (III) only684

achieves a constant improvement of the overall attack complexity. Based on the time685

complexity in the paper [20], the acceleration caused by reducing the number of bits ρ is686

1− (ρ/γ). This improvement may be quite significant in practice.687

Comparision with the two types of OL attacks When γ ≫ ρ, all these OL attacks for688

solving the (γ, η, ρ)-ACD problem have the same asymptotic time complexities; the689

OL-∧ attack is more advantageous than the OL-∨ attack when γ− ρ is relatively small;690

the case (II) is almost close to the case (III) of OL-∧ attack.691

In order to hinder the attack of OL-∧, for the security parameter λ of [16], the692

following are the asymptotics conditions given by various literature.693

condition 1: γ ≥ Ω(λη2) ([16]);694

condition 2: γ ≥ Ω
(

λ
log λ (η − ρ)2

)
([34]);695

condition 3: γ ≥ Ω
(

λ
log λ (η − ρ)2

)
+ ρ ([42]).696

Obviously, condition 2 is better than condition 1. Compared to the condition 2 in697

[34], condition 3 in [42] is better in the case that (γ− ρ) is relatively small.698

Galbraith et al. [36] showed the success condition of the case (I) of OL-∧ attack699

based on the LLL algorithm. In [42], when α is in general case, the two OL attacks based700

on the BKZ-β algorithm, the expression on ACD parameters γ, η, ρ, the number t of ACD701

samples and the root-Hermite factor δ0 were given by (24). This expression can be used702

to evaluate the specific security of ACD-based schemes.703

704

4.3 Comparision with the MP Algorithm705

706

The common drawback of MP Algorithm is that the dimensions and entries of the707

involved lattices are quite large, which affects the speed of the algorithm. Galbraith et708

al.([36]) pointed out that the MP approach is not better than the OL-∧ attack for practical709

cryptanalysis. Hence, the OL-∧ attacks in case (II) and (III) have more advantageous710

than the MP approach.711

712

4.4 Brief summary713

714

From (22) and (33), the following theorem can be obtained.715

Theorem 4. ([42])The time complexities to solve (γ, η, ρ)-ACD instances by running BKZ-β if716

one SVP oracle costs 2O(β) is given:717

1⃝ The OL-∧ with α = 2ρ: 2
Ω
(

γ−ρ

(η−ρ)2
log γ−ρ

(η−ρ)2

)
;718

2⃝ The OL-∨ with α = 1 : 2
Ω
(

γ

(η−ρ)2
log γ

(η−ρ)2

)
.719
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Based on the above analysis and comparison in the first three sections, all the results720

are presented in Tables1 and 2.721

Table 1: Compare the effects of SDA, MP, CN and OL algorithms on ACD problem

OL Attack

Comparative
Results

SDA
[2] [37]
[36]

MP
[5] [25]
[28] [33]

Exhaustive
search(CN)

OL-∧

OL-∨

case(I): α = 2ρ,[OL-∧];

case(I): α = 1,[OL-∨].

The performance of
SDA is comparable
to that of OL.

OL is better than MP;

OL has many
advantages over MP;

[23] : O
(

2
3ρ
2 γ
)

(ρ < 40, γ < 220);

case(II): α is in general
of OL-∧;
case(IV): α is in general
of OL-∨.

When (γ− ρ)
is very small, the
case(III) of OL-∧
is the fast.

The cases with α in general
and rounding technique
of the two types of OL
attacks are more suitable
for the situation that
ρ is no longer extremely
small than η.

[CMNT12]: CN is
faster than MP;

case(III): OL-∧ with
rounding technique.

CN: Not valid
for [34].

Table 2: Comparison of Algorithms OL-∧ and OL-∨

OL
Attack

Comparative
Results

γ > η > ρ
γ − ρ

is very small γ ≫ ρ

Bounds on the
complexity of
[16] with
parameter λ

OL-∧ case(I):
α = 2ρ; Cases

(II) and (III)

Attack conditions
against OL-∧
with case(I) ([33]):
γ ≥ Ω(λη2);

case(II):
α is in
general.

have the
same
asymptotic
time
complexity,

Conditions for
improvement([34]):
γ ≥ Ω( λ

log λ (η − ρ)2).

Case(III):
Rounding
techniques
are used
in case(II).

but case(III) is
faster than
case(II).

OL-∧ with
α = 2ρ

outperforms
OL-∨
with α = 1.

The
asymptotic
time
complexity
is the same.

Attack conditions
against OL-∧
with all cases([42]):
γ ≥ Ω( λ

log λ (η − ρ)2) + ρ .

OL-∨ case(I):
α = 1;

The running
speed of the
improved

The two
performances when γ≫ ρ,

case(IV):
α is in
general;

algorithm in
section 3.2.3
is increased

of OL-∧ with
cases (I) and (II)
are equivalent.

the conditions for
resisting OL-∨

The improved
algorithm
of OL-∨.

compared to
that of OL-∨
with α = 1.

attacks are the
same as those
for resisting OL-∧.

5. Cryptanalysis of OL attacks in ACD-based FHE Schemes722

In this section, by using OL attack, the time complexity of the ACD problem in723

FHE scheme [DGHV10, KN15, CS15, KT16] is analysed and summarized. In particular,724

Cheon and Stehle [34] proposed a homomorphic encryption scheme whose parameters725

are726

(ρ, η, γ) = (λ, λ + logλ, Ω(d2λlogλ)),
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Table 3: Comparison of Algorithms OL-∧ and OL-∨

OL
Attack

Comparative
Results

γ > η > ρ
γ − ρ

is very small γ ≫ ρ

Bounds on the
complexity of
[16] with
parameter λ

OL-∧ case(I):
α = 2ρ; Cases

(II) and (III)

Attack conditions
against OL-∧
with case(I) ([33]):
γ ≥ Ω(λη2);

case(II):
α is in
general.

have the
same
asymptotic
time
complexity,

Conditions for
improvement([34]):
γ ≥ Ω( λ

log λ (η − ρ)2).

Case(III):
Rounding
techniques
are used
in case(II).

but case(III) is
faster than
case(II).

OL-∧ with
α = 2ρ

outperforms
OL-∨
with α = 1.

The
asymptotic
time
complexity
is the same.

Attack conditions
against OL-∧
with all cases([42]):
γ ≥ Ω( λ

log λ (η − ρ)2) + ρ .

OL-∨ case(I):
α = 1;

The running
speed of the
improved

The two
performances when γ≫ ρ,

case(IV):
α is in
general;

algorithm in
section 3.2.3
is increased

of OL-∧ with
cases (I) and (II)
are equivalent.

the conditions for
resisting OL-∨

The improved
algorithm
of OL-∨.

compared to
that of OL-∨
with α = 1.

attacks are the
same as those
for resisting OL-∧.

where d is the depth of the circuit for homomorphic calculation, here ρ≪ η is no longer727

satisfied. They also indicated that if the (decision) ACD problem can be solved, then it728

can be solved LWE. And this set of parameters is obviously difficult.729

According to Theorem 2 and Theorem 4, the log of the asymptotic time complexities730

for solving (γ, η, ρ)-ACD instances are summarized as Table 3.

Table 4: Cryptanalysis of FHE schemes based on ACD

OL Attack
FHE OL-∧ OL-∨

α = 2ρ α in the
general case Rounding technique α = 1

[34]
γ = Ω(L2λ log λ)
η = γ− λ
ρ = η − L log λ

Ω
(

λ

log λ

)
Ω(λ)

[16]
ρ = λ

η = Θ(λ2 − log2 λ)

γ = Ω(λ5 − log4 λ)

Ω(λlog λ)

[35]
ρ = Θ(λ log log log λ)
η = Θ(λ2 log log λ)

γ = Θ(λ4 log2 λ)

Ω

(
log2 λ

log log λ

)

[38]
ρ = Θ(λ log log log λ)
η = Θ(Q3λ2 − log log λ)

γ = Θ(Q6λ4 log2 λ)

Ω

(
log2 λ

log log λ

)

731
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Through the analysis of the Table 3, the following conclusions can be drawn:732

1⃝ For the scheme of [16], those parameters are conservative to get Ω(λ)-bit security733

for OL attacks. Further, according to Theorem 3, using γ = Ω((λ/log λ)η2) instead of734

γ = Ω(λη2) in order to achieve λ-bit security;735

2⃝ For the scheme of [35], those parameters are optimistic to achieve Ω(λ)-bit security736

for the OL attacks. Furthermore, based on 3, taking γ = Θ
(

λ5(log log λ)2

log λ

)
instead of737

γ = Θ(λ4 log2 λ) for obtaining λ-bit security;738

3⃝ For the scheme of [38], Q does not effect the asymptotic time complexities of OL739

attacks compared to the case of the [35] Scheme. The corresponding parameters are also740

optimistic to achieve Ω(λ)-bit security for the OL attacks;741

4⃝ For the scheme of [34], the asymptotic time complexities of obtainning the (γ− ρ)742

most significant bits of p for OL attacks is presented.743

6. Prospects744

Based on the above survey of ACD problem attacks , the ACD problem can be745

solved under certain conditions using the SDA, OL, MP algorithms. These results show746

that the applicable range of the three algorithms can be expanded even further. To747

date, several FHE schemes have been designed based on ACD and variant problems.748

Existing schemes conservatively set the parameters to be secure against these algorithms.749

Therefore, it is still worth further exploration to improve the existing algorithms for750

solving the ACD problem.751

Although the present survey offers an initial contribution to the literature concern-752

ing the algorithms for ACD problem, the following open problems for further research753

are left. The application of the improved algorithm in section 3.2.3 needs to be consid-754

ered for achieving cryptanalysis. Whether the algorithm can be improved to reduce755

parameter constraints.756

For future work, our work points to some directions for addressing the ACD757

problem, which has great potential in term of further improvement in both theory and758

practice. This improvement is very much related to the Hermit factor of the reduction759

algorithm.760

7. Conclusions761

In this paper, known attacks on the ACD problem are investigated. The performance762

and application range of each algorithm are analyzed. OL algorithms are divided into763

two categories (OL-∧ and OL-∨) for the first time. This work is very helpful for OL764

attacks to achieve better results. An improved algorithm of OL-∨ is presented to solve765

the GACD problem. This algorithm works well in polynomial time if the parameter766

satisfies certain conditions. Compared with [31], the lattice reduction algorithm is used767

only once, and when the error term r is recovered in [31], the possible difference between768

the restored and the true value of p is given. It is helpful to expand the scope of OL769

attacks.770

Author Contributions: Conceptualization, Ran Y. and Wang L.; Methodology, Ran Y. and Wang L.;771

Validation, Pan Y. and Wang L.; Writing—original draft preparation, Ran Y.; Writing—review and772

editing, all; Code implementation, Ran Y. and Wang L.; Supervision and project administration,773

Pan Y.774

Funding: This research is partially supported by the National Natural Science Foundation of775

China (NSFC) (62272040).776

Conflicts of Interest: The authors declare no conflict of interest.777

References778

1. A. K. Lenstra; H. W. Lenstra; and L. Lovász. Factoring polynomials with rational coeffcients.779

Math. Ann. 1982, 261(4): 515–534.780

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 June 2023                    



Version June 9, 2023 submitted to Mathematics 29 of 30

2. J. C. Lagarias. The computational complexity of simultaneous Diophantine approximation781

problems. SIAM J. Comput. 1985, 14(1): 196–209.782

3. Claus-Peter Schnorr and M. Euchner. Lattice basis reduction: Improved practical algorithms783

and solving subset sum problems. Math. Program. 1994, 66: 181–199.784

4. D. E. Knuth. The art of computer programming, seminumerical algorithm[J]. Software: Practice785

and Experience, 1982, 12(9): 883–884786

5. N. Howgrave-Graham. Approximate integer common divisors. Cryptography and Lattices.787

Springer Berlin Heidelberg, 2001: 51–66.788

6. P. Q. Nguyen and Jacques Stern. The Two Faces of Lattices in Cryptology. In J. Silverman (ed.),789

Cryptography and Lattices, Springer LNCS 2146, 2001: 146–180.790

7. Avrim Blum, Adam Kalai and Hal Wasserman. Noise-tolerant learning, the parity problem,791

and the statistical query model. Journal of ACM, 2003, 50(4): 506–519.792

8. Claus-Peter Schnorr. Lattice reduction by random sampling and birthday methods. In STACS793

2003, 20th Annual Symposium on Theoretical Aspects of Computer Science, Berlin, Germany,794

February 27–March 1, Proceedings, 2003: 145-156.795

9. Phong Q. Nguyen and Damien Stehlé. LLL on the Average. In Florian Hess, Sebastian Pauli796

and Michael E. Pohst (eds.), ANTS-VII, Springer LNCS 4076, 2006: 238-256.797

10. V. Lyubashevsky. The Parity Problem in the Presence of Noise, Decoding Random Linear798

Codes, and the Subset Sum Problem. APPROX-RANDOM 2005, Springer LNCS 3624, 2005:799

378–389.800

11. C. Gentry, C. Peikert, V. Vaikuntanathan. Trapdoors for hard lattices and new cryptographic801

constructions[C], Proceedings of the fortieth annual ACM symposium on Theory of computing.802

ACM, 2008: 197–206.803

12. N. Gama and P. Q. Nguyen. Predicting lattice reduction. In Advances in Cryptology-804

EUROCRYPT 2008, 27th Annual International Conference on the Theory and Applications of805

Cryptographic Techniques, Istanbul, Turkey, April 13–17, 2008. Proceedings, 2008: 31-51.806

13. C. Gentry. A Fully Homomorphic Encryption Scheme. PhD thesis, The department of807

computer science, Stanford University, Stanford, CA, USA, 2009.808

14. P. Q. Nguyen, Valle B. The LLL algorithm: survey and applications. Springer Publishing809

Company, Incorporated, 2009.810

15. C. Gentry, Toward basing fully homomorphic encryption on worst-case hardness, in: T.811

Rabin(ed.), Advances in Cryptology-CRYPTO 2010, Lecture Notes in Comput. Sci. Springer,812

Berlin, Heidelberg, 2010, 6223: 116–137.813

16. M. Van Dijk, C.Gentry, S. Halevi, V. Vaikuntanathan, Fully homomorphic encryption over814

the integers, in: H. Gilbert (ed.), Advances in CryptologyEUROCRYPT 2010, Lecture Notes in815

Comput. Sci. Springer, Berlin, Heidelberg, 2010, 6110: 24–43.816

17. G. Hanrot, X. Pujol, and D. Stehlé. Terminating bkz. IACR Cryptology ePrint Archive, 2011:817

198.818

18. H. Cohn, N. Heninger. Approximate common divisors via lattices. CoRR, abs/1108. 2714,819

2011.820

19. J. S. Coron, A. Mandal, D. Naccache, M. Tibouchi, Fully homomorphic encryption over the821

integers with shorter public keys, in: P. Rogaway (ed.), Advances in Cryptology-CRYPTO 2011,822

Lecture Notes in Comput. Sci, Springer, Berlin, Heidelberg, 2011, 6841: 487–504.823

20. A. Novocin, D. Stehlé, and G. Villard. An LLL-reduction algorithm with quasi-linear time824

complexity: extended abstract. In Proceedings of the 43rd ACM Symposium on Theory of825

Computing, 2011: 403–412.826

21. S. D. Galbraith, Mathematics of Public Key Cryptography. Cambridge University Press, 2012.827

22. Y. Ramaiah, G. Kumari, Efficient public key generation for homomorphic encryption over the828

integers[C]. Third International conference on advances in communication, network and computing.829

2012.830

23. Y. Chen, P. Q. Nguyen. Faster algorithms for approximate common divisors: Breaking fully831

homomorphic encryption challenges over the integers. Advances in Cryptology-EUROCRYPT832

2012. Springer Berlin Heidelberg, 2012: 502–519.833

24. J. S. Coron, D. Naccache, M. Tibouchi. Public Key Compression and Modulus Switching for834

Fully Homomorphic Encryption over the Integers. In D. Pointcheval and T. Johansson (ed.),835

EUROCRYPT’12, Springer LNCS, 2012, 7237: 446–464.836

25. H. Cohn, N. Heninger. Approximate common divisors via lattices. In proceedings of ANTS X,837

vol. 1 of The Open Book Series, 2013: 271–293.838

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 June 2023                    



Version June 9, 2023 submitted to Mathematics 30 of 30

26. J. H. Cheon, J. S. Coron, J. Kim, M. S. Lee, T. Lepoint, M. Tibouchi, and A. Yun. Batch fully839

homomorphic encryption over the integers. In Proc. of EUROCRYPT, Springer LNCS, 2013,840

7881: 315-335.841

27. Y. Chen. Réduction de réseau et sécurité concrète du chiffrement complètement homomorphe.842

Ph.d theses, Paris 7, June 2013.843

28. Atsushi Takayasu and Noboru Kunihiro, Better Lattice Constructions for Solving Multivariate844

Linear Equations Modulo Unknown Divisors, IEICE Transactions 97-A, 2014, 6: 1259-1272.845

29. J. Hoffstein, J. Pipher, and J. H. Silverman. An Introduction to Mathematical Cryptography.846

Springer Publishing Company, 2nd edition, 2014.847

30. J. Ding, C. Tao. A New Algorithm for Solving the General Approximate Common Divisors848

Problem and Cryptanalysis of the FHE Based on the GACD problem. Cryptology ePrint849

Archive, Report 2014/042, 2014.850

31. J. Ding, C. Tao. A New Algorithm for Solving the Approximate Common Divisor Problem851

and Cryptanalysis of the FHE based on GACD. IACR Cryptol. ePrint Arch, 2014: 42.852

32. J. S. Coron, T. Lepoint, M. Tibouchi, Scale-Invariant Fully Homomorphic Encryption Over853

the Integers, in: H. Krawczyk (ed.), Public-Key CryptographyPKC 2014, Lecture Notes in854

Comput. Sci. Springer, Berlin, Heidelberg, 2014, 8383: 311-328.855

33. T. Lepoint. Design and Implementation of Lattice-Based Cryptography. Cryptography and856

Security [cs.CR]. Ecole Normale Supérieure de Paris-ENS Paris, 2014.857

34. J. H. Cheon, D. Stehlé. Fully Homomorphic Encryption over the Integers Revisited. In E.858

Oswald and M. Fischlin (eds.), EUROCRYPT’15, Springer LNCS, 2015, 9056: 513-536.859

35. K. Nuida, K. Kurosawa. (Batch) Fully Homomorphic Encryption over Integers for Non-860

Binary Message Spaces. Springer, Berlin, Heidelberg, 2015.861

36. S. Gebregiyorgis. Algorithms for the Elliptic Curve Discrete Logarithm Problem and the862

Approximate Common Divisor Problem. PhD thesis, The University of Auckland, Auckland,863

New Zealand, 2016.864

37. S. Galbraith, S. Gebregiyorgis, S. Murphy. Algorithms for the approximate common divisor865

problem. LMS Journal of Computation and Mathematics. 19(A), 2016.: 58-72.866

38. Eunkyung Kim and Mehdi Tibouchi. FHE over the integers and modular arithmetic circuits.867

In Cryptology and Network Security-15th International Conference, CANS 2016, Milan, Italy,868

November 14-16, 2016, Proceedings, 2016: 435–450.869

39. D. Benarroch, Z. Brakerski, T. Lepoint. FHE over the Integers: Decomposed and Batched in870

the Post-Quantum Regime. Springer, Berlin, Heidelberg, 2017.871

40. J. Dyer, M. Dyer, J. Xu. Order-preserving encryption using approximate integer common872

divisors,Data Privacy Management, Cryptocurrencies and Blockchain Technology: ESORICS873

2017 International Workshops, DPM 2017 and CBT 2017, Oslo, Norway, September 14-15, 2017,874

Proceedings. Springer International Publishing, 2017: 257–274.875

41. Xiaoling Yu, Yuntao Wang, Chungen Xu, Tsuyoshi Takagi. Studying the Bounds on Required876

Samples Numbers for Solving the General Approximate Common Divisors Problem. 2018877

5th International Conference on Information Science and Control Engineering, http://dx, dio.878

org/10-1109/ICISCE. 2018. 00117.879

42. J. Xu, S. Sarkar, L. Hu, Revisiting orthogonal lattice attacks on approximate common divisor880

problems and their applications. Cryptology ePrint Archive, 2018.881

43. J. H. Cheon, W. Cho, M. Hhan, Algorithms for CRT-variant of approximate greatest common882

divisor problem. Journal of Mathematical Cryptology, 2020, 14(1): 397–413.883

44. W. Cho, J. Kim, C. Lee. Extension of simultaneous Diophantine approximation algorithm for884

partial approximate common divisor variants. IET Information Security, 2021, 15(6): 417–427.885

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 June 2023                    



Version June 9, 2023 submitted to Mathematics 31 of 30

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 June 2023                    



Version June 9, 2023 submitted to Mathematics 32 of 30

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 June 2023                    


	Introduction
	Preliminaries
	Lattice
	Lattice basis reduction

	Algorithms to solve ACD problem
	Simultaneous Diophantine approximation (SDA)
	Orthogonal Lattice (OL) based approach 
	Multivariate polynomial (MP) equations method
	Pre-processing of the ACD samples

	Comparisons of OL with SDA and MP algorithms
	Cryptanalysis of OL attacks in ACD-based FHE Schemes
	Prospects
	Conclusions
	References

