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Abstract: Several studies have shown that the traditional way of learning is not optimal when we 

aim to improve ICT users’ actual privacy behavior. In this research, we present a literature review 

of the theories that are followed in other fields to modify human behavior. Our findings show that 

the cognitive theory and the health belief model present optimistic results. Further, we examine 

various learning methods and we conclude that experiential learning is advantageous compared to 

other methods. In this paper aggregate the privacy behavior determinant factors found in the 

literature and we use the cognitive theory to we synthesize a theoretical framework. The proposed 

framework can be beneficial to educational policy makers and practitioners, such as public and 

private schools, and universities. Also, our framework provides a fertile ground for more research 

on experiential privacy learning and privacy behavior enhancement. 

Keywords: privacy behavior factors; privacy behavior; cognitive theory; health belief model 

 

1. Introduction 

With the evolvement of technology, such as internet-connected wearables, enhanced reality, 

mobile devices, and the intrusion of social media in our lives, our individuality is exposed constantly. 

Data are retrieved from companies and individuals in many ways and sometimes without even our 

knowledge, for example from the Internet of Things devices (IoT) [35] or even when we self-expose 

ourselves to social networks [14,51]. Self-exposed behavior may have a significant negative effect on 

individuals’ lives and Information and Communications Technology (ICT) users’ may find 

themselves as victims of thieves, scams, or impersonation. At the same time, third parties can use 

personal data in their favor in many ways such as to manipulate voting opinions [21] or manipulate 

buying behavior through targeted advertising practices [33,41]. Thus, ICT users’ are vulnerable to 

privacy breaches, data misuse, and unauthorized access to their personal information. 

Last decade the research on what influences privacy behavior showed a significant increment. 

Researchers, software houses, information security providers, and individuals are trying to find ways 

to enhance ICT users’ privacy behavior. Various studies have shown that ICT users’ state that they 

care about their personal data but they still disclose a vast amount of personal information when 

using internet-connected devices [14,51]. Many academics recognized this phenomenon as a “privacy 

paradox” [18,20,27,32]. Several studies have tried to identify the reasons behind ICT users’ privacy 

behavior identifying psychological, sociological, and behavioral factors for their actions [18,20,27,32]. 

Many researchers found various factors that influence privacy behavior and thus if we alter these 

factors we may influence ICT users’ privacy behavior actions, such as personal information disclosure 

or the application of privacy-protective controls, or the configuration of privacy settings. 

From the above, we identify the necessity to confront two issues. First, we need to understand 

what affects privacy behavior, and second, it will be beneficial to understand how to influence ICT 

users’ protective privacy behavior. To address the first issue, we conducted an in-depth literature 

review on the factors affecting privacy behavior. Our recent research [41] showed that behind ICT 

users’ privacy behavior, there are eleven dominant factors, including privacy concerns, trust, 
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awareness, and others (further analyzed in Section 5). In addition, we laid the groundwork for 

extending our research to the utilization of these factors for enabling privacy-protective behaviors 

and thus address the second issue. Our examination of learning methods showed that many 

researchers claim that experiential methods and practices have significant advantages over 

traditional education and learning [12,13,15,24,26,28,36–39,44,54]. Experiential learning is defined as 

the process whereby knowledge is created through the transformation of experience [28]. Thus, in 

this paper, we propose to use experiential methods and practices to promote privacy-protective 

behaviors, taking into account the antecedents of privacy behavior. We identify methodologies and 

practices that are followed in the fields of philosophy, psychology, and sociology to influence 

someone’s behavior using experiential methods. We argue that this work can lay the ground for 

examining empirically how to guide ICT users’ existing privacy behavior to become more privacy-

protective. To the best of our knowledge, this is the first research that is trying to encapsulate 

experiential learning methods and target modifying users’ privacy behavior. In summary, our paper 

addresses the following research questions: 

Research Question 1. What empirical methods and practices have been followed in other fields, 

such as philosophy or psychology, to influence human behavior via experiential techniques and 

could be used in the field of information privacy towards enabling privacy-protective behaviors? 

Research Question 2. How can we influence privacy behavior determinant factors to guide ICT 

users’ privacy behavior using experiential methods? 

After the introduction, the paper continues with the sampling methodology of the literature 

review we performed. In Section 3, we perform a literature review of experiential learning in the 

fields of philosophy, psychology, health, and sociology. In Section 4, we provide an adjustment of 

the definitions we found during the literature review in the field of our expertise and we provide our 

conceptual scheme. In Section 5, we propose an adaptation of the above definitions to our field and 

we provide an encapsulation between the theories we capture from our literature review and the 

privacy behavior factors. In Section 6, we discuss our findings our model. Finally, Section 7 concludes 

the paper and provides implications, possible solutions, and future research. 

2. Literature Review Methodology 

2.1. Sampling Methodology 

For our search in the literature, we used the most recognized scientific search engines, such as 

Science Direct and Google Scholar. We refrained from imposing any limitations on the chronological 

range or publication types. Instead, we deemed journal articles and conference articles as suitable 

sources to yield acceptable outcomes. We used the keywords: experiential learning, experiential 

education, experiential learning methods in phycology, experiential learning methods in sociology, 

and experiential learning methods in philosophy. We also included several books that studied 

experiential methods and experiments that affect learning and education using experiential 

procedures in the above fields. These books are mostly in physical form and cannot be found online. 

2.2. Exclusion Criteria 

Applying the aforementioned methodology outlined above, our initial search yielded a 

substantial number of 584 outcomes. To refine and narrow down the extensive pool of results, we 

implemented a rigorous selection process that prioritized articles and books with high citation 

counts, in addition to publications authored by recognized pioneers within their respective fields. 

Consequently, our efforts culminated in the identification of 90 distinct and noteworthy papers and 

books. Nevertheless, a subset of the retrieved articles failed to elucidate any factors associated with 

experiential learning methodologies. Subsequently, we employed a screening process to eliminate 

studies that, despite satisfying the search criteria, did not primarily focus on the identification of 

experiential methods for educational or learning purposes, and consequently lacked corresponding 

outcomes. Consequently, we excluded a total of 41 papers from further analysis, as they did not 

specifically investigate the subject matter at the core of our study. Following this rigorous procedure, 
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we were left with a final selection of 49 papers and books that specifically examined or identified 

distinct methods capable of influencing the learning or educational procedures. 

3. Theoretical Background in Experiential Learning in Other Fields 

3.1. The concept of Behavior in Psychology 

This section is a first reference to the basic theories that contributed to the under-standing of 

behavior as reflected by the field of psychology. More specifically, 4 basic theories are captured: 

 the neuropsychological theory, 

 the psychoanalytical theory and 

 the behavioral theory and 

 the cognitive theory. 

The above theories were not the only ones formulated but the most basic ones studied by the 

specific field of psychology. 

Neuropsychological Theory: This theory examines only pathological behaviors, which are seen 

through the cognitive effects of neurological disorders [19,43]. We will not delve into this theory as it 

relates to ailments of a medical nature. 

Psychoanalytic Theory: According to Freud ([17,40]), human behavior is the result of a person’s 

defense against his instinctual impulses. 

Behavioral Theory: A person’s behavior consists of the immediate reaction to an environmental 

stimulus. Stimulus → Reaction = Behavior or S → R = Behavior. Pavlov [42] in his research describes 

that a person’s behavior is acquired through classical conditioning, while according to Skinner 

[17,40], through operant conditioning, and is modified only if the environmental stimuli are 

modified. The basic mechanisms of behavior control and modification are reward/reward, fear, and 

punishment. 

Cognitive Theory: It is the evolution of S R Behavioral Theory. This theory holds that the 

stimulus and the reaction mediate cognitive processes that influence behavior. According to 

Weinman [55], cognitive processes include beliefs, perceptions, and attributions, or else called 

productive causes [29]. According to Koulierakis et al., [29] As attribution is defined as the cognitive 

process that a person construct trying to explain why an event happened to her. The above 

contributes together with the environment to making a decision or facing a challenge. Finally, 

according to Ambrason [1], attributions can be generalized or specialized. Models that attempt to 

explain how cognitive factors lead to various social behaviors are referred to as socio-cognitive 

models. Conner [10] and Conner and Norman [11] distinguish two types of socio-cognitive models. 

The first type includes the attribution models which refer to people’s causal explanations for events 

related to their health. The second type includes models aimed at predicting people’s future behavior. 

In the context of this research, we will not deal with the first two theories as the first concerns 

behaviors that are due to pathological factors, while the second captures more the explanation of 

behavior than how it can be modified. The schematic representation of the Behavioral Theory and 

Cognitive Theory can be seen in Figures 1 and 2. 

 

Figure 1. Behavioral Theory (based on Overskeid, 2007; Gardner, 1979). 
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Figure 2. Cognitive Theory (based on Weinman, 1990). 

For example, John and Alice are looking at the photo uploaded on Instagram by their mutual 

acquaintances Tomas and Kathrin with public access to it. The photo shows the two of them sitting 

in a park in Karlovy Vary in the Czech Republic. John thinks what a beautiful photo (cognitive 

processes: belief and perception), while Alice, who is more privacy aware, realizes that Kathrin and 

Tomas are not in their residences and now several people will know about it and are exposed to the 

risk of robbery (cognitive process: attribution: awareness). In this example, the environmental 

conditions were the same but the cognitive background of Alice was different. Moreover, we observe 

that in this example multiple cognitive processes came into effect. From this point of view, John’s 

beliefs and perceptions made him observe only the romantic part of the photo. On the other hand, 

her privacy awareness levels of Alice activated her cognitive processes differently and made her 

understand the dangers of that post. The potential expositions in that photo do not stop at what Alice 

observed. For example, even If the date was not visible, an experienced ICT user could potentially 

find the date of the photograph from the meta-data of the photograph. 

Cognitive psychologists describe two distinct types of cognitive processes. The first type of 

processes is the short-term processes which include expectations and critical evaluation as elements 

of perceptions and the productive causes as attributions. The second type is long-term processes that 

contain the personal beliefs of the person. 

According to Bandura, expectancy is a process in which the individual discounts a future event. 

Bandura describes the Expectancy process as both a perception process and a belief depending on 

the point of view of the event. According to Beck [5], critical evaluation is a perception process and 

can be used as a diagnostic process in which individuals evaluate what may be happening to them. 

According to Rotter [48], productive causes are perceptions that people construct when trying to 

explain why something happened to them. It is also worth mentioning that according to the social 

psychologists, Stroebe & Stroebe [53] cognitive processes are the essential causes of the manifestation 

of behavior. Also, cognitive processes are more amenable to modification when they involve 

cognitive factors such as beliefs than factors such as personality. Also, Sheeran and Abraham [52] 

state that beliefs are stable individual characteristics that shape behavior and are acquired through 

early socialization without being strictly de-fined and can vary between individuals of the same social 

group. Finally, Lewin [31] formulated the value-expectancy model which states that an individual’s 

behavior revolves around two axes: The value that the individual assigns to a specific goal and the 

individual’s assessment of the probability of a specific action to achieve this goal. From all that 

preceded, we believe that there is a scientific consensus that cognitive theory is the dominant method 

in the fields of psychology and philosophy answering research question 1. We have to mention that 

psychology and philosophy were treated as one field until the philosopher Gockel coined the term 

“psychology” [30]. 

3.2. The Concept of Behavior in the Health Field 

The health field played a significant role in the development of cognitive theory creating a new 

path of research mostly because of the close relationship between psychology and psychiatry. Many 

researchers from the health field tried to adjust the cognitive theory in their field of expertise most 

usually called the health belief model. The health model deals with the scientific area of psychology 
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that deals with human behavior in the context of health and illness. Scientists use this model to 

intervene in problems arising from a chronic or life-threatening disease, but without engaging in a 

strictly therapeutic process [22,47,52]. Becker et al., [6] added another dimension to the model called 

“health motivation”, which is nothing more than the individual’s readiness to care about health 

issues. The model was formally established with the publication of the research by Becker et al., [6] 

and was aimed at maintaining health and controlling frailty. The model has been used more than any 

other social-cognitive model in a range of health behaviors and different target populations [29]. The 

health belief model is based on two health-oriented axes. Threat perception and behavioral 

evaluation. The perception of a threat depends on two factors: the subjective sense of vulnerability 

(perceived susceptibility) and the subjective sense of severity (perceived severity) [2,6]. The 

evaluation of the behavior also consists of two sets of beliefs: the subjective feeling about the benefits 

(perceived benefits) from adopting a behavior targeting better health and the subjective feeling about 

the obstacles (perceived barriers) from adopting a behavior, i.e., the evaluation of the possible 

negative consequences associated with the prevention behavior (e.g., side effects.). The above is 

reflected in Figure 3. 

 

Figure 3. Health Belief Model based on Cognitive Theory adjusted to the health field. 

3.3. Behavior and Experiential Learning 

In this section, we present the literature review on the definitions of experiential experience and 

learning, as they have been defined in the fields of psychology, philosophy, and sociology in the past. 

Ross and Brown [3] in their book about Aristotle called Aristotle in the Nicomachean Ethics state 

that according to Aristotle for the things we must learn before we do them, we learn them by doing 

them. The experiential experience differs from the didactic experience where the participant has a 

mostly passive role. Dewey [13], one of the first scholars to deal with the importance of experiences 

in learning, states that a person learns from their experiences when they are active in them and the 

light of supporting evidence. In partial agreement with Aristotle, Freire [16] states that the cycle of 

learning begins with an experiential event, continues with a reflection on experience, and leads to 

action. We argue that this last theory shows common elements with the cognitive theory model we 

described in Section 3.1 (Figure 2). 

 

Figure 4. Experiential learning process according to Frerie (1980). 

According to Kolbs [28], personality and environmental and social factors play a large role in 

the acquisition of knowledge. He states that to acquire knowledge through experiential learning, the 

following factors must be present: 

- The participants must have the will to learn through the experience they lived 

- The participants should be able to reproduce the experience 
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- The participants must have analytical thinking and understand the experience 

- The participants have the ability to make decisions and solve problems to create new ideas 

through the experiences they lived 

Rogers [45] extended Kolb’s view, including in the conditions of experiential learning both the 

assessment of an acquired experience of the subject himself and of a third party (the subject of 

experiential learning as an observer). 

Boud et al. [7] identify three stages of the reflective process in the context of experiential learning: 

- The participant reviews the events and has the ability to study the experience again, calling this 

review a return to the experience 

- The participant recognizes the importance of the experience to third parties, through emotions 

- The participant discovers the new dimensions of the experience so that through it the change in 

his behavior occurs and creates a new way of thinking and abilities 

Boud et al. [7] recognize that this is a transformative process, and through experiences, the 

subject recognizes new tendencies and abilities. 

Jarvis [24] criticizing Kolb’s model, agrees that learning arises from experience but does not 

necessarily involve the activity of processing or conscious reflection, although he emphasizes that 

awareness allows the individual to change his reactions and beliefs. Therefore, according to Jarvis, 

experience consists of the integration of an external stimulus into one’s store of knowledge. 

According to Boud et. al, [7] as cited in Kokko [26], awareness can lead to an individual’s internal 

commitment to action/reaction as well as the modification of their knowledge. Mezirow [36] states 

that adults in particular learn more efficiently through reflection on experience and thus experiential 

learning. By making use of mental habits, meaning-making perspectives, and meaning-sets, these 

become multifaceted, open, and emotionally ready to produce beliefs and opinions that prove 

capable of justifying the impulse to action. In agreement with the above, scientists in the fields of 

philosophy, sociology, and psychology are also the view of Taylor [54]. According to his research, 

the adoption of opinions and patterns of behavior takes place gradually and mainly experientially 

and without the awareness of various social and cultural influences and limitations. Experiential 

learning has also occupied the field of school learning. Other researchers [12,34] have studied the 

learning processes of teachers and have concluded that teachers as adults are in a daily learning 

process focusing on improving teaching skills and their teaching methodologies. Such learning is part 

of the broader process of self-development and lifelong learning. 

As we observe, various scientific fields have been involved with experiential learning for a long 

time. The first steps of experiential learning come from the ancient times of Aristotle probably around 

335 B.C. when he said the famous phrase “the things we must learn before we do them, we learn 

them by doing them”. Afterward, at the start of the 20th century, we see the first tries at experiential 

learning and methods from psychologists and philosophers such as Freud [16], Pavlov [42], Dewey 

[13], and, Kolbs [28] and continues up to 21st century, especially from sociologists and philologists 

such as Kokko [26], Mezirow [36–39], Jarvis [24] and Dacou [12]. 

4. Adaptation of Theoretical Background for the Domain of Privacy Behavior 

In this section, we aim to adapt the aforementioned cognitive theory to our field of expertise. 

Our scope is to adapt the cognitive processes derived from the cognitive theory to the privacy 

behavior field. Our target is separated into two different axes. Firstly, we will connect, adapt and 

classify the cognitive processes elements of beliefs, perceptions, and attributions (productive causes) 

to privacy behavior factors. Secondly, to adapt the cognitive theory as a basic modifier of privacy 

behavior enhancement using the experiential methods as described in Section 3.3. 

With an aim to propose our model, we will create and appropriately define new experiential 

learning terms that respond to ICT. Moreover, we will try to adapt the terms derived from the 

behavior and the experiential learning section and transform them to be a match for our proposed 

model. 

Taking into account existing literature, we propose the following terms, as shown in the Table 

below (Table 1): 
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Table 1. Terms and Definitions. 

Term Definition 

Experiential Event An experiential event is any event experienced by a subject 

Experiential Learning Experiential learning is defined as the process in which one learns 

or becomes specialized in a task by doing it. By extension, 

experiential experience is defined as the result of experiential 

learning, such as knowledge and feelings 

Event of privacy breach: Any data processing that takes place by a service or technology 

provider (or more) and is contrary to the perception of the data 

subject when consenting and using this service or technology 

(Therefore we do not mean the violation of the terms of use by the 

provider). Therefore, the same event can be classified as a violation 

of privacy, or not, depending on the person and their perception of 

privacy 

Experiential event of 

privacy breach 

Any event of privacy breach in which the subject became aware of 

that breach. An example of such a breach is when a data subject 

discloses his location on a social network by posting a photograph 

and after appropriate third-party processing of that photograph, the 

temporal and spatial location of the subject is found, while the data 

subject was not aware that this is possible. 

Experiential privacy 

learning 

The process by which the subject analyzes the experiential event 

and learns from it. 

Experiential experience of 

privacy violation 

The outcome for the subject of learning (knowledge, skills, feelings) 

about privacy 

Privacy Concerns The users’ willingness to share data, and how these relation-ships 

in turn are affected by inter-individual differences in individuals’ 

regulatory focus, thinking style, and institutional trust [25]. 

Protective Behavior A protective behavior enacted by a person to protect them-selves or 

others from a threat to their health or safety [57]. 

 

Figure 5. Conceptual scheme. 

5. Cognitive Theory and Privacy Behavior Factors 

If we focus on cognitive theory and the belief model, we examined in Section 3, we can identify 

common elements with our previous work [42] of what affects privacy behavior. More specifically, 

we observed that cognitive processes that affect behavior through experiential methods are affected 

by three influence axes (hereafter cognitive processes): beliefs, perceptions, and attributions. This 
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offers fertile ground to try to conceptualize the factors that we analyzed in our previous work with 

the cognitive theory and the belief model. In the next subsection, we will show that every factor we 

found can be matched with the three elements of the cognitive theory. This match is not one way and 

each factor seems can be part of more than one influence axe. 

5.1. Conceptualizing Cognitive Theory and Privacy Behavior Factors 

5.1.1. Privacy Behavior Factors 

In our recent research on how privacy behavior is formulated, we found evidence that privacy 

behavior is affected by a variety of factors, including individual ones (e.g., demographics) and 

contextual ones (e.g., financial exchanges). We synthesize a framework that aggregates the scattered 

factors that have been found to affect privacy behavior. More specifically, we found that there are 

eleven dominant factors that under the proper conditions can influence privacy behavior [43]. The 

factors that we found are demonstrated in Table 2. 

Table 2. Privacy Behavior Factors. 

Factor Description 

Financial/Non-Financials  

Exchanges/benefits/usefulness 

A financial exchange is defined as an action that has an 

economic benefit as a result. As a non-financial exchange, 

benefit or usefulness is defined as an action that had a non-

economic benefit. 

Privacy Risk Perception Privacy risk perception refers to a person’s non-subjective 

evaluation of the likelihood of a potential privacy incident 

or event. 

Trust / Control/confidence/fear Trust refers to the belief in the reliability or credibility of a 

person, group, or party. Control refers to the ability of a 

person to manage situations or personal data. Confidence 

refers to the belief in a person of their abilities and skills. 

Fear refers to an emotional response to perceived danger, 

threat, or uncertainty. 

Privacy Concerns The users’ willingness to share data, and how these 

relationships in turn are affected by inter-individual 

differences in individuals’ regulatory focus, thinking style, 

and institutional trust. 

“Needs”/psychological 

engagement/Necessity  

Psychological engagement refers to a person’s experiences

when engaging in an activity or process. 

Sensitivity of Information Sensitivity of information of a person refers to the degree 

of importance, confidentiality, or information that the 

person requires not to be public. 

Privacy Awareness Privacy Awareness refers to the person’s understanding 

and recognition of the value, and importance of the 

protection of personal information from disclosure. 

Time-lapse Time-lapse refers to the time between two or more events. 

Education/Visualization/Interaction/ 

Experience 

Education refers to the process of acquiring knowledge and 

skills through an educational procedure such as school. 

Visualization refers to the creation of images or videos in 

order to represent data or information. Interaction refers to 

the exchange of information or sputum response between 

two or more persons. Experience refers to the accumulation 

of knowledge and skills through events, incidents, and 

activities. 
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Demographics (age/gender/country, 

political position, income, etc.) 

Demographics refer to the statistical data and 

characteristics of a population or a group of people 

Dimensionality/Complexity of a 

privacy decision making 

Dimensionality refers to the number of variables that apart 

a phenomenon. 

In an aim to answer our second research question “How can we influence privacy behavior 

determinant factors to guide ICT users’ privacy behavior using experiential methods?” we have first 

to connect the cognitive theory we analyze above with our previous research results which privacy 

behavior factors can influence someone’s privacy behavior. To achieve our goal, we will try to show 

the connection between the privacy behavior modification factors with the cognitive theory’s 

cognitive processes influential axes. 

Before we conceptualize the cognitive theory and privacy behavior factors, we set the matching 

criteria. 

To set our matching criteria firstly we identify the variables we want to match from the fields 

we discussed and also be the most relevant to the research question 2: “How can we influence privacy 

behavior determinant factors to guide ICT users’ privacy behavior using experiential methods?”. 

From the privacy behavior field, there is one variable the privacy behavior fac-tors. On behalf of 

the cognitive theory model, we recognize the 3 influential axes that influence the cognitive processes, 

perceptions, beliefs, and attributions (productive causes). 

Secondly, we have to determine the method of matching. In academia, several methods have 

been proposed including propensity score matching [49] as a means of reducing selection bias in 

observational studies.), covariate matching [50,51], and nearest neighbor matching [23]. 

 The propensity score matching method was first proposed by Rosenbaum & Rubin [47] as a 

means of reducing selection bias in observational studies. 

 Covariate matching, also known as balance matching aims to balance the distribution of 

covariates between the treated and control groups in observational studies to reduce 

confounding bias. 

 The nearest neighbor matching method is particularly useful when the number of variables is 

small. The method can be used in a variety of fields, including epidemiology, economics, and 

psychology, to estimate the similarities of the observed variables, close relationships of the 

observed variables, or the outcome of a statistical or medical experiment. 

We have excluded the first two methods because they do not apply to our study. The nature of 

this research is not to observe different groups or persons nor to reduce the confounding bias between 

groups. We believe that the nearest-neighbor method is close to the goals of this study. The dataset 

we have to match is relatively small while at the same time, this method is commonly used in 

psychology, philosophy, and sociology studies and experiments. 

Based on the aforementioned considerations, we established the following criteria for our 

analysis: 

Criterion 1: Etymological Similarity. This criterion pertains to the impact observed when an 

element of a cognitive theory exhibits congruence or similarity in meaning to a factor associated with 

privacy behavior. 

Criterion 2: Similar Result or Definition. This criterion addresses the influence observed when 

an element of a cognitive theory and a factor related to privacy behavior yield comparable outcomes 

or share similar definitions. 

5.1.2. Beliefs 

According to cognitive theory, beliefs affect the cognitive process and have two categories: 

Threat Perception and Behavioral Evaluation [2,6]. Each category has two subcategories. More 

specifically, the category Threat Perception includes the subcategories of Perceived and Perceived 

Susceptibility. The behavioral Evaluation includes the subcategories of Perceived Benefits and 

Perceived Barriers. Below we aim to align the identified privacy factors with the elements of the 

cognitive theory. According to Paspatis et. al., [42], we argue that Financial/Non-financial Exchanges 
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and Benefits are aligned with the subcategories Perceived Benefits and Perceived Barriers [2,6] 

because they correspond to both criteria 1 and 2. Both Financial/Non-financial Exchanges and 

Benefits have the same results on privacy behavior and the subcategories of behavioral evaluation 

element perceived benefit for the financial and non-financial benefits and perceived barriers as a 

similar result of the subfactor usefulness. At the same time perceive benefits are aligned 

etymologically with the subcategory financial/non-financial benefits. Respectively, the factor of 

Privacy Awareness matches the subcategory Perceived Severity. Privacy awareness as we presented 

in the photograph example in Section 3.1 can play a significant role in the perceived severity of a 

person. We argue that privacy-aware persons can better understand a potential danger and minimize 

the severity of their actions. The cluster Demographics fits the sub-category Perceived Susceptibility 

looks which corresponds to criterion 2. This cluster contains elements such as age and gender. 

Reynolds et al., [45] research showed that the susceptibility of a person is affected both by age and 

gender. More specifically, females tend to post more often and with fewer privacy re-strictions on 

OSNs than males while older users claimed to be more concerned with privacy and this is reflected 

in their posting practices. On the other hand, the Sensitivity of information we believe it fulfills only 

criterion 1 due to the etymological similarity. All of the above is reflected in Figure 6. Table 3 presents 

our adaptations of privacy behavior factors to the cognitive process Beliefs of the cognitive theory. 

 

Figure 6. Element Beliefs. 

Table 3. Encapsulating Privacy Behavior Factors Influence Beliefs and thus Cognitive Processes. 

How Privacy Behavior Factors Influence Beliefs and thus Cognitive Processes 

Privacy Behavior Factor Belief element that is influenced Fulfilled 

Criterion 

Both Financial/Non-financial 

Exchanges and Benefits and 

usefulness 

Behavioral Evaluation: Perceived 

Benefits 

Behavioral Evaluation: Perceived 

Barriers 

Criterion 1 

and 2 

Demographics Threat Perception: Perceived 

Susceptibility 

Criterion 2 

Sensitivity of Information Threat Perception: Perceived 

Susceptibility 

Criterion 1 

Privacy Awareness Threat Perception: Perceived Severity Criterion 2 
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5.1.3. Perceptions 

Respectively to the previous subsection, the Cognitive Processes contain two more categories’ 

Perceptions and Attributions or else productive causes. Following the same match criteria as the 

previous section we argue that cognitive processes’ element “perceptions can be a match with at least 

for the privacy behavior factors privacy risk perception and privacy concerns meeting criterion 2. As 

we mentioned in Table 1 privacy concerns are the willingness of a person to share data, and how 

these relationships in turn are affected by inter-individual differences in individuals’ regulatory 

focus, thinking style, and institutional trust. The additional definition in psychology according to 

Cherry [9] perception relies on the cognitive functions we use to process information, such as utilizing 

memory to recognize the face of a friend or detect a familiar scent. Through the percep-tion process, 

we can both identify and respond to environmental stimuli. We argue that concerns are 

philosophically in a close relationship with the cognitive processes’ perceptions. Respectively, 

privacy risk perception seems to meet both the match criteria 1 and 2. Privacy risk perception is a 

perception relevant to the risk a person may confront while at the same time cognitive processes’ 

perception definition is the process or result of becoming aware [9]. As previously, we believe that 

privacy risk perceptions and cognitive processes element perception are good candidates for a match 

so we argue that etymologically is very similar to fulfilling criterion 1. Table 4 presents our 

adaptations of privacy behavior factors to the cognitive process Perception of the cognitive theory. 

Table 4. Encapsulating Privacy Behavior Factors Influence Perceptions and thus Cognitive 

Processes. 

How Privacy Behavior Factors Influence Perceptions and thus Cognitive Processes 

Privacy Behavior Factor Element that is influenced Fulfilled Criterion 

Privacy Concerns Perception Criterion 2 

Privacy Risk Perceptions Perception Criterion 1 and 2 

5.1.4. Attributions 

Following the same matching criteria as above we argue that cognitive processes element 

Attributions are a match for a variety of factors. As a definition, in social psychology, attribution is 

the process of inferring the causes of events or behaviors [8]. At the same time, it may describe the 

characteristics of a person usually without any awareness of any underlying process. On behalf of 

privacy behavior, we argue that the cluster “needs, psychological engagement, and necessity” meet 

the matching criteria for both 1 and 2. Firstly, all of the factors of the cluster are from the field of 

psychology fulfilling criterion 2. Secondly, by etymology, the factor of psychological engagement 

fulfills criterion 2. Respectively, awareness is described by both cognitive process element attribution 

by definition as well as from the part of privacy behavior factor privacy awareness. From the above, 

we argue that privacy awareness and attribution element awareness are fulfilling both criteria. 

Continuing, we argue that from the side of privacy awareness, the factors of interaction and 

experience also meet our match criteria. As we mentioned, attribution is the process of inferring the 

causes of events or behaviors. We argue that both interactions can be the result of an event fulfilling 

criterion 2. Respectively, attributions may describe the characteristics of a person. We argue that the 

factor of experience is a characteristic of a person fulfilling criterion 2. Figure 7 presents the cognitive 

theory with the adapted privacy behavior factors. Table 5 presents our adaptations of privacy 

behavior factors to the cognitive process Attributions (Productive causes) of the cognitive theory. 
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Table 5. Encapsulating Privacy Behavior Factors Influence Attributes (productive causes) and thus 

Cognitive Processes. 

How Privacy Behavior Factors Influence Attributes (productive causes) and thus Cognitive 

Processes 

Privacy Behavior Factor Element that is 

influenced 

Fulfilled Criterion 

Cluster: “needs, psychological engagement, and 

necessity” 

Attribution Criterion 1 and 2 

Privacy Awareness Attribution Criterion 1 and 2 

Cluster: Interaction/Experience/Visualization Attribution Criterion 2 

 

Figure 7. Cognitive Theory with adapted privacy behavior Factors. 

6. Discussion 

In our research, we have shown the use of cognitive theory in the field of information privacy 

behavior. We performed a literature review regarding relevant works and theories explaining 

behavior transformation in the domains of sociology, psychology, philosophy, and health. This 

analysis demonstrated that significant work related to behavioral transformation was conducted in 

the field of health. Taking into account the results of the literature analysis we put our perspective on 

the Cognitive Theory and Health Belief Model, by integrating them with Privacy Behavior 

Determinant Factors. Our proposed integrated framework aligns the factors that have been identified 

to influence privacy behavior with the Cognitive Theory and Health Belief Model. 

Our literature review is in Section 3.3. reveals that the experiential learning method is more 

beneficial for people than traditional learning. Aristotle set the starting line around 349 B.C. Since 

then, many philosophers, psychologists, and sociologists were engaged to prove that experiential 

learning has advantages over the traditional way of learning and education [7,13,15,28,36,46]. In 

addition, as we described in Sections 3.1 and 3.2 cognitive theory [56] and the health belief model 

offer a proven approach to transforming someone’s behavior [10,11,29]. With our work of 

conceptualizing the privacy behavior determined factors with the cognitive processes an element of 

cognitive theory creates a new optimistic frame of the research. With this model, we introduce not 

only experi-ential learning in the ICT environment but also which factors we should trigger to 

succeed in the privacy behavior modification of a person to a more protective one. 

7. Conclusions and Future Work 

Privacy behavior is a phenomenon that we observe for more than 20 years but it seems that there 

is more ground to cover to find new and more efficient ways to influence it. The traditional ways of 
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teaching and educating are still present but it seems they may not be the optimal way for privacy 

behavior transforming. Many researchers observed in the past that ICT users’ privacy behavior needs 

improvement [14,21,52] or else we may continue to confront phenomena such as “the privacy 

paradox” [18,20,27,32]. During our literature review in the fields of sociology, psychology, 

philosophy, and health we found that the cognitive theory and the health belief model may offer an 

alternative method to under-stand ICT users’ privacy behavior and influence it towards a more 

protective one. Building on our previous research on what factors affect privacy behavior we 

provided an integrated framework utilizing the cognitive theory and health belief model. We found 

connections between the majority of factors with the influential axes of the above theories proposing 

a fertile model for more research on experiential privacy learning. 

The proposed integrated framework can be used by researchers to design empirical experiments 

and experiential methods toward finding novel ways to trigger ICT users’ protective behavior. Thus, 

our framework can have an impact of the AAA mechanism on privacy behavior. More specifically, 

this proposition is focused to enhance users’ privacy awareness and this will have effect to all three 

parameters of the AAA. To the best of our knowledge, this is the first research that offers a solid 

theoretical background for privacy behavioral trans-formation using the cognitive theory and the 

health belief model. Our research may be beneficial to the academic community for facilitating 

privacy learning; for example, for elementary schools, academic institutes, and private schools 

offering new models of teaching with an aim to improve students’ protective privacy behavior. In 

addition, it may shift the attention of privacy academics offering new paths of research. 

Our findings related to the cognitive theory and the connection with our previous research on 

privacy behavior determinant factors are limited. Therefore, we aim to prove and improve our 

integrated model via empirical research which will allow us to refine and propose a solid model for 

improving ICT users’ privacy behavior. This research received no funding 
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