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Abstract: Programmable Object Interfaces are increasingly intriguing researchers because of their 

broader applications, especially in the medical field. In Wireless Body Area Network (WBAN), for 

example, the patients’ health can be monitored using clinical nano sensors. Exchanging such 

sensitive data requires a high level of security and protection against attacks. To that end, the 

literature is rich with security schemes that include the advanced encryption standard, secure 

hashing algorithm, and digital signatures that aim to secure the data exchange. However, such 

schemes elevate the time complexity rendering the data transmission slower. Cognitive Radio 

technology with a medical body area network system involves communication links between 

WBAN gateways, server and nano sensors rendering the entire system vulnerable to security 

attacks. In this paper, a novel DNA-based encryption technique is proposed to secure medical data 

sharing between sensing devices and central repositories. It has less computational time throughout 

authentication, encryption, and decryption. Our analysis of experimental attack scenarios shows 

that our technique is better than its counterparts. 

Keywords: smart sensor; sensing system; wearable sensor; health monitoring; encryption 

 

1. Introduction 

The Internet of Things (IoT) supports an ecosystem in which digital devices and computing 

sensors can establish human-to-human or human-to-computer interaction. Wearable computing 

Nano Sensors (NSs) are used in Wireless Body Area Networks (WBAN) to gather health-related data 

from the patient’s body and transfer them to a biomedical server. This kind of communication 

demands high level of security measures to guard against intruder attacks [1]. The DNA Encryption 

Algorithm (DEA) [2] is one of the security measures that is adopted to protect data transmitted 

between nano sensors and the biomedical server through the Cognitive Radio Network (CRN) [4].  

Authentication is another security challenge that needs to be tackled to protect the medical 

networks from untrusted users. [3]. The cognitive radio network (CRN) optimizes radio resource 

usage by exploiting the unused, yet authorized range, with an appropriate impedance moderation 

procedure. It first detects the idle spectrum from multiple base stations and then transmits data to 

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and 
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting 
from any ideas, methods, instructions, or products referred to in the content.

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 2 June 2023                   doi:10.20944/preprints202306.0113.v1

©  2023 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202306.0113.v1
http://creativecommons.org/licenses/by/4.0/


 2 

 

the hospital’s server via a gateway. Depending on their priority, primary and secondary users are 

granted access to this spectrum [4].  

The real concern with the WBAN-CRN system is its vulnerability to security attacks and 

excessive power consumption, which may make the system unreliable. Attackers can manipulate 

data by fake injection and can cause interference by maliciously congesting the traffic.  

In this work, we introduce a new encryption technique that is based on the DEA algorithm and 

uses ElGamal algorithm to generate the encryption key. The proposed scheme focuses on the IoT 

model’s authentication of the patients and sensors using the CRN that exploits idle bandwidth to 

route data traffic.  

Our contributions to this research work are as follows:  

1) We propose a DNA-based encryption technique to secure medical data sharing between sensing 

devices and central repositories. 

2) Our proposed technique combines a delicate encryption algorithm, namely the DNA-based 

Encryption Algorithm (DEA), with a good key-generator algorithm to secure the WBAN-

generated data within the CRN.  

3) Our proposed technique has less computational time throughout authentication, encryption, 

and decryption. 

4) The authentication process and encrypted data ensure that only valid users gain access to the 

network system with our proposed technique. 

5) Our analysis of experimental attack scenarios shows that our technique is better than its 

counterparts. 

The remainder of the article is structured as follows. Section 2 reviews the current security 

techniques in the literature. Section 3 details our new approach. In Section 4, we present our 

evaluation and results and conclude the work in Section 5. 

1.1. Literature Review 

The wide spread of IoTs has reached numerous domains including healthcare. As a result of its 

expansion, people are more vulnerable to security and privacy breaches [3]. This article proposed a 

secure agenda based on low power and limited resources. The proposed system used AES-CTR mode 

to initialize a counter value, which was then incremented over a pseudo-random sequence using a 

variable named (IV) initial vector value. The size of the counter value for encryption depends upon 

encryption algorithms like AES-128 bits, this size is also 128 bits. It uses simple XOR operation as 

CTR mode used XOR operation. We also used a similar approach in our proposed work. The design 

involves the intra and inter WBAN [4] approaches. In the former approach, the sensors around the 

patient’s body utilize personal server as a passage to transmit signal towards the next level. In the 

latter approach, the patient’s basic healthcare information is recovered by interacting with the 

primary system via the web. Beyond WBAN, there is another vital basic phase when the medicinal 

condition database or biomedical server is set up. Because it is made up of incredibly basic materials, 

security and protection are the most important considerations. To validate the patients’ information, 

many information security solutions are provided. To validate the information, it uses an elliptic bend 

cryptography (ECC) technique with a solid key management structure. To ensure the information’s 

unwavering quality and security, the system used registration, verification, and key exchange 

procedures.  

Different encryption and decoding strategies are proposed for the information security in the 

WBAN domain yet at the same time there is a risk of multiple attacks. The malicious node attack in 

IoT-enabled WBAN was identified and dealt with using the BAN trust strategy [3]. It is difficult for 

a sensor node to connect legitimately, but it is necessary to transmit data. To determine whether a 

node is trustworthy to communicate or not, check to see if it has ever interacted with another node. 

If it has, the recommendations it receives from others are critical in determining the trustworthiness 

of that unknown node. In [29], genetic-based algorithm for data security is used to protect from 

attacks. Multiple schemes are analyzed for data security. The comparison analysis of lightweight 

numerically encrypted data with the optimal protocol is the best system for data delivery overall.  
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There are two kinds of cognitive radio-based systems: three -tiered and centralized cognitive 

networks. The former approach comprises of intra, inter and beyond WBAN communication. Three 

systems are included in the Cognitive Radio system, inventory system, CR controller, and CR client. 

The inventory device preserves NS information and passes it to the CR controller. CR controllers 

control the power of CR clients. The Intra-based approach involves NSs placed in or above the body 

which interconnect with cognitive radio controller within range of two meters [4,5]. The CRN can be 

merged with IoT as CRIoT to solve the scarcity problem in IoT. In [6], a packet sharing, mechanism 

is presented for CRIoT to reduce the delay and the number of dropped packets. Our work also 

reduces the delay inherently due to CRIoT model. In [7], a trust aware packet routing mechanism is 

presented for social CRIoT. It used a game theoretic-based approach for trusted channel selection. 

Our work also ensure secure communication by presenting cryptography function for CRIoT which 

is also applicable for social scenarios. M. Shafiq et al. presented routing mechanisms that are based 

on location protocols, data-centric protocols, hierarchical protocols, mobility protocols, Protocols 

based on multipaths, protocols based on heterogeneity and protocols based on QoS [8]. Similarly, our 

work also adopts the CRN-based routing mechanism for better communication and less delays. 

Khalid et al. presented the half-duplex based routing mechanism for the CRIoT to improve the 

throughput [9].  

In CRIoT, the consumer senses the bandwidth to recognize the presence of idle spectrum with 

any frequency or time domain [9]. Moreover, a simulator for the full-duplex radio networks over IoT 

in presented in [10] where packets are sent and received among the sensing devices. Primary 

customers share their data arrangement or possibly code book with the secondary transmitter in 

overlay. Consider a scenario where the information for medicine and hospital observation data 

begins from the facilitator. In this case, the two applications have side data on each other’s messages; 

on a similar frequency band, the overlay CR sends the MWBAN information to two targets. The 

primary patient is the medicine transmitter whereas in-clinic knowledge is the secondary. The system 

architecture of WBAN over CRN intended to transfer a limited amount of sensed data towards the 

remote server through the closest base station of cognitive networks [11]. Figure 1 illustrates the Body 

Cog BNC is the main part which acts as a gateway between WBAN and CRN. It transmits data from 

sensors to the server. Data can be transmitted layer wise through CRN [12]. 

 

Figure 1. The WBAN-CR Network Architecture. 

A CRN moderates the interference and enhances the effectiveness of the limited spectrum usage. 

In order to priorities the access of frequency channel, there are two types of users primary and 

secondary users. Primary users favored as compared to secondary because of real time and crucial 

data transmissions and they have higher priority to choose the available bandwidth. Spectrum 

sensing now requires sensing the idle bandwidth information to route the data, and the next step is 
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to access the bandwidth. Bandwidths access functions coordinate to sense the idle spectrum and 

update the WBAN’s channel access time. The amount of radio spectrum required for applications 

like mobile telephony, digital video broadcasting (DVB), wireless local area networks (Wi-Fi), 

wireless sensor networks (ZigBee), and the Internet of things [14–16] is immense and continues to 

rise. By 2021, nearly 50 billion cellular devices will be linked, necessitating a significant amount of 

spectrum [17]. The CR- based paradigm is explored for routing mechanism in [18] whereas the 

contention window-based mechanism is explored in [19]. In [20], a channel hoping mechanism is 

designed where secondary user can avail the network without clock synchronization at global level. 

It improves throughput and average time. The main benefit is that it provides wireless devices with 

opportunistic access to more bandwidth, allowing them to boost their achieved throughput [21]. 

Intrusion detection is the method of detecting harmful or illegal computer or network activities in 

CRNs [22]. Better use of existing spectrum resources has been accomplished with the aid of CRNs 

[23] by leveraging underutilized licensed spectrum [24,25]. For automation applications based on 

wireless communication, cognitive radio considerably reduces spectrum scarcity [26]. Secondary 

users (SU) in mobile cognitive ad hoc networks regularly detect the behavior of main users (PU) and 

opportunistically utilize PU’s idle licensed channels [27]. It is critical to develop viable techniques to 

deal with interference and make efficient use of temporarily accessible frequency bands in order to 

maintain a high degree of communication quality [28,29]. It is also observed that various related 

schemes in the literature give high computational complexities in terms of deployment. This 

complexities enhances the cost of the whole system which is difficult to maintain the structure. The 

best resource distribution for cooperative CRN with opportunistic licensed spectrum access is 

examined. CRN is used as protocol to forward encrypted data towards server. Therefore, CRN is an 

optimal and cost effective selection as a protocol for data delivery.  

Table 1 presents a comparison analysis of multiple related schemes with the proposed scheme 

based on some security attacks parameters. Literature related security technique had some stumbling 

blocks with attacks, but proposed security scheme provides all the safety parameters mentioned in 

the Table 1. Some of the solutions described in the related articles provide protection against attacks 

denoted by the rightly rectified symbol. Therefore, it is observed that proposed DNA based scheme 

with authentication process is lightweight and efficient in terms of security parameters and time 

complexity. Ismail et al. [35] and Zhao et al. [37] provide DNA based techniques to secure data over 

the networks. Technology, commerce, and social conventions have all seen rapid advancements in 

the twenty-first century [38]. Comparison analysis with the proposed scheme and the literature 

scheme is provided in the Section 5. 

Table 1. Comparison of Security Analysis. 

Research 

Schemes 

Plaintext 

Attack 

Eavesdropping 

Attack 

Tempering 

Attack 

Jamming 

Attack 

Collision 

Attack 

Sybil 

Attack 

Selective 

Forwarding 

Attack 

[30] × ✓ × ✓ × × ✓ 

[32] × × × ✓ × × ✓ 

[33] × ✓ × × × × × 

[34] × ✓ × × × × × 

Proposed 

work 

✓ ✓ ✓ ✓ ✓ ✓ ✓ 

2. Materials and Methods 

The architecture of our WBAN-CRN system comprises the DNA-based Security Encoding 

Algorithm (DEA) along with CRN protocol to encrypt data and authenticate patients and devices. 

The DEA is used to encode the data collected by the IoT-enabled WBAN system and the ElGamal’s 
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algorithm is used to generate the encryption key. The ciphertext is then transmitted wirelessly to the 

biomedical server through the CRN routing. The WBAN consists of nano sensor nodes attached to 

the patient’s body to monitor and collect vital health data such as the body temperature, sugar level, 

heart beats (ECG), blood pressure, etc. This data is routed over the network through the CRN. It is 

used with multiple electromagnetic spectrums to transfer data to the server. It detects the idle 

spectrum and updates the WBAN channel sensing. Transmission of data and allocation of idle 

spectrum is also observed in the cognitive network. Figure 1 presents the architecture of the WBAN-

CR network which consists of four components: sensors BNC node, access points, gateways, and the 

medical server that is easily accessible to the physicians. Each transmission between these 

components consumes less time and less computational resources.  

The first line of defense against impersonation is to authenticate patients and the sensor devices 

attached to them.  

The patients use their unique ID’s associated with cellular phones to register with nano-sensors 

that use the device IDs to register with gateway. The nano sensors collect data and transmit them to 

the gateway for routing. In the sensor registration phase, nano sensors share unique identity SID for 

registration in the gateway’s database.  

The proposed DNA Encryption Algorithm (DEA) demands lesser computational time and 

memory space. First, an encryption key is generated using ElGamal’s algorithm, and this key is 

subsequently used to encrypt data using the DEA algorithm. A symmetric encryption algorithm uses 

one key to encrypt and decrypt data, while an asymmetric algorithm uses a private key to encrypt 

data and a public key to decrypt them. The proposed scheme uses the ElGamal algorithm to produce 

a symmetric key to generate a mutual password for data sharing. First, two common prime numbers, 

P and D, decided by the parties who wish to establish communication. Then T is used to generate the 

ciphertext where T =  (E)^d mod P, and E is a selected value.  

Figure 2 elucidates our encryption scheme. In the decryption phase, the ciphertext is converted 

into binary from DNA table which is DNA sequence. The obtained data are used to recover values 

from S-box to apply circular left shift one. Now make four bits of two subsets each and take the first 

half of four bits to perform operation and ignore the second half of four bits as they were extended 

from the DNA.  

 

Figure 2. Encryption and Decryption Algorithm. 
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Then apply P4 substitution on the first half of four bits which combine the previous bits to make 

eight bits. Now take one’s compliment and perform XOR operation with the key generated by the 

ElGamal algorithm. 

The resulted binary data is eventually presented and displayed to the patient in decimal format 

(e.g., ECG data). to the patient. P4 is used to swap four bits’ binaries with each other on the 

corresponding value in the table. This operation is performed on the second half of the encryption 

algorithm bits. There are four indices 1, 2, 3 and 4 to replace the corresponding indices. For example, 

1 is replaced by 4, 2 is replaced by 1, 3 is replaced by 2 and lastly 4 is replaced by the 3rd value. S-box 

describes working of the proposed algorithm in steps and these steps are discussed deeply. Simple 

S-box contains binary values which are substituting in the encryption algorithm on demand and used 

while decrypting the data. Simple S-box contains row of 0,1 and column of 0,1. 00 in the box results 

into 1 and 01 gives 0, likewise 10 resulted to 1 and 11 gives 0. DNA standard contains binary values 

of two bits each and corresponding DNA sequence. There are four rows of 11, 01, 10 and 00 with their 

corresponding DNA sequences, 11 comprise the sequence ‘G’, 01 contains ‘A’, likewise 10 have 

sequence of ‘T’ and lastly 00 provides DNA sequence of ‘C’. In encryption algorithm, first binary 

values are used to extend the bits. Next, perform AND operation of first row 11 with third 10 and 

second 01 with fourth 00, obtained group of four bits is used in encryption for further action. At last, 

binary value used DNA sequence to convert into Cipher text. 

NS detects WBAN’s data and gives information to personal device (PD) that sends data over 

idle bandwidth spectrum, which is then linked to BS. If PD receive data from the NSs securely then 

idle spectrum is sensed for the transmission of data. If PD does not get encrypted data from the NS, 

then idle spectrum of bandwidth is not sensed. Data is sent towards BS of cognitive networks 

successfully if it gets data from PD as illustrated in steps (2) to (13). BS transfers data towards gateway 

securely encrypted using DEA. If BS receive data from bandwidth securely then gateway transfer 

through clouds. If BS is not receiving data from bandwidth securely then gateway does not transfer 

any data for further actions. But if data is sent from BS to gateway successfully data is transferred 

towards medical server as demonstrated in step (18) to (31). 

Algorithm 1: Key Generation and DNA Encryption 

Key Generation 

1. Begin 

2. Select Prime number P. 

3. Select Private Key D. 

4. Select Public Key E. 

5. T= (E)^d mod P. 

6. Value of T will be key value 

7. End 

DNA based Encryption (at WBAN’s Sensors) 

8. Begin 

9. for each NS ∈ PD do 

10. Sensor node sends authenticated data towards PD through DNA Encryption securely 

11. Then idle spectrum is being sensed to transfer data 

12. Through idle bandwidth spectrum PD transfer data to BS 

13. end for 

14. for each NS ∈ PD do 

15. if (PD receives data from NS securely) then 

16. encrypted data is ready to transfer over idle bandwidth spectrum 

17. else if (PD does not receive data in given slot from NS) then 
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18. Bandwidth is not sensed for idle spectrum 

19  else if (BS receives data from PD successfully) then 

20  data is transferred to cognitive networks BS 

21   end if  

22   end for 

DNA Encryption Algorithm (DEA) (at Cognitive networks) 

Begin 

23 BS transmits data to gateway safely encrypted using DEA 

24 Data is transferred from the gateway to the medical server. 

25 Data is detected by medical servers for further action. 

26 end for each BS GW do twenty-first for twenty-first for twenty-first for twenty-first for twenty-

first for twenty-first for twenty 

27  If (BS safely receives data from the spectrum), then  

28 Gateway is used to transport data over clouds. 

28 Data is not identified by the Gateway to send over clouds if (BS does not receive data from any 

spectrum in specified slot). 

30  If (data from BS to Gateway) is true, then 

31  Gateway clouds deliver data to the medical server. 

32 End if 

33 End for 

2.1. Mathematical Modelling 

In 𝑌𝑌 = 𝑥𝑥⨁𝑘𝑘 , Y is provisional text which is updating according to operations. Plaintext X 

calculates XOR with key k. Next, 𝑌𝑌1 =  𝑌𝑌𝑌𝑌 where 𝑌𝑌𝑌𝑌 =  𝑌𝑌𝑌𝑌1.𝑌𝑌𝑌𝑌2. In equation, Yc is calculating 

one’s complement of the short term generated cipher which is equal to Y1. Next, Yc is divided into 

two halves, denoted by YC1 and YC2. In case of 𝑌𝑌𝑌𝑌 =  𝑌𝑌𝑌𝑌2  𝑃𝑃4, P4 is applied over the second half 

of the complement YC2 of four bits. P4 is the permutation which substitute bits accordingly. 𝑌𝑌2 =

 𝑃𝑃4 ∼  𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 and 𝑌𝑌3 = ≫  𝑌𝑌2. Now four bits of permutation P4 need to extend into the eight bits 

with the help of DNA table which is equal to Y2. Then eight bits converted Y2 is circulated one shift 

right which creates temporary cipher of Y3. In 𝑌𝑌4 =  𝑌𝑌3 →  𝑆𝑆 − 𝑏𝑏𝑏𝑏𝑥𝑥 and 𝑌𝑌5 =  𝑌𝑌𝑌𝑌1 𝑈𝑈 𝑌𝑌4. S-box is 

applied over the right shifted bits of Y3 which again convert eight bits into four bits and this short-

term cipher is equal to Y4. Now, associate previously first half of the complement YC1 with Y4 to 

convert into eight bits again which generates cipher of Y5 i.e., 𝑌𝑌5 = 𝑇𝑇𝑇𝑇𝑇𝑇𝐷𝐷𝐷𝐷 and 𝑍𝑍 =  𝑌𝑌5. Apply 

DNA sequence on Y5 from DNA table which is equal to Z and it is actual generated ciphertext.  

2.2. Cognitive Radio Network Protocol 

The sender node selects ‘A = (1-n, n = prime number)’ and the receiver node selects ‘B = (1-n, n = 

prime number)’ The sender node selects three random numbers, ‘P’ and ‘D and E, and then calculates 

the value of T that will be used to generate the key. The sender node calculates the T value from the 𝑇𝑇 = (𝐸𝐸)^𝑑𝑑 𝑀𝑀𝑀𝑀𝑇𝑇 P formula, which is the key that is used for encryption. The sender node chooses 

plaintext to be sent to the sender node, instead of converting the plaintext to a binary value. If the key 

is generated, then the sender node uses the generated key and the binary value of the XOR key. One’s 

complement of temporary cipher text is taken. Then generated text is divided into 2 subsets, and then 

leave subset1 as it is and perform operation on subset2. Apply Parameter four(P4) on subset 2. Now 

Extend the four bits from DNA extension to make 8 bit of data. Apply circular right shift 1 on 8 bits. 

Substitute values form S-box which make again 4 bit data. Now add subset 1 with the generated 4 

bits data to make it 8 bits of data. Sender replaces the DNA sequence from the DNA table that is 
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actually the ciphertext received. ELSE (if the key is not produced, then the key is first generated, then 

repeated) Sender node to submit encrypted text and Sender node ID to the Bandwidth sender node. 

After receiving the encrypted text from the receiver node, it then redoes all the operation in the 

backward place. 

Figure 3 demonstrate that Steps (1)–(6) explore that WBNS’s sensor generated plaintext is 

transferred to the server through cognitive network. Plaintext of WBAN is converted into 8-bits 

binary. The 8-bit binary values of step 2 are then XORed with the same bit of key generated by the 

ElGamal key generation algorithm. Then take one’s compliment of the of the resulted binary data 

generated in step 3. Next, divide the generated 8-bit binaries into two halves. In Steps (7)–(12), 

initially it leaves the first half as it is and consider second half of the data. Apply parameter 4 (P4) on 

second half which generates 4 bits of data with their corresponding indexes.  

Next, extend 4 bits of step 7 into 8 its by putting DNA values, perform AND operation on first 

value with third and second with four from DNA. After that, perform circular right shift one on 8-bit 

generated data of step 8. Substitute corresponding bits from S-box which convert binary data into 4 

bits again. Next, add previously leaved bits of first half in step 6 which make 8-bit binary data. Finally, 

substitute 8-bit binary data into DNA sequence given in DNA table. Step 13 shows DNA sequence 

for ciphertext of the WBAN data. 

The receiver receives encrypted data which is not readable at step (28). First, Substitute DNA 

sequence of the ciphertext with their corresponding binaries. Apply S-box on the generated values of 

step 2. Perform circular left shift one on the 8-bits data. 8 bits data is divided into two halves which 

makes two subsets of 4 bits. Ignore the second half of the bits in step 5 as they are DNA extended 

bits. Now apply parameter 4 (P4) on the first half and combine these bits with previously assigned 

bits which makes 8 bits of data. Take one’s compliment of the resulted 8-bit data. Now perform 

XORed operation with the ElGamal key generation algorithm. The value is then translated into ASCII 

decimal places after all the decryptions. The SDEA is a secure algorithm with minimal computation 

time, good response, and difficult for attacker to intercept plaintexts. 

For the duration of the enhanced network, the deployed sensor node needs judicious use of 

energy sources. The forwarder node relays information from all sensor nodes to the sink. Sensor 

nodes choose a path to the sink node that is idle and consumes less energy. The proposed work 

centered on determining the best data transmission path and lightweight security algorithm enhance 

its performance efficiency. The proposed energy-aware routing protocol lowers the overall network 

implementation cost as well as the amount of energy used by the network and sensors. 

 

Figure 3. Secured Routing Protocol in a Cognitive Radio Network. 
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3. Security Analysis 

Security analysis is mandatory to secure the data from different attacks. Network routing data 

may be compromised by attacker and data transmission must be secure. 

3.1. Plaintext Attack 

After obtaining the plaintext and the ciphertext, the attacker may attempt to analyze the 

relationship between plaintext and ciphertext. In cryptography, this is an attack that is very basic. 

The attack scenario when the user sends the data for encryption, encapsulating the piece of plaintext 

by the attacker, as shown in Figure 4. This known piece of data attacker attempts to recover the 

encryption algorithm that is then used as P (C (S, R)  =  Z (P, C) for the decryption process, where P 

is plaintext that transmits data with a ciphertext pair from A to B, and Z is the attacker that attempts 

to recover data with known plaintext. Our introduced work prevents plaintext attack as the users do 

not send simple plaintext over the network. A known plaintext attack necessitates the recovery and 

analysis of a matched plaintext and ciphertext pair. The purpose is to determine which key was used. 

If you recover the key, you can decode other ciphertexts encrypted with the same key. Plaintexts 

always use the El Gamal’s key generator that uses randomly chosen parameters, which are not 

possible for the attackers to discover.  

 

Figure 4. Plaintext Attack. 

3.2. Eavesdropping Attack 

A three-personal scheme, including a, sender, receiver and the man-in-middle (the attacker) is 

the proposed system. The smooth transmission channel is often disrupted by man-in-middle and the 

conversation between sender A and receiver B is secretly listened to by intruder Z as E (A, B)  =

 Z (E (A, B))  +  Z (Ei + 1 (A, B)), where E is encrypted data and Ei + 1 shows addition of spoofed 

packet in encrypted data flow. The interaction is eventually manipulated. Due to the DEA algorithm 

and the authentication method, this scenario could be evaded in the proposed framework. The 

authentication process prevents third parties from intercepting the conversation. 

3.3. Tempering Attack 

Tempering is a sort of attack in which an attacker gains physical access to a node or obtains 

sensitive data on the node, such as cryptographic secret keys or other confidential data. The invader, 

who could change the system, then constrains it, or communication is substituted. Outsider Z gains 

physical access to data flow by breaking communication between nodes A and B. 

(NA, NB)  =  (Z(NA)), (Z(NB)). 

3.4. Jamming Attack 

Jamming is an attack which interfere with the frequencies of the radio that the nodes of a system 

are using in jamming. It is the subset of denial of service (DoS) attacks. Data transmission path 
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between sender and receiver dropped because of jamming attack. Intruder constructs an alternative 

communication path with receiver as presented in Figure 5. Data transmission path between sender 

S to receiver R is dropped and the jamming attacker Z links new path to transmits dummy data 

packets towards receiver R as (NS, NR)  =  (NS), (Z (NR)). The suggested technique prevents this 

attack due of CRN. A cognitive network uses a priority-based and idle bandwidth spectrum for data 

transfer. The data transmission path is not obstructed by this idea. Data collision has also been 

prevented thanks to the adaptation of the idle spectrum. 

 

Figure 5. Jamming Attack. 

3.5. Sybil Attack 

Sybil attack is a type of attack that obstructs routing protocol using false identities. Data 

transmission between original node and authenticated node is disrupted by the Sybil nods that are 

using their multiple fake identities to creates hinders for communication. The Proposed technique 

avoided the Sybil attack by using authentication of involved nodes and other stockholders in the 

networks. Therefore, unauthenticated Sybil nodes are not considered part of the system and 

transmission remains smooth. It involves rounds of communication between original and 

authenticated nodes with the Sybil barriers. In the expression, (𝑇𝑇𝑀𝑀,𝑇𝑇𝑇𝑇)  =  (𝑇𝑇𝑀𝑀), (𝑇𝑇𝑆𝑆 (𝑇𝑇𝑇𝑇)), NO is 

message originated node that transmits data towards NA node and NS shows the Sybil attacker that 

effects the smooth data transmission. 

3.6. Collision Attack 

When more than one node tries to forward data then collision of data occurs. In this situation, 

an attacker may intentionally cause collision to discard the transmitted data. It provides the concept 

of data collision by sending fake data by attacker Z to hit original data packet. I the expression, 

(𝑇𝑇𝑆𝑆,𝑇𝑇𝑁𝑁)  =  ((𝑇𝑇𝑆𝑆) × (𝑍𝑍)) (𝑇𝑇𝑁𝑁), NS is sender node and NR represents receiver. The recommended 

technique prevented this attack by using authentication and cognitive radio protocol as shown in 

Figure 6.  

 

Figure 6. Collision Attack. 
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4. Results and Analysis 

In our experiments, we used the MATLAB 2013a to simulate the cognitive radio networks. The 

field space of the simulation is 100 x 100 meters. The body sensors collect ECG data. WBAN detects 

the ECG of the human heart and give data results in detail. CRN used as routing protocol to transfer 

the WBAN’s data to the biomedical server using bandwidth spectrum. The CRNs sense idle spectrum 

in multiple antennas by using an improved energy detector. This simulation gives detailed results of 

the proposed system. There are two types of evaluation measures performance evaluation and results 

evaluation. Performance evaluation contains time taken by the algorithm to encrypt or decrypt the 

data. We compared the computational time which is the time calculated by the algorithm to complete 

a specific task in limited time slot. The base schemes, AES-CTR [3] and ECC [30], are compared with 

ours.  

4.1. Analysis of Authentication Time Complexity 

Computational time interval of sensors authentication with patients and gateways is observed. 

It is noted that as the number of tiny sensors increased to register the response time also increase e.g., 

when sensor1 is registering the time taken is 0.5 and the 5 sensors take 3 seconds approx., As seen in 

Figure 7, overall time taken to authenticate the people is slower and efficient. 

 

Figure 7. Time Complexity of Authentication Process. 

4.2. Time Complexity for ElGamal Key Generation 

The computational time is the time it takes the ElGamal technique to produce a key. The data 

bytes and time taken by the method to create the key for the encryption procedure are shown in 

Figure 8. The time used by the procedure increases as the number of data bytes increases. For 30 

bytes, it takes 9.5 seconds, whereas for 60 bytes it takes 21 seconds to compute the data bytes for key 

production. 
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Figure 8. Time Complexity for ElGamal Key Generation. 

4.3. Time Complexity Comparison for Key Algorithms 

ElGamal key generation algorithm is used to support proposed encryption scheme and its 

comparison analysis is performed with the Diffie-Hellman Key generation method [30]. It is observed 

in Figure 9 that as the data bytes increased time taken is also increased e.g., 1 data byte took 2 seconds 

approx. in ElGamal method and deffie-hellman increased to 5 seconds at same amount of data byte. 

Analysis of time complexity of ECC techniques is presented in [31].  

 

Figure 9. Time Complexity Comparison for Key Generation. 

4.4. Time Complexity for Encryption and Decryption Algorithm 

Plaintext conversion into ciphertext is known as encryption, and encryption time is the time 

taken by the algorithm to transform plaintext into ciphertext. The time taken by the proposed DEA 

is estimated. Figure 10 illustrates that time also increases as the data bytes for encryption increase. 

The proposed DEA takes less time with even larger data bytes of encryption as it is an efficient 

algorithm. It is noted that as the data bytes increasing time of encryption algorithm also increasing 

gradually time at 10 data bytes is 2 seconds while at 30 data bytes it is almost 7 seconds. Decryption 

is the process of fetching plaintext from the ciphertext, and the time taken by an algorithm to fetch 

the original data is known as decryption time. Figure 10 also shows that various byte of data takes 

different time to decrypt the data. Decryption time at 10 data bytes is 0.5 seconds and at 20 data bytes 

it is 2.5 approx. Time is varying according to data bytes. 
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. 

Figure 10. Time Complexity for Encryption and Decryption Algorithm. 

4.5. Time Complexity Analysis for Encryption and Decryption Schemes 

The encoding time of the different schemes are contrasted with the DEA’s proposed algorithm. 

Compared to the other methods, Figure 11 shows that the data encryption process took less time for 

proposed algorithm. For encryption, DEA has lower time complexity. Multiple schema decryption 

time is checked because the suggested DEA algorithm has less time complexity compared to other 

data decryption schemes. The AES-CTR, ECC, and suggested DEA algorithms are timed, and it is 

discovered that AES-CTR takes about 40 seconds and has a lot of calculations, whereas DEA takes 

around 4 to 5 seconds and has a lot of computations. 

 

Figure 11. Time Complexity for Multiple Encryption and Decryption Algorithm. 

In [35], the DNA based techniques demonstrate data security and its results are compared with 

the proposed DNA based technique as shown in Figure 13. In [36], DVSSA is used with DNA based 

method where data security and computational energy consumption is plotted in comparative 

analysis graph. In [37], various algorithms are used to secure data over the wireless network. 

Algorithm 4 is selected for the comparison because, it shows the less computational complexity. It is 

noted that overall, proposed DNA scheme took very less computational energy consumption as 

compared to all other related methods. 
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5. Discussion 

With the high adoption rate of IoT in the medical field, sensors pose lots of concerns such as 

securing their data. Tackling such a concern is a challenge due to the limited resources of memory 

and energy in those devices. Different methodologies have been used to encrypt information, but 

these methodologies are not considered suitable for remote sensors due to scarcity of computing 

resources. In this work, we presented an approach that is based on the DEA cryptographic algorithm. 

To enhance this algorithm and make it more efficient, we used the ElGamal key generator. In CRNs, 

the routing protocol transmits data by utilizing the bandwidth of an idle spectrum. Results show that 

our approach is effective and efficient with respect to time complexity compared to its counterparts.  

6. Conclusions 

The proposed scheme is applied on the ECG-detected data to ensure secure data sharing. Data 

are encrypted and decrypted by the DNA-based process along with CRN protocol. It resolves the 

problem of interference and security attacks. CRN is used as a routing protocol to transfer the sensing 

data towards the biomedical server using bandwidth spectrum. CRNs sense idle spectrum in 

multiple antennas by using an improved energy detector. Secure DNA-based cryptographic 

mechanism protects against several security attacks. CRMBAN system gives approx. 90% better 

results in terms of complexity, time, and performance. The system is simulated using MATLAB 

2013a. It also reduces power consumption. CRN for data routing will be efficient due to smooth data 

traffic. Experimental results show that no packet loss is observed by avoiding congestion of data 

traffic. Overall, the calculated results of the system are according to the requirements of the NSs 

capacity.  

The proposed approach can be extended using different routing protocols and key approaches. 

To minimize the computational time it is imperative to have an algorithm with fewer steps. In future 

work, we will investigate DNA-based operations using fragmentation-based distributed 

cryptographic keys.  
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