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Abstract: With the vast amount of goods being shipped around the world, there is a need to track and manage 

various types of assets, particularly shipping containers. Logistics industries dealing with small facilities, 

shipments, equipment, and vehicles must be tracked. There are many applied asset tracking systems such as 

Radio-Frequency Identification (RFID), Bluetooth Low Energy (BLE) Beacon, and Long-Range Radio (LoRa). 

This paper presents these systems and focuses on locating assets using LoRaWAN technology, which has a 

positive impact on the responsive and sustainable cities in Egypt. IoT-based Long Range (LoRa) is a low-power, 

wide-area communication technology that uses radio frequencies to transmit data over long distances. The 

extended range, low power consumption, low maintenance, and the ability to store location data when the end 

node that needs to connect to the asset is out of the gateway’s coverage make LoRa a good choice for developing 

asset-tracking applications. This paper introduces a real-time tracking experiment as a result of a project 

implementation, whose goals are aligned with industry, innovation, and infrastructure and Sustainable Cities 

and Communities, the Sustainable Development Goals (SDGs) No. 9 and 11. 

Keywords: Asset; Chirp Spread Spectrum (CSS); IoT; LoraWAN; Low-power wide area networks; 

Real-time; Tracking 

 

1. Introduction 

The Internet of Things (IoT) has gained significant attention in various fields, including 

agriculture, healthcare, asset tracking, and smart cities. Vessel tracking systems were initially used in 

the shipping industry to locate ships without internet signals, but with technological advancements, 

they can now be equipped with sensors and communication systems. However, communication 

range limitations; as shown in Figure 1, make it challenging to use several tracking applications such 

as Wi-Fi, Radio Frequency Identification (RFID), and Bluetooth Low Energy (BLE). Therefore, the 

Global System for Mobile Communication (GSM) is used for wide coverage in good areas. Tracking 

vessels in certain lake areas also poses a challenge due to signal loss [1]. 

 

Figure 1. Comparison of IoT Wireless Communication Technologies. 
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With the large number of ton-kilometers transported around the world, it is clear that there is a 

sizeable market for asset tracking, especially shipping containers. Small assets, packages, equipment, 

and vehicles that need to be monitored across the logistics industry will help expand this market [2]. 

Many monitored assets are monitored across borders and continents, requiring internationally 

applicable asset connectivity solutions. 

In the last decades, both for indoor and outdoor areas, there has been a huge rise in the need for 

location services [3]. Industries and researchers alike are interested in the precise location monitoring 

of assets for both indoor and outdoor use. Before, it was believed that location monitoring was either 

too expensive for the target market or too difficult to use. The target market and researchers have 

lately been very interested in both the outside and indoor environments as a result of the 

development of tracking technologies [3]. 

Asset tracking systems have become an integral part of many industries, and different 

communication technologies are used to enable effective tracking of assets. Two commonly used 

technologies are RFID and BLE. While these technologies have their advantages, they also have some 

limitations. As illustrated in Figure 1, RFID has a limited range, and the assets being tracked need to 

be in close proximity to the reader [4]. BLE, on the other hand, can track assets at a longer range, but 

it has a higher power consumption rate, in addition to the high cost of implementing such systems 

[5]. To overcome these limitations, Long Range Wide Area Network (LoRaWAN) technology is being 

used in asset tracking systems. This technology has a wider range than RFID and BLE and consumes 

less power than BLE, making it a cost-effective option for asset tracking.  

The following sections introduce the implementation of a real-time tracking project using 

LoRaWAN technology, beginning with its communication principles and hardware analysis, and 

culminating in the achieved results and conclusions. 

2. Communication Principles 

2.1. LoRa 

Long-Range stands for a proprietary wireless communication method called LoRa. This 

standard can receive signals even in noisy environments and has a range of about 10 km [3]. Figure 

2 illustrates that LoRa, the physical layer, and LoRaWAN, the upper layer, are the two components 

of LoRa technology. 

 

Figure 2. LoRaWAN Technology Stack. 

LoRa transmits data using unlicensed radio frequency bands (169 MHz, 433 MHz, 868 MHz in 

Europe, and 915 MHz in North America). LoRa wireless communication technology is based on chirp 

spread spectrum (CSS) modulation, which uses a frequency chirp that varies linearly in frequency 

over time to encode information [6].  

2.2. Chirp Spread Spectrum (CSS) modulation 

Chirp spread spectrum (CSS) modulation technique is the basis of LoRa technology [7]. Because 

of its long range and immunity to interference, chirp spread spectrum has been used for military and 

space communications since the 1940s [6]. A signal transmitted in a spread spectrum system is spread 

over a wide frequency band, much wider than the minimum bandwidth required to transmit data. 
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As shown in Figure 3, LoRa modulation spreads the signal across the spectrum by creating a chirped 

signal or signals that linearly increase (up-chirp) or decrease (down-chirp) in frequency over time. 

The rate at which the frequency of each chirp is changed is known as the spreading factor (SF) or 

chirp data rate. The bandwidth of these chirp symbols is the same as the spectral bandwidth of the 

signal. Each chirp symbol carries 7 to 12 SF-encoded bits. SF affects transmission time (also called 

airtime), which affects energy consumption, transmission range, and data rate. Therefore, it 

determines the amount of redundant data spread across the transmission. A higher spreading factor 

means more redundant information is sent, which increases the range but reduces the data rate [6]. 

 

Figure 3. a) A linear up-chirp waveform b) The corresponding up-chirp in the time-frequency domain c) 

A linear down-chirp waveform d) The corresponding down-chirp in the time-frequency domain [7]. 

2.3. LoRaWAN Protocol 

LoRaWAN (Long Range Wide Area Network) is a MAC (Media Access Control) protocol 

designed for Wide Area Networks (WAN) and Internet of Things (IoT), as shown in Figure 2. 

Developed by the LoRa Alliance, a non-profit industry association, it enables low-cost, low-power, 

long-distance, bi-directional communication of small amounts of data [6]. 

In a LoRaWAN network, communication takes place between end devices and gateways. End 

devices are typically low-power sensors or actuators placed in the field and used to collect data or 

perform some control function. LoRaWAN end nodes are divided into three categories based on their 

ability to communicate with the gateway and power supply. The most common type is Class A, 

which is the most energy efficient, uses a two-way communication protocol, and spends most of its 

time in sleep mode. Class B nodes have the same protocol as Class A but can receive downlink 

messages at scheduled times by synchronizing with beacon signals. Class C nodes are the most 

responsive because they continuously wait for downlink messages, but consume more power. They 

are ideal for applications that require real-time response, such as remote control and surveillance 

systems [8]. They use radio frequency (RF) signals to communicate with the gateway. The gateway 

is then connected to the Internet and used to transfer data from end devices to network servers [7]. 

LoRaWAN is designed for high scalability, allowing a single network to support a large number 

of end devices. It is also designed for security, with multiple layers of encryption and authentication 

built into the protocol to protect against unauthorized access [7]. 

3. IoT loRaWAN-based system architecture 

LoRa is considered a wide-area network solution and is gaining popularity for its ability to cover 

long distances and consume minimal power, making it suitable for IoT applications. Even major 

telecom companies are deploying LoRa networks, but anyone can set up a network since LoRa 
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operates in the open spectrum. LoRa Networks are deployed in a star-of-stars topology, A typical 

LoRa network consists of four components: end nodes, gateways, a network server, and an 

application server [9]. 

LoRa communication typically begins with end nodes communicating with available gateways 

in the same area of these devices. Connect your assets to the gateway using the LoRa wireless 

communication method. A gateway acts as a backhaul, allowing data to travel to other devices. On 

the other hand, it is a gateway to network servers via the TCP/IP communication protocol 

(Transmission Control Protocol/Internet Protocol). Incoming data for an asset is displayed through 

an application that connects to a network server through an application programming interface (API). 

These are all part of the LoraWAN protocol [9]. As shown in Figure 4. 

 

Figure 4. A Typical LoRaWAN Network Architecture. 

3.1. Embedded System Structure 

A LoRaWAN system is an embedded system that consists of multiple components that work 

together to enable long-range, low-power communication between end nodes and gateways. The 

system’s embedded structure includes the hardware and software components of both the end nodes 

and the gateways. 

The end node typically includes a microcontroller such as the STM32 series from 

STMicroelectronics, a LoRa transceiver chip, and various sensors or actuators. Semtech’s LoRa 

transceiver chips; one example of this is demonstrated in Figure 5, are commonly used for their high 

performance and low power consumption such as SX1276x series, SX127x, and LLCC68 transceiver 

chips [10]. 

 

Figure 5. Semtech SX1272 LoRa Transceiver. 

The gateway, on the other hand, contains a computer board such as Raspberry Pi 3B+, a LoRa 

concentrator such as SX130x series; Figure 6 provides an example of this LoRa concentrator, which 

has the ability to build scalable, multi-channel, high-capacity, gateways; this series was manufactured 

by Semtech company, and a network interface. The concentrator board is responsible for receiving 

and transmitting LoRa signals while the computer board is used to control and manage the gateway 

[10]. 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 24 May 2023                   doi:10.20944/preprints202305.1668.v1

https://doi.org/10.20944/preprints202305.1668.v1


 5 

 

 

Figure 6. Semtech SX1301 LoRa Concentrator. 

Both the end nodes and the gateways run embedded software that controls their operation, 

enabling them to communicate with each other using the LoRaWAN protocol [2]. 

3.2. System Specifications 

The success of an IoT system depends on the choice of network architecture and protocol. 

LoRaWAN, as a promising technology for long-range and low-power wireless communication, has 

gained significant attention in the IoT industry and understanding the specifications and features of 

LoRaWAN is essential for developing and deploying a robust IoT solution that meets the system’s 

specific requirements [11]. 

LoRaWAN is designed to provide long-range communication capability, allowing devices to 

communicate over distances of up to 15 km in rural areas and up to 2 km in urban areas. It is optimized 

for low-power devices, allowing them to operate for long periods of time on small batteries, and is 

designed to be a low-cost solution for IoT applications, making it suitable for use in a wide range of 

applications. LoRaWAN provides end-to-end encryption to ensure secure communication between 

devices and is designed to be a scalable solution, allowing it to support a large number of devices and 

applications. Additionally, LoRaWAN allows devices to communicate in both directions, enabling 

them to send and receive data. The network architecture of LoRaWAN includes gateways, which act as 

a bridge between the devices and the network, and a network server, which manages the 

communication between devices. Finally, LoRaWAN supports multiple channels, allowing devices to 

communicate on different frequencies and reducing the likelihood of interference [11]. 

4. Presented Tracking System 

In this paper, a prototype design and implementation of an IoT LoRaWAN-based real-time asset 

tracking system will be developed and presented, it will demonstrate the feasibility, effectiveness, 

and utilization of LoRaWAN technology in providing real-time asset tracking capabilities. 

The main structure of the system consists of four major elements represented by the block 

diagram in Figure 7. Lora end nodes that are connected to the assets being tracked, Lora gateways 

that must be in fixed locations to collect data from the end nodes, databases where data collected by 

the gateways are stored and processed, and application data. Visualize and enable users to monitor 

and gain insight into their valuable assets. 
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Figure 7. Presented Tracking System Block Diagram. 

4.1. Prototype Components 

The prototype of the real-time asset tracking system comprises various components, including 

the ESP32 microcontroller, GPS NEO 6M, TTGO T-Higrow Lora Shield, and LD1086v33 voltage 

regulator. 

• The ESP32-WROOM module is a highly capable and versatile system-on-chip (SoC) solution 

that is particularly well-suited for asset tracking systems. It is based on the ESP32 chip, which 

boasts a dual-core processor with a clock speed of up to 240MHz, as well as integrated Wi-Fi 

and Bluetooth connectivity and a host of peripheral interfaces such as UART, SPI, and I2C [12]. 

• The GPS NEO 6M is an incredibly reliable and efficient receiver (GPS Module) that is perfectly 

suited for our asset tracking system. With its 50-channel u-blox 6 positioning engine, this device 

is capable of fast and accurate location tracking with an impressive update rate of up to 5 Hz. 

The GPS NEO 6M also features an exceptional sensitivity of -162 dBm for tracking and -148 dBm 

for cold start, ensuring that it can effectively receive and process signals even in low signal 

strength environments [13]. 

• The TTGO T-Higrow LoRa Shield is a highly capable function expansion board that has been 

specifically designed for use in tracking systems. It features a SX1276 LoRa transceiver module 

that facilitates long-range wireless communication between devices and communicates with the 

host microcontroller via the Serial Peripheral Interface (SPI), making it highly adaptable to a 

variety of systems [14]. 

• LD1086v33 is a voltage regulator integrated circuit (IC) that has a wide input voltage range and 

is capable of regulating voltages from 1.2 volts to 20 volts, with a maximum output current of 

1.5 amps. It regulates the input voltage to 3.3 volts [15]. 

4.2. Data Flow Phases 

In the Real-Time Asset Tracking System, the data flow can be divided into three phases which 

are Data collection, data storage, and data visualization phase. Starting at the end node; which was 

attached to the asset, with the GPS module which continuously receives location data and sends it to 

the ESP32 microcontroller via UART communication. The ESP32 microcontroller processes the 

received data and sends it to the TTGO T-Higrow Lora Shield via SPI communication protocol. The 

Lora Shield then transmits this data wirelessly to the gateway using the LoRaWAN protocol. The 

gateway receives the data and forwards it to google sheets to be stored and then visualized. 

1) Data collection phase: This phase runs throughout the operation of end nodes and gateways, 

end nodes receive real-time location information via GPS module, send this data to the gateway 

via LoRa wireless communication technology, and add timestamps. and finally send the data to 

the database over an outbound internet connection. 

2) Data storage phase: During this phase, the location coordinates received from the gateway are 

saved to Google Sheets. Google Sheets automatically updates with new location data in real time 

and can handle large amounts of data. 
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3) Data Visualization phase: The system uses the Google Maps API to display the object’s path on 

the map. This not only makes data available for users to download using formats such as (.csv, 

.xlsx), but also shows the current location of the asset and its historical path. 

5. Target Platform 

This section will provide a detailed overview of the circuit design for both the end node and the 

gateway, including the schematic diagrams, and the pin connection table. It will also explain the 

function of each component in the circuit and how they work together to achieve the desired outcome. 

5.1. Endnode Circuit Implementation 

Figure 8 shows the end node circuit, which is composed of an ESP-32 microcontroller which is 

the backbone of the circuit, GPS Neo 6M which is the GPS module, and the TTGO T-Higrow Lora 

Shield is the wireless communication module used to communicate with the gateway. these 

components are powered by two-cell lithium-ion batteries each of 3.7 volts these batteries are 

connected to a voltage regulator to output the required 3.3 volts to operate the circuit components. 

The GPS module and the MCU are connected using the Universal Asynchronous 

Receiver/Transmitter (UART) communication protocol, providing a reliable data transfer between 

them. The MCU and the Lora module are connected via the Serial Peripheral Interface (SPI) 

communication protocol, ensuring fast and reliable data transfer.  

 

Figure 8. End Node Schematic Diagram. 

5.2. Gateway Circuit Implementation 

Figure 9 shows the gateway circuit diagram, which is composed of the ESP-32 microcontroller, 

which acts as the backbone of the circuit, providing the necessary processing power and connectivity 

for the system’s efficient operation. The wireless communication module used to communicate with 

the end node is the TTGO T-Higrow Lora Shield. It is connected to the ESP32 microcontroller via the 

SPI communication protocol, the Lora module receives packets sent from the end node and forwards 

them to the microcontroller. This enables the microcontroller to establish internet connectivity and 

upload the data to a Google Sheet database for visualization on a website. The shield operates on 868 

MHz frequency and ensures reliable communication between the gateway and the end node. These 

components are powered by two-cell lithium-ion batteries, each of which provides 3.7 volts. To 

ensure optimal operation, the batteries are connected to a voltage regulator that outputs the required 

3.3 volts to operate the circuit components. The voltage regulator also ensures that the batteries’ 
voltage output is stable, providing a constant power supply to the circuit. The gateway circuit 

diagram plays a critical role in the real-time asset tracking system’s operation, ensuring that the 

system operates efficiently and reliably.  
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Figure 9. Gateway Schematic Diagram. 

6. Experimental Results 

The experimental results section presents the outcomes of testing the Real-time asset tracking 

system prototype. This section highlights the system’s performance in accurately tracking the 

location and status of the asset in real time. The experiments conducted aimed to evaluate the 

system’s efficiency and accuracy under different conditions, including tracking a moving asset and a 

stationary asset. Additionally, this section discusses the data transmitted from the end node to the 

gateway, which is crucial for tracking the asset’s location and status. These results will provide 

insights into the system’s capabilities and potential applications for real-time asset tracking. 

The Real-time asset tracking system prototype was tested three times at different locations, and 

in all tests, the system successfully tracked the end node’s location. During the first test, which took 

place on February 12th at Banha Governorate, someone carried the asset (end node); which was a 

back bag, away from the gateway, and the system accurately tracked its location. In the second test, 

which took place on February 25th at October University for Modern Sciences and Arts (MSA 

University), the end node was again a backpack carried away from the gateway, and the system 

accurately tracked its location. 

The third test, which also took place at MSA University on February 27th, involved attaching 

the end node to a moving golf cart, and the system was able to track the golf cart’s location in real 

time. The data transmitted from the end node to the gateway includes seven parameters: latitude, 

longitude, speed, number of satellites, altitude, and time and date as shown in Figure 10.  

 

Figure 10. A Sample of Third Test Results Stored in Google Sheets. 

This data is then transmitted to the Google Sheet database for storage and used to produce two 

maps, a Google Map and a Google Earth Map, to visualize the asset’s position; as illustrated in Figures 

11 and 12, enabling efficient tracking of its location.  
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Figure 11. A Sample of Third Test Results Visualized on Google Maps. 

 

Figure 12. A Sample of Third Test Results Visualized on Google Earth Maps. 

Overall, these tests demonstrated the Real-time asset tracking system prototype’s efficiency and 

accuracy, indicating its potential for use in a variety of tracking applications. 

7. Conclusion 

In conclusion, the asset tracking system using LoRaWAN technology is a highly efficient and 

cost-effective solution for monitoring and managing various types of assets. The long-range 

capabilities of LoRaWAN allow for the tracking of assets over large distances, while the low-power 

requirements of the technology help to reduce costs associated with energy consumption. 

Additionally, the use of LoRaWAN provides a secure and reliable means of transmitting data, 

ensuring that the asset tracking system is able to function effectively in a variety of environments. 

Overall, the project has been successful in demonstrating the feasibility of using LoRaWAN 

technology for asset tracking and has the potential for future development and implementation in a 

wide range of industries. 

This Asset Tracking System aims to provide a reliable, efficient, and cost-effective solution for 

tracking and monitoring assets remotely, improving operational efficiency, and reducing the risk of 

asset loss or theft. It has the potential to contribute to the efficient and sustainable management of 

assets, which aligns with the vision of Egypt for 2030, and the United Nations Sustainable 

Development Goals (SDGs), such as SDG 9 (Industry, Innovation, and Infrastructure) and SDG 11 

(Sustainable Cities and Communities). 
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