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Abstract: The gradient descent algorithm has become the standard algorithm for computing the 

extreme values of functions, but for multivariate functions this algorithm is mostly ineffective. This 

is because the convergence rate of each element is inconsistent in most cases. However, in this paper, 

we found that the gradient sign is a self-optimizing operator, ensuring that the convergence rate is 

consistent across all elements. This also explains, from an optimization perspective, the success of 

the Fast Gradient Sign Method (FGSM) in generating adversarial samples that are indistinguishable 

from the normal input, but can easily fool neural networks. We also found that the fractional order 

gradient is also self-optimizing, and that the convergence speed of this algorithm can be controlled 

by adjusting the order of the gradient. Experiments suggest that this algorithm not only generates 

adversarial samples faster than other algorithms, but that a single source image can generate many 

such samples. This algorithm is also more effective than others at generating adversarial samples 

from simple images1. 

Keywords: DNNs; Caputo fractional derivative; fractional order gradient; gradient sign; adversarial 
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1. Introduction  

In the past decade or so, deep neural networks (DNNs) have made significant break-

throughs in fields as diverse as image processing, speech recognition, autonomous vehi-

cles and machine translation. However, DNNs are vulnerable to adversarial samples, 

which are indistinguishable from normal input, but are prone to be misjudged by DNNs. 

This problem was first introduced in 2013 by Szegedy et al.[1]. They pointed out two coun-

terintuitive aspects of DNNs. The first is that it is the whole space of activations, not indi-

vidual units, that contains the semantic information. The second is that local generaliza-

tion is not valid for neural networks, which means that a simple optimization procedure 

can be used to find adversarial samples, which are imperceptible small perturbations of 

the input image, but are misclassified by DNNs. Formally, this problem can be described 

as a box-constrained optimization problem as follows: 

minimize  ‖𝑟‖2 

subject 𝑡𝑜: 

1. 𝑓(𝑥 + 𝑟) = 𝑙 

2. 𝑥 + 𝑟 ∈ [0,1]𝑚 

where f is the function mapping the input image to the correct output label,  𝑟 is the min-

imum perturbation measured by the 2-norm, and  𝑥 + 𝑟 is the image closest to 𝑥 but mis-

classified as the label 𝑙. This problem is not easy to solve, but it can be transformed into 

 
1 The code for experiments is made available at: https://github.com/mulertan/self_optimizing/tree/main 

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and 
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting 
from any ideas, methods, instructions, or products referred to in the content.

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 23 May 2023                   doi:10.20944/preprints202305.1614.v1

©  2023 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202305.1614.v1
http://creativecommons.org/licenses/by/4.0/


 

 

the following nonlinear optimization scheme, which Szegedy et al. solved using the com-

plicated L-BFGS algorithm. 

minimize  c ∙ |𝑟| + 𝑙𝑜𝑠𝑠𝑓(𝑥 + 𝑟, 𝑙) 

𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜:       𝑥 + 𝑟 ∈ [0,1]𝑚       (1) 

However, on large datasets, the L-BFGS algorithm seems to be less commonly used 

than improved algorithms such as the Adelta[2] and Adam[3] algorithms. It is time-con-

suming and does not scale to large datasets[4]. 

Goodfellow et al. are of the opinion that the main cause of the vulnerability of DNNs 

is their linearity[5]. The output of the adversarial sample is represented by the formula 

below: 

𝑤𝑇𝑥′ = 𝑤𝑇𝑥 + 𝑤𝑇𝜂 

The small perturbation input η can cause the output to grow by 𝑤𝑇𝜂. Maximizing 

this increase subject to the max norm constraint on η gives η = sign(w). This is then an 

optimal max norm constraint perturbation: 

η = ε sign(∇𝑥J(θ, x, y) 

where θ refers to the parameters of the model, and 𝑥 is the input, y is the true label, 

J(θ, x, y) is the loss function for training. They called this algorithm as “fast gradient sign 

method” (FGSM). So the adversarial sample is: 

𝑥′ = 𝑥 + η = 𝑥 + ε sign(∇𝑥J(θ, 𝑥, 𝑦) 

This algorithm is fast, but due to the one-shot attack it results in a low success rate if 

ε is small. Whilst a large ε can have a positive effect on attack performance, the interfer-

ence can be noticeable. In this paper, we will prove that the gradient sign descent algo-

rithm is a special gradient descent optimization algorithm, where the learning rate of each 

element is different and varies at each step, so that the convergence rate of each element 

of a multivariate function is consistent.  

Madry et al. proposed an iterative version of FGSM called projected gradient descent 

(PGD) with perturbations constrained within the given small domain to guarantee that 

the adversarial example designed in this way converges to a point in the neighborhood of 

the source input[6]. It is clear that PGD uses the convergence associated with the sign of 

gradient. But it is not optimal because these constraints are given artificially, not obtained 

through optimization methods. 

Nicholas Carlini and David Wagner have introduced 7 improved objective functions 

and used existing optimization algorithms such as Adam to obtain adversarial examples, 

abbreviated as CW algorithms[7]. The best of these algorithms can be represented as the 

following optimization function:  

minimize D(𝑥, 𝑥 + δ) + c ∙ f(𝑥 + δ) 

where f(𝑥′) = max (max{𝑍(𝑥′)𝑖: 𝑖 ≠ 𝑡} − 𝑍(𝑥′)𝑡 , −𝜅) 

subject to: 𝑥 + δ ∈ [0,1]𝑛 

The effect of the CW attack is very significant, but the speed of generating adversarial 

samples is indeed too slow. In this paper, we propose a self-optimizing fractional order 

gradient descent (FOGD) algorithm that runs more than 10 times faster than the CW al-

gorithm and ensures that each element converges uniformly to a certain extreme value. 

Experiments show that it outperforms over the state-of-the-art optimization algorithm for 

generating large adversarial samples. It also has obvious advantages for small and simple 

images which are difficult to use for the creation of adversarial samples. 

The rest of this paper is structured as follows. In Section 2, we introduce the related 

work on the adversarial attacks and defense methods of DNNs. In Section 3, we introduce 

the previous work concerning with the fractional calculus and the fractional order gradi-

ent descent method. We prove that the first order gradient sign can be used to optimize 

for multivariate functions, and show that the fractional order gradient descent method is 
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a self-optimizing method for obtaining the extreme values of multivariate functions. In 

Section 4, we perform experiments to confirm the success rate of the attack, the visual 

quality of the adversarial samples and the speed of generating examples using our 

method. In Section 5, we discuss the promising directions and present the concluding con-

siderations. 

2. Related Work 

Since DNNs play a very important role in modern science, and at the same time 

they face underlying threats that are difficult to overcome, adversary and defense re-

lated to DNNs has attracted much interest. In addition to the related work presented 

in Section 1, there is a large amount of work on this aspect. Here we focus on the most 

relevant. 

Papernot et al. illustrated that not all regions of the input domain are conducive to 

finding adversarial samples. They compute the forward derivative and construct an ad-

versarial saliency map to find pairs of pixels to architect the set of input features relevant 

to the adversary's goal, and then modify the selected input features by increasing or de-

creasing pixel intensities[8].This algorithm is often abbreviated as JSMA. However, due 

to its huge memory overhead, it will always fail on large images[7], such as a 299 x 299 x 

3 image from the ImageNet datasets[9]. 

The DeepFool method attempts to find the smallest distance from the data point to 

the decision boundary so as to obtain the smallest perturbation, alternatively it can be 

thought of as a gradient descent algorithm with an adaptive step size that is automatically 

chosen at each iteration step[4]. In each attack step, it linearizes the decision boundary 

hyperlane using the Taylor extension as below[10].   

ℱ = {𝑥: f(𝑥) ≈ f(𝑥0)+< ∇𝑥f(𝑥0)  ∙ (x − 𝑥0) >= 0 } 

The key algorithms in the iterative process are described as following. 

𝑙 = arg min
𝑘≠𝑘′

|𝑓′𝑘|

‖𝑤′𝑘‖2

  

𝑟𝑖 =
|𝑓′𝑙|

‖𝑤′𝑙‖2
2 𝑤′𝑙 

where i is the i-th iteration step, 𝑓′𝑘  is the difference between the loss of the label k and 

the loss of label with the highest confidence, 𝑤′𝑙  is the corresponding difference of the 

gradients, 𝑟 is the perturbation. For more details please refer to[4]. 

Papernot et al. found that adversarial patterns have the property of transferability, 

meaning that as long as both models are trained for the same task, adversarial samples 

crafted on one model will successfully attack the other, despite the two models having 

different architectures and being trained on different datasets[11]. Y. Liu et al. conduct an 

extensive study of the transferability across large models and large scale datasets and find 

that non-target adversarial samples are more likely to transfer[12]. They generate trans-

ferable adversarial examples using an ensemble of multiple models. 

Black box attacks were first introduced by Papernot et al. in [11, 13]. In the case where 

the adversary has no knowledge of the target model’s internals or its training data, the 

adversary also can construct local substitutes to successfully create adversarial examples. 

This strategy suggests that the study of white box attacks is not outdated. On the contrary, 

in-depth study on adversarial samples can improve the robustness of the networks and 

reasonably withstand various attacks. 
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3. Self-optimizing Gradient Descent 

The steepest gradient descent algorithm is a classic optimization method used in ma-

chine learning to find local minima. In practice, however, it is difficult to find extremes 

using gradient alone, because the descent speed of each element is in most cases incon-

sistent. Some elements cross the low lying area, while others are still far from it. This re-

sults in repeated oscillations without reaching extremes. Figure 1 intuitively illustrates 

this problem, assuming the objective function f(𝐱) = 0.1𝑥1 
2 + 2𝑥2

2 which maps a two-di-

mensional vector [𝑥1, 𝑥2]𝑇 into a scalar. Setting the initial values to [-5, -2] and iterating 

20 times, we obtain the trajectories of the independent variables for different learning 

rates. See the case source for more details[14]. 

 

                           (a)                       (b)                          (c)           

Figure 1. (a) The learning rate is too low for both variables to reach the extreme point; (b) reaching 

the convergence point faster in the x2 direction; (c) has a large learning rate, with x1 converging but 

diverging in the x2 direction. 

To address this problem, several methods have been developed to avoid oscillations 

in the iterative process. Such as Momentum [15], Adelta[2], Adam[3]. In this paper we 

found that the gradient sign and the fractional order gradient are both self-optimizing 

operators, without the need for additional optimization methods, the convergence speed 

of the latter can be controlled because the order of the fractional gradient is freely se-

lectable. 

3.1. Gradient Sign for Extreme Values of Multivariate Functions 

Let 𝑓(𝑥) be a smooth convex function with a unique extreme point 𝑥 ∗. To reach 𝑥 ∗, 

the step of each iteration is 

    𝑥𝑘+1 =  𝑥𝑘 −  𝜂∇𝑥𝑓(𝑥𝑘)              (2) 

where 𝑥 is univariate and 𝜂 > 0. 

According to the traditional theory, the search algorithm in (2) guarantees the con-

vergence to the extreme point 𝑥 ∗. We modify the above algorithm slightly to obtain a 

gradient sign descent method(GSDM), as shown below 

𝑥𝑘+1 = 𝑥𝑘 −  𝜂𝑠𝑖𝑔𝑛(∇𝑥𝑓(𝑥𝑘))          (3) 

Theorem 1. The search algorithm in (3) may converge to the extreme value 𝑥 ∗. 

Proof.  

𝑥𝐾+1 = 𝑥𝑘 − 𝜂∇𝑥𝑓(𝑥𝑘) 

                                  = 𝑥𝑘 −
∇𝑥𝑓(𝑥𝑘)

|∇𝑥𝑓(𝑥𝑘)|
𝜂 ∙ |∇𝑥𝑓(𝑥𝑘)| 

                          = 𝑥𝑘 −  𝜌 ∙ 𝑠𝑖𝑔𝑛(∇𝑥𝑓(𝑥𝑘)) 

where 𝜌 = 𝜂 ∙ |∇𝑥𝑓(𝑥𝑘)|.      (4) 

Because (2) converge to the extreme value 𝑥∗, when 𝑘 → ∞,𝑥𝑘+1 = 𝑥𝑘 = 𝑥∗,  

∇𝑥𝑓(𝑥𝑘) = 0,𝑠𝑖𝑔𝑛(∇𝑥𝑓(𝑥𝑘)) = 0. This completes the proof. 
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Remark 1. GSDM as (3), applied to the multivariate function, makes each unit step size 

keep in coordinate. 

It is clear that for every unit the step size is the same 𝜂 as shown in (3). 

Remark 2. The convergence speed of GSDM is slower than that of the traditional gradient 

steepest descent algorithm. 

As can be seen from the above proof of GSDM, the learning rate 𝜂 =
𝜌

|𝛻𝑥𝑓(𝑥𝑘)|
 (as-

suming 𝜌 is a constant greater than 0) becomes smaller as the function changes more, as 

the function changes less the learning rate becomes larger, and as it approaches an extreme 

value the learning rate becomes infinitely large. To avoid dividing the denominator by 0, 

the learning rate can be calculated using the following formula 

η =
𝜌

|∇𝑥𝑓(𝑥𝑘)| + 𝜀
 

where 𝜀 is sufficiently small. 

Let's still take the function f(𝐱) = 0.1𝑥1 
2 + 2𝑥2

2 as an example. Following (3) to iterate 

40 steps, the other conditions remain unchanged, and the change process of the two vari-

ables is shown in Figure 2. 

 

      (a)                             (b)                            (c) 

Figure 2. (a), (b) and (c) show that each unit moves towards the extreme point in a consistent man-

ner, but when it reaches the vicinity of the extreme point there are oscillations that make it difficult 

to converge. The magnitude of the oscillations is closely related to the learning rate. 

3.2. Fractional Order Gradient for Extreme Values of Multivariate Functions 

Fractional calculus, in which the order of integrals or derivatives is arbitrary, not just 

integrity, has been widely used in a variety of research areas in recent decades[16]. Grün-

wald, Letnikov, Riemann, Liouville and Caputo et al. have made outstanding contribu-

tions to fractional calculus[17].It provides us with useful tools for solving problems in-

volving special functions of mathematical physics as well as their extensions and general-

izations in one or more variables[18].   

The Caputo’s derivative with order α of the smooth function f(t) is as defined as[17] 

𝐷𝑡
𝛼𝑓(𝑡) =

1

Γ(𝑛 − 𝛼)
∫ (𝑡 − 𝜏)𝑛−𝛼−1𝑓(𝑛)(𝜏)𝑑𝜏

𝑡

𝑡0

𝑡0
𝑐  

where 𝑛 − 1 < 𝛼 < 𝑛, Γ(∙) is the gamma function. 

The Caputo’s derivative can also be rewritten in the form of the classical Taylor se-

ries[19]: 

𝐷𝑡
𝛼𝑓(𝑡) = ∑

𝑓(𝑖)(𝑡0)

Γ(𝑖+1−𝛼)
(𝑡 − 𝑡0)𝑖−𝛼∞

𝑖=𝑛𝑡0
𝑐      (5) 

Theorem 2. Assuming that f(t) is a smooth convex function with a unique extreme value 

t∗, the following iterative method guarantees that the argument t approximates the ex-

treme value t*. 

𝑡𝑘+2 = 𝑡𝑘+1 − 𝜂 ∙ 𝐷𝑡𝑘+1

𝛼 𝑓(𝑡) 𝑡𝑘

𝑐               (6) 
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where 0 < α < 1 and 𝜂 > 0. 

Please refer to [19] for a detailed description of the proofing process. 

Taking only the first item in (5), (6) can be modified as the following formula, which 

is more intuitive. 

𝑡𝑘+2 =  𝑡𝑘+1 −  𝜂 ∙ 𝑓(1)(𝑡𝑘+1)|𝑡𝑘+1 − 𝑡𝑘|1−𝛼  (7) 

where 0 < α < 2 and 𝜂 > 0. See [19] for the derivation process. If α = 1, (7) becomes the 

traditional gradient descent method. 

From (7) we conclude that this iteration contains not only the information of the cur-

rent step 𝑡𝑘+1, but also the information of the previous step 𝑡𝑘, so that each iteration in 

(7) contains more information compared to the traditional gradient descent method. This 

constant updating of information makes this algorithm similar to the Momentum method. 

We still use the previous binary function to show that the fractional order gradient descent 

method (FOGDM) described above has self-optimizing properties and that the co-ordina-

tion effect of each element is better than GSDM. Figure 3 shows the trajectory of each 

element of the FOGD method at different orders of fractional derivative. 

 

                (a)                     (b)                       (c) 

Figure 3. Variable change trajectory with same learning rate, different derivative orders. 

The three plots in Figure 3 are set to the same learning rate η = 0.01. (a) After 50 

iterations, the two directions are far from the extreme point. (b) is the traditional gradient 

descent method, with the x1 direction further from the extreme value. (C) Two directions 

are almost always consistently close to the extreme point with the highest velocity, and 

the number of iterations required is reduced to 20.  

Figures 4 and 5 illustrate the effect of different learning rates on convergence.

 

Figure 4. The effect of different learning rates on convergence with the same derivative order α=1.75 

after 80 iterations. When the learning rate is high, there is no divergence, although there are small 

oscillations. 
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Figure 5. The effect of different learning rates on convergence with the same derivative order α=0.75 

after 40 iterations. When η = 0.6, there is divergence. 

From the above analysis, we conclude that:  

1) When the order of the derivative is in the interval (1, 2), FOGDM converges faster 

and more stable than GSDM and the traditional steepest gradient descent method. 

2) FOGDM and GSDM have the property of self-optimization, whereas the tradi-

tional steepest gradient descent method does not.  

3.3. Optimization For Minimal Perturbations 

To find the adversarial instance 𝑥′ that is closest to the given image 𝑥, the most in-

tuitive and reasonable assumptions are the following formulations: 

minimize        𝐷(𝑥′, 𝑥)   

𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡       𝐶(𝑥′) ≠ 𝐶(𝑥) 

  𝑥′ ∈ [0,1]𝑛 

where 𝐶(∙) is the label into which the classifier maps the input, and 𝐷(𝑥′, 𝑥) is used to 

measure the difference between the original image 𝑥 and the adversarial sample 𝑥′. Cur-

rently, p-norm, 𝐿∞ distance and 𝐿0 distance are widely used. There is no doubt that the 

difference between the two images, which is imperceptible to the human eye but allows 

the machine to make different judgments, is a problem that is still unclear. What we do 

know is that the smaller the Euclidean distance between the two images, the harder it is 

for the human eye to distinguish. Therefore, in this paper we use the 𝐿2 distance to meas-

ure the difference between two images. The objective function can be expressed by the 

following formula: 

minimize  ‖𝑥′ − 𝑥‖2
2 + 𝑐 ∙ 𝑓(𝑥′) 

𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜:    𝑥′ ∈ [0,1]𝑛      (8) 

where 𝑓(∙) is the loss function, such as the cross-entropy function, corresponding to the 

target or non-target labels, and c is a constant used to determine the relative contribution 

of the distance function to the loss function.   

The expressions in (8) are the same as those in (1) introduced in Section 1, they are the 

simplest formulae and we will prove by experiments in the next section that they are also 

practicable for large images. We use the tanh function to constrain 𝑥′ in (8), which is rea-

sonable and useful[7]. 

In (8), the second term 𝑓(𝑥′) can also be calculated using different variations of the loss 

function as in [7]. The following equation is an effective method. 

𝑓(𝑥′) = max (max({Z(𝑥′)𝑖:𝑖≠𝑡}) − 𝑍(𝑥′)𝑡 , −𝜅)       (9) 

where Z function is the output layer of the classifier without using the softmax function 

and 𝜅 is a given constant called the confidence, and t is the index of the target label. 

As introduced in Section 1, (1) is complemented in the L-BFGS method, which is com-

plex and computationally expensive. In this paper, we exploit the fact that the FOGDM 

has self-optimizing properties to compute adversarial samples as in Algorithm 1. 
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Algorithm 1. FOGDM:  

1. Input: Image 𝑥, classifier 𝑓, max _𝑖𝑡𝑒𝑟, the order α 

2. Output: the adversarial example 𝑥′ 

3.Initialize: 𝑤0 = 𝑥, 𝑤1 = 𝑤0 + 0.01 

4.for _ in range(𝑚𝑎𝑥_𝑖𝑡𝑒𝑟): 

5.  loss = MSELoss(𝑤1 − 𝑥) +  c ∙ 𝑓(w1) 

6.  𝑤2 = 𝑤1 − 𝜂 ∙ ∇𝑤1
𝐽(𝑤1) ∙ |𝑤1 − 𝑤0|1−𝛼 

7.  𝑤0 = 𝑤1, 𝑤1 = 𝑤2 

return 𝑥’ = (Tanh(w1) + 1)/2 

where ∇𝑤1
𝐽(𝑤1) is the gradient of loss function against 𝑤1. 

We can also use GSDM to implement (8) or its variants, as in algorithm 2. 

Algorithm 2. GSDM:  

1. Input: Image 𝑥, classifier 𝑓, max _𝑖𝑡𝑒𝑟 

2. Output: the adversarial example 𝑤 

3.Initialize: w = 𝑥 

4.for _ in range(𝑚𝑎𝑥_𝑖𝑡𝑒𝑟): 

5.  loss = MSELoss(w − 𝑥)  +  c ∙ 𝑓(w) 

6.  w = w − 𝜂 ∙ 𝑠𝑖𝑔𝑛(∇𝑤𝑓(w)) 

7.  w = tanh (𝑤) 

return 𝑤 

4. Experimental Results 

Using the above self-optimizing GSDM and FOGDM, we crafted adversarial samples 

with two neural network models, Lenet and resnet50, on the MNIST and Oxford-III Pet 

datasets respectively. A comparative study was also carried out with the three most pop-

ular algorithms, CW, PGD and DeepFool. We also show the visual performance of these 

adversarial samples and the average relative rate (arr) of change of the different algo-

rithms. The arr is defined as below: 

arr = 𝐸𝑥

‖𝑥′ − 𝑥‖2

‖𝑥‖2

=
1

|𝐷|
∑

‖𝑥′ − 𝑥‖2

‖𝑥‖2
𝑥∈𝐷

 

where D is the test dataset, x’ is the adversarial example and x is the original image in the 

test dataset. The arr metric is used to measure the size of the change in the adversarial 

sample based on the source image. Intuitively, it is reasonable and realistic. Accordingly, 

the relative rate of change of a single adversarial sample can be defined as follows. 

relative rate of change =
‖𝑥′ − 𝑥‖2

‖𝑥‖2

 

4.1. On the Oxford-IIIT Pet Dataset  

The Oxford-IIIT Pet Dataset is a dataset of 37 categories with 200 color images for 

each class2. But in this paper, we got the dataset from the website of kaggle3, which has 35 

classes with 7390 color images. The images are of different scales, so we resize them all to 

the same size 299 × 299. This dataset can be seen as a small ImageNet dataset[20].  

We use the resnet50 model, which can be downloaded from the official PyTorch web-

site, as our target. The output layer of the original model is modified from 1000 classes to 

35 classes. We trained the model using a fine tuning technique to transfer the knowledge 

learned from the ImageNet dataset, with a learning rate of 0.01 for the output layer and 

0.001 for the other layers, achieving a training accuracy of 99.9%. From these images, we 

randomly selected 1000 images to form a test set as the source samples to generate adver-

sarial examples. The experiment was run on the kaggle platform using the Tesla GPU 100. 

 
2 https://www.robots.ox.ac.uk/~vgg/data/pets/ 

3 https://www.kaggle.com/datasets/tanlikesmath/the-oxfordiiit-pet-dataset 
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In Table 1, we report the accuracy, the time spent and the average relative rate of change 

(arr) on the test set after attack.  

Table 1.  

algorithm CW DeepFool PGD FOGDM GSDM 

accuracy 2.0% 2.0% 1.0% 2.0% 1.0% 

time(seconds) 2461.96 552.45 1113.74 249.91 531.43 

arr 0.133 0.001 0.016 0.049 0.077 

The value of c in (8) affects the ease of misclassification and the arr; the higher the c, 

the easier it is for the classifier to misclassify, but also the higher the arr. In our experi-

ments, we found that when c is greater than 4, FOGDM needs only 5 iterations to obtain 

an adversarial sample that is undetectable to the human eye and sufficient for the classifier 

to misclassify. For the experiments in Table 1, we set c=1 and the number of iterations was 

set to 10. Table 1 shows that FOGDM is 10 times faster than CW and faster than others 

without any loss of accuracy. 

Figure 6 illustrates some of the adversarial examples in different algorithms. No mat-

ter how carefully one observes, it is difficult to visually detect the differences between the 

adversarial samples produced by these algorithms and the source images. 

 

Figure 6. From left to right are the source graphs and the adversarial samples generated by the CW, 

DeepFool, PGD, FOGDM and GSDM algorithms. In the first row, the ground true label is ‘russian’, 

but misclassified as ‘american’ or ‘boxer’. In the second row, the true label is ‘Sphynx’, but misclas-

sified as ‘german’ or ‘american’. 

Figure 7 shows the adversarial samples generated with c=1, after 50 iterations and 

taking different orders of the fractional derivative. Although we cannot distinguish them 

by eye, they are different according to the relative rate of change from the original image, 

as shown in Figure 8, which correspond to the orders of the fractional derivative. The rates 

suggest that the images shown in Figure 7 are different from each other, although they 

come from the same image of the last and are taken with the same algorithm. This phe-

nomenon perhaps shows that these images reach different extreme points so that the dif-

ference with the original image cannot be perceived. 
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Figure 7. The true label is 'Yorkshire', but the first 8 images are classified as Abyssinian with differ-

ent values of α. 

 

Figure 8. Different relative rates of change corresponding to the order of fractional derivative. 

As shown in Figure 8, when α is 1.7, the adversarial samples are the least modified 

relative to the original image. However, they are all imperceptible to the human eye. 

4.2. On the MNIST Dataset 

The MNIST dataset consists of 70000 handwritten digital images, each of which is a 

28 × 28 0-9 handwritten digital image. The black background is represented by 0, and 

grey pixels are represented by a floating point between 0-1. The closer to 1, the whiter the 

color. Of these, 60,000 are from the training set and 10,000 from the test set. We choose a 

slightly modified Lenet neural network to generate adversarial samples, with two 
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convolutional layers plus two fully connected layers and a log-softmax activation function 

for the output layer[21]. The network parameters are pre-trained and the network had a 

classification accuracy of 98.1% on the test set. The experiment was run on the Kaggle 

platform using the Tesla GPU 100. 

The results of this experiment are shown in Table 2. In this experiment, we find that 

it is difficult for FOGDM to simply use (8) to make the classifier to misclassify. Therefore, 

we modified the second term of the objective function similar to (9), with the only differ-

ence being that the activation function of the output layer is log _softmax(∙). And, the 

number of iterations was changed from 10 in the previous experiment to 100 in this ex-

periment. The order of fractional gradient is set as 1.9. For PGD, the constraint of the per-

turbations are modified from 2/255 to 48/255, and for CW, the confidence κ has been ad-

justed to 10 this time, while the last experiment was only 0.For GSDM, we select non-

target attack as FGSM. Without these adjustments, it is essentially impossible for the clas-

sifier to make incorrect judgments. Table 2 shows that for simple networks, GSDM has no 

advantage in terms of successful attack probability. Although the objective function is the 

same, FOGDM increases the probability of a successful attack by a factor of one over CW. 

Table 2.  

algorithm CW PGD DeepFool FOGDM GSDM 

accuracy 41.0% 36.6% 1.3% 19.2% 59.3% 

time(seconds) 234.87 157.19 30.21 222.82 202.13 

arr 0.579 0.442 0.187 0.431 0.154 

DeepFool appears to have significant advantages in terms of time, attack accuracy, 

and the average relative rate of change from Table 2, but it is visually noticeable and ap-

pears to perform worse than other algorithms shown in Figure 9. This also suggests that 

the simpler the image, the harder it is to fool neural networks by modifying the original 

image in a way that is indistinguishable to the naked eyes. It also shows that the average 

relative rate of change is not a very effective measurement tool, as a lower rate of change 

does not necessarily mean a better visual result. A small relative rate of change may be a 

necessary condition, but it is not a sufficient condition. Figure 9 also shows that CW, 

FOGDM, GSDM only modify important pixels and their neighbors, while PGD, DeepFool 

tend to adjust the whole image. This is more evident in the digits 0, 1 and 7. Interestingly, 

for digit 1, the classifier misclassified it as 9 using FOGDM and GSDM, so the adversarial 

examples are closer to 9. This also suggests that the adversary is modifying the image to 

mislead the classifier, rather than attacking the classifier itself. 

5. Conclusion & Outlook 

In this paper, we proposed self-optimizing gradient descent algorithms, FOGDM and 

GSDM. We illustrate the consistency of each element of the bivariate function converging 

to the extreme point and find that when the order of fractional gradient is between 1 and 

2, FOGDM converges stably and quickly. Based on the two of the algorithms we find that 

FOGDM has advantages over CW and the other state of the art algorithms in terms of time 

for large images. And, for small or simple images, using the same objective function, 

FOGDM is in a more successful attack than CW. 
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Figure 9. From left to right, the first column shows the source image from the test set, while the 

second and the subsequent columns show the adversarial samples generated by the CW, PGD, 

DeepFool, FOGD, and GSD algorithms, respectively. Visually, CW and FOGD have advantages. 

We also show that the different orders of the fractional gradient can lead to different 

effective adversarial samples after the same iterations. This phenomenon may provide us 

with a new direction to explore the unknown world of DNNs. In addition, the formation 

process of adversarial samples generated by FOGDM and GSDM is worth studying in 

depth. It may lead us to find the laws between pixel changes and the corresponding clas-

sification results, allowing us to find more effective methods for DNNs to defend against 

adversarial attacks. Perhaps, in addition to the robustness of the machine model itself, the 

success of the attack depends on several factors, such as the simplicity of the image and 

the optimization strategy. Fractional order gradients open up new avenues of investiga-

tion for us. 
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