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Abstract: The Internet of Healthcare Things (IoHT) is an essential IoT domain that encompasses the
necessary capabilities to transform the current healthcare system. IoHT generates, transfers, manages,
stores, and processes highly confidential medical data and sensitive personal information. Thus, [oHT
is a critical application from a security perspective and is most favorably targeted by attackers. Several
security-breaching attempts can be carried out due to the vulnerabilities of the IoHT that put classified
data at constant risk. Henceforth, this work aims to inspect the performance of 6LoWPAN-RPL-based
‘Patient-Centric IoHT” in the presence of malicious intruders conducting blackhole, rank, and DoDAG
attacks in both normal and emergency operational modes of the mentioned resource-constraint
network. PC-IoHT is simulated on the Cooja simulator and Contiki-OS for each attack with two
and four intruders (out of 10 motes) for both operation modes. Several performance evaluation
parameters are used to assess the overall performance of the considered PC-IoHT. The attacks’ impact
on PC-IoHT is analyzed by comparing blackhole, rank, and DoDAG attacks with the no-attack
scenario.

Keywords: attacks-in-IoHT; attack analysis; malicious activities in IoHT; DoDAG attack; blackhole
attack; rank attack; 6LoWPAN-IoT; patient-centric IoHT; resource-constrained IoHT, IoHT
performance evaluation; RPL-based IoHT

1. Introduction

In the 4th industrial revolution, the Internet of Technology (IoT) emerges as a mega-trend
technology that interconnects uniquely identifiable smart objects over the Internet and supports
machine-to-machine (M2M) communication. Hence, the IoT can be seen as a massively distributed
network of numerous smart IoT-enabled devices [1]. IoT is an essential and rapidly adopting
technology to transform the traditional healthcare system into a connected, smart, proactive, and
specialist-focused healthcare solution [2]. The current healthcare industry quickly embraces advanced
smart medical devices induced with IoT facets to improve treatment quality, increase productivity,
reduce errors, cutoff expenditures, automate resource management, and provide enhanced and
never-before Quality-of-Services (QoS), thus shaping the Internet of Healthcare Things (IoHT) [3,4].
Cloud-based services are incorporated into the IoHT to facilitate real-time remote monitoring of
patients in both normal and emergency conditions.

IPv6 over Low Power Wireless Personal Area Network (6LoWPAN) and Wearable Wireless Sensors
Network (W-WSN) are crucial parts of the IoT evolution [5]. Many IoT applications, including healthcare,
use 6LoOWPAN-enabled motes to sense the vital parameters of the applications’ vicinity [6]. Several
6LoWPAN-based resource-limited wearable and non-wearable medical sensing things (devices) are
used in IoHT [7]. Some primary reasons that justify the incorporation of IoT in the healthcare system
are as follows [8]:

. Real-time remote health monitoring
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¢  Ambient Assisted Living

¢ Technology-driven medical solution

e  Fast and time-bound diagnosis of diseases.
*  Reduced treatment cost

e Fewer treatment errors.

e Automated workflow of patient care.

e  Affordability

*  End-to-End connectivity

¢  M2M communication

An overview of IoHT is illustrated in Figure 1.
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Figure 1. Overview of IoHT framework.

IoHT interconnects numerous IoT-enabled medical devices and smart wearable and non-wearable
medical sensors, supporting communication and internet connectivity. It can transform traditional
healthcare into a smart, connected, proactive, and future-centric healthcare infrastructure [9]. However,
IoHT is a critical application that deals with highly personal and private information, including crucial
medical data about the patient. Due to that, it is the most popular system among attackers and puts
patients’ personal and private data at a constant security risk [10]. The discussion regarding the security
of IoHT goes far beyond securing the physical interfaces and firmware of IoHT devices [11]. The
security perspective in IoHT should include the security of web, cloud, and mobile interfaces, secured
network services, local storage, and third-party APIs. The Open Web Application Security Project
(OWASP) listed vulnerabilities according to attack surfaces related to IoT-based medical devices [12].
The following section will discuss possible attacks on the IoHT and related security concerns.

Monitoring physiological parameters from the patient’s body is a primary task of PC-IoHT.
These collected medical vitals are then sent to the cloud via the sink node of PC-IOHT over internet
connectivity. Therefore, this work considers two operation modes, PC-IoHT (i.e., normal and
emergency), for health monitoring. These operating modes define the per-minute count of data
sensing and transmissions. We presumed that in routine health monitoring, systematic data collection
causes a lot of redundant medical data in the system, leading to the wastage of scarce resources in
PC-IoHT. Thus, it is decided to send just one packet per minute by each mote of PC-IoHT that transmits
in the normal mode. However, in the case of any medical emergency, a systematic collection of medical
parameters is required for continuous (no-gap) health monitoring. Therefore, in emergency mode,
each mote of PC-IoHT senses and transmits medical vitals every 10 seconds.
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In this work, we extensively analyze the performance of resource-constraint (LOWPAN-RPL-based
patient-centric IoHT (PC-IoHT) under blackhole, Rank, and DoDAG attacks. We select these attacks
from all three categories (defined in section 2). Blackhole is a topology-based attack, Rank is a
traffic-based attack, and DoDAG is a resource-based attack. For enhanced investigation of attacks
impact on PC-IoHT, various malicious intruders are induced in PC-IoHT. 20% (in the first case) and
40% (in another) of all motes are assumed to be compromised nodes in the PC-IoHT. The PC-IoHT,
considered in this work, consists of 10 sensing nodes and one sink node; therefore, there are 2 and 4
malicious nodes in separate cases.

The performance of PC-IoHT hit with these three attacks is then evaluated in terms of the number
of packets transmitted, the number of data messages exchanged, the overall throughput of the network,
the average power consumption, the average radio duty cycle (RDC), the number of successful packets,
the packet reception ratio (PDR), and the message delivery ratio (MDR) based on the result of the
simulation performed on Cooja simulator under the Contiki operating system environment.

The rest of the paper is structured as follows: Section 2 categorically discusses possible attacks
along with various security concerns related to PC-IoHT. Next, section 3 discusses the considered
attacks and their implementation in the PC-IoHT environment. Thereafter, section 4 exhibits a

7

comprehensive performance evaluation of PC-IoHT under blackhole, rank, and DoDAG attack with
2/4 attackers for both normal and emergency operating modes. Finally, the summary of this work is
concluded in section 5.

2. Security Concerns and Categorisation of Attacks related to PC-IoHT

The particularities of Low-Power Lossy networks (LLNs) such as limited resources (memory, power,
and computation), infrastructure-less dynamic topology, non-reliable wireless connectivity, and the
possibility of physical temper, make them highly vulnerable and hard to defend from security attacks.
Though RPL (a standard routing protocol for LLNs) consists of many security-ensuring mechanisms,
it is still exposed to many security attacks and requires strict security policies to be implemented.

Internet of Healthcare Things (IoHT) is most preferably targeted for security attacks that put critical
personal data at constant risk of attacks. Therefore, it is highly essential to identify security and privacy
issues [13]. A thorough understanding of security requirements, threats, vulnerabilities, attacks, and
countermeasures modeling is sorely needed [14]. Existing security solutions (designed explicitly
for WSN) are inadequate to fulfill the security needs of IoT technology. Thus, new security defense
mechanisms must be developed to counter security challenges from an IoT perspective. Tables 1 and 2
shows some primary security requirements and challenges regarding 6LoWPAN-RPL based PC-IoHT.

Table 1. Some Essential Security requirements for PC-IoHT.

Security Description

Requirements

Confidentiality Data should be inaccessible and incomprehensible to unauthorized users or devices.

Integrity Assurance that data remains uncorrupted and consistent.

Authentication Verifying the identity of the data source.

Availability Guarantees that network services are constantly accessible to authorized devices or
users.

Authorization Verifies of a device’s validity before allowing it to join the network.

Non-repudiation =~ The sender cannot dispute sending a message that was already sent.

Fault Tolerance Malicious nodes, device or service outages, and software or hardware flaws do not
affect the security services. In any case, they must be regularly offered.

Data Freshness Ensures that the received data is authentic and has not been replayed.

Resiliency Maintains a specific level of security across the network despite a compromised
node.

Self-healing When medical gadget malfunctions or runs out of battery power, the remaining

devices must work together to preserve the bare minimum of security.



https://doi.org/10.20944/preprints202305.0428.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 8 May 2023

Table 2. Some primary security challenges concerning PC-IoHT.

Security challenges

Description

Limited network

resources
Mobility

Scalability
Communication medium
Dynamic topology
Temper resistance
Device diversity
Multi-layered protocol
network

Over-the-air
updates

security

To develop security measures that use the least processing power and
on-device memory, are energy conscious and are resistant to several
security assaults.

There is a need for security protocols that can safeguard users even
in a network with various topologies.

The network’s improved scalability should not jeopardize its security
protocols and algorithmic framework.

To develop security measures with licensed and unlicensed long- and
short-range communication channels.

Devices should not connect and disconnect suddenly, as this could
jeopardize the network’s security.

It is necessary to produce tempered packaging that can withstand
physical hindrances.

Security algorithms must be developed that is compatible with device
diversity and interoperability. Even the most specialized network
device ought to be protected by it.

a standalone security system that satisfies all network requirements
for many layers and protocols.

To address new vulnerabilities developed security schemes should
be able to get over-the-air updates for new security patches.

d0i:10.20944/preprints202305.0428.v1
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Security of an IoT network is impossible with just one security strategy that ultimately secures

the IoT network. However, security in the IoT is a multi-layer approach that should integrate schemes
that broadly secure data traffic, the network’s topology, and network resources [15]. Thus, we majorly
categorize attacks on RPL-based IoT networks into three subcategories:

e  Traffic-based Attacks
¢  Topology-based Attacks
. Network Resource-based Attacks

Figure 2 exhibits the possible attacks in 6LoWPAN-based PC-IoHT under the above-mentioned
categories [16]. Next, attacks considered in this paper for performance evaluations are discussed
below.

Sniffing Attack
Traffic-based Attacks |

Decreased Rank Attack
Blackhole Attack

Topology-based
Attacks

Routing Information Replay
Attack

Flooding Attack

Network Resource-
based Attacks

DAG Inconsistency Attack

Figure 2. Categorical distribution of attacks possible in RPL-based IoHT network.
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3. Discussion on considered attacks

Rank Attack

In an effort to persuade nearby nodes to relay the data packets through them, the malicious
node performing the rank attack modifies the rank value in the DIO message to perform decreased or
increased rank attacks. Therefore, loops form that waste resources [17].

In Decrease Rank attack, attackers with a lower rank value advertise it to the other DoDAG nodes
through DIO messages. This will lead to the DODAG’s majority of nodes selecting the attackers as
their preferred parents [18]. It is shown that more nodes have access to the root node via attackers
due to a decrease in rank attacks Which pave the way for the eavesdropping and manipulation of a
significant portion of network traffic [19,20].

In RPL, the closed node to the sink has the lowest rank and manages more traffic. In this attack,
the malicious node falsely advertises its lower rank illegally in the DIO messages and claims its
outperformance. Due to this, legitimate nodes with higher ranks are attracted to the malicious node.
Then, the legitimate nodes connect themselves to the DoDAG via the malicious node. Thereafter, the
malicious node can perform malicious activities on the network. This attack is also known as Sinkhole
attack [21].

Similarly, an increased rank attack promotes a higher rank value to persuade the neighbors to
select a different parent. A child of the attacker in its sub-DODAG searches for a different preferred
parent as the attacker descends further into DODAG. This causes the loop to form [20].

Blackhole Attack

A malicious intruder in this attack captures all the packets being forwarded toward the sink
through it [22]. It is one of the dangerous attacks that cause the loss of enormous amounts of
information, and the situation worsens if this attack is combined with the sinkhole attack [23]. Suppose
the intruder is a crucial intermediate node responsible for forwarding packets of many child nodes.
In that case, the attacker isolates all those nodes, and the attack becomes a Daniel-of-service (DoS)
attack [24]. If the attacker selectively forwards the incoming packet by discarding specific child nodes,
this attack can be seen as grayhole attack [25].

Malicious node performing the blackhole attacks drops all the packets which are being forwarded
toward the sink (root) node. This attack is carried out by the node in two steps.

e  First, by performing the Sinkhole attack. The attacker node solicits neighbors to select it as their
parent by advertising a false low-rank value.

*  Second, Depending on predetermined rules, it might discard some packets (performing a Selective
Forward attack). Alternatively, discard all packets from other nodes (performing a Blackhole
attack).

Blackhole attacks drastically impact network efficiency and performance. In reference [26,27], the
authors evaluate the effect of a blackhole attack in an RPL environment and show its higher impact on
packet delivery ratio (PDR), end-to-end delay, the overhead of control packets, and power depletion.
The process of blackhole attack implementation is exhibited in the algorithm (1).

Algorithm 1 The process of Blackhole attack

Require: Node_ID of malicious node
if Node_ID of node matches Node_ID of malicious node then
Reduce the value of Rank
Allocate higher Rank to the Parent nodes
Drop all packets coming from nodes other than the parent.
else
Calculate Rank using defined process
end if
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DoDAG Attack

A malicious node performing a DoDAG inconsistency attack manipulates the RPL IPv6 header
options used to monitor DODAG inconsistencies, which causes the target to drop packets [28]. It
may result in a denial of service and an increase in control overhead, which affects the constrained
devices’ limited energy source. Furthermore, a malicious node can alter all the packets it forwards
using a DoDAG inconsistency attack so that the next-hop node always drops them. It leads to the
creation of a black hole, which is hard to detect and counteract [29]. In order to defend against DoDAG
inconsistency attacks, RPL uses a fixed threshold without considering the black-hole scenario. A node
ignores all subsequent messages of this type after receiving a predetermined number of packets with
the appropriate RPL IPv6 header options.

In RPL, the inconsistent DAG is detected using a non-matching rank-direction relationship of
a packet that causes loops in the network. In this attack, a malicious node alters the rank-error flag
or adds a new flag in the header. As a result, it causes an immediate reset of the DIO trickle timer of
the targeted node. Due to that, the targeted node starts frequent transmissions of DIO, making the
RPL network unstable, consuming more energy, and making the link unavailable. Furthermore, the
neighbors of the targeted node have also been affected by this attack, as they now have to process far
more packets. Moreover, if the target node is made to discard all the packets, it can cause a blackhole
attack by isolating a sub-network.

In the following section, a detailed analysis of blackhole, rank, and DoDaG (most common ones
from each category) attacks on PC-IoHT is made in the section below.

4. Simulation-based Performance Analysis

To evaluate the performance of resource-restricted 6LoOWPAN-based PC-IoHT, the simulation
is performed on Cooja simulator under Contiki operating system (OS). Contiki is an open-source
OS for low-power, resource-constraint IoT networks. Its built-in TCP/IP stack and event-driven
kernel with lightweight preemptive scheduling make it possible to use it in IoT applications. Contiki
facilitates multitasking with only 10KB of RAM, 30KB of ROM, and a built-in GUL It runs on
tiny low-power microcontrollers, provides standard low-power wireless communication for various
hardware platforms, and supports application development for efficient use of resources. Due to
the aforementioned properties, Contiki is prominently used in commercial and non-commercial IoT
applications. Cooja is a java-based cross-layer simulator for WSN distributed with Contiki OS. Cooja
assists simulation from the physical to the application layer and enables the emulation of sensors on
different hardware platforms. It allows the simulation of large or small networks of Contiki motes.

In this section, we performed simulations to analyze the performance of the considered
PC-IoHT network (consisting of 10 sender and 1 sink Tmote-Sky motes) under Rank, DoDAG, and
Blackwhole attacks. Depending on the mode of operation of PC-IOHT (i.e., normal or emergency),
the simulation-based performance analysis is performed under two cases, i.e., 1 — packet /minute &
6 — packets /minute). We used an extensive set of performance evaluation parameters such as number of
packets generated, number of messages, number of packets successfully received at the sink, message delivery ratio,
packet reception ratio, throughput, and overall power consumption to evaluate the network performance
of PC-IoHT under different attacks. These performance parameters are discussed in their respective
subsections below for both operation modes. The profound examination of attacks” impact is done by
splitting attack analysis into two parts (with various malicious nodes). We used 20% (i.e., two out of
10) malicious nodes in the first part, and the second part has 40% (i.e., four out of 10) malicious nodes.
To better understand the impact of these attacks on PC-IoHT, we compared the performance with the
no-attack scenario. Table 3 shows the parameters and their respective values used in the simulation.
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Table 3. Simulation Parameters.

Simulation Parameters Value Simulation Parameters Value

Radio Model UDGM Type of Motes TMote-Sky
Number of Sink 1 Number of Motes (sensors) 10
Simulation Time 30 minutes Simulation Area 30m x 30m
Transmission range 15m Interference range 20m
Transmission ratio 100% Reception ration 90%

Message sending interval  60sec; 10sec; Buffer Size 8 Packets
Payload 100Bytes Objective Function MRHOF-ETX
CCA Count 3 Max. MAC Re-transmission 3

Max. RPL Instance 1 Max DAG Instance 2

Max. Packet Length 127Bytes Channel Check rate 8Hz

Buffer Type FIFO Compression Method HC06
Transport Layer UDP Network Layer ulPv6+RPL
Adaptation Layer SICSlowpan  MAC layer CSMA

RDC ContikiMAC  Framer IEEE 802.15.4

The PC-IoHT network, which we considered, is supposed to operate in two modes: (i) Normal
mode; (i) Emergency mode. Normal mode is when the patients’ vitals (under normal conditions) are
regularly captured by medical sensing devices and posted to the sink for further processing. This
periodic interval is 1 minute for the normal mode of PC-IoHT. The collected physiological data is sent
to the sink every minute. However, in the case of some medical emergencies (which can be detected by
abnormal vitals), the physiological parameters need to be monitored in very short instances. Hence,
in such a case, medical data is captured every 10 seconds and transmitted to the sink for further
investigation. In the emergency operating mode, the data transmission rate is six times higher than in
the normal mode. It indeed degrades the network performance in the presence of malicious activities.
The following subsections analyze the parametric performance of PC-IoHT hit by 2 and 4 malicious
nodes (out of 10 motes) of different attacks when operated in normal and emergency modes.

4.1. Result analysis

Figure 3 depicts the number of packets generated (in both modes) by PC-IoHT when hit with
Rank, DoDAG, and Blackhole attacks. The performance is compared with the no-attack scenario for
the respective parameters. As observed in the figure, for both parts (two malicious and four malicious),
the number of generated packets in the no-attack scenario is significantly lower than all others, and the
blackhole attack has the highest number of packets. This trend is due to the network’s high number
of retransmitted packets. The PC-IoHT under no-attack has almost no retransmission, while most
packets are not delivered to the intended destination (sink) when a blackhole attack occurs. However,
in emergency mode, it is noted that the PC-IoHT generates packets more steadily under no attack. The
total number of packets exchanged between motes and the sink, and the number of duplicate packets
are also exhibited in the same figure (Figure 3), for all the mentioned attacks. As is notable, PC-IoHT
hit with the blackhole attack performs the worst among them. It attains the highest number of total
packets, most of which are duplicates. It is because blackhole malicious motes remove all packets that
should be forwarded upwards. The situation worsened with increased malicious motes as duplicate
packets significantly grew. For instance, in the case of four malicious motes, the number of packets
under blackhole attack is more than 8X what we get in a no-attack situation. The duplicate packet, in
this case, increases to 10934 from just 4 in the no-attack case.
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Figure 3. Comparative analysis of the number of packets and messages under different cases.

It is noticed that PC-IoHT, without any malicious motes, generates more data messages because,
in other cases, malicious motes either do not transmit any messages or send false messages to interrupt
the communication. The gap in the number of messages significantly increases when the transmission
rate rises to every 10 seconds. If we talk about the total number of data messages generated throughout
the simulation, then around 300 messages are generated by all ten motes, ideally (no-attack scenario).
Thus, the sink must receive all transmitted messages without losing any. However, even in the
no-attack case, it is not possible. The messages are dropped or lost due to buffer loss or channel loss.

Therefore, Figure 3 also illustrates the total number of messages transmitted and received within
the 30minute (simulation time). We show that 290 messages are transmitted and received in the
no-attack case. However, if we compare the blackhole attack case with this, just half of it (i.e., 145)
packets are received in the normal operation mode of PC-IoHT (perform most inferiorly). In this
case, the two malicious nodes block the same number of transmitted messages. The performance
drastically deteriorates when malicious nodes increase (from 2 to 4). The increased transmission rate
(i.e., emergency mode) further degrades the number of received messages significantly.

Figures 4 and 5 display the overall throughput of the PC-IoHT under attack and no attack in both
operational modes. The illustration of plots confuses readers in that it seems like the throughput of the
no-attack case is the least of all. However, here one important point needs to be raised to counter this
phenomenon; it is that, as mentioned in the Figure 3, the least number of packets have been exchanged
in the no-attack scenario, and the blackhole attack has the highest. The throughput of no-attack is
lower than others because fewer packets are lost and re-transmitted.
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Figure 4. Overall Throughput [Normal mode].
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Figure 5. Overall Throughput [Emergency mode].

The depletion of current in Tmote-Sky (type of motes used in PC-IoHT) is 21.8m A in reception,
19.5mA in transmission, 1.8mA in MCU-on, and 54.5p A in idle [30]. Thus, the exhaustion of energy
resources depends on the number of transmissions and receptions. The overall power consumption in
millijoule(m]) normal and emergency mode is depicted for both 2 and 4 malicious nodes in Figure 6
and 7. It has been noted in all situations that PC-IoHT consumes minimal energy resources when no
malicious activity exists. It is because all the motes of PC-IoHT are alive and efficiently utilize the
energy resources throughout the simulation in the no-attack scenario. However, it is noticed that some
of the motes in rank, DoDAg, and blackhole attacks barely consume any power; these are malicious
motes that, most of the time, block incoming packets from being forwarded toward their destination.
As mentioned, the maximum number of packets is exchanged due to many retransmission attempts
when PC-IoHT has blackhole malicious motes. Hence, in this case, the power usage is more than
in others.
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Figure 6. Average Power Consumption (in mJ) [Normal mode].
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Figure 7. Average Power Consumption (in mJ) [Emergency mode].

The number of packets that successfully reached the sink (for both operating modes) is exhibited
in Figure 8. Keeping in mind the number of retransmissions, it is observed that the no-attack case
outperforms all others in delivering packets successfully to the sink. The blackhole case is the worst
due to the most retransmitted packets. Following the same trend, the packet reception (delivery)
ratio (PDR/PRR) (displayed in Figure 9) of the no-attack PC-IoHT surpasses others. As expressed in
Figure 10, the ratio of message delivery (MDR) traces the same pattern as PDR (for both data rates).
The MDR of the no-attack scenario attains MDR as 1 because no message is lost in the transceiving. As
a result, the DoDaG and rank attack cases are closed to the no-attack case with fewer lost or delayed
messages. However, the blackhole attack case has minimal MDR because of the many lost messages.
We finally summarize the outcome of this study in the following section.
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Figure 8. Packets successfully received at Sink.
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Figure 10. Message Delivery Ratio.
5. Conclusion

Handling personal and private medical information makes IoHT highly vulnerable to security
attacks and puts critical data at constant risk. We have discussed several attacks and threats that
are possible in RPL-based PC-IoHT. In this work, to analyze the impact of blackhole, rank, and
DoDAG attacks on resource-restricted 6LoWPAN-RPL based PC-IoHT, the simulation is performed
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on Cooja simulator over Contiki OS. The performance of PC-IoHT under attack is examined on two
operating modes that are based on data rate, i.e., I-packet/minute (normal mode) and 6-packets/minute
(emergency mode). Furthermore, the performance is investigated with 2 and 4 malicious nodes (out of
10 motes) induced in PC-IoHT. An analysis of performance evaluation parameters such as the number
of packets and data messages, throughput, power consumption, PRR, MDR, and success packets are
scrutinized to assess the attacks’ effect. A careful observation of these extensive results concluded
that a blackhole attack is the worst among them. It drastically deteriorates the overall performance of
PC-IoHT. Furthermore, the blackhole attack can easily be converted into a sinkhole or gray hole attack,
worsening the situation even more. In future work, we will try to propose a security mechanism to
defend PC-IoHT from blackhole, sinkhole, and grayhole attacks.
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