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Abstract: The Internet of Medical Things (IoMT) is playing a pivotal role in the healthcare sector
by allowing faster and more informed hospital care, personalized treatment, and medical solutions.
Several authentication systems are used to safeguard the data and authenticate the devices, but some
of them are inefficient and some of them have some limitations. A very effective and trustworthy
solution for resource-constrained medical devices is provided by Physical Unclonable Functions
(PUF) - based identity and authentication systems. This paper proposes VXorPUF, a Vedic Principles -
Based Hybrid XOR Arbiter PUF. Modeling attacks were performed on the proposed architecture and
an accuracy of 49.80 % was achieved. Uniqueness, Reliability and Randomness were the figures of
merit used to evaluate PUF. A further study was evaluated the uniformity of (m,n,p)-OAN-XOR-PUF,
and a result of 43.75% was found, which is close to the ideal value of arbitrary PUF response.

Keywords: Internet of Medical Things; Arbiter PUF; security and privacy; physical unclonable
function; machine learning; authentication framework

1. Introduction

The IoMT has become an integral part of our daily life. Due to recent technological
breakthroughs and the advent of low-power, high-performance IoT devices, establishing
an IoT ecosystem has become simple and straightforward. Several fields are being utilized
by the Internet of Things, including Smart Grid, Smart Self-driving Cars, IoT Farming,
Smart Homes, Smart Healthcare, Military, Smart Cities, and Smart Industrial facilities. The
demand for smart healthcare system using medical devices is high in the technology market
besides of other applications of IoT. IoMTs are the potential of today’s medical systems,
in which every medical equipment will be hooked up to The internet and supervised
by healthcare practitioners [1]. In IoMTs, highly sensitive personal health information
is mainly collected, so maintaining patients’ privacy and security is essential to helping
reduce the risk of negative consequences on their health or causing their death in the worst
case scenario [2].

With the global pandemic, majority of the population has become health-aware and
started using fitness trackers, health monitors and smart devices to improve the quality
of life. This has given rise to an increased cyber attacks on the IoMT ecosystem [3]. Fig. 1
shows the JoMT ecosystem where patient’s medical data is collected through smart medical
devices and sensors. Using the internet, applications for the IoMT are able to receive raw
data collected by smart devices. The information is subsequently sent on to the medical
practitioners and medical professionals, who respond to the people who require assistance.
The data needs to be stored and cleaned through IoMT applications before sending to the
laboratories. In addition, there is a need to use additional software, and apps to assist with
both the display of and analysis of the medical data.
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Figure 1. The Internet of Medical Things (IoMT)

Devices indicated that poor or restricted resources, such as CPU computing power, se
ROM, RAM, and battery life, are classified as constrained IoMT devices [4]. Although 7
the devices are modest in size and lack the functionality to operate for intended job, ss
constrained IoMT devices provide a wide range of functionalities. IoMT devices with 1o
resource-constraints are capable of collecting raw data from patients such as heart rate, 4o
glucose level, and other parameters and transmitting it to healthcare practitioners for
promising treatment [5]. The IMD’s ecosystem is more promising because of low-power a2
wireless technology [6] (RFID, NFC, BLE, WIFI, SigFox, Bluetooth, Ingenu, Weightless s
Zigbee, LoRa and Z-Wave) that require less battery life. These IoT devices have fewer 4.
microcontroller units (MCUs), less computing capability, and less random access memory s
(ROM) than others. They also require fewer functionality for wireless network protocols. s
Typically, devices with limited resources include 8-32 bit microcontroller units, up to 32 kb 47
RAM, and up to 256 kb read-only memory (ROM). In comparison to other wireless tech- 4=
nologies, LoRa, SigFox, Ingenu, and Weightless have the highest computational power of 4
MCU and ROM, which range from 16 to 32 bits and 32 to 512 kb, respectively. Furthermore, so
in TX mode, resource-constrained devices require 10 mW to 500 mW of power. Adapting s
resource-constrained devices to IoMT devices poses a significant challenge, as IoMT re- s
quires quick computing resources and increased storage capacity to retain raw data from s
patients on a continuous basis [7]. Also, Security issues of transmitting and collecting data  sa
have become a major worry of the IoMT system due to resource-constrains. 6G and beyond s
technology are now being used extensively in IoMT due to their tremendous bandwidth s
and fast response times [1]. 57

IoMT is regulated to increase clinical safety through the use of wireless medical sensor  ss
networks (WMSNSs) [8]. In WMSNs, edge medical devices first measure patient’s medical  se
condition and collect data such as pressure level, heart rate, glucose level and then sentit o
to the medical practitioners through gate-way nodes(GWNs) for analyzing. A GWN with e
a large amount of computing power and memory capacity can serve as a useful medium e
between Sensor Nodes (SNs) and MPs because SNs are limited in resources and cannot s
perform sophisticated operations. WMSN security and privacy must be addressed because  «a
of unanticipated threats in public communication [9]. o5

A network of blocks known as a blockchain is used to store information with elec- 6
tronic signature. Blockchain utilizes a number of fundamental technologies, including e
decentralized consensus methods, cryptographic hashes, and digital signatures, to operate s
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Figure 2. Outline of this paper.

in a distributed system [10]. There is no need for any intermediates to authenticate and e
validate the activities because they all take place in a decentralized system. Blockchain 7o
offers certain important features including decentralization, transparency, immutability, 7
and auditability [11]. There are several applications for blockchain technology acrossa 7
number of industries, including finance, healthcare, supply chains, digital media platforms, 7
and remote service delivery [12]. Blockchain technology has additional uses, such as energy 7
production and distribution, crowdfunding, electronic voting, identity authentication, and
controlling public records [13]. 76

For IoT ecosystems, security and privacy are absolutely essential. A strong authen- 77
tication architecture helps protect an IoT system from many threats. To secure the data 7
and authenticate the devices, several IoT authentication schemes are used, however some 7
of them are ineffective and some of them have some limitations. PUF and blockchain  so
may potentially be a viable option for IoT system authentication [14]. Blockchain is an &
emerging technology that combines hardware security primitives using PUFs to solvea e
variety of IoT system requirements, including bandwidth, connectivity, scalability, and e
energy. Combining Blockchain and PUF enables an effective architecture that ensures data s
authenticity and device reliability in IoT networks [15]. For the reliable and lightweight s
WMSN authentication, a combination of blockchain and PUF might well be beneficial [9].  es
The advantages of implementing Blockchain algorithms in IoT systems are numerous. It &7
can be used for edge device authentication and verification in addition to maintaining data  ss
confidentiality and privacy. 80

The outline of the main ideas in this work is shown in Fig. 2. The IoMT, security, o
and privacy, the blockchain on PUF, and the resources that contained IoMT devices are o
discussed in the first section. The second section emphasizes PUFs and the attack on PUFs o2
through machine learning. In the third section, we talked about some earlier research on o3
PUF-based security for IoMT devices. In the fourth section, we proposed a hybrid XOR s
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arbiter PUF that is reliable for [oMT devices. We talked about the uniqueness, reliability, s
randomness, and uniformity of our suggested XOR PUF in the experimental results section. s
In this section, we also used a machine learning attack on puf to verify the reliability of our o7
proposed models. At the conclusion of this study, we reviewed our findings and offered s
some insightful recommendations for the works to come. 99

2. PUF and Machine Learning attack on PUF 100

PUF are the Hardware Assisted Security primitives for reliable and lightweight se- 10
curity in resource-constrained environments, such as the IoT and IoMT devices. A PUF 102
creates secret keys from intricate physical characteristics of a material that are challenging  1os
to duplicate or clone, rather than preserving secrets [16]. PUF receives inputs in the form 10
of "challenges" and outputs "responses" made up of genuine random numbers. PUF can 105
be classified in three ways, silicon PUFs, non-silicon PUF and security based PUFs. Fig. 3 106
shows the PUF classification.

PUF
Silicon PUFs Non-Silicon PUFs Security Based PUFs
¥ v Strong PUF
Delay-Based Memory-Based +  Controlled PUF
Weak PUF
Arbiter PUF . SRAM
Ring Oscillator (RO) * Butterfly

Figure 3. Classification of PUFs

In [17], the phrase "silicon PUFs" was used to describe physically unclonable devices 108
created using traditional integrated circuits. Since silicon PUF does not require any modifi- 100
cations to the production process, it is undoubtedly the most simple PUF. The three main 110
types of silicon PUFs are delay-based PUFs, memory-based PUFs, and analog electronic 111
PUFs. These classes can be divided depending on the many sources of variation [18]. 112

Arbiter PUF is delay basde PUF, which is one of the popular PUF. Each IC has its own 13
distinct delay characteristics as a result of the manufacturing variations of transistors and 114
wires; Lee et al. [19] made use of this characteristic to create arbiter-based PUF, which is  11s
secret information specific to each IC. The purpose of the arbiter PUF is to consciously 1
induce a race condition among two digital routes on a silicon chip. Despite the fact that the 117
two approaches are identical and therefore should cause the same delay, unexpected minor s
differences throughout the fabrication process guarantee that one option will ultimately 110
be faster compared to the other. The routes are filled with multiplexers, also known to 120
as "Switch Components”. The multiplexers receive challenge bits as select inputs. The 12
comparison pathways are either kept the same or are reversed by each switching component. 122
As a result, there are many different potential paths. One of the major drawbacks of PUF  12s
for the metastablity of the delay flip-flop is that it has comparatively poorer reliability [20]. 124
In order to prevent irreversible changes in the digital circuitry of a network, it is crucial to  12s
research the effects of aging on PUF. On the PUF modeling attack has a significant impact 126
because to the aging effect [21]. Digital circuits eventually fail due to the aging effect, which 12
reduces performance. [22] they mentioned that due to the aging effect PUF response could  12s
be unreliable though there is no effect on randomness of PUF. Fig. 4 depicts the structure of 120
Arbiter PUFE. 130

Machine Learning (ML) based modeling attack resistance is a significant need For s
PUF circuits. There have been reports of some Arbiter PUF compositions that have resisted 132
modeling attacks and frequently need a lot of computer power for effective modeling [24]. 133


https://doi.org/10.20944/preprints202303.0499.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 March 2023 d0i:10.20944/preprints202303.0499.v1

50f 17
Challenge
0 0 0 ()
1 1 1 1 >
=, Response
=
=
o
1 1 1 :
0 0 0 0

Figure 4. Architecture of Arbiter PUF [23]

ML, a highly parameterized strategy to produce predictions from observational data by 13
employing specialized algorithms, is a key tool for conducting modeling threats [25]. In 135
the recent past, ML has been utilized for PUF security research, where an attacker attempts 136
to create a duplicate PUF model [26]. Attacker also makes an effort to accurately estimate 137
the PUF response [27]. Modeling attack resistance is essential for PUFs because to ML's  13s
huge development and rising prominence in both science and industry. 130

3. Related Works 140

In today’s digital revolution, Protecting patients” personal and medical information s
from unauthorized users, interpretation, and modification is a top priority. Security is 1a2
becoming an increasing vital concern of makers and healthcare providers, because IMDs 14
provides a significant services to the patients. Here is a review of some of the contributions 1ss
the researchers made to the intelligent IoMT security framework. 185

Kwarteng et al. [28] mentioned some security threats of IMDs. DoS (Denial of Service) 14
attack is one of them, this type of attack reduce the battery life expectancy. Reply Attack, 147
try to change the status of IMDs by resend the identical request from a controller who 14
already trusted. The researchers also discussed Software Injection, Man in the middle, and 14
Side Channel attacks. Kautras et al. [29] addressed security protocols and constraints of s
IoT devices, when they adapt to the IoMT specialized network typologies. The researcher 1is:
also identified alternative mitigation control that can be used to safeguard IoMT systems. 1s2
Hatzivasilis et al. [30] mentioned BYOD (bring your own device) is another essential part ss
of smart medical sectors that must be safeguarded in order to protect our patients’ personal 1ss
information. 155

Rahman et al. [31] demonstrated the significant vulnerability assessments for oMT  1se
devices in WMSNSs, as well as serious security flaws, in order to prevent hostile cyber- s
attacks. Furthermore, they discussed existing cryptographic authentication procedures 1se
to protect smart medical devices from cyber-attacks and discussed feasible solutions for 1se
addressing security weaknesses. Kumar et al. introduced cyber-attacks into IoMT networks, 1e0
which are rapidly growing nowadays in hospital environment. They also introduced a 1
solution for spotting cyber-attacks in fog-cloud infrastructure [32]. Nandy et al. presented a ez
Swarm-Neural Network (Swarm-NN) technique for securing healthcare data while storing  1es
and sending information from the edge to the server with greater accuracy. This approach 1es
also detects threats and keeps track of the data’s accuracy and parameters [33]. 165

Almogren et al. [34] introduced sybil security risks, in which a single person creates 1es
several phony social media profiles in order to spread destructive misinformation. A  1er
fuzzy logic-based trust management (TM) technique has been presented by the researcher es
for mitigating the sybil security risk in medical environment and healthcare systems. 160
Papaioannou et al. referred to a few hypothetical risks including potentially significant 170
security mechanisms of IoMT devices [35]. Karmakar et al. [36] introduced a security in
design for forthcoming network virtualization platforms like OpenMANO. Furthermore, 17
they explained how this security design used trusted healthcare network functionalities 173
to authenticate IoMT devices. Wazid et al. explored some potential architecture and 17
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their implementations of IoMT ecosystems, as well as various malware attack and their 17
symptoms. They also gave a comparison of the various malware detection systems that are 176
currently in use, as well as some challenges and recommendations for future research [37]. 177

Hardware Assisted Security (HAS) is a promising security solution for lightweight 17
and robust security in IoMT. There are various security solutions proposed for the [oMT 17
ecosystem [38,39]. PUF is a hardware assisted module to generate natural random numbers  1s0
for cryptographic purposes [40]. PUF uses the manufacturing variations introduced during 1s:
the fabrication of Integrated Circuits (IC) to generate the random numbers. The inputs and s
outputs of PUF are called “challenge - response pairs” (CRPs). PUF is used as a hardware  1es
security primitives for various applications, such as device authentication, communication, 1ss
intellectual property protection, and so on [41,42]. 185

Many designs of PUF were developed over the past few years for different applications. 1s6
With the advancements in deep learning, PUF is vulnerable to modeling attacks [43,44]. 1er
Research has been going on to design a modeling attack resistant PUF [45]. Though many s
architectures were designed to resist the modeling attacks, the accuracy of such designs has s
always been over 70 % [44,45]. With the high performance computing and developments 190
in deep learning techniques, modeling attacks on PUF are becoming more aggressive and 1o
successful. This paper presents VXorPUF modeling attack resistant PUF for [oMT devices. 102

The researchers [46] prototyped the lattice PUF to secure IoT device against machine o3
learning attacks. In Lattice PUF, the PUF logic proper required 45 slices, and the fuzzy 1es
extractor required 233 slices. In all of their attacks, they used a variety of ML models, 105
including logistic regression, support vector machines, and deep neural networks. After s
analyzing their model they got the accuracy of above 50.24%. Subthreshold current array o7
PUF (SCA-PUF) was proposed to resistant the machine learning attack [47]. In addition, 1es
amplifier-chain-based XOR-PUF[48] was also proposed. By employing 1 million CRPs as 199
training datasets and an artificial neural network, the researchers achieved an accuracy 2o
of 50.70%. Furthermore, [49] the researcher demonstrated MPUF, which notably prevents 0.
ML attack. Their MPUF also performs better when it comes to randomness, reliability and 2o
uniqueness. After analyzing the machine learning model they got the prediction accuracy 2o
of 53.80%. 204

The researchers [24] introduced deep neural network based attack on wide variety zos
of PUFs. They considered 64-bit and 128-bit arbiter PUF for modeling attack on PUFs. 206
The attack is reasonably resilient to input dataset noise and computationally viable for the 2o
majority of real PUF designs. Though they need to be theoretically justify their proposed  zos
modeling attack on PUFs. Canaday et al. [50] proposed a unighe model-free ML attack, 200
which model is based on deep learning based algorithms. Their framework against strong 210
PUFs, which makes use of both collected CRP data from a particular target PUF and data 21
gathered from additional PUF instances of the same type. The researchers also noted that 212
their framework performed better than a number of other robust PUFs that are currently 213
ML-resistant. Wang et al. [51] proposed a new ML-resistant robust PUF design. Their 21
approach offers a way to combine inverted responses with regular ones, and that way ML 215
algorithms are unable to generate a reliable model of the internal PUF. 216

4. Contribution 217

For an IoT security system that is both lightweight and reliable, a large number of keys 218
must be addressed. The number of devices utilized to design the PUF typically determines =210
the length of the PUF key. The following are this paper’s main contributions. 220

B We suggested using the Veda theorem to lengthen the key in order to avoid the the = 2a
large number of device to collect PUF keys. 222
B Conventional XOR PUF requires 64 times response generation using 64 challenges. 22
Whereas the presented paper only requires one 64-bit challenge which eliminates the 224
requirement of challenge key size. Moreover, 13 times response generation is required  z2s
instead of 64 times. 226
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B After applying the Vedic theory, we obtained nearly optimal uniqueness, randomness, 22

and reliability values of PUFs. 228
B We found that the ML accuracy for the VEDA sequence was 49.80%, indicating that 22
the VEDA PUF is vulnerable to ML assault. 230
5. Proposed VXorPUF: A Hybrid XOR Arbiter PUF for Robust Security in loMT 231

The proposed VXorPUF uses the ancient Vedic principles at the core of the architecture 2s2
to generate the modeling attack resistant CRPs. Veda-PUF, a controlled PUF architecture =23
for robust lightweight design was proposed in [52]. VXorPUF uses the principle behind 234
Veda-PUF as a controller mechanism to design a Hybrid XOR Arbiter PUF resistant to  2ss
modeling attacks. 236

Challenges

Key
Controller

R7-R12

Figure 5. Proposed VXorPUF Architecture

As shown in Fig. 5, The challenges given to the PUF are processed through a key- 23
controller. This uses the vedic-principles to increase the key length to create 12 keys out of  23s
the challenge. Using the vedic principle, ghana, and jata, 3 bits of the challenge are repeated =230
13 times. For instance, consider three bits by, by, and b3. Following is the expansion for the 240
three bits: 241

s1 = [b1, ba][ba, b1][b1, b2, b3][b3, ba, b1][b1, by, b3] (1)

Equation 1 is used to generate 12 keys out of the challenge and give to the Arbiter PUE. 242
Out of the 12 keys, 6 keys are selected and sent through AND, OR and NAND logic gates. 243
The outputs of the logic gate are sent to an XOR gate for consolidation. The rest of the keys, 24
7 - 12, are passed to the XOR gate at the final stage. The final response is collected from the 245

XOR gate and used for cryptographic purposes. 246
The proposed VXorPUF methods divided into three steps that is presented in Algo- zar
rithm 1. 248

1.  Challenge extension using key controller: The original challenge C. will pass through 24
key controller where Verdic principle will be applied. The controller will produce =zso
extended challenge R.. The produced key will be divided into 12 partial 64-bit =2s:
challenges which is represented by C,. If the requirement of processing controller is 252
valid then it will process further otherwise drop the challenge. 283

2. PUF response generation: Partial challenges C;, will act as input challenge C, of the 254
PUF. Each challenge will generate unique response R, for each challenge. In this stage =ss
12 responses will be generated using 64-bit Arbiter PUF. 286

3. VXorPUF response production: After inserting the PUF responses into the OR-AND- 257
NAND block, PUF output is received. This block will generate 64-bit output using 12 2ss
64-bit responses. For example, to generate first output bit, bit-1 of first 2 responses 250
will go to AND gate, next two responses first bit will go to NAND gate, first bit of 2e0
fifth and sixth response will be used as input of OR gate. Three output of logic gates  ze:
and first bit of response seven to twelve will be the input an XOR gate. The XOR gate 22
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Algorithm 1: Device Enrollment Phase

Input :Challenges (C.) to PUF in IoMT Device
Output: Responses from VXorPUF module R,

1 Select the challenges for Key Controller C;

2 for each controller challenge C. do

3 if Controller requirements met then

4 R, + C;;

// R, = Controller response

5 Re = Cp;

// Controller response(R.) devided into 12 challenges (C,) for
PUF

6 else
7 | Drop the challenge;

s for each challenge Cy, (12 times) do

9 if PUF requirements met then
10 Ca < Cp;

// C, = Arbitter PUF challenge
11 R, =Cg;

// Arbiter PUF Response(R;) is considering as input challange
(C;) of Arbiter PUF

12 | else
13 | Drop the challenge;

14 for each VedaPUF input R; do

15 Ry—(ORGANDSNAND) < R;;

// R; is the combined responses (R;)

16 Secure Database < Ry, Cg;

// Ry = (OR(GANDDNAND) -PUF output

// Store the input challenge and VedaPUF output pair in secure
database.

will produce the first bit of the output. Consequently, rest bits will be generated and  zes
finally the input challenge of the key controller and the VedaPUF output will be saved 264
in a secure database. 265

6. Experimental Results 266

The PUF is designed using a Field Programmable Gate Array (FPGA). A 64-bit arbiter 267
PUF was employed among other PUFs, and it can produce CRPs, satisfying the necessary zes
PUF requirements. Xillinx Basys 3 FPGA was used to prototype the VXorPUF. One FPGA 260
was attached to a Raspberry Pi in the experimental setup to create an MD. FPGAs’ PUFs 270
were used to implement the challenges, and linked Raspberry Pis were employed to =n
compile the responses. The output bit for the arbitrator PUF is determined by comparing =7
the amount of time needed to traverse a signal. The work was implemented with the help 27
of Google Colab, BASYS3 FPGA, and Raspberry Pi 4 B+. The CRPs are collected from the 274
PUF module. 500000 keys were selected as a challenge and 500000 responses were collected 275
from the VXorPUFE. 276

The core component used in the VXorPUF prototype was a 64-bit Arbiter PUE. The 277
challenges and the responses were 64-bits in length. Besides modeling attack resistance, 27s
the PUF has to satisfy the figures of merit (FoM) for the keys to be used for cryptographic -
applications. This paper considers three FoMs, uniqueness, reliability and randomness. 280

S

3
©
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6.1. Uniqueness 281

A uniqueness of PUF is the ability of the module to generate a unique key at the e
module. A key generated by a PUF for a respective challenge is unique to the module and  zss
cannot be generated by a different challenge. Hamming distance is used to calculate the s
uniqueness of the keys generated from the PUF. 205

u=49.9954
o= 0.0599

3000

2500

2000

1500

1000

Frequency of Occurrences

500

49.8 49.9 50 50.1 50.2
Hamming Distance (%)

Figure 6. Uniqueness of PUF

Fig. 6 shows the uniqueness of VXorPUE. The ideal hamming distance of a PUF is 50 26
%. As shown in the figure, the proposed PUF design has a mean uniqueness of 49.9% and a  zer
standard deviation of 0.05%. These keys show a value close to the ideal values showing a 2ss
strong key generation. 280

6.2. Randomness 200

Randomness of the keys are the number of 1 and 0 bits in the generated key. A uniform 20
distribution of 1 and 0 in the final key shows a strong resistant to prediction and a better 2e2
uniqueness. The ideal value of randomness of the PUF keys is 50 %. Fig. 7 shows the 203
randomness of the keys generated by the VXorPUE. As shown in the figure the mean 204
randomness is 49.9 % with a standard deviation of 6.2 %. 205

6.3. Rellabllzty 206

Reliability of PUF is the ability to generate a consistent set of CRPs under various =7
conditions. To test the reliability of the PUF, initially, the same challenge is repeated to test 208
the response for multiple runs. The same test is repeated for multiple challenges considered  ze0
during the testing phase. For given challenges, the VXorPUF showed a reliability of the 00
99.9 %. The PUF module is tested for reliability under temperature variations. Multiple 3o
temperature points were considered, from 50°F through 150°F at 15°F intervals. At each o2
stage, the keys were collected to test for reliability. The VXorPUF showed a reliability of o3
99.9 % with a consistent generation of CRPs. 304


https://doi.org/10.20944/preprints202303.0499.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 March 2023 d0i:10.20944/preprints202303.0499.v1

10 of 17

><104 T T T T
5| 1=49.9966
6=6.2872
g
5
=10 :
S
S
5
3
T 5¢ |
o
LL
0
20 30 40 50 60 70

Randomness (%0)

Figure 7. Randomness of PUF

6.4. Uniformity of OAN-XOR-PUF

Fig. 8 shows the overview of OAN-XOR(m-OR, n-AND, p-NAND)-XOR-PUEF. The
ratio of "0" or "1" response bits in a PUF is known as uniformity. This fraction needs to be
50% for really arbitrary PUF responses[53]. Calculating the uniformity is as follows: [54]

n
Uniformity = % Z 11 x 100%
=1

where n is the total number of responses, and this study’s uniformity is set to 1%.

In order to indicate uniformity with the proportion of "1," we use the symbol U. Before
reaching the uniformity of (m,n,p)-OAN-PUEF, we analyzing the uniformity of m-OR-PUF,
n-AND-PUF, and p-NAND-PUE

1. Uniformity of m-OR-PUF:
If all m inputs are 0’s, the output of the OR logic operation will be "0". Uniformity of
OR is expressed as,

1
Uor =1— 70

We can observe that, particularly when m is large, m-OR-PUF shows a bias toward
response "1".
2. Uniformity of n-AND-PUF:
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Figure 8. Overview of (m,n,p)-OAN-XOR-PUF

OAN-XOR
Output

The output of the AND logic operation will be "1" if all n inputs are 1’s. The expression
for uniformity of AND is,

1
Uanp = o

We can observe that n-AND-PUF tends to favor the response "0," particularly when n
is large.

3. Uniformity of p-NAND-PUF:
If all p inputs are 1’s, the output of the NAND logic operation will be "0". Uniformity
of NAND is expressed as,

1
Unanp =1— 7

4. Uniformity of OAN-PUF:
The response of OAN-PUF is "1’, if one of the OR, AND, NAND PUF is "1” and all
three equal '1". The m-OR, n-AND, and p-NAND logic gates all have two inputs,
hence m=n=p=2 in this situation.. The OAN-PUF uniformity is defined as follows:
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Uoan = UorUanpUnanD + Uor (1 — Uanp)
(1—Unanp) + Uanp (1 — Uor) (1 — Unanp)
+ Unanp (1 — Upr) (1 — Uanp)
1.1 1 1 1
=(1-5m)am(l-5) + (- 5) (1-55)
1 111 1.1 1
oty T (15 w1 50)
(2m —1)(2F —1)
om+n+p
(2m—1)(2" —1)
om+n+p
2P —1) (2" -1
+1+ ( Zm)+gz+p )
_ 3%3+3%3+1+3%3
- %
28
T 64
= 43.75%

After doing the OAN-PUF calculation, we have demonstrated that the (m,n,p)-OAN- s
PUF uniformity is 43.75%, which is near to the ideal values of 0.5 %. The m-OR-PUF  s2s
and n-AND-biased PUF’s uniformity does not spread and has no high impact on the sz

N
Iy

(m,n,p)-OAN-PUF’s final uniformity. 327
6.5. Machine Learning Method 320
Various architectures of PUF were generated through the PUF module and 320

w

In this work, 64 bit challenges were generated utilizing an arbiter PUF employing a 30
BASYS 3 FPGA. The data was generated at the lab. For the purposes of making training, s
validation, and testing, the dataset was divided 80:20. The first 80% of training & validation a2

will be used for training, with the rest for validation. 333

w
bt

ML Stages Amount of Data | Training | Testing

Pre-Processing 500000 400000 | 100000
Final Stage 455732 364585 | 91147

Table 1. Data for Machine Learning

The Machine Learning (ML) environment is created using Google Colab pro+ and s:s
runs totally in the cloud. The environment setup makes advantage of the NVIDIA Tesla 35
K80, T4, and P100 GPU that is built into colab. Google colab Pro+ uses a 52 Gb high-RAM 336
runtime to create an ML environment. 337

In this research multilevel binary classification were used. The widely used pattern sss
recognition and classification algorithm logistic regression is most often applied to classifi- 330
cation tasks. A logistic regression model was applied. Models based on this architecture 40
consist of four layers, with rectified linear units (ReLU) acting as activation functions in s
each layer. 50 epochs were run to evaluate the performance of the models and locate the = s
point at which the performance of the validation data leveled off. Different optimizer which  sas
were "Adam", "SGD", "RMSProp", "Adadelta", "Adagrad", "Adamax", "Nadam" tried to get sss
the best performance of the machine learning model. Also, various activation function (s
"ReLU", "Sigmoid", "ELU") were used. 346
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1.  Pre-Processing Stage: Fig. 9 shows the training and validation accuracy of pre- s
processing stage. At this stage, the input and output data were both 64 bits.Accuracy sas
is around 99.78% using activation function ReLU and optimizer Adam. ReLU and  sas
Adam outperformed other optimizer and activation functions when such factors were  sso
taken into account. 351

2. Final Stage: Fig. 10 depicts the last stage’s training and validation accuracy. After ss:
submitting the 64 bit response to the AON-XOR operation, 64 bit data were obtained  sss
and used for machine learning at this stage. With the activation function ReLU s
and Adam optimizer, accuracy is around 49.80%. At this stage, different activation sss
functions and optimizer were tested to compare them and forecast the most accurate  sss
model.. 357

To compare the performance of the proposed VXorPUF, the machine learning modeling  sss
attack was performed on the Arbiter PUF before the post processing stage of the keys. An 350
accuracy of 49.80% was achieved using the ReLU activation function and Adam optimizer. seo
ReLU and Adam outperformed other optimizer and activation functions compared to the e
other optimizer. Fig. 10 and Fig. 9 has shown the performance of machine learning for the se2
final stage and pre-processing stages, respectively. 363

Accuracy Optimizer
ReLU | ELU Sigmoid
49.80% | 49.85% | 50.00% Adam
49.85% | 49.88% | 50.00% SGD
49.94% | 49.85% | 50.23% RMSProp
50.19% | 50.14% | 49.90% Adadelta
49.93% | 49.82% | 49.89% | Adagrad
50.18% | 50.11% | 50.22% Adamax
50.17% | 50.05% | 49.95% Nadam

Table 2. Analysis the Accuracy of Final Stage for Different Optimizer and Activation function

Table 2 displays the accuracy of final stage while focusing on different activation ses
functions with optimizer. The best performance in this case is provided by the Adam ses
optimizer with the activation function ReLU. 366

Table 3 demonestrate the comparison analysis of PUF model. Where we have con- e
sidered the metrics of uniqueness, randomness and Machine learning model accuracy of = es
PUF for comparing previous work with our work. They [49] used MRAM-PUF for their e
research work, where uniformity response id around 95% though the p-value is higher than sz

100 —
0.95
0.90
=
&
E]
o
< 0.85
0.80
— Validation Accuracy
075 —— Training Acuracy
0 10 20 0 0 50
Epochs

Figure 9. Accuracy of Pre-Processing Stage
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Figure 10. Accuracy of Final Stage
References | Randomness | Uniqueness | ML Models Accuracy
[46], 2020 49.98% 50% 50.24%
[47], 2019 52.8% 49.9% 60%
[48], 2021 — 49.92% 50.72%
[49], 2022 95% 49.76% 53.8%
Our Work 49.995% 49.9966% 49.80%

Table 3. Comparison Analysis of PUF

0.01. Which indicate that their MPUF is highly random. Our ML models accuracy is more 37
encouraging when compared to other researchers” work; we obtained a 49.80% accuracy 7
rate, indicating that our proposed PUF is more trustworthy. Additionally, we came close to  s7s
optimal values for randomness and uniqueness while considering our proposed PUF. 374

7. Conclusion and Future Works 375

As patient personal information is transferred and emergency medical care is required, s7
the healthcare environment’s security and privacy are of utmost importance. Using Vedic 37z
methodology, we have demonstrated that PUF provides greater dependability and secu- sz
rity in resource-constrained smart medical devices in healthcare system as compared to 37
generic PUF-based authentication procedure. We have analyzed three Figures of Merit s
(FoMs), Uniqueness, Randomness, and Reliability of arbiter PUF and Veda-PUFs, and got s
the promising outcomes of Veda-PUF for resource-constrained devices. In addition, our s
proposed model preformed better and achieved the accuracy of 49.80%. In future study, ses
we might consider bulk amount of PUF keys to evaluate how resistant the PUF against = ses
machine learning attack. 385
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