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ABSTRACT

Cashless payments are so common and popular that people are gradually not taking cash out of the house. But people still
need to carry some cash and a couple of debit cards, which increases the risk of people having their cash or cards lost or stolen.
The mobile payment method based on scanning codes solves the problem that you don't need to carry cash or cards when you
go out, but you still need to enter the APP to scan the code to complete the payment. This report proposes a POS system with
NFC technology, enabling people to complete transactions with new payment methods and reducing carrying other payment
tools. Therefore, this paper explores the understanding of the proposed system and improves its functionality. The project aims
to facilitate quickness for users to complete transactions, that is, near-field communication, using POS systems with received
signals for transactions. Data is collected via triangulated research methods from various respondents across Malaysia with
statistics and analysis on the proposed solution. The contactless NFC POS solution allows users to interact with the system via
smartphone host card emulation application technology to complete transactions and allow people to reduce carrying other
payment tools.
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I. INTRODUCTION . . s
NFC provides a new solution to solve the limitations

Convenience and speed are one of the life steps that of mobile payment. It highlights contactless
people in the world are pursuing. It should be communication and applications using smartphone
available in various fields and various services so host card emulation technology. The integration of
that people do n(_)t have to_slow down thg pace of life NFC technology and mobile payment will more
because of the inconvenience of certain things. In thoroughly realize the vision that people no longer
addition, convenience and speed are the goals of the need to carry cash or other cards to go out. Unless
current trading system, because it is very important people have other needs to carry cash or bank cards,
in various fields [1]. people can make any payment with just a mobile

. . . phone. This minimizes the risk of people losing their
Mobile Payments Pay for services and digital or property.[8].

physical goods using your mobile device without the
need for cash, checks, or credit cards. The
widespread adoption of mobile devices has spawned Il. PROBLEM STATEMENT
a new value transfer method that retains the
characteristics of mobile devices. With the advent of
smartphones and advancements in technology,
technology is now required in most areas of business
payments. After the survey, many people want and
call for the use of cutting-edge technology in mobile
payment methods [2-3].

With the advancement of technology, convenience,
and speed are very important goals and concepts in
mobile payment means. [9] Most people in our
country use debit/credit cards or scan-based mobile
payment apps to pay these days. These two payment
methods allow customers to execute payments faster
and easier than traditional cash transactions. It
eliminates the need for citizens to carry large
. h . amounts of cash in their handbags. To travel freely,
making payments using mobile payments has people only need to carry a small amount of cash and
become popular in many parts of Malaysia [4]. Since a few debit/credit cards. People are less likely to lose
COVID-19 is an airborne disease, the virus will money because of it. Additionally, COVID-19 has
inevitably attach to objects and migrate through had a severe impact on traditional payment methods.
physical contact. People will gradually reduce the The number of times people use traditional payment

use of cash because they are worried that it will carry methods has dropped sharply, and they have used
the virus and increase the risk of contracting covid- mobile payments one after ano’ther.[10]

19. With the reduction of the use of cash, mobile
payment services are getting deeper and deeper into
people's daily life and spread across various fields.
Although mobile payment applications solve the
problem of not having to carry cash or cards when
going out, there are still some restrictions when

paying [5-7].

With the intensification of the Covid-19 pandemic,

Every industry benefits from mobile stands. The
benefits of mobile payments for consumers have
already been discussed; the advantages for retailers
are discussed next. The use of mobile payments can
significantly reduce merchant operating expenses
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and can reduce merchant operating costs through
employees and labour. Its merchants may have
fewer problems managing cash, and the use of
mobile payments can significantly reduce the
number of merchants handling cash.[7].

Although these two payment methods are now
commonly used, there are still some limitations that
cannot be ignored. Each person must carry several
cards, and when paying, the card must be removed
from the wallet and scanned. Also, carrying a card
increases the chances of losing it and possible fraud.
Before starting to apply for a new card, people will
ask the bank to cancel the service of the card.
Although there is no need to carry cash or other
items when shopping using the scanning code
mobile payment method, users still need to turn on
the mobile device, log in to the application, and then
scan the code to complete the transaction. Therefore,
the POS system with an NFC function may be a
solution that can solve various problems in the
mobile payment system. Due to the limitations of the
above methods and the impact of the COVID-19
epidemic, there is an urgent need for technology that
uses NFC technology to complete the means of
payment.[8]

I1l. RESEARCH OBJECTIVE

ROL1: Ensure that users experience a high degree of
convenience for transactions when using mobile
payments.

RO2: Provide users with a comfortable contactless
payment experience when using mobile payments.
RO3: Innovative contact virus defence technology in
mobile payments.

IV. RESEARCH HYPOTHESES

RH1: NFC payment allows people to reduce
carrying other payment tools.

RH2: NFC payment will reduce the process when
users conduct transactions.

RH3: The use of NFC payments can reduce the
pandemic infection of contact payment tools.

V. PROJECT LIMITATION

Even while NFC payment enables people to leave
the house with nothing but their smartphones, there
are certain constraints in today's world. To use NFC
payments, consumers must first have a mobile phone
with an NFC module. Phones without this module
cannot support the technology. This will be a
significant barrier to the first marketing of NFC
payments [11].

Since NFC is still a relatively new technology in
Malaysia, many are taking a wait-and-see approach
to see how practical and secure the new technology
will be. Therefore, the reputation of service

providers is a signal of service quality to users who
are not familiar with them [12].

Because the user uses the mobile phone to bind the
card, the user's mobile phone may have problems
such as stealing and swiping the card. If their mobile
device is stolen or hacked, the user's information
will be obtained, and the attacker will then be able
to access their account.

VI. LITERATURE REVIEW

The Covid-19 pandemic has had a very sensational
impact on Malaysia's financial trading system. For
traditional financial transactions, the epidemic has
been catastrophic. To protect the well-being and
safety of the people, and to make the entire
transaction process more convenient, the payment
method is bound to undergo a major adjustment.
[13]

It is well known that COVID-19 poses a major threat
to global human health and has an impact on the
global economy. It attacks the human respiratory
system and can cause death in some people with
existing health problems; the risk increases with the
age of those affected. The virus is mainly spread
through saliva droplets or contact with people and
surfaces carrying the pathogen. The cash thus
becomes more expensive in terms of health risks,
ease of use, and the likelihood of acceptance.
Industry and academia need to conduct research in
the financial field to provide safer and more
convenient means of payment.[14]

COVID-19 has temporarily changed the relative
costs and benefits of different payment methods:
using cash has become expensive in every way while
using debit cards has become cheaper. As a result,
consumers have moved away from cash. According
to the survey, the pandemic accelerated the increase
in POS debit card usage, especially in the first year
of the pandemic. [14] In addition, the widespread
adoption of mobile devices has spawned a new way
of value transfer that retains the characteristics of
mobile devices, namely mobile payment [2]. From a
technical point of view, mobile payments are
services that use mobile devices to make payments.
Consumers can use mobile devices to pay for
services and digital or physical goods without the
need for cash, checks, or credit cards. The popularity
of mobile payments has created a proliferation of
payment methods for mobile service operators and
bankers. Operators include financial institutions and
banks, Internet companies, mobile communication
service  operators, communication  network
infrastructure builders, and companies that produce
mobile devices. Mobile payment has changed the
way people consume and the business models of
related industries and has had a huge impact on the
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economy. From this, we can see the influence of
other countries. For example, the Danish central
bank stopped printing banknotes and minting coins
in 2014, and announced in January 2016 that it
would stop banknote transactions, and vigorously
promote digital transaction mechanisms across the
country [3].

The financial industry has already provided some
methods for payment methods, and this writing
method does make users more convenient and
secure. But unfortunately, there are many defects in
the existing technology:
1. Internet is required to wuse in-app
transactions.
2. Requires the user to manually enter or scan
a code to pay with the app.
3. Different cards need to be carried.

Table 1 lists, explores, and compares the
technologies that can be used in the POS system, and
lists the advantages and disadvantages of each
technology. Therefore, the proposed system can be
identified according to the disadvantages of
competing technologies in Table 1.

Table 1: Comparison between Existing and future
methods

Existing Weakness

Technology

Card - Need to bring several
Payment cards, risk of loss and
[15-16] damage.

- Apassword is required to
verify identity.

RFID [17- - The cost of RFID is high
22] and affected by the
environment.
- One-way
communication
QR  Code - Application login is
[23-24] required.

- Manually enter the
transaction amount

- Scan may fail
Future Strength
Technology
NFC, HCE - Two-way
[25-26] communication
- Within 10cm scanning
range
- Less  expensive to
implement.

- Users can easily
complete the interaction
between devices.

Table 2: Current Payment method provide by
hypermarkets in Malaysia.

Aeon | Giant | Econsave | Mydin

Cash \ \ \ \
Debit/Credit | N N N
Card

QR- N N N N
payment

Pay Wave | \ \ \
NFC X X x x
payment

Table 2 shows the payment methods that common
hypermarkets in Malaysia offer to the people.
Although these hypermarkets have a variety of
payment methods, they have not implemented NFC
payment.

VII. METHODOLOGY

The research methodology section describes
gathering requirements and information from the
target audience and users and understanding their
expectations of the application. Triangulation
methods will be used for project research as shown
in Figure 1. It is a matter of understanding the basic
requirements and concerns of the target audience
and users.

Fact-finding refers to gathering information, usually
as part of the initial task, to gather facts for
subsequent work. The main purpose of fact-finding
is to gain an initial understanding of what people
know about the environment the team wants to know.
In an investigation or investigation, fact-finding is
the discovery phase. In this stage, questionnaires and
interviews are among the widely used methods to
collect information. Quantitative research and
qualitative research will be used in questionnaires
and interviews to obtain key and effective
information from the target audience. After the
investigation team collects information through
these tools, all the data are aggregated into a report
so that information research and exploration can be
carried out.
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Survey Interview
- Quantitative data - Qualitative data
collection Information and collection
- Exploratory Requirement - In-depth
research analysis Gathering analysis

- Identify outliers

Experiment

- ldentify requirement
- ldentify devices and objects

Figure 1: Triangulation Method

Quantitative data collection is primarily used to
collect general facts and information. Respondents
in this poll will be randomly selected among people
from different backgrounds. Respondents with
different backgrounds will have different views on
NFC POS systems and NFC payments. Quantitative
data will be collected through a google form and
information will be collected using Likert scale
questions and multiple-choice questions to ensure
the accuracy of each question. After the quantitative
data collection is completed, qualitative data
collection or interviews will be conducted.
Qualitative data collection will also be conducted
through interviews collected via google forms.
Interviews provide an interpretation of the
quantitative research survey. Finally, all data will be
aggregated and analyzed. [27]

A questionnaire is a series of questions or items. Its
purpose is to gather information from the
respondents about their attitudes, experiences, or
opinions, mainly to gather quantitative research
information about the target users. This report uses
questionnaires as one of the information collection
tools for the fact-finding survey to understand the
use of mobile payment by target users, the problems
existing in using mobile payment, and the prospect
and application of NFC mobile payment in
Malaysia. Respondents' feedback will be divided
into three parts. The first section is Demographics,
which aims to understand the background and
lifestyle of the respondents. The second part is to
collect the experience and problems encountered by
the respondents in using mobile payment. Finally,
the questionnaire will allow respondents to express
their suggestions and outlook for the proposed
system. [28]

The interview questions will be designed into three
parts like the questionnaire questions. The first part
is the demographic survey, which captures the
background information of the respondents. The
second part is to investigate the experience and
difficulties encountered by the respondents when
using mobile payment. The final section will collect
the respondents' requirements for the system. [29]

The actual data collection will involve 49
respondents and 5 interviewers. All respondents
were randomly selected to complete the
questionnaire. People who frequently use mobile
payments will be invited for interviews to be able to
share their views on mobile payments and the use of
NFC.

This study explores an innovative POS system
capable of designing contactless technology with
NFC cutting-edge technology for various shopping
malls in Malaysia. The system enables people to
easily interact with POS terminals through a simple
application. Since the virtual card is used on the
smartphone without the need to carry the card used
for payment, it reduces travel costs and improves
safety for people travelling. NFC payment can also
reduce the payment process. As shown in Table 3,
the necessary tools must be used to realize the
proposed system.

Table 3: Hardware and software requirements

Hardware Software

Laptop POS System

NFC Smartphone Host Card Emulator
Application

NFC Reader

» ACR122U NFC Reader

ACR122U NFC reader is a computer-connected
non-contact smart card reader. It complies with the
ISO/IEC18092  standard for  Near  Field
Communication (NFC) and supports not only
MIFARE and ISO 14443 A and B cards, but also all
four types of NFC tags. ACR122U allows
interoperability with  different devices and
applications and can read and write quickly and
efficiently. Since the ACR122U NFC reader
operates as a module, it can be easily integrated into
larger machines such as POS terminals, physical
access control systems, and vending machines.

POS System
150

R

©
oA
ACR122U

Smartphone

s

Figure 2: Device Diagram

The proposed POS system can satisfy the flow of
people conducting post-shopping transactions.
Functions such as entering product information,
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calculating prices, and checking out are all installed
on the POS system. In addition to traditional
payment methods, this paper adds an NFC payment
module to the proposed system, allowing users to
use NFC payments to complete transactions. Figure
3 represents the proposed POS system.

I POS  Received Payment = Sale History

mmmmmmmmmm
Product Code : |
Product Name : [ B
Price : |
Message
Quantity : | E | A
n

Subtotal : Pay: [0 Balance: o

;;;;;;;

Figure 3: POS system

People can use a smartphone emulation card
application to interact with the POS system to
complete transactions. Users need to create or log in
to the account to be able to use the wallet. As shown
in Figure 4. The app requires the user to enable the
NFC function of the smartphone.

Wallet

[ Public Bank
| Debit Card

= O <
Figure 4: NFC emulator application

VIII.RESULT AND DISCUSSION

During the process of collecting responses, a total of
52 responses were received. In addition to collecting
the data in the questionnaire, additional suggestions
and requests from the interviewers were also
collected. When sufficient quantitative data has been
collected, the data in the questionnaire will be
analyzed to transform them into useful information
for further development of the system. Qualitative
research is to select some people who often use
mobile payment or work at the cash register. This
can effectively define the problem or deal with the
problem, deeply study the specific characteristics or
behaviour of the object, and further explore the
reasons for its occurrence.

The data in Figure 5 shows that the respondents are
mainly from Johor, Negeri Sembilan, Kuala
Lumpur, Malacca, Kedah, Perak, and Pahang.
Therefore, the study of payment methods will focus
on these few states.

Which state do you live / stay in Malaysia?

@ Johor
@ Kedah
Kelantan
/ @ Melaka
.‘ @ Negeri Sembilan

@ Pahang
@ Penang
@ Perak

12V

Figure 5: Location of the respondents

63.3% of the respondents said that they encountered
problems when using the existing payment methods,
while only 26.6% of the respondents clearly stated
that they did not encounter problems with the current
payment methods. The problems encountered by
63.3% of the respondents included poor network
cables leading to transaction failures or too long
transaction  times, scanning failures, and
complicated transaction processes that were
unfriendly to the elderly and inconvenient to use.
Therefore, the solution proposed in this paper is to
develop a POS system with an attached NFC module
to enable them to conduct transactions through
smartphones. This can reduce the number of
payment instruments that users carry, reducing the
risk of loss or damage. And the POS system adds
contactless payment, which has high convenience.

Are you face problem when using mobile payment?

16
(32.7%)

10
(204%)

Figure 6: The number of respondents who face problems
with the current payment method

Figure 7 shows the respondents’ willingness to carry
a bunch of payment tools when going out. 63.2% of
the respondents are troubled by carrying more
payment tools when going out, while only 14.3% of
the respondents do not mind carrying multiple
payment tools. For 63.2% of the respondents, it is
very inconvenient to carry multiple payment
instruments, and this increases the risk of loss,
resulting in an increased chance of financial loss.
They look forward to having a payment method that
allows people to carry a single device or tool to
complete the transaction. Therefore, NFC payment
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came into being. NFC payment only needs an NFC
smartphone to complete the transaction, which is
very convenient for users. And most of today's
smartphones have built-in NFC modules, and most
users can experience cutting-edge technology
without changing devices.

Do you think it is very troublesome to carry a lot of payment tools?

15,
(30.6%)

Figure 7: The number of respondents troublesome with
carrying a lot of payment tool

Figure 8 depicts respondents’ willingness to
implement NFC payments. Most of the respondents
are happy and looking forward to the application of
NFC payment. NFC payments will improve the
payment process. 67.4% of the respondents
expressed high support for the implementation of
NFC payment, 26.5% of the respondents held a wait-
and-see attitude, and only 6.1% of the respondents
refused to use the new payment method. NFC
payments allow users to complete transactions
without manual or physical interaction. Due to the
contactless transaction method, the system reduces
the fear of the pandemic virus among users.

Agree to develop NFC payment

@ Highly rec
L]

@ Wil

—atl
==

Figure 8: Agree to develop NFC payment

IX. CoNcLUSION AND LIMITATION

In this research paper, NFC payment enables users
to realize simple and fast contactless and cashless
transactions. Using the technological innovation of
NFC and HCE can provide a good payment
environment for the people of Malaysia. Moreover,
the penetration rate of NFC smartphones is not low,
and people's willingness to try new things is also
very high, so the development of NFC payments will
be relatively smooth. It can improve convenience for
people. Significant progress has been made in
eliminating the contagiousness of pandemics due to
the reduction of necessary physical interactions.
However, due to the pandemic lockdown, all
evaluation studies were limited to online remote
testing and therefore were not tested in actual malls.
Testing should be done on-site at the mall so that
more accurate data can be obtained. And this study
explored the convenience of the system but did not

discuss the security in depth. Although NFC
payment can provide basic security, many people
still have doubts about the security of this
technology. Therefore, in the future, it is necessary
to explore the security of NFC payment to make
Malaysians believe in and use this technology.
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