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Abstract: The number of ATMs in various countries is increasing steadily and rapidly with the
number of users increasing very widely. On the other hand, banks have become more interested in
finding the best procedures to combat ATM crimes to ensure the safety and security of their customers
and other cardholders. This has become an excellent target for some criminals or fraudsters, despite
the limited amounts that can be withdrawn from these devices, given a maximum daily limit. We aim
at implementing this system inside bank ATMs in order to detect objects like guns, hammers, and
knives. Once the suspicious objects and actions are detected, we perform facial recognition to identify
whether the suspect is a repeating offender. We use object, face, and action recognition algorithms
to achieve our objective. Results showed that using our proposed algorithm is efficient in detecting
threatening objects.

Keywords: crime detection; suspect identification; ATM; faces; protection

I. Introduction

ATMs have become one of the main sources of profit for banks that are increasingly marketing
this service. In ATMs outside the bank due to the increasing number of non-customer cardholders.

We proposed a surveillance system to detect threatening objects in ATMs both inside and outdoors.
This system helps banks to enhance and ensure the safety and security of their customers and other
cardholders when using ATMs. Pointing to the possibility of using this system to monitor homes,
jewelry stores, and other institutions through the technology of smart video [1].

This new technology will enable banks to monitor ATMs, their headquarters, their moneyboxes,
offices, and buildings, in addition to many other things from one place, in addition to recording all
transactions carried out in or through them, with the possibility of retrieving pictures and keeping
transaction data and card number used to make the transaction [2].

This system achieves two main objectives: to deter theft and fraud and to facilitate the
identification of aggressors through the recording of images and transferring them directly to the
monitoring centers so that it can be recovered later in a digital way very easily. The system can
also have tracking via the internet and linked to the notification service by sending text messages in
the event of an emergency [3]. The new system will reduce the percentage of cyber crimes because
it will enable banks to reach 99% of the perpetrators of these crimes or frauds, especially with the
spread of ATMs in the halls of internal banks, hospitals, commercial complexes, and in the streets and
airports [4].

Thus, these banks will be able to recover their profits. It is worth noting that billions of transactions
are taking place around the world every day and are often in the form of cash withdrawals. The
proposed system has several advantages that include:

e  Itcan save live video footage and audio files for long times.
e  The possibility of communication and follow-up through the Internet from anywhere in the
world [5].

© 2023 by the author(s). Distributed under a Creative Commons CC BY license.
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¢ Live monitoring through a Monitor or PC in one screen divided by a number of cameras.
¢ The ability to follow up on Mobile devices.

. Display the surveillance cameras on TV, computer, or any other screen.

*  Use of surveillance cameras for night surveillance purposes

*  Monitor more than one place at a time from more than one corner.

®  Use of surveillance cameras at home and abroad.

e  Photography and recording in extreme weather conditions.

The proposed technique examines the face, either directly through the camera or through the
examination of one or more images, and measures the different facial features such as eye position,
eyebrow shape, and nose length, Electronic programs in a specific database to find who matches
them [6]. Thus, the police can match the image of one of the surveillance cameras that photographed a
crime with the content of its database containing images taken for security purposes. The Facebook
label, which is still not supported in the European Union, can automatically identify images on social
media sites. This technique can also use to identify people [7,8].

For many years, facial recognition was an unreliable source of identification because computers
had difficulty identifying faces, especially as people’s features changed as age or weight increased,
or when men released their skin [9]. They also suffered from some impurities with the optical
changes or angle from which the image takes. Today, however, this technique has become remarkably
accurate [10,11].

The National Institute of Standards and Technology (NIST) has confirmed that the error rate
for the best facial recognition systems is only 0.8 percent. This technology may not be as good as
fingerprint or fingerprint recognition systems, but it is much better than voice recognition. Compared
to more precise bio-metric techniques, facial recognition has an added advantage: it does not require
approval, cooperation or even knowledge of the person concerned [12,13].

A. Use of Technology

Governments are leading the list of customers of this technology, which amounts to about $ 4
billion, namely government agencies that deal with collective identification systems such as prisons,
airports, vehicle licensing authorities, and, of course, police. This technique is used in Mexico to
prevent fraud during voting [14].

This technique is used in consumer industries as well. The New Vision surveillance systems
where developed by NEC have promised better performance to identify customers through "more
pleasant and smooth entry procedures” in hotels and to identify "undesirable" people [15,16] Ontario
nightclubs use this technology to avoid the problems of gamblers who were denied entry; in China,
ordinary people use them to pay for their coffees or visit archaeological sites and even withdraw
money from ATM machines [17,18].

B. Risks

With the proliferation of this technology, fears of its privacy and misuse have escalated. The
Russian "Fined-Veiss" application, which can identify strangers by comparing their images with about
200 million profile images to social media, has been used for harassment. This use of this technology
by the police has also raised people’s concerns [19].

In the United States, FBI computers have access to images of half of the adults in American society,
although 80% do not have a criminal record. Five police stations are working on laying cameras to
identify people on the street. In Britain, the police collected about 20 million images in a searchable
database using a facial recognition system. It is used in the Hill Carnival and sports competitions to
identify suspects [20].
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C. Deceive Surveillance Systems

Previously, it was easy to deceive facial recognition systems, where anyone could hack some
identity systems by placing a picture of the user in front of the screening machine. However, it is more
difficult today: In the iPhone X, for instance, its system reads the face by dropping a network of 30,000
points of infrared radiation. Simese NN can also be used for detecting face patterns [21,22] MTCNN
network is used to detect faces at a distance [23,24]. The Wired magazine used a Hollywood makeup
expert to make a silicon mask to trick the iPhone X camera into believing that the user was authorized
to open the device, but the attempt failed.

On the other hand, there are some ways, in which the detection of face recognition systems can
be confused. The wearing of a hat, scarf, or glasses can make some difference, so some designs and
shapes can seriously disrupt the program.

Researchers at Carnegie Mellon University developed large color glasses that concealed the
identity of those wearing them, while others used facial coatings to cover parts of the cheeks in certain
colors to blind the scanner and prevent the operation of calculations necessary to identify the face. But
the drawback of all these tricks to face recognition systems is that they make you the focus of everyone.
"The tricks that make you invisible to computers make you a remarkable sight for people around you,"
says Robinson Meier of The Atlantic [25-27].

II. The Proposed Approach

The proposed approach goes through the following steps as shown in Figure 1 Step 1: Detect
human behavior and weapon visibility to define if the behavior is either normal or abnormal [28,29].

Step 2: In case the behavior is normal and no weapon is visible, no action is needed. And continue
the detection process.

Step 3: If the behavior is abnormal or weapons are visible, do the following steps

Extract the key person’s face

Match their face with the suspect database
Extract the nearest n faces

A Human person can investigate them manually.

ATM Suwelliance camera

it
-

g B
Human Beha\nor :/N ofal? >
detection 5
No
Display n similar Search Database | Extract Key person
faces for Similar faces | face

— A =

Figure 1. The proposed system approach, The camera captures the behavior, and the face is then
captured and searched for a potential suspect

The system starts with the image acquisition phase (capture), followed by the stage of extracting
the facial image from the overall image, then the phase of aligning and measuring the image (adjusting
the angle of the face with the camera angle). Extraction of the essential features of the image is done to
have better matching. The matching stage between the desired image and the picture store is executed.
And finally issuing a report with the closest n images to the captured image [30-32].

The proposed algorithm goes through the following phases.
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*  Detection: Take the image either by binary images using electronic scanners or tri-dimension
using camcorders.

¢ Alignment: After capturing the image, the system determines the position, size, and direction of
the head. If the detection is done using the "3D" camcorder, it can select this even if the image is
90 degrees inside. If the image is two-dimensional, the bending between the face and the camera

is about 35 degrees [33].

*  Measurement: The system software calculates curves and aliases on the face accurately up to
parts of the millimeter. This information was transformed into a face template and intended to
extract distinguishing features in the physiological and behavioral characteristics of the template
in the information databases [34].

*  Representation: In this step, the system translates the template into a code composed of a set of
numbers representing the characteristics of this template, where these codes are unique to each
template.

¢ Matching: Where the manufacturers use the method of properties to compare the corresponding
templates, that is, the development of an approved standard to determine the strength of any
match. If the level of conformity exceeds the previously specified level, the process is considered
a complete match. If the images in the databases are three-dimensional images, the matching
process does not require any conversion to the image. If this two-dimensional displacement
causes a challenge, the mold must be converted into two-dimensional images by using the
logarithm in the words and then matching [35]

Authentication vs Identification:

Facial recognition systems seek to identify the identity of a person whose image we have,
depending on the memory stored in these systems.

The memory of the face recognition system is formed and extracted from the training set, a set of
pre-ordered images. Within this project, the training package consists of features vectors, extracted
from a well-known set of faces for different suspects [36].

It is represented by the radial features, matrices, so to speak, selected from the original image
matrices, representing the important and fundamental values within the original images, thus reducing
the size of the images to the rays representing the image abstract.

Thus, the task of the recognition system lies in the process of finding the most similar and closest
feature in the training group to the beam of the characteristics extracted from the image presented for
the test, the image required to identify the owner through the identification system [37].

Here, within this system, we want to know and identify the identity of a person, by passing the
image of this person to the system, in this case, this image is to be identified as the test image [31].

In order to extract the images from the images within this project, we will rely on one of the
classification algorithms in the process of extracting the feature vector of the images.

A. Geometrical Method:

This method is based on the calculation of distances between the characteristics of the face such
as the distance between the eyes and the distance between the line of the mouth and the line of the
eyes and the distance between the center point of the nasal line of the mouth and the width of the eye,
nose, and mouth [38].

The principal component analysis (PCA) is one of the most successful techniques used in image
recognition and image compression. The main objective of the PCA algorithm is to reduce the large
dimensions of the data space to spaces in smaller dimensions. Usually, the new spaces are the spaces
of the features (containing the basic and important features of the data in their original spaces) [39].

Steps of the algorithm:

e  The representation of each one of the following dimensions converted to a single beam with the
following dimensions:
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e  The middle face is calculated through the following relationship:
3
Y=—) 1 1
M i=1
¢  Normalize each image beam by subtracting from the middle face as follows:
O, =T;-Y% 2)
®  The matrix formed:
A =[P, Py, Dy (©)]

e Calculate the variance matrix with the dimensions of the face variations after M2 x M2:

*  Here we calculate the Vi rays of the AAT matrix, which is in the following relationship vi * ai
(modifier) where ai is the original image. Reach this relationship by ATAvi = pivi And AAT (Avi)
= pi (Avi)

e  Calculate the ui rays of the AAT matrix using the relationship ui = Avi

e (DIMENSION OF DIMENSIONS): Each face is represented by only the values that correspond to
the largest K values:

In the first row, a group of Eigenfaces (self-faces that agree with major self-values) is shown. The
phrase "self-face" comes from the fact that self-rays look like phantom images.

1- Comparative process:

In the comparison process, all the previous steps of the image to match with the images in the
database and calculate the distance between the images entered with the images in the database if they

The distance > threshold, the image is identical.

II1. Pros And Cons

The pros of the system include [15]:
Suppression of crime:

This is the biggest and most impressive feature of the installation of surveillance cameras.
Surveillance cameras can provide solutions if you have problems with theft, punctuality, or productivity.
In addition to Homes and offices are no longer becoming easy targets for criminals.

Evidence Collection:

Having cameras installed in strategic places is handy when monitoring actions and words from
people during an event. The clear images make the face flawless and are more efficient than ever in
recording a series of events.

Access to the right decisions:

Screenshots from surveillance cameras can help you make correct and fair decisions when settling
conflicts, whether in local scenarios. Whether you are dealing with a situation involving disputes
within the family, between your employees, or between your customers and service personnel, you
can put your doubts in comfort with the help of your camera.

Keeping records:

The records control system supports 24 hours / 7 days. So you are able to know what happened
outside your home or office about two weeks ago. Additionally, You can hide your security logs.
Record cameras and document everything they see regularly, according to the date and time of the
event.

The cons include [15]:
Privacy issues:

There have been a few cases in the past where many surveillance cameras were attacked by

hackers. In addition, there are cases in which staff is objected to ongoing monitoring without their
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permission, and refer to "invasion of privacy" as a reason. A few have also taken legal action against
their employers in this regard [40].
It is expensive:

The micro control system will cost hundreds, even thousands of dollars depending on the features,
number of cameras, and surveillance systems, which you may need to purchase.
Can be vulnerable to hacking:

Technology may be understood by criminals who are tech-savvy and develop ways to
disable/disconnect them from the power source.

In the worst case, hackers can run a security clutter with your camera system using the Internet
and use it to spy on you instead. This makes security cameras vulnerable and/or misused.
Does not stop theft or crime:

Cameras enable users to record footage to watch later, which helps capture criminals and obtain
justice from the law. You cannot stop the crime when it is in progress.

IV. Research Results

There is a lot of controversy in the present time about the legality of the spread of surveillance
cameras in public places frequented by people in their daily lives. We believe that the cameras in
government buildings, vital and public installations, security centers, airports, border crossings, and
traffic control are designed to protect the homeland and the public interest, and the protection of the
occupants of these places by putting these cameras in places prominent, visible, and open to the public,
but may be considered hidden cameras in the places of entertainment, markets, hotels, restaurants
and pedestrian paths that are an outlet for fun and relaxation people consider it as a kind of violation
of privacy, in light of the lack of regulation for the installation of surveillance cameras and mode of
operation and the mechanism for the protection and preservation of the recordings [41].

As mentioned above, legal regulations criminalize the placement of surveillance cameras in
private places where visitors do not know they are being observed because of the violation of privacy
as an inherent right that cannot be violated in any way through the publication of images and videos
that affect the privacy of individuals or may lead To blackmailing them in one way or another as many
homeowners, shops and facilities put surveillance cameras to protect their property without regard to
the right of individuals not to violate their privacy, while they are in or passing through this special
places [42].

On the other hand, we believe that the installation of surveillance cameras in the workplace
requires the employee to know the existence of these cameras, which means acceptance of this and
understanding the needs of the work such as the protection of banks, banks and jewelry shops and
other facilities while protecting the employee’s right not to use this evidence against them if putin a
fraudulent manner without their knowledge. Failure to notify them of the existence of these cameras is
a violation of their personal rights and freedoms. Such cameras may not be placed in toilets or places
of rest, as there is no need for such violations [43].

We believe that surveillance cameras are considered complementary legal presumptions that
are not taken as material evidence of the crime in general, except with the prior permission of the
competent investigative authorities. On the other hand, such recordings may not be published during
criminal investigations of crimes other than those concerned with the investigation, criminal images,
or what is known as visual fingerprint, which has become one of the most important ways to identify
the perpetrators in many of the various crimes in modern times.

We conclude that there must be strict control over the work of public surveillance cameras to
ensure that this information is protected, that records are not infringed or used for personal purposes in
any way, and to reduce the clutter of electronic eyes that have been planted in most hotels, restaurants,
shops, and others. The right to privacy, organize the mechanism and methods of the development of
these cameras and the purposes for which they were established, and the consent of the concerned
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parties to license and provide the conditions and specifications and ensure the confidentiality of the
information and alert visitors and visitors to these places the existence of these cameras in general.

Security cameras has the ability to interact with and respond to potential security threats. They can
also provide a visible deterrent to would-be criminals and can assist in evacuation or other emergency
situations [44]. They can also provide a personal touch to security and can be helpful in cases of
customer service. A comparison of security cameras and human-based surveillance is provided in
Figure 2.

Banks operating in the local market have recently stepped up their ATM development and security
efforts as part of their efforts to control piracy risk and customer account violations, according to the
assurance of IT and computer system specialists.
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Figure 2. The comparison of the proposed approach with traditional human-based surveillance in
bank ATMs

Experts believe that the most prominent preventive measures are to provide ATMs with
self-monitoring cameras, which can automatically stop the process of withdrawal in the event of
any illegal or suspicious actions. As well as the ability to identify users to ensure the possibility to stop
dealing on accounts prone to theft quickly, in addition to the installation of some of the plastic parts in
the introduction to the credit card segment, to prevent the installation of some devices used by pirates
to copy data on the cards.

In the future reserves that should take to face violations of the confidentiality of customer accounts,
and robbery of their assets, the banks put into their accounts good insurance and adequate ATM
machines. Where it installed a number of surveillance cameras distributed thoughtfully to see all the
entrances and exits of the cash withdrawal machine, as well as to intensify the security guard, to block
any robberies that may be on the machines.
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V. Conclusion and Future Work

We have considered the use of data mining to determine patterns of crime patterns using crime
collection techniques. Our contribution here is to formulate crime pattern detection as a task for
automated learning and thus. To be completed... As a future extension of this study, we will develop
models for predicting crime missions [26] that will help to deploy police at potential crime sites most
likely at any given time period to allow effective use of police resources. We also plan to consider the
development of social networks to connect criminals, suspects, and gangs and to study their mutual
relations. In addition, the ability to search for suspicious descriptions in the regional FBI databases, [30],
for databases violation of traffic rules for different situations and not only at the ATM. To help detect
the pattern of crime.

Acknowledgments: Thanks to Dr. Osama Hosameldeen for providing his guidance and research which helped
us to come up with the idea for this paper.
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