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Abstract—Whether it’s cellphones, personal computers, or
gaming consoles, technology is a part of everyone’s everyday
lives, and storage is frequently a problem. One of the solutions we
have for this difficulty is the on-demand accessibility of computer
framework assets, which enables cloud storage and makes it
accessible in any format and from any device. It is a major benefit
of cloud computing. Amazon Web Administrations (or basically
AWS) may be a secure cloud services stage advertising about
everything businesses ought to construct advanced applications
with adaptability, versatility, and unwavering quality. Another
advantage is that it is significantly less expensive than purchasing
items with comparable functionality, such as an SSD storage
device. For many enterprises, it is also preferable to host their
servers in the cloud using services like Google Cloud and
Oracle Cloud. Our main topic of the paper is to compare three
different major cloud computing services—AWS, Google, and
Azure. Since there are different types of cloud computing services
available, we would compare them to determine which is best for
usage by individuals or organizations. We can also look at the
services’ shared features and unique aspects that they provide to
consumers.

Index Terms—AWS, Cloud computing, Cloud services, Virtu-
alization

I. INTRODUCTION

This paper aims to provide a comparison of three cloud
computing platforms: AWS, Google, and Azure. [44] To
achieve this objective, this paper will provide a detailed
overview of each mentioned platform. The adoption of cloud
computing by a business provides them with an affordable
choice. As a result of this decision, they benefit from im-
proved efficiency, security, remote access, flexibility, scala-
bility, mobility, and agility. Unlike in the case of investing
in computer hardware, cloud computing allows businesses to
use applications that improve their ability to process loads.
This mechanism allows businesses to save on infrastructural,
innovation, and technical costs by using cloud applications that
allow them to meet their demands. Importantly, it becomes
easy to use and access business information from anywhere
because of the data security guarantee in cloud computing
services. [1], [11], [32] As a new concept, cloud computing
has revolutionized how businesses manage their information
systems. For instance, through cloud storage, companies main-
tain their databases in secure locations, which eliminates
the hustle of data security. Most importantly, the computing

performance of cloud computing is high and can operate
with limited hardware resources, for instance, in the case
of a distributed system. In that light, the motivation of this
study is to understand how cloud computing solves engineer-
ing concerns for businesses. Such include risk management,
operational flexibility, and regular network upgrades. [35] In
that case, the shift to cloud computing provides businesses
with a virtual infrastructure, which demands low maintenance
compared to traditional systems. More so, the failure of a
component does not affect access to shared resources. Instead,
operating on cloud clusters allows business to meet their on-
demand computing needs. [12], [22], [26] In this paper, we will
introduce a comprehensive analysis of three cloud computing
service providers, AWS, Google, and Azure.

II. MODELS AND SERVICES

Cloud computing allows businesses to prioritize what mat-
ters using different operating models and on-demand services.
In that case, to realize the benefits of this technology, enter-
prises must identify the models and services they need. [7],
[36], [39]

A. Microsoft Azure Services

The Azure cloud stage is made up of more than 200 items
and cloud administrations that can be utilized to create modern
arrangements, address current issues, and predict long-term.
Utilizing your favored apparatuses and systems, you’ll make,
execute, and oversee apps over different clouds, on-premises,
and at the edge. Azure is in charge of safeguarding the
network, data center, and host infrastructure. While customers
are in charge of safeguarding their data, endpoints, accounts,
and access control. [9], [23], [33]

B. Microsoft Azure Models

The provision of services and applications on demand via
the internet is known as cloud computing. Services are offered
for servers, apps, data, and other resources. The user does
not see the service’s specifics. [4], [15], [29], [48] You can
use the service with little management and instantly provision
computing resources. Cloud computing is not the same as a
data center that is accessible online. With the use of virtualiza-
tion, affordable technology, and automated procedures, cloud
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computing offers users a self-service user experience that is
akin to that of a public utility. There are there 3 cloud models
in Microsoft Azure:

1) public
2) private
3) hybrid cloud

By choosing one of them over the other, you can alter the
pricing, upkeep needs, and security of the services you.

1) Public Cloud: The foremost prevalent strategy of
conveying cloud computing is through open clouds. Anybody
who needs to buy administrations has got to them through
the common web. A third-party cloud benefit supplier claims
and runs the servers and capacity that make up the cloud
assets, which are at that point provided through the web.
Free or on-demand administrations are accessible, permitting
clients to pay as they were for the CPU time, capacity space,
or transmission capacity they require. A prime outline of
an open cloud is Microsoft Purplish blue. [20], [21], [34], [47]

2) Private cloud: Computing resources utilized only by
users from a single company or organization make up a private
cloud. It may be physically situated at the on-site data center
of your company, or it may be facilitated by a distinctive
benefit supplier. Private clouds should not be mistaken for
conventional on-premises data centers that have been given
a new name. A private cloud offers similar advantages to a
public cloud by utilizing infrastructure and services already
present on-site. It makes use of an abstraction platform to
offer comprehensive cloud environments like Azure Stack or
cloud-like services like Kubernetes clusters. The company is in
charge of selecting, setting up, and maintaining the hardware.
The business’s owner and maintained network infrastructure,
such as a private inside arrangement or a devoted fiber optic
association between buildings, are typically used for commu-
nication between the systems. [2], [6], [8], [49]

3) A hybrid cloud : combines the advantages of both public
and private clouds. Organizations can smoothly extend their
on-premises infrastructure to handle any overflow without
providing third-party data centers access to all their data.
Businesses benefit from the public cloud’s flexibility and
processing power for routine and non-sensitive computing
chores while retaining business-critical applications and data
behind a company firewall.

C. AWS Services

Amazon Web Services (AWS) is the foremost total and
widely used cloud stage in the world. AWS is made to
empower providers, ISVs, and application suppliers to have
your apps. To get to AWS’s application facilitating stage,
utilize the AWS Administration Comfort or well-documented
web administration APIs. [10], [19], [25], [37]

1) Infrastructure as a Service (IaaS): The basic com-
ponents of cloud computing, too known as IaaS or IaaS,
incorporate get to organizing capabilities, computers (virtual
or on devoted equipment), and data capacity space. With the
foremost adaptability and administration control over your IT

assets, Foundation as a Benefit is most comparable to the
current IT assets that numerous IT offices and designers are
acclimated to nowadays.

2) Platforms as a service (PaaS): Stages as a Benefit permit
you to concentrate on the sending and organization of your
applications by expelling the requirement for companies to
oversee the fundamental foundation (regular equipment and
working frameworks). As a result, you’ll be able to run your
application more efficiently as you won’t have to bargain
almost things like asset procurement, capacity arranging, com-
puter program upkeep, fixing, or any other undifferentiated
overwhelming lifting.

3) software as a service (SaaS): With a computer program
as a benefit, the benefits supplier gives you a wrapped-up item
that’s worked and overseen for your sake. The lion’s share of
the time when a program as a benefit is specified, end-user
applications are implied. With a SaaS solution, you merely
ought to consider how you may utilize that particular piece
of a computer program; you are doing not have to consider
how the benefit is overseen or how the basic framework is
kept up. Web-based e-mail may be a normal case of a SaaS
application since it permits you to send and get emails without
having to oversee include upgrades or upkeep for the servers
and working frameworks that the e-mail program is utilizing.

D. AWS Models
There are there 3 cloud models in AWS
1) Cloud: An entire cloud-based application is installed

there, and the entire application functions there. In order
to benefit from cloud computing, applications in the cloud
have either been built there or have been moved there from
another infrastructure. The architecture, design, and scaling
requirements of core infrastructure can be abstracted from by
using higher-level services, or by using low-level infrastructure
components.

2) Hybrid: A hybrid deployment is a means to link current
resources that are not in the cloud with existing infrastructure
and applications. The most popular hybrid deployment strategy
involves extending and growing an organization’s on-premises
foundation into the cloud while interfacing cloud assets with
inside frameworks. Visit our crossbreed site for extra details
on how AWS can support your hybrid implementation. [13],
[14], [27], [46]

3) On-premises: The term ”private cloud” is occasionally
used to describe resource deployment using virtualization and
resource management software on-premises. In spite of the
fact that on-premises arrangement needs numerous of focal
points of cloud computing, it is occasionally preferred because
it can offer specialized resources. The majority of the time, this
deployment methodology is the same as traditional IT infras-
tructure while attempting to maximize resource consumption
by utilizing application management and virtualization tech-
nologies.

E. Google Cloud Models and Services
Google Cloud (too known as Google Cloud Stage or GCP)

may be a supplier of computer assets for developing, convey-
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ing, and working applications on the Internet. In expansion
to cloud administration, security, and engineering instruments,
Google Cloud gives administrations for computing, capacity,
organizing, enormous information, machine learning, and the
Web of Things. Your choice of cloud computing service
model will depend on how much control, adaptability, and
management your company needs. There are three primary
types of cloud computing service models:

• Access to IT infrastructure services like computation,
capacity, organizing, and virtualization is given through
framework as a benefit (IaaS). It gives you the foremost
control over your IT resources and is the foremost com-
parative to ordinary on-premises IT

• All the computer hardware and software capital required
for the creation of cloud applications are provided via
the platform as a service (PaaS). With PaaS, businesses
can completely concentrate on developing applications
without having to worry about managing and maintaining
the supporting infrastructure.

• Software as a Service (SaaS) offers the whole application
stack, from the supporting foundation to upkeep and
overhauls for the app computer program, as a benefit.
A SaaS arrangement is as often as possible an end-user
application where the cloud benefit supplier oversees and
keeps up both the foundation and the benefit. [18], [28],
[30], [45]

III. LOAD BALANCING

The method of the similarly scattering stack (approaching
arrange activity) among a collection of backend assets or
servers is alluded to as stack adjusting. [5], [31], [42]

A. Azure Load Balancing

Layer 4 of the Open Frameworks Interconnection (OSI)
show is where Purplish blue Stack Balancer capacities. It
serves as the client’s sole point of contact. The stack balancer
disperses inbound streams to backend pool occasions that
arrive at the stack balancer’s front conclusion. These streams
are decided by load-balancing rules and well-being tests. The
occasions within the backend pool may well be Purplish blue
Virtual Machines or occasions from a virtual machine scale
set.
Types of load balancers are shown in figure 1

• Public load balancer: Connections for virtual machines
within a virtual network can be made using a public load
balancer. This feature is enabled by converting private IP
addresses into public ones. The load balancer is then used
to balance the traffic between your virtual machines and
the internet.

• Internal (or private) load balancer Private IPs are required
at the front end when using an internal load balancer.
These are then used inside a virtual network to carry
out load-balancing operations. A load balancer can be
accessed from a hybrid network

Importance of AZURE load balancing You can measure
your apps and establish highly available services with Azure

Fig. 1. : Balancing multi-tier applications by using both public and internal
Load Balancer.

Load Balancer. Load balancers may hold both incoming and
outgoing traffic. Load balancers provide low latency and high
throughput for all TCP and UDP applications, and can scale
up to millions of flows.

B. AWS Load Balancing

Versatile Stack Adjusting consequently equalizations your
approaching activity over various targets in one or more
Accessibility Zones, such as EC2 occasions, holders, and IP
addresses. It checks the well-being of its enrolled targets
and sends activity as it were to those that are in great
condition. Flexible Stack Adjusting consequently alters your
stack balancer capacity in reaction to varieties in approaching
activity.
Advantages of a load balancer Workloads are conveyed
among various computing assets, such as virtual servers,
through a stack balancer. Employing a stack balancer pro-
gresses your apps’ accessibility and blame tolerance. As your
needs alter, you’ll include and subtract computing assets from
your stack balancer without hindering the overall stream of
demands to your apps. You will characterize wellbeing checks,
which screen the wellbeing of computing assets so that the
load balancer as it were conveys demands to those that are in
great well-being. You’ll too designate encryption and decoding
to your stack balancer, permitting your computational assets
to center on their essential tasks. Application Stack Balancers,
Arrange Load Balancers, Door Stack Balancers, and Classic
Stack Balancers are all upheld by Versatile Stack Adjusting.
You will select the stack balancer that best meets your require-
ments.
Features of a load balancer
Security: You will construct and oversee security bunches
related to Flexible Stack Adjusting when utilizing Amazon
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Virtual Private Cloud (VPC) to grant additional organizing and
security choices for Application Stack Balancer and Classic
Stack Balancer. Any of the Stack Balancers may be designed
to be Web confronting, otherwise, you can establish a stack
balancer without open IP addresses to operate as an inside
(non-internet confronting) stack balancer.
High level of availability: Flexible Stack Balancers are broadly
open. Approaching activity may be dispersed among your
Amazon EC2 occurrences in a single or numerous Acces-
sibility Zones. In reaction to approaching application activ-
ity, a Versatile Stack Balancer consequently alters its ask-
preparing capability. Versatile Stack Balancer performs well-
being checks on targets on a configurable cycle to ensure that
they are accessible and sound. High Throughput: Versatile
Stack Balancer with Tall Throughput is expected to oversee de-
veloping activity and can stack adjust millions of demands per
moment. It can too bargain with fluctuating activity designs.
Health checks: As it were solid targets, such as EC2 occasions,
holders, IP addresses, microservices, Lambda capacities, and
apparatuses, are directed by a Versatile Stack Balancer. You get
superior perceivability into the well-being of your applications
with Flexible Stack Adjusting in two ways: (1) well-being
check upgrades that permit you to set particular blame codes.
The well-being checks empower you to screen the well-being
of each of your administrations behind the stack balancer; and
(2) unused measurements that give activity understanding for
each of the administrations working on an EC2 occasion.

C. Google Cloud Load Balancing

A load balancer shown in figure 2 divides user traffic across
numerous instances of your apps. Load balancing decreases
the likelihood of performance difficulties in your applications
by distributing the load. Cloud Stack Adjusting is based on
the same innovation that bolsters Google’s frontend. It can
handle 1 million or more demands per moment while keeping
up reliable tall execution and moo inactivity. Cloud Stack
Adjusting activity enters through 80+ partitioned around the
world stack adjusting focuses, optimizing the remove traveled
on Google’s quick private arrange spine. You’ll give substance
as close to your clients as conceivable by utilizing Cloud Stack
Adjusting.
The following load-balancing capabilities are available on
Google Cloud:
A single anycast IP address. With Cloud Stack Adjusting, a
single anycast IP address serves as the frontend for all of your
backend occurrences in several nations over the world. It offers
cross-region stack adjusting, as well as mechanized multi-
region failover, which diverts activity to failover backends in
the event that your essential backends fall flat. Cloud Stack
Adjusting reacts right away to changes in clients, activity,
organization, backend wellbeing, and other related circum-
stances.
Software-defined stack adjusting Cloud Stack Adjusting
could be a totally conveyed, software-defined, overseen ar-
rangement for all of your activity. Since it is neither an
instance-based or device-based arrangement, you may not be

bound into a physical stack-adjusting framework or endure the
HA, scaling, and organization challenges related to instance-
based stack balancers.
Smooth autoscaling. Cloud Stack Adjusting can grow as your
clients and activity create, counting the capacity to handle
gigantic, startling, and quick spikes by steering activity to other
regions over the world that can handle it. Autoscaling does not
require pre-warming: you’ll be able to go from to full activity
in seconds.
Load adjusting on Layers 4 and 7. To coordinate activity
based on information from organize and transport layer con-
ventions such as TCP, UDP, ESP, GRE, ICMP, and ICMPv6,
utilize Layer 4-based stack adjusting. Include ask-directing
choices based on traits such as the HTTP header and the
uniform asset distinguishing proof utilizing Layer 7 stack
adjusting.
Balancing of outside and inside loads. Whereas your clients
get to your apps through the web, you’ll be able to utilize out-
side stack adjusting, and when your clients are inside Google
Cloud, you’ll be able to utilize inside stack adjusting. - Load
adjusting at the worldwide and territorial levels. Disseminate
your load-balanced assets over different locales in arrange-
to-end associations close to your clients and fulfill your tall
accessibility needs.
Support for progressed highlights. The IPv6 worldwide
stack adjusting, source-IP-based activity directing, WebSock-
ets, user-defined ask headers, and convention sending for
private VIPs are highlights backed by cloud stack adjusting.

Fig. 2. Simple overview of load balancing

IV. CLOUD SECURITY

A. Security in Google Cloud

Because many standard security solutions cannot be in-
stalled in cloud environments or are ineffective there, protect-
ing the cloud can be challenging. Google cloud platform(GCP)
offers a range of integrated cloud security products to address
this problem, including:
1- Virtual Private Cloud (VPC): With virtual networking,
networks may be segmented and secured more effectively.
2- Data Encryption: In GCP, data is encrypted both in transit
and at rest.
3- Access to logs in almost real-time to improve security
visibility.
4- Only trusted containers are allowed to be installed on
the Kubernetes Engine due to binary authorization. Intrusion
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Detection System (IDS): Cloud-native threat detection.
5- Protect sensitive data from leakage by preventing data loss.
6- Web app and API protection: DDoS mitigation, WAF, bot
defense, and API security

B. Security in AWS

AWS offers administrations to help you in avoiding unau-
thorized get to to your information, accounts, and workloads.
Encryption, key administration, and danger location are all
highlights of AWS information assurance administrations that
ceaselessly screen and protect your workloads and accounts.
[3], [16], [40], [41]

• Identify and access management: You’ll be able safely
oversee personalities, resources, and authorizations at
scale with the assistance of AWS Character Admin-
istrations. To urge begun rapidly and control get to
to your workloads and apps, AWS offers personality
administrations for your workforce and customer-facing
applications.

• Detection: By persistently watching the arrange action
and account behavior inside your cloud environment,
AWS recognizes dangers.

• Network and application protection: You’ll actualize fine-
grained security approach at arrange control focuses all
through your organization by utilizing organize and ap-
plication protection administrations. You’ll be able utilize
AWS administrations to look at and channel activity at
the have-, arrange-, and application-level boundaries to
halt illicit asset get to.

• Data Protection: You’ll utilize AWS administrations to
defend your information, accounts, and workloads against
illicit get to. In arrange to persistently screen and protect
your accounts and workloads, AWS information security
administrations offer encryption, key administration, and
risk location.

• Compliance: Based on the AWS best hones and industry
measures your organization follows to, AWS gives you
with a careful see of your compliance status and persis-
tently screens your environment.

V. DATABASE TECHNOLOGY

A. AWS

There are 15 specifically designed databases available in
AWS, including relational, key-value, document, in-memory,
graph, time-series, and ledger databases. AWS’s relational
databases operate 3-5 times faster than other common choices.
Additionally, you won’t have to worry about management
responsibilities with these databases.

B. Azure

The majority of database management operations, such as
upgrading, backing up, fixing, and observing, are robotized
by the stage as a benefit (PaaS) database motor known as Sky
blue SQL Database, Figure 3. Sky blue gives a determina-
tion of completely overseen social, NoSQL, and in-memory
databases, traversing restrictive and open-source motors, to

coordinate the desires of advanced app engineers. Mecha-
nization in foundation administration guarantees versatility,
steadfastness, and security whereas sparing you time and cash.
[17], [24], [38], [43]

Fig. 3. The architecture of Microsoft Azure database services

C. Google

Oracle databases are only one of the many applications
that may be managed and run using the tools and services
that are provided by (GCP). While some features might not
be accessible at first. BigTable, Spanner, Google Cloud SQL,
MySQL, Dremel, Millwheel, Firestore, Memorystore Firebase,
Cloud Dataflow, BigQuery, and a number of other tools are
used by Google.

VI. CONCLUSION

We looked into the features of GCP, Azure, and AWS in
order to compare which of the three is the best choice for your
needs. We believe that the service that the customer wants to
use is the one that will determine which one of them is the
best. Each service has a price, and the more distinguished the
service, the higher the price.
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