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Abstract: Converting natural language into machine language that can be recognized by distributed 1

systems is the core challenge of intelligent interactive interfaces and human-machine dialogue 2

systems. The human-machine interface interaction of large distributed SCADA measurement and 3

control system is tedious and the operation and maintenance cost is high, so it is significant to design 4

an intelligent natural language interaction interface for distributed measurement and control system. 5

In this paper, we design the intermediate language format of SCADA system, i.e., Key-value logic 6

form, and then formulate the Text2SCADA framework and propose the TICS algorithm and SDPA 7

algorithm, the former adopts the keyword extraction and cosine similarity optimization algorithm to 8

complete the structured extraction of natural language for basic natural language instructions, and 9

the latter adopts the keyword extraction and cosine similarity optimization algorithm to complete 10

the structured extraction of natural language for relatively The latter one adopts the algorithm of 11

dependent syntactic analysis for the structured representation of natural language instructions with 12

relatively complex natural language instructions. Based on the above algorithms, a lightweight 13

information extraction model based on DGCNN and probabilistic graph ideas is constructed, aiming 14

to enhance the scientific generalization ability of the framework on unknown instruction sets. The 15

experimental results show that the proposed intelligent natural language interface can better solve 16

the human-machine interface interaction problem of distributed SCADA measurement and control 17

system. The average accuracy, recall and F-value of instruction parsing reach 89.27%, 89.28% and 18

89.27%, respectively. The average response time is 1.593 s. Especially, it provides a more convenient 19

means of interaction for industrial and agricultural information control. 20

Keywords: Natural language interface; Neural network language model; Dependent syntactic 21

analysis; SCADA system; Human-computer interaction 22

1. Introduction 23

SCADA [1] is the most widely used data acquisition and monitoring control system in 24

industry. Traditional SCADA system consists of dedicated monitoring computer, remote 25

terminal unit (RTU), programmable logic controller (PLC), communication infrastructure, 26

human-machine interface (HMI) [2].Link Inside Internet SCADA platform is based on 5G 27

low latency, high bandwidth, high capacity, high reliability transmission technology, and 28

local offload computing tasks of the MEC (multi-access edge computing) technology, for 29

factory equipment interconnection, factory data collection, shop floor HMI to create an 30

integrated support platform for smart factories. The function of the HMI (Human Machine 31

Interface) is to display the received information in an easy-to-understand graphical way 32

and to archive all the data received. However, once it involves more responsible control 33
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charts and cumbersome button controls, it will make the field staff make mistakes, and the 34

way of human-machine interaction needs to be further improved. 35

Human-computer interaction [3] is an important application area of artificial intel- 36

ligence, and with the development of artificial intelligence technology, more and more 37

intelligent interaction products are appearing in people’s daily life. In terms of interaction 38

methods, "gesture interaction", "voice interaction", "AR interaction" and other emerging 39

interaction methods are beginning to appear in the public eye, but due to the limitations 40

of interaction efficiency and ergonomics, gesture interaction and other methods are less 41

likely to become the most popular in the short term. However, due to the limitations 42

of interaction efficiency and ergonomics, it is difficult for gesture interaction and other 43

methods to become the mainstream human-computer interaction method in the short term, 44

while products equipped with voice interaction capability have been widely concerned 45

since their application on the ground. In terms of interaction means, users only need to 46

dialogue with the relevant products to give commands, complete the task of playing music 47

and controlling the home, which can truly liberate hands and improve the happiness index 48

of life. However, in practical applications, it is often difficult to meet the complex require- 49

ments of users in various categories, which is rooted in the high complexity of natural 50

language itself that makes the user’s intention not well understood. Natural language un- 51

derstanding [4] (NLU ,Natural Language Understanding) task aims to provide computers 52

with the ability to understand the user’s language to make the next decision or complete 53

the interactive action, which is an important task to be handled by products with voice 54

interaction capability. Therefore, in this paper, based on the SCADA-oriented distributed 55

measurement and control system, we hope to use natural language interaction technology 56

to design a more intelligent and simple natural language human-machine interface for it, so 57

as to improve the efficiency of human-machine interaction in operation and maintenance. 58

After decades of development since its introduction in 1970 [5], relational databases 59

have become the mainstream tool for data storage and are widely used in government 60

departments as well as in various fields such as business and academia. Structured query 61

language (SQL) is an important means for users or applications to communicate with the 62

database. The emergence of natural language interfaces, which break the interaction barrier 63

between users and terminals, is one of the important branches in the field of artificial 64

intelligence research, in which the implementation of database oriented interfaces has 65

also received a lot of attention from researchers. Natural language interface to data-base 66

(NLIDB) is an interface to query relational databases through natural language, which 67

can eliminate the technical barriers encountered by users in querying databases, i.e., it 68

removes the restriction that users must master the knowledge of SQL syntax, and realizes 69

the function of querying databases through natural language descriptions. function. In a 70

nutshell, the goal of NLIDB is to realize the conversion from natural language query to 71

SQL. 72

Since the 1970s [6], there have been early NLIDB systems such as LUNARE [7], 73

LADDER [8], Chat I 80 [9], ASK [10], etc.. Here, citing Affolter et al [11], these systems 74

can be divided into four categories according to the technical approach: 1) keyword-based 75

systems, represented by SODA [12], QUICK [13], etc.. These systems use the inverted 76

index of basic data and metadata in the database as the retrieval object, and match them 77

with natural language queries to identify the keywords mentioned in the query. However, 78

the disadvantage of this method is that it cannot identify potential semantics that do not 79

appear directly in natural language. 2) Pattern-based systems, represented by QuestIO 80

[14], NLQ/A [15], etc., can map slightly complex natural language patterns to pre-specified 81

query sentences. 3) Parsing-based systems, represented by the following methods Parsing- 82

based systems, represented by ATHENA [1 6], NaLIR [17], etc., introduce more natural 83

language processing techniques, such as parsing natural language interrogatives with the 84

help of grammar analysis trees. Therefore, such methods can further reflect the semantics 85

in the question into a predefined SQL template.4) Grammar-based systems, represented 86

by Ginseng [18], TR Discover [19], etc., which have a set of predefined grammar rules that 87
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restrict the user’s input behavior to form a natural language query in a standardized format, 88

which is easy to analyze systematically. These four types of methods can be summarized 89

as rule-based generation methods. Systems based on these four types of methods can 90

only achieve sQL output according to a fixed database format and a predefined query 91

template. However, the prevalence of multiple ambiguities and description diversity in 92

natural languages leads to the fact that the pre-defined matching rules or query templates 93

cannot cover more and more complex natural language queries in practical applications. 94

Most of the above methods can only deal with fixed domain databases, i.e., NLIDB can only 95

be designed and implemented according to a fixed table structure, so the system generally 96

cannot be ported to other databases. The main reason why there is no general commercial 97

solution or prototype system yet is that there is no NLIDBE for different database table 98

structures [20]. The application of deep learning in recent years has greatly improved the 99

technology in many artificial intelligence fields such as speech recognition, visual object 100

recognition, and bioinformatics [21]. Deep learning models are based on neural network 101

implementations, and one important class of network structures, recurrent neural networks, 102

plays an important role in processing sequential data such as text and speech. The RNN- 103

based encoder-decoder framework is an end-to-end deep neural network structure that 104

is widely used in many natural language processing tasks such as machine translation, 105

semantic analysis, text summarization, and dialogue generation. The goal of the semantic 106

parsing task is to transform natural language into a 109ical form. This logical form is a 107

semantic representation that is driven by natural language and can map the meaning of 108

natural language [22]. For example, programming languages such as Lambda Calculus, 109

SQL and mechanical control instructions, or general-purpose programming languages 110

such as Python and Java, all belong to the category of logical forms. Therefore NLIDB 111

implemented based on the encoder-decoder framework can be considered as a class of 112

semantic analysis models where the loser is a natural language query that is analyzed by 113

an encoder-decoder. 114

Therefore this paper contributes as follows： 115

• An intermediate language Key-value form is designed to be used as an intermediate 116

language logical form for controlling the SCADA system. 117

• The Text2SCADA natural language framework is proposed for converting natural 118

language into a Key-value intermediate language logical form that can be understood 119

by the SCADA system. 120

• A lightweight information extraction model based on DGCNN and probabilistic 121

graphs is constructed to take the original natural language as input and the Key-value 122

intermediate language logical form as output to build an end-to-end neural network 123

model for recognizing more unknown natural language commands and enhancing 124

the scientific generalization capability of the overall framework. 125

2. SCADA system intermediate language format 126

The HTTP address is divided into three parts in a SCADA system: view absolute path 127

, view channel and IDserver IP address. The first half of them, such as host-id, PATH and 128

Plugs, are irrelevant variables that we do not need to care about. cnlNum corresponds to the 129

channel number (i.e., variable name) of the data collection, and viewID means the number 130

of the view (i.e., location name), aday, month, and year represent specific dates. These 131

three attributes allow retrieving the view number and the variable value under the channel 132

number for a certain date. Figure 1 presents a command parameter to automatically fill the 133

sketch. For example, in a smart home system, the three important information of action, 134

place and object need to be extracted. When we input the natural language command "turn 135

on the air conditioner in the living room", it is necessary to convert it into a structure of 136

data as " Object = lamp, Location = living room, Action = turn on". Then, SCADA reads the 137

value of Object, Location and other attributes in the above structure to retrieve the target 138

and perform the corresponding action. 139
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Figure 1. HTTP adress for living room thermo data

3. Text-to-SCADA architecture 140

To implement natural language manipulation of SCADA systems, the key is to ex- 141

tract object indicators, location indicators, and action indicators from natural language 142

commands. In this paper, we design a Text-to-SCADA architecture as shown in Figure 2. 143

The natural language is converted into a machine language that can be recognized by the 144

SCADA system. Firstly, the commands are identified by basic and complex commands, 145

and if they are basic natural language commands, Then it is a good choice to use TICS 146

(TF-IDF+Cos_Sim) algorithm for semantic parsing, otherwise SDPA (Semantic dependency 147

parsing algorithm) is recommended for parsing. 148

Figure 2. Text-to-SCADA Framework

3.1. Basic and complex instruction recognition 149

Complex natural language commands can be seen as consisting of basic natural 150

language commands. The natural language instructions are lexically annotated using the 151

dependency analysis system DDParser.The results of the word labelling show that the 152

items tagged with /c are basically conjunctions within the command. Words, phrases 153

and sentences connected by parallel conjunctions,such as "then", "and", "or", "so " and so 154

on.Nowadays, the common approach to determine the presence of sub-instructions is to 155

consider whether the input natural language instruction contains concordant conjunctions 156

or not. If a coordinating conjunction such as "and", "or", "then" is found, then the instruction 157

is considered a complex natural language instruction. For example, if the input natural 158

language instruction is "turn on the lamp in the living room and turn off the hood in the 159
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kitchen, then check the temperature in the bedroom", the labeled instruction is shown in 160

Table 1. 161

Table1.Example of command lexical annotation

3.2. TICS algorithm 162

The natural language instructions go through four steps: word division and word 163

embedding, stop word filtering, lexical annotation and keyword extraction. The process is 164

shown in Table 2. 165

Table2.Natural language instruction processing flow

3.2.1. Natural Language Processing 166

Firstly, the distributed representation of words is completed using the Skip-gram 167

model in Word2vec to implement the word embedding algorithm, which has to be pro- 168

cessed by Chinese word separation and relies on the Chinese word separation tool Jieba 169

to implement. After the word separation, the deactivation word list of HIT is loaded to 170

achieve filtering of low-value words and phrases in natural language instructions. In order 171

to limit the scope of word performance and improve the extraction of keywords, lexical 172

annotation of instructions is required. The lexical annotation in this paper is benchmarked 173

against the PKU lexical annotation set. Firstly, a dictionary containing 98 words is defined 174

to match lexical properties. At the same time, lexical annotation is done in the separation 175

process. After the completion of lexical annotation, keyword extraction is performed.Stop 176

word elimination, word frequency-inverse text frequency algorithm and lexical similarity 177

calculation are used to achieve the extraction of relevant attributes describing the controlled 178

object in the instruction. Term Frequency (TF), which indicates the frequency of keyword 179

w occurring in the file, is computed as： 180

TFWi Di =
count(w)

|Di |
181

The number of occurrences of keyword w is represented by count(w), and the number
of all words in the file is represented by Di.

3.2.2. Semantic-command mapping 182

（1）Calculation of cosine lexical similarity 183

In this paper, we train the word vectors of high-frequency words in industrial and 184

agricultural fields with the help of neural network language model in Word2vec, and 185

also cluster the words by the cosine similarity between the word vectors to eliminate the 186

phenomenon of multiple words with one meaning.Word vector sums using the cosine 187

similarity calculation： 188
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cos < xi, yi >=

n
∑

i=1
xi×yi√

n
∑

i=1
x2

i ×
n
∑

i=1
y2

i

189

[0,1] is the value interval of cosine similarity. （2）Instruction matching and mapping 190

After processing the words in the natural language command sequences extracted by 191

keywords to obtain their vector forms, the cosine similarity with the words in the corpus 192

is calculated and a threshold p is set, and when the threshold is exceeded, the two words 193

are judged to be close. After matching the command keywords in the corpus, it needs 194

to be transformed into the intermediate language data structure defined in the section 195

"Intermediate Language Format for SCADA Systems" for the SCADA system to read. As 196

long as the query can be customized by the user as an index table (e.g. Table 3), the keyword 197

attributes (location, object, action) of the measurement and control objects are extracted 198

from the keyword extraction module as keys to query the corresponding values and fill in 199

the corresponding http address or call JavaScript methods to achieve the query or control 200

operation. 201

Table3.Parameter index table

In summary, Algorithm 1 describes the semantic parsing process of the TICS algorithm. 202
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3.3. SDPA algorithm 203

The SDPA algorithm targets complex natural language instructions and uses DDParser 204

to perform dependency syntactic analysis of complex natural language instructions. The 205

natural language instructions are identified by component mapping and component label- 206

ing, and the dependencies between word prototypes in complex instructions are analyzed 207

and indicator extraction rules are defined to achieve semantic parsing of complex natural 208

language instructions. In this paper, a bottom-up parsing framework is constructed, as 209

shown in Fig 3. 210

Figure 3. SDPA parsing framework
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3.3.1. Dependent syntactic analysis 211

The complex natural language command "Turn on the air conditioning in the shed and 212

then turn off the lights in the shed" generates the dependencies as listed [’word’: [’先’(’first’), 213

’打开’(’open’), ’大棚’(’shed’), ’的’(’of’), ’空调’(’air conditioner’), ’然后’(’then’), ’关闭’(’off’), 214

’田间’( ’field’), ’的’(’of’), ’灯光’(’light’)], ’postag’: [’d’, ’v’, ’n’, ’u’, ’n’, ’c’, ’v’, ’n’, ’u’, ’n’], 215

’head’: [2, 0, 5, 3, 2, 7, 2, 10, 8, 7], ’deprel’: [’ADV’, ’HED’, ’ATT’, ’MT’, ’VOB’, ’ADV’, ’VV’, 216

’ATT’, ’MT’, ’VOB’]]。The natural language instructions were component mapped into 217

four metrics, namely "word", "postag", "head" and "deprel". These are, in turn, the result of 218

the natural language instruction, the lexicality of the word, the positional dependencies 219

between the semantics of the words, and the semantic relationships. After summarising 220

complex natural language instructions, four main types of semantic dependencies are 221

found to be commonly found in instructions: corelations (HED), definite middle relations 222

(ATT), verb-object relations (VOB) and concurrent relations (COO). Examples of common 223

dependencies in natural language are given in Table 4. 224

In natural language instructions, the verb is usually the core of the sentence and does 225

not depend on any word, so the number under "打开"("Open") is 0, i.e. it does not form 226

a dependency with any word and is defined as a ROOT node. In this case, the number 227

under "客厅"("Living Room") is 5, i.e. it forms an ATT with the fifth word "空调"("Air Con- 228

ditioning"). The number under "客厅"("Living Room") is the definite article of "空调"("Air 229

Conditioning"), and the number under "卧室"("Bedroom") is 10, which is the definite re- 230

lationship (ATT) with the tenth word "灯光"("Lights"). The number 10 under "bedroom" 231

is the same as the 10th word "灯光"("Lights"). Based on this property, it is possible to 232

extract the prototype of the ATT as a location property in the intermediate language data 233

structure paradigm. In the example, the number under "空调"("Air Conditioning") is 2, i.e. 234

it forms a verb-object relationship (VOB) with the second word "打开"("Open"), and the 235

number under "灯光"("Lights") is 7, i.e. The number under "灯光"("Lights") is 7, which is 236

the verb-object relationship (VOB) with the seventh word "关闭"("Close"). Based on this 237

property, the word prototype corresponding to the VOB can be selected as an object prop- 238

erty in the intermediate language data structure. In the command "打开厨房的油烟机和洗 239

碗机"("Turn on the kitchen hood and dishwasher."), the words "油烟机"("Hoods") and "洗碗 240

机"("Dishwasher") form a parallelism (COO), i.e. a relationship between words of the same 241

type, so In this case, the prototypes of the COO can be extracted and merged into the Object 242

property. For the Action attribute, we can consider the VOB relationship. After finding the 243

object attribute, we can extract the keywords on which the object depends as the action 244

attribute according to the dependency between the verb and the object, e.g. "关闭灯光"( 245

"Turn off the lights"), "关闭"("Close") and "灯光"("Lights") form a verb-object relationship, 246

so the action attribute can be identified as "关闭"("Close"). Thus, after the above steps the 247

syntax is combined to obtain a paradigm for the intermediate language data structure of the 248

complex natural language ’first turn on the air conditioner in the living room and then turn 249

off the lamp in the bedroom’: i.e. [’action’:’打开’(’Open’), ’location’: ’客厅’(’Living Room’), 250

’object’: ’空调’(’Air Conditioning’), ’action’: ’关闭’(’Close’), ’location’: ’卧室’(’Bedroom’), 251

’object’: ’灯光’(’Light’)]. The final semantic-command mapping completes the parameter 252

transformation. The dependency tree for the commands ’turn on the air conditioner in the 253

living room and then turn off the lights in the bedroom’ and ’turn on the kitchen hood and 254

dishwasher’ is shown in Figure 4. 255
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Figure 4. Dependency syntax diagrams

Table4.Example of dependency relationship

3.3.2. Key attribute extraction rules 256

Key attributes in complex natural language instructions are extracted through de- 257

pendent syntactic analysis as well as lexical features and populated into the intermediate 258

language data structures defined in Section ’action’: ”, ’ location’: ”, ’object’: ”. The extrac- 259

tion steps are as follows: 260

(1) Generating dependency analysis results for complex natural language instructions. 261

(2) Traversing the results of the dependency analysis and extracting key indicators based 262

on semantic relations as well as lexical features. 263

(3) automatically populating them with pre-defined intermediate language data structures. 264

265

When utilizing semantic features for key attribute extracting, three types of semantic re- 266

lations need to be searched for: definite in relation (ATT), verb-object relation (VOB),juxtaposition267

relation (COO).The following three rules are required to be obeyed for key indicator extrac- 268

tion： 269

The first rule: when the command contains multiple verbs, the verbs will have corela- 270

tions (HED) and conjunctive-predicative relations (VV), which are very unfavorable for 271

direct extraction. At this time, we should first search for the verb-object relationship (VOB), 272

then according to the language habits and lexical features, find the corresponding verb 273

with the help of the object. 274

The second rule: The definite article is mainly a modifier, and this paper considers 275

the semantic parsing responsible for manipulating instructions, of which the position 276

information is usually represented by the definite-in relationship (ATT). Therefore it can be 277

extracted as a positional attribute. 278

The third rule: the juxtaposition relation (COO) has the same role in the manipulation 279

instruction, i.e., the manipulation object has the same action, and for this relation, so that 280

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 February 2023                   doi:10.20944/preprints202302.0325.v1

https://doi.org/10.20944/preprints202302.0325.v1


10 of 21

its manipulation action and position information are consistent, and the word prototypes 281

corresponding to the verb-object relation (VOB) can be combined. 282

Algorithm 2 describes the semantic parsing process of the SDPA algorithm. 283

284

3.3.3. Parsing algorithm optimization strategy 285

By analysing the noisy data that often occurs in complex natural language for de- 286

pendency syntax analysis, failed extractions are automatically eliminated. The Chinese 287

language itself is very complex and the dependencies formed by the same word in different 288

contexts may be different, e.g. "请帮我打开卧室的台灯"("Please turn on the bedroom 289

lamp for me.") and "打开卧室的台灯"("Turn on the desk lamp in the bedroom.") are two 290

natural language commands that convey exactly the same meaning, but The two natu- 291

ral language commands have the same meaning, but the dependency of the keyword 292

’打开’(’Open’) is different. In the first command, ’打开’(’Open’) and ’帮’(’Help’) form a 293

double object relationship (DOB). In the second instruction ’打开’(’Open’) and ’ROOT’ 294

form a core relationship (HED). Similarly, in the same natural language command, the 295

word prototypes for the same dependency may not be the same, e.g. "帮"(’Help’) and "台 296

灯"("Desk Lamp") in "请帮我分别打开卧室的台灯和客厅的空调"( "Please help me turn on 297

the desk lamp in the bedroom and the air conditioner in the living room respectively."). 298

Both "帮"("Help") and "台灯"("Desk Lamp") in "请帮我分别打开卧室的台灯和客厅的空 299

调"("Please help me turn on the desk lamp in the bedroom and the air conditioner in the 300

living room respectively.") form a verb-object relationship (VOB) with other words. In 301

addition, human speech is mixed with other words, e.g. "打开卧室的扫地机器人，卫生需 302

要保持干净"("Turn on the bedroom sweeper, hygiene needs to be kept clean"), the result 303

of Algorithm 2 is: [’action’: ’打开’(’Open’), ’location’: ’卧室’(’Bedroom’), ’object’: ’扫地 304

机器人’(’Floor Sweeper’), ’action’: ’打开’(’Open’), ’location’: ’卧室’(’Bedroom’), ’object’: 305

’保持’(’Keep’)]. It can be seen that the second dictionary is redundant and mistakes ’保 306

持’(’Keep’) for an object attribute. The main reason for this is that "保持"("Keep") and "需 307

要"("Need") form a verb-object relationship (VOB), and "扫地机器人"("Floor Sweeper") and 308

"打开"("Open") also form a verb-object relationship (VOB). is also in a VOB relationship 309

with "打开"("Open"). Algorithm 2 incorrectly identifies "保持"("Keep") as an object attribute 310

and completes the indicator extraction. Therefore, in the optimization algorithm module, 311

the redundant and invalid information in the structured results needs to be automatically 312
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removed, and the incorrectly extracted information needs to be eliminated by combining 313

lexical features. This improves the accuracy of instruction parsing and enhances the sci- 314

entific, applicability and extensibility of the SDPA algorithm for structuring and parsing 315

complex natural language instructions. 316

317

3.4. Lightweight information extraction model based on DGCNN and probabilistic graphs 318

Information extraction (IE) is a text processing technique that extracts factual in- 319

formation such as entities, attributes, relationships and events from natural language 320

text.Therefore, in this paper, after completing the above discrete natural language to in- 321

termediate language transformation, a deep learning approach is adopted to train the 322

generated natural language instruction pairs, and the data structure of the training is 323

shown below. 324

{ "natural language command": "请去把客厅的吊灯打开"("Please go turn on the chan- 325

delier in the living room."), 326

327

"Intermediate Languages": [ 328

329

["object ", "吊灯"("Chandelier")], 330

331

["location", "客厅"("Living Room")], 332

333

["action", "打开"("Open")] 334

335

] 336

} 337

Overall it is the input of a natural language instruction, and then the model is trained
to get the output in the form of an intermediate structured language, i.e., a triplet. Where
the triad is of the form (0, l, a), so this paper uses the idea of probabilistic graphs to design
an efficient extraction scheme using CNN-Attention as the core architecture of the model.
In the seq2seq scheme, the decoder is mainly performing probabilistic modeling, as shown
in the equation.

P(y1, y2..., yn|x) = P(y1|x)P(y2|x, y1)...P(yn|x, y1, y2, ..., yn−1)
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The actual prediction is done by first predicting the first word by x, then assuming
that the first word is known to predict the second word, and so on, until the end marker
appears. Therefore, when predicting triads, this paper considers this idea by defining the
following equation.

P(o, l, a) = P(o)p(a|o)P(l|o, a)

In other words, we can first predict o, then pass in o to predict the a corresponding to 338

that o, and then pass in o, a to predict the relationship l of the passed in o, a. In practice, 339

we can also combine the prediction of l, a into one step, so the total step only requires two 340

steps: first predict o, then pass in o to predict the a and l corresponding to that o. Thus the 341

model architecture is shown in Figure 5. 342

Word Blending Embedding + 
Position Vector Embedding

! " # $ % & ' ( )

12-layer DGCNN model

Self-Attention layer

CNN Dense layer

0
0

0
0

0
0

0
0

0
0

0
0

0
0

1
0

0
1

o start

o end

Self-Attention layer

CNN Dense layer

0
0

0
0

1
0

0
1

0
0

0
0

0
0

0
0

0
0

a start

a end

Extraction 
o

Extraction 
a

Figure 5. Architecture diagram of lightweight information extraction model based on DGCNN and
probabilistic graph

The processing flow of the model is shown below. 343

1. input word id sequence, and then get the corresponding word vector sequence by 344

Word Mixing Embedding, and then add Position Embedding. 345

346

2. input the "word-word-position Embedding" into the 12-layer DGCNN for encoding, 347

and get the encoded sequence (note as H). The details of DGCNN are shown in the Figure 348

6. 349

Figure 6. DGCNN

The equation is shown below.

Y = X ⊗ (1 − σ) + Conv 1D1(X)⊗ σ

σ = σ(Conv 1D2(X))
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3.after passing H into a layer of Self-Attention, the output is spliced with a priori features 350

(a priori features can be added or not, the construction method will be described in detail 351

later). 352

353

4. the spliced results will be passed into the CNN, Dense, using the "half pointer - half 354

labeling" structure to predict the first and last position of o. 355

356

5.training randomly sampled a labeled o, and then H corresponding to the subse- 357

quence of this o passed into a two-way LSTM, to get the o encoding vector, and then add 358

the relative position of Position Embedding, to get a vector sequence of equal length with 359

the input sequence. 360

361

6.after passing H into another layer of Self-Attention, the output result is spliced with 362

the vector sequence and prior features output in step 5. 363

364

7.Pass the spliced result into CNN and Dense, and for each kind of l, construct a "half- 365

pointer-half-labeling" structure to predict the first and last positions of the corresponding a. 366

In this way, both a and l are predicted at the same time. 367

368

4. Experimental setup and analysis of results 369

4.1. Test dataset construction 370

Text-to-SCADA is a domain-specific framework for natural language instruction 371

parsing, and for the application domain proposed in this paper, we constructed the Chinese 372

test instruction dataset - CNLQTS. regarding the corpus collection instead of using direct 373

integration of conversational text, various instructions that may appear in the SCADA 374

system were predefined and then The research staff crowdsourced the data and unfolded 375

it into natural, spoken sentences. This construction method is effective in improving 376

Text2SCADA’s ability to understand natural language instructions in a given domain. First, 377

we define a command that conforms to the intermediate language specification mentioned 378

in the SCADA system’s intermediate language format ’object’: ’空调’(’Air Conditioning’), 379

’location ’: ’客厅’(’Living Room’), ’action’: ’打开’(’Open’). The pseudo-linguistic problem 380

description was then rewritten as a natural language problem E = ’打开客厅空调’( ’Turn on 381

the living room air conditioner’), and the utterance E was expanded into a more complex, 382

colloquial natural language utterance. A case study from the corpus is shown in Table 5. 383

Table5.Corpus examples

The final CNLQTS dataset provides a collection of 600 natural language commands 384

from different domains, such as agriculture (200), industry (200) and smart home (200). 385

Each domain contains 100 basic natural language instructions and 100 complex natural 386

language instructions. Experimental tests were conducted using various types of data as 387

shown in Table 6. 388

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 February 2023                   doi:10.20944/preprints202302.0325.v1

https://doi.org/10.20944/preprints202302.0325.v1


14 of 21

Table6.Example of CNLQTS dataset

4.2. Text-to-SCADA framework evaluation indicators 389

The evaluation method of Text2SCADA performance mainly consists of three methods: 390

Precision, Recall and F-score values, which are obtained by manual determination. A total 391

of 600 natural language instructions were constructed for the dataset, and the number of 392

instructions was considered to influence the experimental results, and different sets of 393

instructions were selected to test the performance of the algorithm according to the specific 394

experiment. The definitions of the relevant variables are given next: 395

A denotes the indicators correctly identified and the number of corresponding indica- 396

tor values. 397

B denotes the total number of records with structured results. 398

C denotes the total number of indicators contained in the original natural language 399

instructions. 400

The correlation is then calculated as follows:

P =
A
B

P =
A
C

P =
2

P + R

4.3. Training and testing 401

4.3.1. Word embedding 402

The skip-gram model was used, the loss function was cross-entropy, the word vector 403

dimension was set to 150 and the window size was 8. The stochastic gradient descent 404

method was used for training, and the loss curve during training is shown in Figure 7. 405
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Figure 7. Loss curve

Once the vector form of Chinese words is obtained, the similarity between the input 406

words and the individual example sentences in the corpus can be calculated by using the 407

formula, and the words with the highest similarity and the same lexical nature are taken to 408

match the words in the preposterous corpus. The semantic-command mapping module 409

then retrieves the attributes such as object and location described by the command and 410

maps it to an http address or calls a JavaScript method to execute the command. 411

4.3.2. Experiments to test basic natural language instruction parsing algorithms 412

To evaluate the performance of the TICS basic natural language instruction parsing al- 413

gorithm, experiments were conducted using basic natural language instructions aggregated 414

from the CNLQTS dataset. Using control variables as well as random assignment, 50, 100, 415

150...300 instructions were sequentially entered for testing. The values of the evaluation 416

metrics obtained and the maximum time to return results are shown in Table 7. Where 417

Figure 8. clearly reflects the variation of each assessment indicator. 418

Table7.Basic natural language instruction test results
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Figure 8. TICS performance evaluation bar chart

As you can see in the figure： 419

• From the performance on the test set, the average values of the three main assessment 420

indicators were 90.37%, 90.79% and 90.58% respectively, all above 90%, all achieving 421

good results. 422

423

• When the number of instructions increases, the values of the evaluation indicators 424

display a decline of 2% to 5%, which is in the range of acceptable. 425

426

• The average maximum response time is about 0.79s, which satisfies the real-time 427

human-computer interaction. 428

429

• Balanced F values initially indicate good precision-recall performance, with perfor- 430

mance deteriorating as the number of natural language instructions considered in the 431

experiment increases. 432

4.3.3. Test experiments on complex natural language instruction parsing algorithms 433

In order to improve the scientific, applicability and extensibility of structured parsing 434

algorithms for complex natural language instructions. In this paper, the resultant optimisa- 435

tion algorithm is added after the SDPA algorithm. This section continues to use control 436

variables as well as random assignment, and 50, 100, 150...300 instructions are entered in 437

turn for testing. The values of the evaluation metrics obtained and the maximum time 438

to return results are shown in Table 8. Where Figure 9. clearly reflects the changes in the 439

evaluation metrics, where P1, R1 and F1 represent the performance evaluation metrics 440

before optimisation and P2, R2 and F2 represent the performance evaluation metrics after 441

optimisation. 442
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Table8.Complex natural language instruction test results

Figure 9. TICS performance evaluation bar chart

As can be seen from the figure: 443

• Either the SDPA algorithm alone on complex instruction test sets or the optimized 444

SDPA algorithm on complex instruction test sets have better results, with the aver- 445

age P1 and R1 reaching 78.15% and 78.59%, and P2 and R2 reaching 87.63% and 88.41%. 446

447

• Algorithm performance all declined to some extent as the number of complex control 448

instructions increased. The F-value decreases before optimisation were 7.93%, 1.98%, 449

1.88%, 2.45% and 3.12% respectively, with an average decrease of 3.47%. After optimi- 450

sation, the F-values decreased by 3.96%, 1.49%, 2.68%, 0.99% and 1.72% respectively, 451

with an average decrease of 2.17%. It is clear that the average decrease in F-value 452

is significantly smaller than that of the pre-optimisation algorithm, indicating that 453

the optimisation algorithm plays a significant role in the process of parsing complex 454

natural language instructions, improving the scalability and scientific generalisation 455

of the algorithm. 456

457

• The average response time is about 1.474s to meet the real-time human-computer 458

interaction. 459

460
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4.3.4. Text2SCADA combined service performance test experiment 461

In this section, 600 test commands were selected and entered into the Text2SCADA 462

system in order of 100, 200, 300...600 using random assignment and control variables, the 463

experimental results are shown in Table. 9, where Figure. 10 reflects the changes in the 464

evaluation indicators. 465

Table9.Combined Algorithm Service Performance Testing

Figure 10. Combinatorial algorithm performance evaluation

From this the following insights can be obtained. 466

• The average Precision and Recall values for Text2SCADA under the command test set 467

were 89.27% and 89.28% respectively. The overall accuracy is in the vicinity of 90%. 468

469

• The F-value gradually decreases, in the order of 3.91%, 3.15%, 5.74%, 0.34% and 1.5%, 470

with an average decrease of 2.93%, mainly considering that as the number of test 471

instructions increases, its testing effect will deteriorate to a certain extent, thus leading 472

to a gradual decrease in F-value. 473

474

• The average response time of Text2SCADA is about 1.593s to meet the real-time 475

human-computer interaction. 476

477

4.3.5. Comparison experiments 478

A total of 300 instructions were randomly selected and compared using the TF-IDF 479

keyword extraction algorithm, Word2vec-based similarity algorithm, LSTM-based sentence 480

similarity algorithm and template matching method and the algorithm of this paper. The 481

cosine similarity threshold was 0.65. The successful recognition rate was used as the test 482

index, the numerator was the number of successfully recognized instructions and the 483

denominator was the total number of instructions, the results are shown in Table 10. 484
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Table 10. Comparison experiments 485

Method Success rate
TF-IDF 38.67%(116/300)
Word2vec 40.33%(121/300)
LSTM 43.67%(131/300)
Template Matching 63.67%(191/300)
Seq2Seq 70.33%(211/300)
Our Method(DGCNN) 96.67%(287/300)

486

TF-IDF keyword extraction algorithm can extract information from specified keywords, 487

but it does not consider the case of multiple words with one meaning, and synonyms are 488

used to construct links between them, so only 116 items can be recognized. Word2vec 489

method mainly calculates the similarity between words, but cannot extract suitable key- 490

words, and can only recognize some instructions in basic natural language instructions. 491

LSTM takes sentences as units and calculates sentence meanings, which has a certain 492

improvement in recognition, but the information extraction ability is average. The man- 493

ual template matching method is based on manual rules and the extraction algorithm is 494

written based on experience, which has a good success rate of recognition, but the method 495

requires a lot of manpower to read the text and is not applicable to the actual human- 496

computer interaction system, while the traditional Seq2Seq model has poor results in local 497

perceptual ability and does not accomplish better information extraction. In this paper, 498

we build a DGCNN-based information extraction model based on the TICS algorithm and 499

SDPA algorithm, which makes the overall scalability and scientific generalization ability of 500

Text2SCADA improved, and the success rate of command recognition is up to 96.67%. 501

4.3.6. Software and Example Testing 502

In this section, QT is used to write an agricultural human-machine interface as shown 503

in Figure 11, relying on the Rapid SCADA cloud platform to implement the interaction 504

algorithm. The parameter transfer is done using socket communication. We set the IP 505

address as 103.45.156.173 and the port as 10086, and define three scenarios in the interface, 506

namely, a greenhouse, a cornfield and a paddy field, where four field devices are set in the 507

cornfield, namely, lights, air conditioners, cameras and sensors; lights, cameras, nozzles 508

and sensors in the cornfield; and nozzles, cameras, lights and sensors in the paddy field. 509

and sensors in the rice field. Each device will have a circular logo next to it, where gray 510

represents the off state and green represents the on state. SCADA platform server, the 511

corresponding result will be displayed on the interface. 512

Figure 11. Human Machine Interaction Interface in Agriculture
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Then, we tested four commands: "请帮我打开大棚和稻田的吊灯(Please help me turn 513

on the chandelier of the shed and the rice field)", "请帮我关闭稻田的摄像头，然后打开玉 514

米地的喷头，最后关闭大棚的摄像头(Please help me turn off the camera of the rice field, 515

then turn on the nozzle of the cornfield, and finally turn off the camera of the shed)", "请帮 516

我打开大棚的空调和传感器(Please Help me turn on the air conditioner and sensor of the 517

shed)", "请帮我先打开到的摄像头，然后关闭稻田的吊灯，最后关闭玉米地的传感器和喷 518

头(Please help me turn on the camera of to first, then turn off the chandelier of the rice field, 519

and finally turn off the sensor and sprinkler of the cornfield)". The test results are shown in 520

Figure 12. 521

Figure 12. Presentation of natural language command test results on an agricultural HMI interface

Table11.Example diagram of natural language instruction parsing

Conclusion 522

The main contribution of this research is to propose a natural language interface 523

(Text-to-SCADA) for distributed SCADA systems, which first distinguishes basic natural 524

language instructions from complex natural language instructions using lexical annotation, 525

then parses basic natural language instructions by the TICS algorithm and complex natural 526

language instructions by the SDPA algorithm, and finally understands the natural language 527

input from the user instructions. The CNLQTS dataset is provided through crowdsourcing 528

to test the performance of the interface, and finally a DGCNN-based information extraction 529

model is constructed to enhance the scientific generalization ability of the model using deep 530

learning methods. After that, more complex natural language instructions will be investi- 531

gated and intermediate language formats will be enriched. Furthermore, future work will 532

consider encoding instructions in the form of graph neural networks to build knowledge 533

graphs to improve the accuracy of complex queries and support higher scalability. 534
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