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Abstract: The main objective of this work is the design and implementation of self-adaptive capa-
bilities in wireless sensors by applying control engineering and model-based design methodolo-
gies. It has been addressed the problem related to the changes in the flow of data packets through
the network connection and the excess energy consumption that this causes in these devices. To
design the solution, a systemic characterization of the scheduling and execution process of em-
bedded tasks on the device has been carried out. This means defining cause-effect relationships in
the system and its modelling theoretically and/or experimentally. In turn, these models facilitate
the design of control strategies to improve the dynamic behavior of the system. As a solution, a
self-adaptation strategy based on feedforward control algorithm has been designed and developed,
which has been applied to improve the dynamic behavior and resource consumption. The devel-
oped solution has been satisfactorily evaluated experimentally.
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1. Introduction

Distributed embedded systems constitute an area of growth worldwide, with an
increasing number of applications in different domains. Among the applications we can
mention, as an example, the monitoring and control systems of large infrastructures,
monitoring of logistics systems, monitoring and control applications in high-speed
transport systems, public security monitoring systems and monitoring of renewable en-
ergy generation systems such as wind or photovoltaic.

However, the introduction of large-scale distributed embedded systems wireless
connectivity is hampered by a series of obstacles related to methods and techniques for
their design, control and operation. Since the dynamic behavior of these systems is con-
siderably different from the dynamic behavior of centralized systems or distributed sys-
tems based on wired devices, the ability to predict the performance of these systems is
reduced. This requires that these systems possess special "self-" type capabilities to
maintain optimal performance, such as self-adaptation, self-optimization and/or
self-organization.

This work is focused on the development of self-adaptive capabilities by applying
control engineering and model-based design methodologies. Specifically, it deals with
the problem of changes in the flow of data packets through the network connection in
wireless devices and the excess energy consumption that this entails. More in specific, the
problem has been addressed through the development of a self-adaptive control strategy
based on anticipatory control techniques, which has been applied to improve the dy-
namic behavior of the task scheduling and execution process in distributed embedded
systems with low computing capacity.

1.1 Self-adaptation in embedded software

© 2022 by the author(s). Distributed under a Creative Commons CC BY license.
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Self-adaptation issues in embedded software have been investigated across different
areas of software engineering, such as requirements engineering [1-4], software archi-
tecture [5-10], middleware architectures [11-14], component-based development [15-17],
model-driven development [18-21] and goal-driven models [22-25]. The majority of
these works have been isolated initiatives. In the literature, some techniques for the de-
velopment of self-adaptive software appear. Some works have obtained interesting re-
sults by applying certain techniques, however, other techniques are proposed as initia-
tives for future work [7].

Despite the innovative nature of the proposed initiatives, they are isolated in nature
and do not propose a general methodology for the design of self-adaptation strategies
Methodology under which the effects that the introduction of feedback mechanisms may
have on the system can also be addressed. Over the years, the software engineering dis-
cipline has placed a strong emphasis on the static nature of the architecture of a software
system, neglecting to a certain extent the dynamic aspects. In contrast, control engineer-
ing places great emphasis on feedback loops [26-28] as a practically essential element to
deal with changes in the dynamic behavior of systems and the influence of external dis-
turbances.

However, in the literature there are some works focused on the application of con-
trol engineering techniques to introduce self-adaptive capabilities on embedded devices.
Just to mention some of them, Cervin et al. [29] have developed a feedback control sys-
tem with feedforward mechanisms for the scheduling process of tasks dedicated to re-
al-time control duties. The scheduling strategy adjusts the task sampling period based on
the estimated measurements of tasks execution time and, also, anticipating changes in
tasks workload. The objective of this approach is to improve the performance of the con-
trol tasks, obtaining a higher utilization of shared CPU resources. Also, a solution based
on a feedback control system has been proposed for multithread applications [30] with
the aim to reduce the waste of computational resources for recurrent real-time work-
loads.

Lindberg et al. [31] have also developed an approach based on feedback control
strategies and feedforward actions in order to manage the CPU temperature, in addition
to its computational time that is demanded by several tasks with dependencies on mul-
tiple resources. The control action has been designed based on a dynamic model of
hardware and software resources, which use the flow of resources as a common entity.
Moreover, Nayak Seetanadi et al. [32] have designed a solution based on control engi-
neering to optimize both the resource consumption and allocation by the cameras in a
video-surveillance system.

The analysis of the literature reveals that the design methodologies applied from the
perspective of control engineering, where models-based control strategies and feedfor-
ward control actions are used, are viable, and, also, can provide excellent results on its
application to the design of self-adaptive mechanisms to embedded software in wireless
sensors or devices with low computing capacity.

To design a self-adaptation mechanism by applying a model-based methodology, it
has required the following actions:

1. Modelling of the process to be controlled both theoretically and experimentally (see
section 2). The objective is to characterize the process applying a systems engineer-
ing approach and obtain a useful model for the design of control strategies.

2. Based on the models obtained, design the self-adaptation mechanism based on a
feedforward control architecture (see section 3).

3. Implementation and evaluation of the self-adaptive strategy in real devices (see sec-
tion 4).

2. Theoretical and experimental modelling

This section describes the task scheduling and execution process in embedded sys-
tems, both from a theoretical and experimental point of view. The underlying idea is to
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characterize this process by applying a systems engineering approach and obtain a model
that is useful for the design of control strategies.

Characterizing a process as a system means finding its cause-effect relationships.
That is, relationships between input and output variables, defined as:

e Outputs: measurable or estimable variables related to the requirements or objectives
that the system must meet (ex., energy consumption, time consumption, system
performance, etc.).

e Inputs: independent variables, also measurable, that determine the dynamic behav-
ior of the system (ex., time duration of a basic task execution cycle, listening fre-
quency of the communication channel, number of bytes transmitted and received,
CPU cycles consumed by each task, etc.).

2.1. Brief theoretical formalization

In a wireless sensor network, each device constitutes a node that executes a set of
tasks that follow a discrete-time execution model. In this execution model, each node
executes an approximately constant number of actions or tasks in a given time interval.
This time interval is called the execution cycle (EC) or simply cycle. The beginning of
each cycle is not synchronized between the nodes of the network (see Figure 1). At the
beginning of each cycle, the node sequentially executes tasks such as data acquisition,
filtering, merging and communication tasks. At the end of the tasks, the node goes into
sleep mode and checks the communication channel at constant time intervals to receive
data packets.

. Round (k) .
Node 1i_|mam [ [ [ — ,
Round (k-1)
Node 2 o [ — S SN
Round (k)
Node 3.l i— I (] l— >
T Execution Round “K” T
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Sensor Comm._
Proc. Tasks  Tasks

Figure 1. Tasks scheduling and execution process.

In general, the dynamic performance of the task execution process can be charac-
terized through the following variables:

e  Time consumed on each execution cycle by each task.

e  Energy or power consumed by the hardware components (CPU, transceiver, etc.)
when executing those tasks.
The tasks are mainly classified into communication tasks (transmission, reception,
etc.) and processing tasks (acquisition, filtering, etc.). A theoretical model of the task ex-
ecution process is briefly proposed below.

2.1.1 Time consumed by tasks
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According to the tasks that are described in the execution model of Figure 1, the time
consumed by the tasks, on each execution cycle k, can be expressed in a general way as
follows:

e t, and t, , time intervals for receiving and sending packets. These intervals de-
pend mainly on factors such as the communication frequency or bit rate of the
transceiver F,, the number of bytes transmitted (B;,) and received (B,,), communi-
cation delays due to the state of the communication channel (z,, 7, ), communica-
tion protocol specifications, among others factors.

tr () = fix(Bexs Fpr Trppr k)
tr, (k) = frx(Brx, Fp, Tr,. k)
i Crppr total channel listening time. It is calculated from the period of time (T,,) or

frequency (F,,) to listen the channel and the time interval (z,,,) spend on each period
listening the channel.

(D

trlt (k) = frl:(TWu' TTlt' k) (2)

* t,,, computing time used by the processor to execute tasks. This interval depends
mainly, among other factors, on the clock frequency of the processor (F¢py) and the

number of cycles (Cp) or operations required by the tasks.
o (k) = fer (Cp, Fepy, k) 3)

* s, timerequired to acquire samples or measurements. This interval is a function
of the number of samples to acquire (S,.4), and the time required to acquire a sample

(Tsacq)-
Cs0ca ) = faca (Sacar T ) )

2.1.2 Energy and average power consumed on each execution cycle

The total energy E consumed by the device constitutes the integral value of the in-
stantaneous power P consumed by all its hardware components on each execution cycle.
In other words, it is mainly the sum of the energy consumed by the transceiver (E,), the
CPU (E,), the acquisition system (E;) and other components (E,):

to(k)+Tround
E(k) = f P(t)dt
to(k) 5)

E(k) = Ey (k) + Ep (k) + Es(k) + Eq (k)

Where the average power consumed in an execution cycle (Ty4ynq) can generally be
expressed as:

P(k) = P(t)dt =

o(k) round

1 to(k)+Tround E(k)
| ©
t

Tround

Consumed energy also depends on the tasks or operations that each hardware
component executes in each execution cycle. For the modeling, the following considera-
tions have been made:

4.  The instantaneous current demanded by a certain hardware component during the
execution of an operation, will only be considered as appreciable value during the
time interval in which the operation or task is executed. The rest of the time that this
component is not active, the current consumed will be considered negligible. For
example, the instantaneous values of current consumed by the transceiver I,
during packet transmission are reached only within the time interval ¢,  (see
equation (1)).

5. In addition, a constant value of power supply voltage V. to the hardware compo-
nents is also considered.
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Taking into account the above considerations, the energy consumed by each com-
ponent and the average value of power consumed within the time interval corresponding
to the operation, are calculated as follows:

e  Consumed energy by the CPU (E,) and the acquisition system (E). They mainly
depend from the current consumed when the CPU is activated (I, ) or in standby
mode (I, ), from the current consumed by the acquisition system (Isgeq) and sensors

(I

SON)'

to(kK)+Tround

E,(k) = Vi f “ (Lo (8) + I, ()] dt )

Ep(k) = PON(k)tpON(k) + Ppsl(k)tpsl(k)

to(kF)+Tround

E.00 = Vi | o @ ] o

Es(k) = Fopo () ts, 0 (k) + Fygy (F)ts, (K)

e Energy and average power consumed by the transceiver calculated from the current

consumed during transmission (/,,, ), reception (I, ), listening to the communication

channel (I, ) or in idle mode (1,.,,):

_ Ve tf(k) _ Ve tf(k)
Ptx(k) - trtx(k) fto(k) Irtx(t)dt Psl(k) - trsl(k) fto(k) Irsl(t)dt (9)
_ Ve tf(k) _ Ve tf(k)
Prx(k) - by () fto(k) Irrx(t)dt Plt(k) - trlt(k) fto(k) Irlt(t)dt
Er (k) = Pex(l)ty,, (k) + B (KDL, (K) + B )ty () + P ()t (K) (10)

where t¢(k) is the finalization time of each round that is calculates as t(k) = to(k) +

Tround .

2.1. Experimental modelling

The theoretical formalization of the previous section allows us to know which var-
iables and parameters of the task execution process are related to each other. Facilitating
the establishment of cause-effect relationships and therefore giving general guidelines of
the type of relationship.

But the relationships formulated do not describe specific details such as how a
change in the magnitude of an input variable affects the change in magnitude of an
output variable. For example, in equation (9) the average power consumed during pack-
ets transmission (P, ) depends on the time required by the transceiver to transmit packets
(tr,) and on the current (I, ) and voltage consumed during transmission (V). However,
if this type of information is not known, it can be obtained experimentally.

2.1.2 Experimental setup

In this sense, experiments were carried out to characterize the average power and
energy consumption during packets transmission and reception, and, also, by executing
acquisition, filtering and merging tasks. The equipment and tools used are detailed be-
low:

e  Mobile Device Power Monitor and PowerTool software from Monsoon Solutions

Inc.

e 2 SOWNet G-Node G301 Wireless Sensor Node: one of the sensors acts as a packet
sender and the other as a receiver.

e  Arduino board to mark specific events through the GPIO pins.

e  Matlab as a tool for data analysis, processing and modelling.
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(a) (b)

Figure 2. Experimental setup devices: (a) Monsoon Mobile Device Power Monitor; (b) SOWNet
G-Node G301 Wireless Sensor.

The experimental parameters used are listed below. For each of the listening fre-
quency values of the receiving node, packets of different lengths were sent:
° Number of transmitted Bytes or packet Size: 18, 28, 38, 48, 58, 68, 78, 88, 98, 108.
e Listening frequency (Hz): 2, 4, 8, 16, 32.
2.1.3 Model identification

The data obtained experimentally were analyzed and processed using Matlab. Ap-
plying regression techniques, for each of the types of events, models of energy consumed
and time per execution cycle were obtained.

In the models, n;, and n,, are defined as the total number of sequences for trans-
mission and reception events, respectively, that occur on each execution cycle k. The
models obtained, their parameters obtained for a 95% confidence bounds and coefficient
of determination R?, are summarized below.

e  Packets transmission
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Figure 3. Fitted models for packets transmission: (a) Energy during transmission; (b) Time during

transmission.

trtx(k) = Gix (Bexs Nexs Twu k)

(11)
= (Taex + Toex Twu) Bex (k) + N (Teex Twu T Taex)
where Ty, =0.0001722, T4, = 0.001945, Topp = 1.098, T4p, = 0.02437 (R2=0.9992).
Eu (k) = ftx(th' N T ) (12)

= (atx t EpexTwu) Bex (k) + N (Ecex T + Eatx)
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E . [mJ]

where &4, =0.002544, €p1y
e  Packets reception

=0.2316, €.y = 18.68, €4y =1.399 (R2 = 0.9992).
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Figure 4. Fitted models for packets reception: (a) Energy; (b) Time.
trrx (k) = Yrx (Brx: Ny k) = Taprrx (k) + Nx Thrx (13)
where Tg., =2.876e-005, T, =0.02634 (R2=0.3364).
Erx (k) = frx(Brxs Nyxs k) = 073 Brx (k) + Ny (14)
where &4, =0.001091, &p,, =0.4509 (R2=0. 2750).
e Listening period
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Figure 5. Fitted models for the listening period: (a) Energy; (b) Time.
brye (k) = Iry, (Twu' Uiy i k)
(Tround - trtx (k) - tr,-x (k)) (15)
Tit Twu
where 7y, = 0.01061 (R?=0. 9997).
Eie (k) = fie (T, k)
(Tround - trtx(k) - trrx (k)) (16)

= &ait
T,
wu

where &4, =0.4435 (R2=0. 9996).
e  Acquisition and data filtering tasks
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Figure 6. Fitted models for acquisition and data filtering tasks: (a) Energy; (b) Time.

tptk+sacq (k) = YGtk+acq (Sacqr Tsacq’ Cp, Fepy, k)

17)
= Tsacqsacq (k) + FCPU_lcPtkf(k) + Tex
where Tsacq = 0.3123, T4, =0.1199 (R2= 0. 9981).
Etk+acq (k) = ftk+acq (Sacq' CPtkt k) (18)

= gatkSacq (k) + gbthCPU_lcPtk (k) + &cex

where &4, =0.5987, epx =3.797, €c =7.093 (R2=0. 9152).

The total energy consumed in each execution cycle is variable because it depends on
the tasks or events that are executed in each cycle. However, the tasks are executed pe-
riodically every a certain number of execution cycles. The execution period for these tasks
can be expressed in the form | = Lyk, being L, the periodicity relation with respect to
the basic execution cycle k. Therefore, the energy consumed E (1), its temporary duration
T, rna(l) and average power consumed P(l) for the execution period ! can be ex-
pressed as follows:

k=ko+Lg
Tl_rnd(l) = Z Tround(k)
k:k0+L,;z=k0 ED) (19)
ED= ) EG)PW =5
k=R _rn

3. Design of a control engineering-based self-adaptive strategy

It is proposed to design a self-adaptation strategy for the process of planning and
executing tasks based on the feedforward control architecture (see Figure 7). Feedfor-
ward control is a model-based method that provides an open-loop control compensation
action (feedforward action). The design of this control action is much simpler than a more
complex closed-loop control action. In addition, it would avoid the possible effects that
could be introduced into the dynamics of the system as a result of the negative feedback.
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Figure 7. Self-adaptive strategy based on the feedforward control architecture.

In general, the design of the control strategy is based on the following premises:

e It would aim to cancel or minimize the effects of disturbances or load on the average
power consumption through slight corrections (AT;4ynq) of the execution cycle time
period (control action).

e  The load on the average power consumption (4P,) of the sensor is calculated as the
difference over its nominal or expected value during a certain period of time .

e  The controller will only compensate loads greater than zero, that is, consumption
above the nominal value, but in a limited way. The objective would be not to exces-
sively modify the nominal value of the duration time of a task execution cycle
(Tround)-

e  The energy consumption will be estimated from the obtained experimental models
presented in previous sections. Specifically the models that estimate consumption
during the reception and transmission of packets, execution of data acquisition tasks
and filtering.

The steps performed to obtain the equation of the control strategy are described
below:

1. Define the equation of average power consumed P(l) during the period of time [,
considering the nominal value for that period P, and the load on the average power
consumption A4P,.

P(l) =P, + AP, (20)

2. Calculate the nominal average power consumed P; during the cycle [ (see equation
(19)) based on the nominal values of the estimated energy consumed E;, the cycle
duration time T; ,,4 and the nominal values of the estimated energy consumed on
a simple execution cycle Ej and its duration time T;,ynq-

_ k=ko+Lg
I - o )
p = 7 ; B = Z Ees Ti_rna = LiTrouna (21)
l_rnd k=Ko

3. Define the equations of the feedforward control action.

AP, =P()- P, =0

_ Z 22
EDT, ma = ET, rna(D) = 0 @2)

4. Introduce the control variable AT},y,4(k) and define the equation for the calcula-
tion of the control action for a simple execution cycle.

Tl,rnd(l) =Ly (Tround + AT ouna (k))_

(ED)-E) E, 23
ATy oyna (k) = T; Urr = T 3)
fr round

5. Considering the introduction of a limiter for the magnitude of the control action,
then final equation for the control action can be expressed as follows:
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|AT1£‘¢§1¥nd|; ATy ouna (k) = |ATrL011AL/Ind
(ED - E)
ATrouna(k) =4 ——; _lAT%{‘L/Indl < ATyrouna (k) < |ATrL011AL/Ind 24
arr (24)
_lATf;gIndl; ATy ouna (k) < _lATrL;gInd

|ATrL011¥nd = ATLIMTround ;0 <ATyy <1

4. Implementation and evaluation of the self-adaptive strategy

The evaluation tests were carried out according to the following experimental setup
and design:

e 6 wireless sensors were deployed in order to measure temperature inside a room:
sensor models SOWNET GNODE with Contiki-OS-2.7 operating system embedded.
e  The control strategy has been implemented in C language and, mainly, two func-
tions have been implemented
1) feedForward(): function to calculate the feedforward control action.
2) getEnergyConsumption(): function to calculate the estimated consumed energy.

e  Two of the nodes were powered with supercapacitors in such a way that the changes
that the control system could introduce in the energy consumption of the sensors
could be evaluated in a short period of time.

i.  The control algorithm was activated in the node called NC_ON, so its execu-
tion cycle period is variable.

ii.  In another node named NC_OFF the control algorithm was disabled and the
task execution cycle period was set to 5 seconds.

e The rest of the nodes use a randomly variable execution cycle time in order to in-
troduce disturbances in network communications and therefore overload the num-
ber of packets expected by the control algorithm. The execution cycle time varies
randomly in a range between 4.5 and 5.5 seconds (+10% around nominal value).

o DPeriod greater than 5 seconds implies fewer packets sent than expected.
o A period less than 5 seconds implies an increase in the number of packets sent
over what was expected.

e  For each execution cycle, the following information stored in the nodes is acquired
through an FTDI cable: duration of the execution cycle, supply voltage, estimated
energy consumption, number of packets sent and received, among other variables.

e  Use of the variation rate (or battery discharge rate) of the power supply voltage of
the node per unit of time, as a reference variable to evaluate the variation in the av-
erage power consumption of the node. This rate is proportional to the current sup-
plied by the battery or super-capacitor, which in turn corresponds to the variation
on its charge.

e A total of three experimental tests were performed, for which two different channel
listening frequencies were used (experiment 1 frequency of 28 Hz and 2 Hz in the
other 2 experiments).

Table 1 summarizes the data of the experiments carried out where:

e  Third and fourth columns represent the mean value of the battery discharge rate for
both nodes (NC_ON and NC_OFF), which in turn corresponds to the average slope
of the supply voltage of the nodes.

e  Fourth column also represents the discharge rate but for the node where the control
algorithm was disabled and a fixed task execution cycle time period (NC_OFF).

e  The last column is the percentage difference in the discharge rate between both
nodes which is calculated as follows

dV/dtye opr — AV /dtyc _on

4 =100
dV /dtnc_orF

(25)
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e  The last row is the mean value of the discharge rate difference of the three experi-
ments.

Table 1. Summary of experimental data.

Exp.N°  Channel listening NC_ON NC_OFF Discharge rate
frequency dv/dt dv/dt difference &
[Hz] [mV/s] [mV/s] [%]
1 28 -0.31893 -0.39127 18.49
2 2 -0.30852 -0.38576 20.02
3 2 -0.30147 -0.37877 20.41
Mean value 19.64

Figure 8 depicts the behavior of the supply voltage and the duration of the execution
cycle for the nodes NC_ON and NC_OFF during experiment number 3. Because the
feedforward control algorithm is active in the NC_ON node, the execution cycle varies to
compensate the overload of packets that are received and thus the average power con-
sumption. The slope of the supply voltage curve is less for the NC_ON node compared to
the NC_OFF node. This means that the discharge rate of the supply voltage for the
NC_ON node is lower and therefore the average power consumption is also lower. The
average values of the discharge rate for both nodes, as well as the percentage difference
between the two nodes, are detailed in Table 1.

The average value of the difference between both nodes for all the experiments is
also specified, which has a value of 19.64% and, in turn, represents an increase of the
same value in the battery charge. These data demonstrate the improvements in power
consumption introduced by the designed control algorithm.
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Figure 8. Data from the evaluation tests corresponding to Exp. N° 3: a) Supply voltage; b) execution
cycle duration.

5. Conclusions and future works

In this work, self-adaptive capabilities in wireless sensors have been developed by
applying control engineering and model-based design methodologies, as is the case of
the feedforward control strategy. The proposed design methodology would enable de-
signers to apply analytical methods, more appropriate in control engineering, to develop
self-adaptive strategies for the process of tasks scheduling and execution for wireless
sensor networks. The approach used differs from ad hoc approaches, typically used by
software engineers, which rely on numerous iterations during the design stage. Com-
pared with these approaches, the proposed approach based on control engineering tech-
niques can reduce the design time of self-adaptive capabilities in wireless sensor net-
works.
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However, despite the results obtained, some open questions would remain that are
listed below:

e  From the dynamic point of view, how does the proposed solution affect the rest of
the nodes in the network?

e Instead of using the execution cycle time as control action, what would be the result
obtained if other variables were used, for example the channel listening frequency?

e  Would other solutions based on distributed decision making, for example as is the
case of algorithms based on consensus, be able to improve the performance of the
system in a general way?

e  Would it be useful to introduce the results achieved (models, algorithms, etc.) in
design tools used by designers of wireless sensor networks with self-adaptive capa-
bilities?

These and other possible questions would be interesting topics to study and develop
in future works. The results achieved in this work can serve as a basis for developing
tools to support designers of wireless sensor networks with self-adaptive capabilities.
This type of tools can be transferred to the industry related to Information and Commu-
nications Technologies, so it would have a high economic and social impact. This is
mainly due to the importance that Cyber-Physical Systems and the Internet of Things are
gaining more and more in different industrial sectors.
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