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Abstract: With the rapid development of the Internet of Things (IoT), there are dramatic increasing 1
number of devices in the network, which causes the challenge that only using infrastructure such -
as based station cannot provide service with all devices with high quality. Therefore, due to their s
flexibility and economy, unmanned aerial vehicles (UAV) are widely used to increase the performance 4
of IoT networks. UAVs can not only provide communication services for IoT devices in the absence of s
a network, but they can also perform video surveillance, cargo transportation, pesticide spraying, and 6
other specialized tasks. However, due to the complexity of the scenario and the need for real-time 7
decision making, it is challenging to schedule UAVs in the network using traditional optimization s
methods, and growing attention has focused on using Al to optimize UAVs in the network. In o
this paper, we focus on the Al-enabled UAV optimization method in IoT networks and give a 1o
comprehensive scope on what and how to use Al-enabled methods to increase the performance of 11
UAV-assisted IoT networks. Moreover, a brief analysis of the challenges of using Al methods in IoT 12

networks and some potential research directions are given. 13
Keywords: AI; UAV; IoT; mobile edge computing; reinforcement learning 14
1. Introduction 15

The Internet of Things (IoT), which consists of various sensors and lots of terminal 16
devices connected by Internet, is dedicated to interconnecting everything and driving the 17
industry. IoT is now widely used in various applications, such as environmental monitoring, 1.
industrial manufacturing, telemedicine, and etc., which promotes and improves people’s 10
lives. By 2050, there will be more than 170 billion devices connected to the Internet 2o
worldwide [1]. These hundreds of millions of devices will generate huge amounts of data =
that needs to be exchanged through wireless networks, putting enormous pressure on 22
existing networks. Furthermore, since sensors and some terminals are limited by processing  2s
capability, a mass of data should be sent to the cloud or the edge servers for processing and 24
analysis, preventing IoT devices from gaining value from collected data instantly and thus  =s
limiting IoT development. 26

With its flexibility, UAV can be deployed quickly, providing additional network re- 27
sources to congested areas and remote areas without a network. Unmanned aerial vehicles  2s
(UAVs) can form self-organizing networks and act as flying base stations or relay nodes 2o
to provide network services and can be easily integrated into wireless communication o
networks [2]. In addition, by carrying a variety of sensing devices, UAVs can accomplish s
various tasks such as video surveillance, data collection, and cargo transportation, and =2
they are immune to most disasters. According to the service demand, UAV can be de- s
ployed quickly with their high mobility and flexibility and it has been widely used in IoT  ss
scenarios such as smart agriculture, disasters, and smart cities [3,4]. Especially in some s
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special situations, such as natural disasters like earthquakes and mudslides and operations s
in dangerous areas, UAVs can be rapidly deployed to complete tasks that are risky for a7
people and provide communication and information support for rescue teams. It can be  ss
said that UAVs provide support for the applications of IoT and directs a promising research 3o
for future IoT. However, inefficient UAV system management, including communication 4o
resource management, energy management, and flight control, and energy limitations 4
result in short UAV working hours and low mission performance, which seriously restricts 42
the application of UAV for IoT applications. a3

Different from traditional optimization algorithms, Al is able to cope with complex, 4
dynamic environments, is already widely used for system optimization and decision s
making, and is an important approach to further enhance the application of UAV in IoT. 4
Artificial intelligence (AI) has been a hotly discussed topic since its emergence. With its
powerful data processing and analysis capabilities, Al brings intelligence to devices and s
drives change in countless industries [5]. Al not only analyzes the ground information 4o
collected by IoT devices to help production and life, but also optimizes the performance of  so
UAV communication networks, improves the safety of UAV flights, and brings autonomous s
decision-making capabilities to UAV [6]. Figure 1 shows the mainstream Al algorithms =
and their classification. Al can be divided into two categories: machine learning (ML) s
and non-machine learning (non-ML). ML is the method of obtaining models through  ss
data analysis and using them to predict unknown data, and it includes deep learning =5
(DL) based on neural networks (NN), clustering algorithms such as k-means, decision  se
trees, support vector machine, and linear regression and logistic regression algorithms for  s-
prediction. Among them, DL algorithms include models of deep neural networks such  se
as deep neural network (DNN), convolutional neural network (CNN), recurrent neural o
network (RNN), generative adversarial network (GAN), and reinforcement learning (RL)  «o
and deep reinforcement learning (DRL) that can adapt to dynamic environments and make e
real-time decisions, such as Q-learning, deep Q-learning (DQN), deep deterministic policy =
gradient (DDPG), etc. Non-ML algorithms include early algorithms and expert systems s
based on semiotics and inference systems as well as heuristic algorithms such as genetic  «a
algorithms (GA), greedy algorithms, ant colony algorithms, etc. However, the application s
of Al needs adequate computing resource, which is lacking in UAVs. 66
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Figure 1. Al algorithms and classification.

Developed from cloud computing, mobile edge computing (MEC) brings computing e
and storage resources to the edge of the network, enabling IoT data to be processed at s
the edge of the network. It not only effectively relieves the pressure on the core network s
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but also meets the needs of computing-intensive and delay-sensitive IoT devices, bringing 7
computing power support for the development of IoT [7]. However, in remote areas =
with incomplete network construction and post-disaster areas with damaged terrestrial 7
network facilities, [oT services still face the huge challenge of not having access to networks. 7
Combining MEC and UAV is one possible solution. MEC server can provide computing 7
power support for the execution of Al algorithms to improve the performance of UAVs s
and the ability of UAVs to provide services. UAVs can bring MEC services to areas lacking 7
terrestrial networks with their flexibility. UAV-assisted and enabled MEC architectures 77
have been studied in [8], where the UAV-assisted MEC architecture offloads the data to s
remote MEC servers for execution, while the UAV-enabled MEC architecture is equipped 7
with an MEC server, which means that the tasks will be executed on the UAV. These two o
architectures solve the problem of the limited computing power of UAV. However, the &
UAV-enabled MEC architecture also carries the energy consumption of the MEC server, s
which becomes another energy burden for the UAV. o3

UAV-assisted and enabled MEC architecture brings a solution to the problem of IoT =4
service stagnation in areas lacking terrestrial networks as well as network congestion. By en- s
abling Al, the UAV-assisted and enabled MEC architecture is able to process large amounts s
of IoT data at the edge of the network, meeting the demands of latency-sensitive tasks &7
while also improving the quality of service, energy efficiency, communication performance, s
and security of UAVs. The joint use of MEC, Al, and UAV for IoT has a promising future. o
However, the application process of Al still needs to consider the energy consumption s
limitations of UAVs, the optimization of dynamic network environments, and the design = o
of lightweight Al algorithms to accommodate arithmetic limitations and meet latency o2
requirements. 03

Table 1. Comparison of reviews on UAV, IoT and AL

UAV-assisted IoT issues

Year Reference IoT UAV - - Al
Tra]ect'ory Resorqce Epe'rgy Security Comput.mg
Planning Allocation Efficiency Offloading
2016 [9] v v v v
2018 [10] v v v v
2020 [11] v v
2020 [12] v v v v v
2019 [13] v v v v v
2020 [14] v v v v
2021 [6] v v v v v
2020 [15] v v v
2021 [8] v v v v v v v

There have been a lot of reviews on UAV, IoT, and Al, which are summarized in  os
Table 1. The literature [9] provides a comprehensive survey of UAV communication and s
related issues and investigates the potential of UAVs to provide IoT services. In addition e
to the application of UAVs in the 5G and IoT domains, the literature [10] also focuses o7
on security issues and promising solutions associated with the inclusion of UAVs in the s
IoT system. Similar to literature [9], the literature [11] summarizes the main technologies s
of UAVs and the applications and challenges of UAV-assisted IoT. However, the three 100
aforementioned literatures focus on the application scenarios and related challenges of 101
UAV in IoT and do not pay attention to the application of Al in UAV-assisted IoT. The 1o
literature [12] investigates the challenges faced when using non-terrestrial networks to  1os
provide services for IoT and analyzes the benefits of enabling Al techniques, but does  10s
not provide a comprehensive overview of the application scenarios for UAV-assisted IoT. 10s
The literature [13] details the application of ML techniques for physical layer, resource 106
management, and network management in UAV-based communication. The literature 1o
[14] investigates the application of AI to UAV network localization, dynamic trajectory 1oe
design, and resource allocation. The literature[6] deeply analyzes the ML, RL, and FL 100
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for UAV network enhancement and the future research directions. However, the above 110
three literatures do not analyze the application of UAV and Al in IoT. The literature [15] 11
discusses in depth the application of Al in UAV communication and focuses on UAV 12
communication protocols, technologies, and architectures as well as UAV-assisted 0T 11
application scenarios, but it does not summarize the tasks in UAV-assisted IoT and the 114
corresponding Al solutions. The literature [8] provides insight into the application of s
UAV-enabled MEC in IoT and the application of ML to meet various constraints related to 116
latency, task offloading, energy requirements, and security. However, the literature neglects 117
the role of Al in UAV. Compared with the above literature, we have conducted a full and 1.
complete investigation into the application of Al in UAV and UAV-assisted loT scenarios as 11
well as the problems and solutions. 120

The structure of this review is shown in Figure 2. Chapter 2 discusses the problems in 121
UAV communication networks and the application of Al in UAV and UAV communication 122
networks. Chapter 3 describes the application scenarios of UAV-assisted [oT and the 12
application of Al in UAV-assisted IoT. Chapter 4 summarizes the important problems 124
in UAV-assisted IoT and the corresponding Al-based solutions. Chapter 5 analyzes the 12
challenges and potential solutions when applying Al to UAV and UAV-assisted IoT. Finally, 126
Chapter 6 concludes the paper. 127

| |
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Figure 2. Organization of this article.
2. Al-Enabled Key Technology for UAV 128

There are some essential technologies to achieve high performance in UAV-assisted 120
networks, such as communication technologies, networking and routing technologies, and 130
UAV collision avoidance technologies. Communication technologies is used to increase the = 1:
data transmission rate between two directly linked devices, such as UAV-to-UAV link and 132
UAV-to-infrastructure link. Networking and routing technologies is used to decrease the 13
delay caused by the multi-hop relay. Collision avoidance technology enables UAVs to fly 134
without colliding, thus reducing the failure caused by UAV damage. The basic functions of = 1ss
Al are data analysis and data prediction. After continuous development, Al has been widely 1
used in target detection, image recognition, speech recognition, natural language processing, 13
intelligent control, and autonomous driving and has achieved great success in industrial, 1se
medical, and robotics fields. Applying Al to UAV can improve UAV communication quality 1se
through data analysis and prediction capability, perceive environment through graphics 140
processing capability, and make UAV intelligent and autonomous through intelligent 1a:
control capability. 142
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2.1. Al for UAV Communication Technologies 143

Flying in the air, UAVs offer a high degree of flexibility, ease of deployment, top-down 14
coverage and immunity to natural disasters. Taking advantage of these benefits, UAVs are 1
being used as a complement to ground networks to provide additional communication 1
resources and are considered to be an important component of 6G networks. 147

Table 2. Comparison of common communication technologies for UAV.

Communication

technology Max data rate Latency Max range Energy A2A A2G
Bluetooth 2Mbps 3ms 60m Low(10mW) Yes No
ZigBee(802.15.4) 250kbps 20ms 100m Low(1mW) Yes No
LoRaWAN 50kbps >1s 15Km Medium(100mW) Yes Yes
Medium(UE-
WiMAX 75Mbps 50ms 50Km 200mW,BS- Yes No
20W)
WiFi 500Mbps 50ms 250m Medium(100mW) Yes Yes
4G 1Gbps 50ms 12Km 1 (1)\;[: 3\;{%?_(5%5\}) No Yes
High(UE-
5G 10Gbps 1ms 200m 400mW,BS- No Yes
3000W)
6G 1Tbps 1ms worldwide - No Yes

Based on size, flight altitude and flight distance, UAV can be classified as small, 1
medium and large. There are two important metrics for UAV communication, battery 1as
capacity and communication distance. Generally speaking, large UAVs have a larger 1so
battery capacity, which means the UAV can fly longer distances and perform more tasks. 1s:
Moreover, large UAVs are generally designed for specific scenarios, such as military UAVs  1s2
and Facebook Aquila UAV that provide communication services. In contrast, small UAVs s
have smaller battery capacities and need to be considered for their energy-constrained s
nature during use. In UAV communication networks, there are usually two types of 1ss
wireless communication links, air-to-ground link (A2G) and air-to-air link (A2A). The 1se
A2G communication link refers to the communication link from the UAV to the ground 1s-
equipment, including the UAV to ground station links and the UAV to ground users links. 1ss
The A2A communication link refers to the communication links between UAVs. The s
UAV communication channel model considers the large-scale fading caused by path loss 160
and the small-scale fading caused by multipath interference. Compared with the A2A e
channel, the A2G channel will produce larger shadow fading and small-scale fading [16]. 162
Moreover, considering the high mobility of the UAV, attention needs to be paid to Doppler ies
spread as well as the effect of aircraft shadowing [17]. Equipped with communication ies
protocols, UAVs can communicate with ground users and other UAVs. At present, the 1es
communication protocols commonly used in UAVs are Bluetooth, ZigBee, LoORaWAN, 166
WiIiMAX, WiFj, 4G, 5G and 6G, all of which have different performance in terms of data rate, e
delay, energy consumption, transmission distance, etc. For example, Bluetooth, ZigBee 1es
and LoRaWAN are all low-power wireless communication technologies, and among these, 16
Bluetooth can achieve the best data rate and latency, ZigBee can achieve the lowest energy 17
consumption, and LoRaWAN has the longest communication distance. WiFi is a widely 17
used wireless fidelity technology based on the IEEE 802.11 standard, which includes two 172
different modes of operation: the infrastructure mode and the ad-hoc mode [18]. Thus, 17
Wi-Fi can be used for both A2A communication and A2G communication. The typical 17
Wi-Fi has a maximum coverage of 100 meters, adding with the directional enhanced 1
antenna and the automatic tracking communication platform, the coverage range can 17
extend to 500 meters [19]. As the most widely used mobile technology, 4G offers high 17z
speed and low latency with a guaranteed long range of service. However, as the signal = 17s
frequency increases, 5G loses the ability to propagate signals over long distances while 17
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gaining improved performance in terms of data rate, bandwidth, and latency, and further iso
increases the energy consumption of devices. 6G aims to provide a globally ubiquitous 1s
network service, which is not only an iteration of communication technologies, but also a  1s2
heterogeneous convergence of multiple networks and intelligent control of all networks. s
Specific information about these communication technologies can be found in Table 2. 1.
Considering the engineering requirements for data rate, delay, and energy consumption, 1ss
as well as the energy-constrained characteristics of UAVs, the appropriate A2A and A2G 16
communication technologies should be selected by combining the engineering requirements  1s7
and the characteristics of each communication technology. 188

In practical applications, there are often multiple signals in the air, with varying iee
degrees of interference between them. Besides, in some energy-constrained scenarios, 1s0
such as sensor networks in remote areas, the energy consumption of the system is further 1
limited. There has been a lot of research on Al to improve network performance. Al can 12
solve the signal interference problem well and also reduce network energy consumption, 1es
guarantee network security, and improve network performance. The application of Al 104
in wireless communication technology is shown in Figure 3. In the following, we will 105
introduce in detail the application cases of Al in communication technologies to promote 106
UAV communication. 197
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Traffic
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Resource
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Physical
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Figure 3. Application of Al in wireless communication technology.

Bluetooth and ZigBee are low-power, low-cost, short-range wireless communication 1es
technology based on IEEE 802.15.1 and IEEE 802.15.4, respectively. They can provide low 109
to medium data rate service for A2A and A2G links for ranges between 10 to 100 meters  zo0
[20]. The shared frequency bands between Bluetooth, Zigbee, WiFi, and other signals 2o
cause unavoidable interference. To avoid interference, a supervised learning-based channel 202
quality evaluation algorithm is proposed in the literature [21] to predict channel quality, =zos
where gated recursive units are used to extract interference information on each channel and  z0e
identify the top 20 channels for data transmission based on the past received signal strength 205
metrics of the channel. And a novel loss function combining classification loss and ranking 206
loss was proposed to improve neural network performance. Experimental results show  zo7
that the proposed network is lightweight and resource-friendly, and the proposed method  z0s
outperforms channel selection schemes such as Mask 19. The length of the connection 200
interval (CI) and the number of packets transmitted per CI affect the energy efficiency and 210
QoS of Bluetooth. A larger CI corresponds to a longer network lifetime, but may negatively 21
affect the QoS specified as packet delay. A higher number of packets transmitted per CI = 212
corresponds to a higher QoS, but it consumes more energy, reducing network lifetime. To 212
extend the network lifetime with guaranteed QoS, a Q-learning based Bluetooth scheduling 214
algorithm is proposed in literature [22] to dynamically adjust the length of Bluetooth CI = 215
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and the number of packets transmitted per CI. The reward function is designed so that =6
the scheduling algorithm learns to satisfy both energy efficiency and quality of service 2r
requirements. Numerical results show that the method greatly outperforms random and 21
fixed action schemes in terms of network lifetime while also ensuring QoS and stability. =21
For ZigBee, it is also important to achieve similar interference cancellation as Bluetooth to 220
ensure that ZigBee is protected from interference attacks. In order to decode ZigBee signals 222
in the presence of interference, the literature [23] proposes to use a neural network as a linear 222
spatial filter to suppress interference and to accelerate the training of the neural network 223
using the inherent relationship of its weights, which can guarantee ZigBee communication 224
even when the interference signal is 20 dB stronger than the ZigBee signal. 225

LoRaWAN is another low-power, low-data-rate, but long-range communication tech- 226
nology that can reach several kilometers [24]. It can be used for both A2A and A2G =z
communications. As a low-power wide-area network (LPWAN), low power consumption 2zs
and high connectivity are essential for LoRaWAN. The choice of transmission parameters 2o
is decisive for network energy consumption. In order to reduce energy consumption and 230
improve the performance of LoRa networks, transmission power values need to be auto- =23
matically adjusted according to network requirements and link conditions. The literature =2s:
[25] proposes a strong transmission parameter selection algorithm based on EXP3 to select 23
the optimal propagation factor and transmission power to reduce the energy consumption 23s
of the network. A large number of devices access can cause packet conflicts and degrade the 235
network communication performance. The literature [26] proposes a LoRaWAN channel 236
selection method based on lightweight decentralized reinforcement learning to choose the 237
appropriate channel based on acknowledgement information, thereby effectively avoiding 2:s
conflicts between LoRa devices with low computational complexity. Similar to [26], to 230
avoid conflicts among LoRa devices, the literature [27] proposes and evaluates a LoORaWAN 240
physical layer transmission parameter assignment algorithm based on double deep Q- 2a
learning, which selects the spreading factor and power and can ensure less conflicts and  za2
better performance. 243

The optimal parameters for WiFi link configuration depend on the perceived channel 2as
quality based on signal strength, channel noise, and external interference. In order to zas
maximize the link layer performance, literature [28] uses a deep neural network-based 246
Gaussian process regression to predict the link layer throughput and a model predictive 24
control-based approach to find the link configuration parameters that optimize the overall 2as
link layer performance. Compared with high-throughput adaptation mechanisms, DNN- 240
based methods can significantly improve link-layer performance. DNNs are also used to  zso
control the contention window of the WiFi 6 system in [29], where DNNSs are trained by  2s:
data generated from the Wi-Fi 6 simulation system, using loss functions to improve the s
accuracy of the model in predicting the system throughput, latency, and retransmission  2ss
rate, and searching for the optimal configuration of CW under different network condi- 2ss
tions based on the prediction results. This DNN-based WiFi control strategy achieves =zss
significant improvements in system throughput, average transmission delay, and packet s
retransmission rate. In order to improve the efficiency of downlink MU-MIMO-OFDMA 257
transmission in 802.11ax networks, a deep learning-based channel detection (DLCS) and  zss
deep learning-based resource allocation (DLRA) approach is proposed in the literature [30]. =250
DLCS utilizes the compression capability of DNN to compress the frequency domain CSI 260
during the feedback process. Then, based on the limited CSI, the AP infers CSI over all 26
tones using well-trained DNNSs, reducing the channel sounding overhead of the 802.11 =z
protocol, and the AP uses the uplink channel to train the DNN for the downlink channel, 2.
making the training process easy to implement. DLRA uses DNNSs to solve the mixed- zes
integer power allocation problem to improve system throughput and enable APs to obtain  zes
near-optimal solutions in polynomial time. The coexistence of LTE and WiFi can severely ze6
degrade WiFi performance. To protect WiFi communication, the literature [31] proposes 267
a CNN-based distributed spectrum management framework, in which CNNs are used zes
to identify the signatures of each technology and report the spectrum occupation of each 260
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channel, and then avoid them by changing the Wi-Fi operating center frequency based on 27
the detected harmful wireless networks to improve Wi-Fi performance.A4 Utilizing the 27
ability to cope with large-scale data, DL is shown to improve the performance of intrusion 272
detection systems (IDS) [32]. The literature [33] proposes a fully unsupervised intrusion 7
detection method based on K-means that can detect attacks without a priori information 274
about the data labels, where stacked auto-encoder is used to capture complex information 275
in lower-dimensional features than the original features, thereby enhancing the clustering =7
effect of the K-means algorithm. The clustering results of K-means have only two classes 277
that represent benign and malicious data. The method is able to classify simulated attacks =27s
in WiFi networks with a detection rate of 92%. 279

Relying on cellular networks, LTE (Long Term Evolution) can provide secure, reliable, 2e0
and wide coverage A2G communications [34]. With LTE-A (Long Term Evolution Ad- ze
vanced), the average throughput of both uplink and downlink is further increased [35]. Not 2.2
only the coexistence of LTE and WiFi but also the coexistence of the Narrowband Internet  zes
of Things (NB-IoT) and LTE can interfere with LTE systems. An iterative sparse learning zss
algorithm called sparse cross-entropy minimization (SCEM) is proposed in [36] to elimi- 25
nate the narrowband interference, and experimental results demonstrate that the SCEM  zs6
algorithm outperforms sparse Bayesian learning based methods. Due to the dependence  2e7
on the cellular network, the impact of handover on network quality must be considered. To  2es
improve the quality of experience (QoE) of the users, a supervised learning approach-based  zss
on NN is used for optimal handover cell prediction [37]. Obtaining the current data rate 200
is important for network management and resource allocation. However, considering the 20
energy wastage associated with long-term observation of wireless links, an ANN-based  ze2
algorithm is proposed in [38] to predict the data rate of LTE links to avoid congestion and  2e3
save energy. 208

WiMAX is a cost-effective broadband wireless access technology based on the IEEE 205
802.16 standard, which covers longer distances than Wi-Fi [39]. WIMAX can provide A2G 206
communications, capable of handling high-quality voice and video streams and providing  zer
a high user experience [40]. The research on Al in WiMAX is mainly focused on two aspects: 208
channel prediction and bandwidth allocation. Accurate prediction of wireless channel zo0
quality is important to improve network performance. The literature [41] proposes an o0
encoder-decoder based sequence-to-sequence DL model that predicts the future channel o
quality based on the past channel quality. Experimental results demonstrate that the o2
RL-based model outperforms the auto-regression model and the linear regression model  z0s
in terms of prediction accuracy. Fair bandwidth allocation for different types of traffic o
with limited bandwidth is important to ensure the quality of service for applications in  sos
WiMAX networks. In [42], a reinforcement learning-based algorithm is proposed to learn o6
the traffic demand in the network and make an efficient bandwidth allocation to meet the o7
QoS requirements of the application. 308

5G is committed to providing ubiquitous connectivity and can meet the higher demand 00
for services in terms of data rate, bandwidth, latency, and other metrics [43]. With its highly 310
flexible and easy-to-deploy nature and robust line-of-sight connectivity links, UAV can be 31
used as a complement to ground networks to extend coverage or as relays to collaborate 1
with ground network communications and are expected to be a key part of 5G to achieve s
ubiquitous connectivity [44]. With 5G rather than other communication technologies, 31
UAVs can serve a wider range of applications. However, the complexity of the network s
architecture and the diversity of service requirements make it difficult to optimize the 5G 16
network with traditional approaches. With powerful computing power and the ability sir
to interact with the environment, Al is expected to be an important method to improve s
5G performance [45]. Al has been widely used in the physical layer optimization of 5G 31
networks to improve network performance. Non-orthogonal multiple access (NOMA), 20
massive multiple input multiple output (MIMO), and millimeter wave (mmWave) are sz
key technologies to improve 5G performance, and the feasibility of using DL to enhance sz
these technologies has been discussed in [46,47]. And good performance can be obtained 23
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in scenarios such as channel estimation, coding and decoding, and massive MIMO. In 24
[48], ANNSs are used for channel state information (CSI) estimation, which improves sz
network throughput and saves uplink energy by making accurate CSI predictions. The sz
literature [49] also employs the integration of CNN and long short-term memory (LSTM) = 27
networks to predict CSI with high accuracy using historical data. Specifically, the raw  s2s
data are first preprocessed and converted into CSI information images. Then, the CSI 20
information images are fed into the CNN network to extract frequency representative sso
vectors. Finally, the state representative vectors are fed into the LSTM network, and the = sa
predicted state vectors are output. Applying Al to radio resource allocation techniques a2
is another important research direction for using Al to optimize the physical layer of sss
5G networks. To meet the diverse service requirements, the literature [50] uses NNs to  s3a
jointly optimize the power and bandwidth resource allocation and thus minimize the total ~sss
power consumption of the base station, where a cascading structure of NN is proposed to  ss6
solve the problem that fully connected NNs cannot fully guarantee the QoS requirements. sa7
The first NN is used for optimal bandwidth allocation, and the second NN outputs the s
transmit power required to meet the QoS requirements for a given bandwidth allocation. ss»
Simulation results demonstrate that cascaded NNs outperform fully connected NNs in 340
terms of QoS guarantees. In the literature [51], a Q-learning-based power and resource s
allocation algorithm is proposed to improve the latency and reliability of URLLC users and a2
the throughput of eMBB users when considering heterogeneous traffic with different QoS 4
requirements. The algorithm achieves a significant improvement in throughput for eMBB 344
users and a slight decrease in latency for URLLC users. To cope with congestion in ultra- sas
dense networks (UDNSs), the literature [52] uses deep LSTM learning techniques to locally 46
predict the traffic load of UDN base stations and executes appropriate action policies based  sar
on the prediction results a priori to mitigate congestion in an intelligent manner. Simulation  sas
results show that the scheme outperforms the conventional approach in terms of packet s
loss rate and throughput. Also in response to the increase in traffic load, the literature sso
[53] proposes request prediction methods based on DNN and LSTM, respectively, where ss:
DNNs and LSTMs trained on mobile network traffic datasets are used to predict the rate of s
additional user requests, thereby reducing the delay in deploying virtual network functions. sss
Simulation results confirm that both DNN and RNN-based solutions are more effective s
than threshold-based solutions in terms of latency when responding to traffic variations. s
The rapid growth of IoT devices has put enormous pressure on cybersecurity. To counter sse
these network attacks, the literature [54] uses CNNs to detect anomalous network traffic = ss7
to create a more proactive, end-to-end defense for 5G networks, where network trafficis sss
converted into images that can be analyzed by CNNs for CNN training as well as anomaly  sse
detection. In using CNNSs to collect and analyze normal and anomalous network traffic  seo
from a simulated environment, the method identifies benign traffic with 100% accuracy se:
and anomalous traffic with 96.4% detection rate. 362

2.2. Al for UAV Swarm Networking and Routing 363

UAV swarm consists of multiple UAVs, which expands the network coverage and  ses
improves the stability of the network compared to a single UAV system. Current wireless  ses
network architectures for UAV swarms can be divided into infrastructure-based networks  ses
(IBN) and ad-hoc-based FANET networks [55]. These two UAV communication network ser
architectures are shown in Figure 4. Infrastructure-based UAV network architecture relies  ses
on ground infrastructure to provide relay services between UAVs and UAVs cannot com-  ses
municate directly with each other [15]. In FANET, UAVs can communicate with each other sz
directly or indirectly, without the help of ground infrastructure. For FANET, the topology 7
of the UAV swarm has a significant impact on communication efficiency. Common topolo- sz
gies are star, mesh, and multi-layer networks. In a star network, all UAVs communicate 7
with ground nodes or other UAVs through a specific UAV, which may lead to network sz
congestion. Mesh networks, in which nodes are interconnected, have higher flexibility and 37
reliability compared to star networks. However, due to the presence of multiple routes, 7
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an efficient routing protocol is needed to select the best path as well as adapt to changes s
in the network structure [56]. In addition, considering the variable topology of UAV net- 7
works due to the mobility of UAVs, the signal interference among UAVs, and the network a7
management problems caused by the energy limitation and resource differences of UAVs, s
real-time dynamic and efficient routing protocols and network management solutions are e
needed to ensure the quality of service of UAV networks instead of traditional static routing = ss=
protocols and network management solutions. The conventional routing protocols include  ses
static routing protocols, proactive routing protocols, reactive routing protocols, hybrid ses
routing protocols, location-based routing protocols, hierarchical routing protocols, and s
probabilistic routing protocols [57]. Most of these routing protocols are not appropriate ses
for UAV networks with high mobility because they are designed primarily for low-speed s
self-organizing networks with slow topology changes. Al algorithms, especially ML al- ses
gorithms, are able to make optimal decisions by learning about the environment, such as  zss
network topology, channel state, and other information. Applying Al algorithms to routing  se0
protocols can address the dynamic nature of the network. The Al-enabled routing protocols e
are topology prediction-based routing protocols and adaptive learning-based routing pro- ez
tocols. Topology prediction-based routing protocols forecast the link and network topology  ses
states using ML techniques to produce better routing policies and increase the stability and  ses
throughput of the network. In addition to continuously learning the environment, adaptive o5
learning-based routing protocols also learn to maximize key network performance parame- o6
ters, including network congestion, throughput, energy consumption, network longevity, ser
and fairness, to generate a routing policy that is suitable for our purposes. Q-learning algo- ses
rithms are frequently used in adaptive learning-based routing protocols. Examples include 300
QoS-aware Q-routing, which can outperform ad-hoc routing algorithms while meeting QoS 400
requirements, and Q-learning-based multi-objective optimized routing protocols, which 40
can achieve higher packet arrival rates than the Q-learning-based routing algorithm while 402

using less energy and delaying communications [58,59]. 403
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Figure 4. UAV communication network architectures.

In addition to dynamic network topology, during the application of UAV swarms, sos
attention should also be paid to the allocation of network resources with the goal of 05
improving the efficiency of network services and dynamically planning the spectrum o6
resources of UAVs according to the needs of the scenario. For example, in order to maximize o7
the spectrum resources available to the UAV swarm and prevent interference, the literature 4os
[60] focuses on the resource allocation problem of UAV swarm networks by identifying 4o
the ideal frequency band for each UAV. However, it ignores the energy management issue 410
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of UAVs and does not dynamically arrange the spectrum resources according to demand, 11
resulting in a short operation cycle for the UAV swarm network. Therefore, the UAV swarm a2
network should dynamically allocate spectrum resources according to the application a1
requirements to maximize the energy efficiency of UAVs and prolong the network lifetime. 414
In addition, due to the highly dynamic and complex UAV swarm service scenarios, using ais
traditional algorithms to solve UAV swarm network problems takes a lot of time and a6
cannot achieve real-time processing and decision-making. The use of artificial intelligence 417
algorithms, especially machine learning algorithms, to solve network problems is a current a1s
research hotspot. Al algorithms are able to adapt to the dynamics and complexity of a1
the UAV swarm environment and make real-time decisions. Literature [61] suggests a 420
digital twin-based intelligent collaboration framework for UAV swarms to better learn 21
the optimal decisions from the network environment by fusing digital twin techniques a2z
with reinforcement learning techniques. Digital twin and ML have become very popular 42
topics in recent years. The effectiveness of the suggested approach is demonstrated in 424
the intelligent network reconfiguration of UAV swarms in time-varying environments. a2s
Experiments demonstrate that the algorithm can select the optimal network model in 426
different scenarios. In order to provide broadband wireless communication, millimeter a2z
waves are introduced to UAV swarms, but this also creates issues with millimeter beam  azs
misalignment due to UAV movement and interference among UAV swarms. In order to 420
manage spectrum resources and UAV energy consumption with improved flexibility and 430
efficiency, a new resource management architecture was developed in [62] as a solution to 43
this challenge. And the effectiveness of the proposed spectrum management architecture is 432
validated in five potential scenarios. 433

2.3. Al for UAV Collision Avoidance 434

Collision avoidance technology is an important issue that needs to be considered dur- s
ing the flight of UAV. UAVs should avoid collisions not only with other UAVs but also with 436
various obstacles such as buildings, birds, trees, etc. In general, UAV collision avoidance 47
techniques include three steps: obstacle sensing, collision prediction, and collision avoid- 4ss
ance [63]. The process of a UAV gathering information about obstacles is called obstacle 3o
sensing. Through cooperative obstacle sensing techniques, information about the UAV’s 440
condition as well as information about the surrounding obstacles can be shared between 4
UAVs. However, existing methods can only be used between UAVs that use the same 42
protocol and cannot acquire information about obstacles in the surrounding environment. a3
In order to obtain information about obstacles in the surrounding environment, the usual 44s
approach is to use sensors to sense the environment and to obtain the location of obstacles 45
through imaging and positioning techniques. ass

For a UAV swarm, position information can be shared, and internal collisions can be 447
avoided by planning the flight path of each UAV within the swarm.A4 For instance, the s
literature [64] proposes a DRL-based formation flight control for navigation for effective  sso
UAV swarm construction. The collision rate of successful formation UAVs is reduced aso
to 3.4% without colliding with other UAVs. However, for the UAVs outside the UAV s
swarm, since the flight trajectory of other UAVs cannot be known, the flight trajectory s
must be adjusted according to the real-time dynamic environment to avoid collision. After ass
obtaining information about the UAV trajectory and the surrounding obstacles, it is possible  4sa
to predict whether a collision will occur by using a collision prediction method. The collision  4ss
avoidance algorithm then performs a collision avoidance operation, typically by devisinga ase
brand-new collision-free path. Numerous other academic works also simultaneously study s
collision avoidance and prediction. In [63], collision prediction algorithms are classified 4ss
into two main categories: trajectory fitting methods and ML methods. The trajectory ase
fitting function often cannot achieve accurate prediction because the environment is too  4so
complex during the movement of UAVs. Fortunately, ML algorithms can make more 6
accurate trajectory predictions by extracting features. However, the use of ML algorithms e2
generates high energy consumption, which is not very friendly to energy-constrained ses


https://doi.org/10.20944/preprints202211.0302.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 November 2022 d0i:10.20944/preprints202211.0302.v1

12 of 28

UAVs. Among the ML algorithms, CNNs are good at extracting features, while RNNs and  «es
reinforcement learning can acquire knowledge from past experience, and these features aes
enable them to make more accurate trajectory prediction. In [65], LSTM was used to predict 4se
the motion of obstacles, and an uncertainty-aware multi-agent dynamic collision avoidance 4e7
algorithm based on nonlinear probabilistic velocity obstacles was proposed that can avoid  aes
obstacles that the optimal reciprocal collision avoidance algorithm cannot avoid. Object aeo
detection(OD) and deep reinforcement learning (DRL) are used to solve the problem of a7
collision-free autonomous UAV navigation supported by simple sensors in [66], where OD 47
is used to provide accurate environmental observations for DON and DQN is used to make 472
optimal flying decisions. Compared to the algorithm using DRL alone, OD+DQN not only 73
enables collision-free UAV flight but also reduces the flight distance. The literature [67] 47a
proposes a two-stage reinforcement learning strategy to solve the UAV collision avoidance as
problem under imperfect perception, where the first stage uses a supervised training a7e
method with a loss function to optimize the collision avoidance strategy and the second 477
stage uses a policy gradient to refine the collision avoidance strategy. This two-stage a7s
reinforcement learning has increased performance in terms of success rate and trajectory a7
length compared to conventional reinforcement learning. In [68], UAVs are used to collect 4s0
data from ground devices, and Q-learning is used to help UAVs avoid collisions without s
knowing the trajectories of other UAVs. This scheme allows the UAV to avoid collisions  ss2
and can reduce the path length of the UAV when collecting data. Energy consumption is aes
another important factor to consider for UAVs, and reinforcement learning algorithms will  ses
consume a lot of energy during their execution. a85

3. UAV-Assisted IoT Application Scenarios 486

As illustrated in Figure 5, there are a lot of application scenarios for UAV-assisted ez
IoT. For example, UAVs can monitor crop growth, spray pesticides, and also automate 4ss
farms for smart agriculture. In disasters and emergencies, UAVs can provide emergency s
communication services, deliver supplies, and monitor the environment. UAVs can also  4s0
empower smart cities by supporting video surveillance, smart transportation systems, 4o
and healthcare. In the modern battlefield, UAVs are of tactical importance. In addition to  «s2
providing communication services as well as reconnaissance of the battlefield, there are 40
many specific military UAVs used to perform military missions. With the support of Al, s
UAVs can complete various IoT tasks more efficiently. a95

3.1. Agriculture a06

Food is the most essential element of people’s lives. According to a survey by [69], 4o7
total global food demand is expected to increase by 35% to 56% by 2050 compared to a4es
2010. In order to cope with the increasing food demand, the development of agricultural 4es
technology is needed to drive the increase in food production. In addition, the Internet of  soo
Things will enable real-time monitoring and management of arable land, bringing a new s
paradigm to the development of agriculture [70]. Using sensors to obtain environmental so2
information such as images and temperatures, and then analyzing the data and making sos
immediate decisions through big data or Al methods, applying IoT to agriculture can sos
increase productivity and yields and reduce costs, providing support for smart and preci- sos
sion farming. However, the high construction cost of terrestrial networks and the limited  sos
network services due to fixed terrestrial network equipment severely limit the application sor
and development of IoT in agriculture. Compared with expensive terrestrial and satellite  sos
networks, drones are more economical and flexible to deploy, perform data collection, and  sos
provide high-quality network services on demand. UAVs are typically used in agriculture sio
for crop monitoring, drug spraying, etc. Specifically, they perform data collection, network s
provisioning, and special agricultural tasks. In performing data collection, the UAV first s:2
collects information from ground sensors or through sensors equipped with the UAV. The s
data is then transferred to a computing center or processed on the UAV and analyzed by s
algorithms to arrive at decisions. Al algorithms can be applied to the flight control, data ss
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Figure 5. UAV-assisted IoT application scenarios.

processing, and decision-making processes of UAVs, which can speed up data processing sie
and make immediate decisions. Deep learning techniques, especially CNNs, have powerful sz
image processing capabilities. Combining DL with UAVs can be used in smart agriculture s
for vegetation identification, classification, and segmentation, crop counting and yield s
prediction, crop mapping, weed detection, and the detection of crop diseases and nutrient sz
deficiencies [71]. In addition, UAVs can also be used to spray pesticides to further reduce s
labor costs and realize agricultural automation. Al can also be used to plan UAV operation sz
strategies to improve UAV work efficiency. In order to allow UAVs to efficiently and cost-  szs
effectively collect farm data for further analysis and decision-making, the literature [72] s2a
uses Q-learning to plan UAV trajectories in intelligent farm remote sensing, a scheme that sz
collects data with the lowest energy consumption as well as the least time delay. However, sz
a more practical model needs to be considered in future work. 527

3.2. Disaster and Emergency 528

Disasters such as earthquakes usually result in damage to infrastructure such as houses 20
and roads. The absence of available communication facilities can cause great inconvenience sso
to rescue operations. Unlike ground-based networks, UAVs are immune to most natu- ss
ral disasters and can be flexibly deployed to provide communication services to disaster ss:
areas. In addition, UAVs can carry cameras and sensors to obtain site conditions and  sss
sense environmental information, which can help people analyze disaster situations as sss
well as perform rescue missions. However, limited by energy, UAVs need to ensure energy sss
efficiency and thus extend their service time when providing communication services sss
and performing special tasks. Moreover, UAVs work in a dynamic environment, which  ss7
is difficult for traditional algorithms to cope with. Using Al to cope with the problem sss
of optimizing resource allocation for UAVs not only adapts well to the dynamic environ- sse
ment but also brings autonomy to UAVs and enhances the automation of UAVs. In order s
to improve the efficiency of UAVs in performing tasks as well as energy efficiency, the sa
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literature [73] considers a scenario where a multi-mission UAV provides tasks such as ma- sa=
terial transportation and communication services in a post-disaster area and uses a greedy sas
algorithm and an algorithm based on an insertion algorithm to plan the mission. Both s
heuristic algorithms can achieve savings in the time required to plan the UAV compared to  sas
the optimal algorithm while ensuring good performance, thus enabling a fast response to  sas
unexpected situations. In addition, UAVs can be used for airdrops of supplies in disaster sar
areas and forest fire fighting. It is worth noting that ground communication facilities may sss
be damaged due to disasters, and communication services are crucial for post-disaster sas
reconstruction efforts. UAVs can be used as flying base stations to provide communication sso
services in disaster areas. For example, in [74], an emergency communication system ss:
using a UAV as a flyingAsbase station to assist ultra-dense networks is proposed, and a ss
DQN-based resource allocation scheme is proposed to maximize system energy efficiency sss
while ensuring user communication quality to cope with system emergencies when com-  sss
munication resources are insufficient. To extend network coverage, multiple UAVs often  sss
form swarms of UAVs to provide communication services to disaster areas. However, sse
ground users such as escapees and rescuers are usually constantly moving, which requires ssz
the UAV swarm network to be able to adapt the network structure to the ground personnel sss
activities in order to provide as many services as possible. The literature [75] proposes a sse
mobility model for simulating the movement of victims in disaster situations and combines  seo
Jaccard distance and simulated annealing algorithms to deploy UAV swarm networks, se:
which avoid network disconnections while increasing the number of users served. s62

3.3. Smart City 563

Although there is no precise definition of “smart city," we can consider it an urban ses
optimization solution that uses advanced information and communication technologies, ses
IoT technologies, big data, and Al to empower cities, thereby facilitating city management ses
and providing convenience to citizens [76]. Typical smart city application scenarios include  ser
smart transportation systems, smart city monitoring, smart healthcare, smart grid, smart ses
education, etc [77]. The implementation of smart cities is important for energy savings and ses
emission reduction, environmental protection, and sustainable urban development. There sz
are many uses for UAVs in smart cities, which can be used to collect sensor information, sn
transport goods, and monitor the city. The following are three scenarios that will introduce sz
the use of UAVs in smart cities: urban surveillance, intelligent transportation systems, and sz
healthcare. 574

3.3.1. Surveillance 575

With the increasing population of cities, more resources need to be invested to enhance sz
urban security and thus protect people’s living standards. In addition to placing security s
personnel on guard, major cities have deployed advanced video surveillance systems sz
to monitor the occurrence of abnormal situations in the area [78]. However, security s
personnel cannot do real-time monitoring, and the labor cost is relatively high. Video seo
surveillance systems can do real-time monitoring, but it is difficult to effectively identify se
various hazardous situations with a fixed monitoring perspective. UAVs are highly flexible se2
and can track and monitor targets in a comprehensive manner. Moreover, UAVs can be  ses
deployed quickly and can effectively respond to unexpected situations as well as make up  ses
for the blind spots of the video surveillance system. The combination of UAVs and video  sss
surveillance systems can further improve urban security. 586

To be able to accurately identify and track anomalies, video surveillance systems as  ser
well as UAVs must have image recognition technology, which is usually implemented by  ses
Al algorithms. For example, CNN and OpenCV are widely used models in the field of ses
image recognition. In addition, Al is able to pre-process image data to reduce redundant seo
data for transmission, enable planning of UAV paths, and improve surveillance efficiency se
and energy efficiency. However, computationally intensive tasks like data processing can  se2
place a huge energy and computational burden on UAVs. The combination of the UAV 5o
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and the MEC server provides a solution to this dilemma. Data processing tasks can be ses
performed either by UAV transmission to a remote server or on a UAV equipped with MEC  sos
server. The literature [79] investigates the question of whether image processing should  ses
be performed locally or offloaded to the MEC server when using a cluster of UAVs for ser
crowd monitoring and facial recognition. Experimental results show that offloading the ses
image processing tasks to the MEC server can reduce energy consumption and processing  seo
time by more than 100 times. Most surveillance systems employ a single data source for oo
target localization, and the utilization of multi-UAV sensor networks is uncommon but has e
enormous potential. The literature [80] presents a novel multi-UAV surveillance system oz
for multi-target identification and tracking, including a video image-based moving target eos
identification method, a collaborative UAV task assignment algorithm based on group ees
intelligence optimization, and a localization model based on machine learning and data eos
fusion methods. Machine learning is first used to extract the topology of the data based on  e0s
the multi-source data collected by UAVs and sensors to establish a mapping between the o7
data and the environment. The target’s location is then estimated using mapping based eos
on the target’s relevant data. Finally, pigeon-inspired optimization is used to coordinate eos
multiple UAVs, taking energy constraints into account to determine which UAV is assigned 610
to perform the localization and tracking tasks. The system is empirically validated to have o1
high localization and tracking accuracy. UAVs are utilized for crime prediction in [81]. ez
These UAVs are classified into three classes, which are utilized for sensing information, e
computational analysis, and deterrence. First, sensing UAVs acquire data from sensors, e
such as pictures and sounds, and send it to computing UAVs. Then, trained ML models &5
are used by computational UAVs to anticipate potential crimes. Finally, depending on the o6
forecast findings, deterrent UAVs will travel to the respective locations for observation. e7
The experiment shows that when the deterrent separation is 1280 meters, 20 UAVs can o2
discourage virtually all offenses. To provide a reliable surveillance system using a swarm of e
UAVs, a collaborative model-free multi-agent deep reinforcement learning-based algorithm 620
has been proposed in the literature [82], which finds the optimal trajectory within the ez
surveillance area in order to optimize the energy consumption and the number of users o2z
that can be monitored. 623

3.3.2. Intelligent Transportation Systems 624

Intelligent transportation systems (ITSs) are an important part of smart cities. With  e2s
the development of information and communication technology, autonomous driving ez
technology, and connected vehicle technology, ITSs are also progressing and moving ezr
toward the automation of transportation systems [83]. However, current traffic systems still  e2s
require human resources, such as traffic police, to be on the scene to provide support in case 20
of road congestion or accidents, which often requires a long response time. UAVs are able to 630
be quickly and adaptably deployed to provide services for some ITS automation scenarios, es:
such as using UAVs to collect road data for ITS decision-making and scheduling, providing es=
quick response to emergencies like traffic accidents and providing on-site information, ess
and acting as flying base stations to provide communication services for in-vehicle self- s
organizing networks [84]. 635

To improve the timeliness of UAV-assisted road information collection for telematics, 36
the literature [85] introduces the concept of Aol to keep the information fresh and uses the 637
DDPG algorithm to plan the UAV trajectory, thus ensuring the freshness of the information ess
with minimal throughput constraints. Routing protocols are essential for high-speed e
data transmission. To ensure secure and efficient routing for UAV-assisted vehicular ad- sa0
hoc networks, the literature [86] uses an ant colony optimization algorithm to improve e
the routing algorithm of FANET to supplement disconnected FANET links with UAVs, s
reducing the end-to-end delay and routing overhead. However, the protocol is vulnerable s
to attacks by malicious UAVs and still requires appropriate security protocols to ensure eas
route security. To improve the energy efficiency when UAVs are used as flying base stations, ess
literature [87] uses heuristic algorithms to determine the location and altitude of UAVs to 64
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avoid overlapping coverage of multiple UAVs and equalization of coverage and transmit ez
power of a single UAV. However, the network switching problem due to vehicle movement eas
is not taken into account. UAVs as flying base stations can provide video, music, and other e
content services to vehicles on roadways without communication infrastructure. However, eso
considering the limited storage capacity and battery capacity of the UAYV, it is necessary to  es1
plan the UAV’s trajectory and cache the contents rationally so as to serve as many vehicles es2
as possible with low energy consumption. In [88], the PPO-Clip algorithm is used to control ess
the UAV’s trajectory to maximize the energy efficiency of the UAV, i.e., to maintain as many ess
downlinks as possible with the lowest energy consumption. In this case, the UAV can both  ess
acquire content from and provide content to the vehicle. However, the scenario assumed in  ese
this paper only considers the one-way driving process of a section of road and does not  es
consider the continuity of UAV services, and the scenario assumptions still need further ess
improvement. 659

3.3.3. Healthcare 660

In healthcare, UAVs can perform tasks such as human health information collection s
and medical supply delivery. The authors in [89] propose the use of UAVs to monitor the ez
body area network (BAN) and also consider a specific scenario where a link is established  ess
with the driver through a vehicle network to monitor the condition of the human body scs
and prevent accidents. In today’s COVID-19 pandemic, UAVs are also used to collect ees
samples and deliver medical supplies, which not only saves human resources but also ees
effectively avoids the risk of being infected [90]. However, UAVs are often involved in the 67
sharing of medical data when providing healthcare services, in which case it is easy for ees
data leakage to occur. Fortunately, blockchain technology brings a solution to the problem ees
of security and privacy of data [91,92]. Blockchain uses cryptographic techniques such as sz
hash functions and public key encryption to protect shared data and can be used to ensure 67
the authenticity of stored information as well as improve the security and transparency of ez
UAVs, helping to overcome many of the problems UAS face such as coordination, security, ez
collision avoidance, privacy, decision-making, and signal interference [93]. 674

3.4. Military 678

UAVs play a significant role in contemporary warfare and are a vital part of military ez
technology. UAVs can, for instance, create temporary data networks, use sensors to survey ez
the battlefield, locate targets using advanced Al algorithms, and even serve as weapons ez
to carry out military missions [94,95]. Battlefield environments are extremely dangerous e7s
and highly dynamic, and UAVs need to constantly adjust their trajectories to the situation eso
to ensure their safety. To achieve fast path planning, a genetic algorithm implemented  ee
in parallel on a graphics processing unit was proposed in [96]. The UAV trajectory is es:
represented by points in 3D space, and the GA algorithm generates the trajectory by moving ess
these points. This method minimizes fuel consumption while significantly reducing the ess
path planning time. Another thing to think about in military warfare is how to protect ees
UAVs. During missions, UAVs constantly send encrypted location information to ground- ess
based stations, which can pose a serious threat to UAVs if leaked. Literature [97] uses s
UAUVs to collect encrypted messages sent by enemy UAVs within line of sight and their ess
fuzzy location information, and uses NNs to learn the correspondence between plaintexts ese
and ciphertexts to crack the plaintexts. When the number of opposing UAVs is higher, the es0
amount of data that can be collected is larger, which allows for training a more accurate e
NN model. Therefore, military UAVs should avoid being deployed in large numbers in o2
small areas. 693

4. Tasks and Methods in AI-Enabled UAV-Assisted IoT 604

The IoT application scenarios and specific application instances were thoroughly ees
explained in the previous chapter. In these scenarios, data collection and network service ess
provision can be summed up as the main roles of UAVs. Next, we will explain and s
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outline the issues that UAVs will face while executing these tasks, the metrics that must be  ess
addressed, and the related Al solutions, taking into consideration relevant literature. 690

4.1. Data Collection 700

An important application scenario for UAVs is to collect information from the sensor 7o
network and send this information back to the data center for processing. One of the 702
most important things in this process is to plan the UAV path rationally. This is because 703
the data has different requirements for time delay and the UAV has limited energy. In 70
the process of collecting data, the flight path of the UAV needs to be planned reasonably zos
according to the age of information, data collection efficiency, energy consumption, and os
other requirements. Compared with traditional optimization algorithms, Al algorithms zo7
such as group intelligence-based algorithms and reinforcement learning algorithms can  zos
effectively cope with the dynamic environment and obtain near-optimal solutions in real 700
time to dynamically plan UAV paths. In the following article, we will summarize the 710
literature on UAV data collection in terms of three metrics: data collection timeliness, data 711
collection efficiency, and energy consumption. Table 3 summarizes the optimization targets, 71
performance metrics, and Al solutions for UAVs performing data collection. 713

Table 3. Optimization targets, performance metrics, and Al solutions during UAV in performing data

collection.

Optimization Target = Performance Metrics AI Methods Reference
Path planning Aol DON [98]
Path planning Aol and energy DQN [99]

Path planning and
hover position Aol and energy TD3 [100]
. Aol, energy and
Path planning packet loss rate DON [101]
Path planning Delay and energy GA [102]
Path planning Aol Q-learning [103]
Path P lanmr}g and Aol Sarsa [104]
collision avoidance
Path planning Collection time TD3 [105]
Path planning Coueczgz‘rg;“e and " ADOL and MADOL [106]
Path planning Data collected Dueling DON [107]
. Data acquisition
Path planning performarnce DNN and DQN [108]
. Data collocation
Path planning efficiency and energy ACO [109]
Path planning and
transmit power Energy Sarsa [110]
allocation
Path planning and
hover position Energy AEM [
Path planning Energy Ptr-A* [112]
Path planning Energy ACO [113]
Path planning Energy K-means and GA [114]
Path planning and Data collocation
collision avoidance efficiency D3QN [115]

Aol is a metric that characterizes the freshness of information and can also be used to 714
indicate the timeliness of information transmission. In order to reduce the Aol weighted s
sum of sensor information collected by the UAV, a DQN-based UAV-assisted data collection 76
algorithm is proposed in the literature [98] to control the flight direction of the UAV and 77
the connected sensors. Also, energy and start-termination point constraints are considered 7.
in that literature. A more complex scenario is considered in literature [99], where the UAV 71,
has to charge the ground nodes before data collection. The scheduling of information and 720
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energy transfers is jointly considered in the trajectory optimization process to minimize 72
the average Aol of the system, and a DQN scheme with two ANN networks is proposed 722
to solve the problem. In order to minimize the weighted sum of the average Aol, the 72s
propulsion energy of the UAV, and the transmission energy of the IoT device, literature 72«
[100] proposes a twin-delayed deep deterministic policy gradient-based UAV trajectory 7z
planning algorithm to jointly optimize the UAV’s flight, hover position, and data collection 726
bandwidth allocation. Also, the TD3-AUTP algorithm outperforms the DQN and AC 7
algorithms in terms of achievable Aol and energy efficiency. Aol, packet loss rate, and 7zs
UAV energy consumption are jointly considered in literature [101], and the DON algorithm 7z
is used to find the optimal trajectory. Experimental results demonstrate that this scheme 730
can effectively reduce Aol and packet loss rates compared to the greedy algorithm. The 7
information collected by UAVs during surveillance and remote sensing is often very time- 732
sensitive. Therefore, to ensure that the collected data can be transmitted in a timely manner, 7ss
a GA-based approach was used in the literature [102] to find the UAV flight path that 73
satisfies the timeliness, energy, storage, and communication constraints. In order to ensure 735
the timeliness of data and avoid data packet expiration or loss, literature [103] considers 7ss
the Aol and deadline of the data and uses Q-learning to plan the trajectory of the UAV to 737
reduce the expired data packets. Compared to GA, Q-learning performs better in terms of 73s
time consumption. Literature [104] also considers the collision avoidance problem during 73e
UAV data collection, using a Sarsa-based learning algorithm to minimize the sensor’s 740
average Aol under the constraints of UAV energy and collision avoidance. The proposed 74
sarsa-based learning algorithm can approximate the optimal policy when certain conditions  za2
are met. 743

The data collection efficiency of the UAV is determined by the amount of data collected 742
and the data collection time. The greater the amount of data collected per unit time, the 7as
higher the data collection efficiency. In order to improve the efficiency of UAV data 74
collection, literature [105] proposes a deep reinforcement learning algorithm based on 77
TD3 to design the trajectory of the UAV under throughput and motion constraints to 7as
minimize the data collection time. Similarly, to reduce the data collection time, the literature 74
[106] proposes the single-intelligent-depth option learning (SADOL) algorithm and the 7so
multi-intelligent-depth option learning (MADOL) algorithm to plan data collection paths 7s:
for energy-constrained UAVs for deterministic and indeterministic boundary scenarios, 7s2
respectively. Considering the limitations of UAV on-board power and flight time, UAV 7
needs to maximize data collection from wireless network devices under the shortest flight s
path, thus improving data collection efficiency. In the literature [107], a DQN-based 7ss
algorithm is proposed for finding the optimal trajectory and data collection in a specific s
coverage area and balancing between data collection, trajectory, and convergence time. 7s7
Dueling DQL is also used to improve the system’s performance and convergence speed. 7ss
The success rate of data collection is also an important indicator in the process of data s
collection. To solve the UAV data acquisition problem under dynamic scenarios such as 7o
moving nodes, node additions, and deletions, a two-stage deep reinforcement learning zex
framework is proposed in the literature [108] to plan UAV trajectories online, where the 72
first layer uses DNN to model the dynamically changing environment and the second 7
layer uses DON to plan trajectories online. Experimental results show that this two-stage 7es
deep reinforcement learning framework can improve the data acquisition success rate. In  zes
addition, literature [115] considers the collision avoidance problem in a data collection zes
scenario with multiple UAVs in a non-cooperative scenario and proposes a dueling double- 76
depth Q-network (D3QN)-based algorithm to learn the decision strategies of typical UAVs  zes
without prior knowledge of the environment, which avoids collisions while maximizing e
the amount of collected data. 770

The transmission of large amounts of redundant data, too low data collection efficiency, 7=
and the unreasonable allocation of UAV transmitting power can cause energy consumption. 772
In order to reduce the energy consumption caused by redundant data transmission, a 77
matrix completion-based sampling points selection joint Intelligent Unmanned Aerial 774
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Vehicle Trajectory Optimization (SPS-IUTO) scheme was proposed in the literature [109]. 77
The scheme selects sampling points using a matrix-based approach and optimizes the 77
trajectory using an optimized ant colony optimization algorithm. To minimize the total 777
energy consumption of all devices during UAV data collection, literature [110] uses the 775
SARSA algorithm to obtain the UAV trajectory, thus solving the joint problems of UAV 77
trajectory, device association, and transmit power allocation while ensuring that each  7s0
device should meet a given data rate constraint. For collecting data from massive machine- e
like communication mMTCs, it is necessary to find the best hovering position and flight 7e
strategy for the UAV within the cluster to minimize the UAV’s energy consumption. In  zes
[111], a novel modeling technique based on the idea of artificial energy map (AEM) is  7sa
proposed for finding the UAV’s hovering position. Firstly, greedy learning clustering (GLC) 7es
is used to optimize machine-type communication device clustering and UAV hovering s
strategies to minimize transmission and hovering energy. Genetic algorithms are then used  ze7
to find the flight strategy with the lowest energy consumption. Article [112] uses UAVs 7ss
to access cluster heads in a certain order to solve the data collection problem of clustered ze
wireless sensor networks and proposes a pointer network-A* (Ptr-A*) based algorithm for e
planning UAV paths, thus reducing the energy consumption of UAVs in the process of 7e:
data collection. Agricultural monitoring also requires the collection of data from a large 7e2
number of sensors. Just like [111], the literature [113] first clusters the sensors, where a  7es
hierarchical data collection scheme is proposed to improve the node clustering efficiency. 7es
The UAV’s path is then planned by an ant colony optimization algorithm. The experimental 7es
results show that this scheme can collect data efficiently at a low energy cost. Similarly, 7es
the literature [114] uses K-means to cluster sensors and then uses GA to plan the UAV 77
trajectory, thus reducing energy consumption. 798
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Figure 6. UAV-assisted and enabled MEC architectures.

4.2. Network Service Provision 790

Thanks to the rapid development of cloud computing and mobile edge computing s
technologies, UAVs can carry MEC servers or establish connections to MEC servers to e
provide low-latency and highly reliable computing and processing services to resource- so:
limited devices. UAV-assisted and enabled MEC architecture has been widely discussed  sos
and has attracted a lot of research in academia, and the architecture can be seen in Figure sos
6 [8]. However, considering the limited energy of UAVs, computational offloading, data eos
offloading, trajectory optimization, and resource allocation need to be addressed during  eos
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service provision to improve energy efficiency and service quality. Since both computation o7
offloading and task offloading consume the computational resources of servers, and since  sos
there is not much difference between them, they are collectively referred to as “computing  sos
offloading” in this paper. Al, especially RL, which is widely used to improve network e
performance thanks to its ability to make real-time decisions based on the environment, e
provides a solution to the problems under the dynamic UAV-assisted and enabled MEC  &:2
architecture to further improve network performance and user service quality of experience. eis
Table 4 summarizes the optimization objectives, performance metrics, and Al methods for sia
UAVs in providing network services. 815

Table 4. Optimization targets, performance metrics, and Al solutions during UAV in providing
network services.

Optimization Target = Performance Metrics AI Methods Reference

Computing
offloading and Delay and energy MARL [116]
resource allocation
Resource allocation Delay and QoS MADDPG [117]
Co‘zflf(‘)zgtiﬁ:gg Delay DDPG [118]
Computing
offloading and Delay iTOA [119]
resource allocation
Computing
offloading and path Delay DON [120]
planning
Computing
offloading and Energy and delay AC [121]
resource allocation
Computing
offloading and Energy and delay SAC [122]
resource allocation
Computing
offloading, resource
allocation and power
control
Computing
offloading and path
planning
Computing
offloading and path Energy AC [125]
planning
Computing
offloading and path
planning
Computing
offloading and Delay and energy TD3 [127]
resource allocation

Energy MARL [123]

Energy, throughput

and QoS DDON [124]

Delay and

DDPG and DQN [126]
convergence

Improving the quality of UAV network service is an important issue for UAV to con- s
sider when providing network services. The main metrics for evaluating UAV network s
services are QoS and service delay. The typical practice is to expand the service range of the  as
UAV network, improve the QoS of users, and reduce the service latency of users through e
UAV trajectory planning, resource allocation, and computation offloading. However, itis szo
still necessary to pay attention to the fairness and throughput of the UAV communication sz
system in the process of optimizing network services to avoid skewing and wasting re- ez
sources. In [116], UAVs are equipped with some computing resources to act as edge servers ezs
and collaborate with the ground base station to process the tasks of the ground devices. sz
And a multi-intelligent reinforcement learning algorithm is proposed for solving the joint s2s
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optimization problem of computational allocation and resource allocation, thus reducing eze
the task response time under the energy constraint of UAVs. The MEC-and UAV-assisted  s2r
vehicular networks were considered in [117], where UAVs and base stations equipped s2s
with MEC servers provide services to ground vehicles. And a MADDPG-based scheme for sz
managing multidimensional resources is proposed to cope with highly dynamic vehicle 30
scenarios with latency-sensitive and computationally intensive applications. This scheme &3
can meet the latency and QoS requirements of vehicles. The literature [118] uses the DDPG 32
algorithm to provide computational offloading decisions for single UAV-assisted multi-user sss
scenarios. Experimental results demonstrate that the DDPG algorithm is easier to converge ess
on and can achieve lower latency compared to the DQN algorithm. In [119], tasks can ess
be executed locally in the UAV or sent via the UAV to the MEC server for execution. An  sss
intelligent task offloading algorithm (iTOA) based on the AlpahGo core algorithm, MCTS,  ss7
and UAV edge computing network is proposed to solve the computational offloading and  ess
computational and communication resource allocation problems. The iTOA algorithm s
improves the latency performance of the system compared to greedy search and game  sa0
theory-based task offloading methods. When UAVs are used as flying base stations, they s
can provide flexible service coverage through trajectory planning. A three-tiered edge s
computing system is used in [120], where sensors in the first tier generate data, UAVs in the sss
second tier carry MEC servers for initial processing of the data, and the operations center sss
in the third tier does the final processing of the data. The combined scheme reduces the s
data latency by planning the UAV path through DON and then scheduling the network s
through Lyapunov optimization. 847

Energy efficiency is another issue that UAV needs to be concerned about in providing = sss
network services. The energy efficiency of UAVs in providing network services includes the  sao
energy efficiency of the UAVs and the energy efficiency of users. The energy efficiency of s
UAVs is positively correlated with their effective service time. We can improve the energy es:
efficiency of UAVs by reducing energy consumption, improving service efficiency, and es:
extending the service time of UAVs through trajectory planning, computational offloading, sss
and power control. For users, launch power is the main source of energy consumption, and  ess
UAUVs can reduce users’ launch power by optimizing trajectories. In [121], a SAG-IoT net- ess
work architecture is considered in which UAVs carry MEC servers, satellites are connected  sse
to cloud servers through a backbone network, and tasks generated by IoT devices can be s
executed locally or offloaded to UAVs and satellites. An actor-critic based reinforcement ess
learning algorithm is proposed to solve the computational offloading problem of SAG-I0T. ese
The UAV and MEC server resource allocation and task scheduling problem is formulated  seo
as a mixed integer programming problem, and a heuristic algorithm is proposed to solve it. s
Compared with random and greedy algorithms, this scheme can achieve both low latency ss:
and low energy consumption. The UAV-assisted MEC architecture needs to consider the ses
communication link from the UAV to the MEC server and requires additional considera- sss
tion for the allocation of communication resources. In [122], the UAV is used to help the s
user complete computational tasks as well as to establish stable wireless communication sss
between the user and the MEC server. That is, the UAV and the MEC server collaborate ser
to process the tasks provided by the user. A soft-actor-critic (SAC) algorithm is proposed  sss
for determining dynamically superior computational offloading and resource allocation sse
policies in terms of latency, energy consumption, and task discards. The literature [123] con- s
siders the economic issues in UAV-assisted MEC systems and proposes a multi-intelligent &7
reinforcement learning algorithm to jointly power control and resource allocation and sz
make offloading decisions for users. The system energy consumption is reduced while a7
the system performance is guaranteed, thus improving the UAV revenue. The literature ez
[124] considers a scenario where a single UAV serves mobile ground users and is equipped &7
with an MEC server. A DDQN-based algorithm is proposed to optimize the UAV trajectory sze
to maximize system throughput with guaranteed UAV energy and user QoS constraints. ez
And the performance of DDQN is better than DQN. Similar to [124], the literature [125] &7
considers the use of a single UAV equipped with a MEC server to serve ground users and s
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uses an actor-critic-based algorithm for controlling trajectories. The difference is that the sso
goal of the literature [125] is to minimize the energy consumption of all users. as1

In addition, the issues of algorithm convergence and learning efficiency in large ss:
scenarios are also to be considered. A single UAV has limited service capability to meet the ees
needs of users in large-scale scenarios. But enabling multiple UAVs leads to an exponential  sss
growth of the system state space and actions, also called dimensional disaster. A hierarchical ees
trajectory optimization and offload optimization (HT3O) algorithm was designed in the ess
literature [126] to reduce the complexity of the problem and improve the learning efficiency e
through alternate optimization, where the DDPG algorithm and DQN algorithm were used  ses
for trajectory and offload optimization separately. The scheme is capable of fast convergence eso
and is effective in reducing the average task latency compared to ordinary reinforcement eso
learning algorithms. In [127], multiple UAVs are used to assist in the computation as well as  so
to offload the tasks further to the edge cloud. To solve the dimensionality problem, a multi- o2
intelligent TD3 algorithm is used to jointly optimize the UAV trajectory, computational ees
offloading, and communication resource allocation in dynamic MEC environments, thus ses
reducing latency and energy consumption. 805

5. Open Issue 896

Al not only enhances UAV network performance but also brings intelligence to UAVs o7
and has decision-making capabilities, which can give UAVs the autonomy to respond ess
flexibly to real-time changes in the environment. While there is a large body of literature seo
on the use of Al to enhance UAV services, there are still some issues to consider when  soo
applying Al to UAVs and UAV-assisted IoT. 901

5.1. Al Training and Convergence Problems %02

The application of Al algorithms, especially RL algorithms in communication net- sos
works, has been heavily researched but requires a large amount of data for training to sos
achieve good results. Unfortunately, training data is often difficult to obtain. Moreover, os
these collected data may also suffer from redundancy, label errors, and class imbalance, o6
which severely affect the Al training results [13]. Data augmentation can generate new data sor
based on existing data, can avoid the problem of overfitting, and is an important way to  sos
solve the problems of lack of training data and algorithm convergence. Federated Learning sos
(FL) executes ML algorithms in a decentralized manner and updates model parameters o10
through the interaction of local and global models. The distributed joint training method o1
of FL can solve the problem of imbalanced training data. For example, a UAV with less 12
training data can update the local model through the training results of other UAVs to o3
ensure the effectiveness of training. 014

In addition, Al algorithms do not easily converge in the presence of large environments s
and action spaces. Alternating iterative learning methods can be used to reduce the o6
problem complexity and thus solve the convergence problem of Al algorithms in large- o7
scale scenarios [126]. However, related research still needs to be improved to flexibly s
respond to various situations. The emerging graph neural networks (GNN) in recent years o1
have had good results in dealing with large-scale scenarios. GNNSs use graph structures ezo
that greatly improve data analysis and reduce the number of network parameters and oz
thus computational complexity by using a message passing mechanism similar to that 2=
of distributed optimization algorithms [128]. In literature [129], a GNN-based method is 23
proposed to solve the joint optimization problem of UAV location and relay path selection s2a
under large-scale networks, which is able to achieve the same performance in small-scale 25
network scenarios with twice the time complexity of violent search. Moreover, the method  s26
is scalable to adapt to dynamic environments and still converges quickly to the best 27
performance in large-scale scenarios. In the future, GNN will be an important way to solve o2s
the convergence problem of Al algorithms in large-scale scenarios. 020
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5.2. Resource and Energy Constrained Issues for UAV 030

Since UAVs have limited energy and will consume energy during flight, the issue of o3
energy conservation becomes more important when applying Al and MEC servers, which = es2
are energy-intensive algorithms and devices, to UAVs. In addition to using algorithms to  ess
perform other energy-saving operations, such as trajectory planning for UAVs, to improve  ssa
the energy efficiency of UAVs. For example, in the literature [110], energy consumption was ess
reduced by optimizing the UAV trajectory and transmit power to improve the UAV data  e36
collection efficiency. In [121], resource allocation and task scheduling were jointly optimized os7
to reduce energy consumption. We can also investigate lightweight Al algorithms, such ess
as GNN or distributed learning algorithms that run on resource-constrained devices to  e3s
provide solutions for resource-constrained networks [12]. The literature [130] also proposes  sao
a dynamic NN that uses a knowledge base to select the network width, i.e., dynamically s
adjusts the model complexity according to the service demand, thus achieving a reasonable sz
match between demand, resources, and performance. Some Al algorithms can also use o4
DyNN to dynamically adjust the network width according to task demand, thus achieving oss
energy savings. In addition, hardware performance improvements and software and ess
hardware adaptations are important ways to allow Al algorithms to run on UAVs with e
limited resources and energy. 0a7

5.3. Security and Privacy Issues for Al and UAV 0as

UAVs may be attacked by malicious devices during flight, such as hijacking and s
sabotage of UAVs; jamming UAV communications by faking identities; and eavesdropping s
on UAV communications. This not only affects the security of UAV communication but also  es2
may interfere with UAV flight, leading to UAV collisions. In addition to the communication es2
security issues regarding UAVs that have been discussed in Chapter 2, data security and ss
privacy issues are also important when training Al models. When training Al models, data osa
needs to be collected from various nodes, and it is very easy for data leakage to occurin ess
this process. FL builds global models by exchanging model parameters, which reduces the oss
transmission of network data traffic and protects users’ data privacy and security. FL has o5z
been used for UAV trajectory control, and network security, and is a good method to protect oss
the safety of Al training [131,132]. However, due to the existence of model data transfer oso
during training, FL is still subject to attacks, e.g., by injecting anomalous data and thus sso
affecting the training process of the model. Moreover, for FL, this attack also penetrates s
the entire network through the training process. The integration of blockchain technology  ss2
with FL is a solution to improving the security of FL. In [133], the authors introduce a oss
blockchain-based FL architecture for UAVs that ensures privacy protection in FL. However, sea
the convergence problem of FL is not guaranteed, and the data differences of different oes
nodes and model update speed differences will have an impact on the convergence speed  sss
of FL. Related issues still need further research in the future [6]. 967

6. Conclusion 968

UAV brings communication services to anywhere there is a need with very low cost ees
and very fast response, leading to UAV-assisted IoT, a new development direction of IoT, o7
and providing communication technology support for the development of IoT. Together on
with the support of MEC’s powerful computing and storage capabilities and Al's powerful o2
processing and analysis capabilities, UAV becomes more intelligent, autonomous, and able o7
to provide more services, injecting new energy into the development of UAV-assisted IoT. o7
This paper introduces UAV communication technology, IoT technology, and Al technology evs
in detail, analyzes the potential application and development direction of using Al to o7
empower UAV-assisted IoT, and comprehensively reviews UAV communication technology, o7z
networking technology, collision avoidance technology, and application scenarios of UAV-  o7s
assisted IoT, and summarizes the existing problems and corresponding Al solutions. Finally, e7e
we summarize the problems and analyze possible solutions when applying Al to UAV and  se0
UAV-assisted IoT. o81


https://doi.org/10.20944/preprints202211.0302.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 November 2022 d0i:10.20944/preprints202211.0302.v1

24 of 28

Funding: This work was supported by the National Key Research and Development Program of es2
China (2020YFB1807700). 083

References o84

1. Sharma, N.; Panwar, D. Green IoT: advancements and sustainability with environment by 2050. In Proceedings of the 2020 8th  oss
International Conference on Reliability, Infocom Technologies and Optimization (Trends and Future Directions)(ICRITO). IEEE, ose

2020, pp. 1127-1132. 087
2. Mozaffari, M.; Saad, W.; Bennis, M.; Nam, Y.H.; Debbah, M. A Tutorial on UAVs for Wireless Networks: Applications, Challenges, sss
and Open Problems. IEEE communications surveys & tutorials 2019, 21, 2334-2360. 989
3. Cao, X;; Yang, P; Alzenad, M.; Xi, X.; Wu, D.; Yanikomeroglu, H. Airborne Communication Networks: A Survey. IEEE Journal on  es0
Selected Areas in Communications 2018, 36, 1907-1926. 901
4. Zeng, Y; Wu, Q.; Zhang, R. Accessing from the Sky: A Tutorial on UAV Communications for 5G and Beyond. Proceedings of the ez
IEEE 2019, 107, 2327-2375. 003
5. McEnroe, P; Wang, S.; Liyanage, M. A Survey on the Convergence of Edge Computing and Al for UAVs: Opportunities and  ses
Challenges. IEEE Internet of Things Journal 2022. 905
6.  Lahmeri, M.A ; Kishk, M.A_; Alouini, M.S. Artificial Intelligence for UAV-Enabled Wireless Networks: A Survey. IEEE Open o6
Journal of the Communications Society 2021, 2, 1015-1040. 007
7. Mach, P; Becvar, Z. Mobile Edge Computing: A Survey on Architecture and Computation Offloading. IEEE Communications eos
Surveys & Tutorials 2017, 19, 1628-1656. https://doi.org/10.1109/COMST.2017.2682318. 900
8. Yazid, Y; Ez-Zazi, I.; Guerrero-Gonzélez, A.; El Oualkadi, A.; Arioua, M. UAV-Enabled Mobile Edge-Computing for IoT Based on 1000
AI: A Comprehensive Review. Drones 2021, 5, 148. 1001
9.  Motlagh, N.H.; Taleb, T.; Arouk, O. Low-Altitude Unmanned Aerial Vehicles-Based Internet of Things Services: Comprehensive 1002
Survey and Future Perspectives. IEEE Internet of Things Journal 2016, 3, 899-922. 1003
10. Lagkas, T.; Argyriou, V.; Bibi, S.; Sarigiannidis, P. UAV IoT Framework Views and Challenges: Towards Protecting Drones as 1004
“Things”. Sensors 2018, 18. https://doi.org/10.3390/s18114015. 1005
11.  Liu, Y,; Dai, H.N.; Wang, Q.; Shukla, M.K.; Imran, M. Unmanned Aerial Vehicle for Internet of Everything: Opportunities and 1006
Challenges. Computer communications 2020, 155, 66-83. 1007
12.  Michailidis, E.T.; Potirakis, S.M.; Kanatas, A.G. Al-Inspired Non-Terrestrial Networks for IIoT: Review on Enabling Technologies 1008
and Applications. IoT 2020, 1, 3. 1000
13. Bithas, P.S.; Michailidis, E.T.; Nomikos, N.; Vouyioukas, D.; Kanatas, A.G. A Survey on Machine-Learning Techniques for 1010
UAV-Based Communications. Sensors 2019, 19, 5170. 1011
14. Liu, X.; Chen, M,; Liu, Y,; Chen, Y;; Cui, S.; Hanzo, L. Artificial Intelligence Aided Next-Generation Networks Relying on UAVs. 1012
IEEE Wireless Communications 2020, 28, 120-127. 1013
15. Al-Turjman, F; Zahmatkesh, H. A Comprehensive Review on the Use of Al in UAV Communications: Enabling Technologies, 1014
Applications, and Challenges. Unmanned Aerial Vehicles in Smart Cities 2020, pp. 1-26. 1015
16.  Zhou, L.; Ma, H.; Yang, Z.; Zhou, S.; Zhang, W. Unmanned Aerial Vehicle Communications: Path-Loss Modeling and Evaluation. 1o1e
IEEE Vehicular Technology Magazine 2020, 15, 121-128. https://doi.org/10.1109/MVT.2019.2961608. 1017
17.  Khuwaja, A.A.; Chen, Y.; Zhao, N.; Alouini, M.S.; Dobbins, P. A Survey of Channel Modeling for UAV Communications. IEEE 101s
Communications Surveys & Tutorials 2018, 20, 2804-2821. 1010
18. Guillen-Perez, A.; Sanchez-Iborra, R.; Cano, M.D.; Sanchez-Aarnoutse, J.C.; Garcia-Haro, J. WiFi networks on drones. In 1020
Proceedings of the 2016 ITU Kaleidoscope: ICTs for a Sustainable World (ITU WT). IEEE, 2016, pp. 1-8. 1021

19. Chen, Z;; Yin, D.; Chen, D.; Pan, M.; Lai, ]. WiFi-based UAV communication and monitoring system in regional inspection. In 1022
Proceedings of the 2017 International Conference on Computer Technology, Electronics and Communication (ICCTEC), 2017, pp. 1023

1395-1401. https://doi.org/10.1109/ICCTEC.2017.00305. 1024
20. Noor, F; Khan, M.A.; Al-Zahrani, A.; Ullah, I.; Al-Dhlan, K.A. A Review on Communications Perspective of Flying Ad-hoc 1025
Networks: Key Enabling Wireless Technologies, Applications, Challenges and Open Research Topics. Drones 2020, 4, 65. 1026

21. Guo, Z,; Liu, P; Zhang, C.; Luo, J.; Long, Z.; Yang, X. Al-aided channel quality assessment for bluetooth adaptive frequency 1027
hopping. In Proceedings of the 2021 IEEE 32nd Annual International Symposium on Personal, Indoor and Mobile Radio 1o2s

Communications (PIMRC). IEEE, 2021, pp. 934-939. 1020
22.  Fu, X,; Lopez-Estrada, L.; Kim, ].G. A Q-Learning-Based Approach for Enhancing Energy Efficiency of Bluetooth Low Energy. 1030
IEEE Access 2021, 9, 21286-21295. https://doi.org/10.1109/ ACCESS.2021.3052969. 1031
23. Pirayesh, H.; Kheirkhah Sangdeh, P.; Zeng, H. Securing ZigBee Communications Against Constant Jamming Attack Using Neural 1032
Network. IEEE Internet of Things Journal 2021, 8, 4957-4968. https://doi.org/10.1109/]JI0T.2020.3034128. 1033
24. Adelantado, E; Vilajosana, X.; Tuset-Peiro, P.; Martinez, B.; Melia-Segui, J.; Watteyne, T. Understanding the Limits of LoORaWAN. 1034
IEEE Communications Magazine 2017, 55, 34—40. https:/ /doi.org/10.1109/MCOM.2017.1600613. 1035

25. Khalifeh, A.F; Aldahdouh, K.; Alouneh, S. LoRaWAN Energy Optimization with Security Consideration. Int. Arab |. Inf. Technol. 1036
2021, 18, 476-483. 1037


https://doi.org/10.1109/COMST.2017.2682318
https://doi.org/10.3390/s18114015
https://doi.org/10.1109/MVT.2019.2961608
https://doi.org/10.1109/ICCTEC.2017.00305
https://doi.org/10.1109/ACCESS.2021.3052969
https://doi.org/10.1109/JIOT.2020.3034128
https://doi.org/10.1109/MCOM.2017.1600613
https://doi.org/10.20944/preprints202211.0302.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 November 2022 d0i:10.20944/preprints202211.0302.v1

25 of 28

26. Li, A.; Fujisawa, M.; Urabe, L; Kitagawa, R.; Kim, S.J.; Hasegawa, M. A lightweight decentralized reinforcement learning based 1o3s
channel selection approach for high-density LoRaWAN. In Proceedings of the 2021 IEEE International Symposium on Dynamic 103e
Spectrum Access Networks (DySPAN), 2021, pp. 9-14. https://doi.org/10.1109/DySPAN53946.2021.9677146. 1040

27. 1lahi, I; Usama, M.; Farooq, M.O.; Umar Janjua, M.; Qadir, ]. LoRaDRL: Deep reinforcement learning based adaptive PHY layer 1oa:
transmission parameters selection for LoORaWAN. In Proceedings of the 2020 IEEE 45th Conference on Local Computer Networks 1042
(LCN), 2020, pp- 457-460. https://doi.org/10.1109/LCN48667.2020.9314772. 1043

28. Karmakar, R.; Chattopadhyay, S.; Chakraborty, S. A Deep Probabilistic Control Machinery for Auto-Configuration of WiFi Link 1044
Parameters. IEEE Transactions on Wireless Communications 2020, 19, 8330-8340. https://doi.org/10.1109/TWC.2020.3021597. 1045

29. Chen, C,; Lj, ].; Balasubramaniam, V.; Wu, Y.; Zhang, Y.; Wan, S. Contention Resolution in Wi-Fi 6-Enabled Internet of Things 1046

Based on Deep Learning. IEEE Internet of Things Journal 2021, 8, 5309-5320. https:/ /doi.org/10.1109/JI0T.2020.3037774. 1047
30. Sangdeh, PK.; Zeng, H. DeepMux: Deep-Learning-Based Channel Sounding and Resource Allocation for IEEE 802.11ax. IEEE  10ss
Journal on Selected Areas in Communications 2021, 39, 2333-2346. https://doi.org/10.1109/JSAC.2021.3087246. 1049

31. Soto, P; Camelo, M.; Fontaine, J.; Girmay, M.; Shahid, A.; Maglogiannis, V.; De Poorter, E.; Moerman, I.; Botero, J.F; LatrAY, 1os0
S. Augmented Wi-Fi: an Al-based Wi-Fi management framework for Wi-Fi/LTE coexistence. In Proceedings of the 2020 16th 1051
International Conference on Network and Service Management (CNSM), 2020, pp. 1-9. 1052

32.  Kim, K.;; Aminanto, M.E. Deep learning in intrusion detection perspective: Overview and further challenges. In Proceedings of 10s3
the 2017 International Workshop on Big Data and Information Security IWBIS), 2017, pp. 5-10. https://doi.org/10.1109 /IWBIS. 10sa

2017.8275095. 1055
33. Aminanto, M.E,; Kim, K. Improving detection of Wi-Fi impersonation by fully unsupervised deep learning. In Proceedings of the 1os6
International Workshop on Information Security Applications. Springer, 2017, pp. 212-223. 1087

34. Gharib, M.; Nandadapu, S.; Afghah, F. An exhaustive study of using commercial LTE network for UAV communication in rural 1ose
areas. In Proceedings of the 2021 IEEE International Conference on Communications Workshops (ICC Workshops), 2021, pp. 1-6. 10se
https:/ /doi.org/10.1109 /ICCWorkshops50388.2021.9473547. 1060

35. Hayat, S.; Bettstetter, C.; Fakhreddine, A.; Muzaffar, R.; Emini, D. An experimental evaluation of LTE-a throughput for drones. In 1061
Proceedings of the Proceedings of the 5th Workshop on Micro Aerial Vehicle Networks, Systems, and Applications, 2019, pp. 3-8. 1062

36. Liu, S.; Xiao, L.; Han, Z.; Tang, Y. Eliminating NB-IoT Interference to LTE System: A Sparse Machine Learning-Based Approach. 1oes
IEEE Internet of Things Journal 2019, 6, 6919-6932. 1064

37. Ali, Z,; Baldo, N.; Mangues-Bafalluy, J.; Giupponi, L. Machine learning based handover management for improved QoE in LTE. 1oes
In Proceedings of the NOMS 2016-2016 IEEE/IFIP Network Operations and Management Symposium. IEEE, 2016, pp. 794-798. 10es

38. Falkenberg, R.; Heimann, K.; Wietfeld, C. Discover your competition in LTE: Client-based passive data rate prediction by 1067
machine learning. In Proceedings of the GLOBECOM 2017 - 2017 IEEE Global Communications Conference, 2017, pp. 1-7. 1o0es

https://doi.org/10.1109/ GLOCOM.2017.8254567. 1069
39. Etemad, K. Overview of Mobile WiMAX Technology and Evolution. IEEE Communications Magazine 2008, 46, 31-40. https: 1070
//doi.org/10.1109/MCOM.2008.4644117. 1071
40. Hayat, S.; Yanmaz, E.; Muzaffar, R. Survey on Unmanned Aerial Vehicle Networks for Civil Applications: A Communications 1o72
Viewpoint. IEEE Communications Surveys & Tutorials 2016, 18, 2624-2661. https://doi.org/10.1109/COMST.2016.2560343. 1073

41. Herath, ].D.; Seetharam, A.; Ramesh, A. A deep learning model for wireless channel quality prediction. In Proceedings of the ICC 1074
2019 - 2019 IEEE International Conference on Communications (ICC), 2019, pp. 1-6. https://doi.org/10.1109/1CC.2019.8761934. 1075
42. Jafari, S.M.; Taghipour, M.; Meybodi, M. Bandwidth Allocation in WiMAX Networks Using Reinforcement Learning. World 1076

Applied Sciences Journal 2011, 15, 525-531. 1077
43. Chettri, L.; Bera, R. A Comprehensive Survey on Internet of Things (IoT) Toward 5G Wireless Systems. IEEE Internet of Things 1o7s
Journal 2020, 7, 16-32. https://doi.org/10.1109/]J10T.2019.2948888. 1079
44. 1i,B,; Fei, Z.; Zhang, Y. UAV Communications for 5G and Beyond: Recent Advances and Future Trends. IEEE Internet of Things 1oso
Journal 2019, 6, 2241-2263. https://doi.org/10.1109/JI0T.2018.2887086. 1081
45. Zhang, C.; Ueng, Y.L,; Studer, C.; Burg, A. Artificial Intelligence for 5G and Beyond 5G: Implementations, Algorithms, and  10s2
Optimizations. IEEE Journal on Emerging and Selected Topics in Circuits and Systems 2020, 10, 149-163. 1083
46. Huang, H.; Guo, S.; Gui, G; Yang, Z.; Zhang, J.; Sari, H.; Adachi, F. Deep Learning for Physical-Layer 5G Wireless Techniques: 10s4
Opportunities, Challenges and Solutions. IEEE Wireless Communications 2020, 27, 214-222. 1085

47. Klautau, A.; Batista, P; GonzAalez-Prelcic, N.; Wang, Y.; Heath, RW. 5G MIMO data for machine learning: Application to 1ose
beam-selection using deep learning. In Proceedings of the 2018 Information Theory and Applications Workshop (ITA), 2018, pp. 10s7

1-9. https:/ /doi.org/10.1109/1TA.2018.8503086. 1088
48. Ullah, R;; Marwat, SN.K.; Ahmad, A.M.; Ahmed, S.; Hafeez, A.; Kamal, T.; Tufail, M. A Machine Learning Approach for 5G 1ose
SINR Prediction. Electronics 2020, 9, 1660. 1000

49. Luo, C;Ji,J.; Wang, Q.; Chen, X; Li, P. Channel State Information Prediction for 5G Wireless Communications: A Deep Learning 1001
Approach. IEEE Transactions on Network Science and Engineering 2020, 7, 227-236. https://doi.org/10.1109/TNSE.2018.2848960. 1092
50. Dong, R;; She, C.; Hardjawana, W.; Li, Y.; Vucetic, B. Deep Learning for Radio Resource Allocation With Diverse Quality-of-Service 1003
Requirements in 5G. IEEE Transactions on Wireless Communications 2021, 20, 2309-2324. 1004
51. Elsayed, M.; Erol-Kantarci, M. Al-enabled radio resource allocation in 5G for URLLC and eMBB users. In Proceedings of the 2019 1005
IEEE 2nd 5G World Forum (5GWF), 2019, pp. 590-595. https://doi.org/10.1109/5GWFE.2019.8911618. 1006


https://doi.org/10.1109/DySPAN53946.2021.9677146
https://doi.org/10.1109/LCN48667.2020.9314772
https://doi.org/10.1109/TWC.2020.3021597
https://doi.org/10.1109/JIOT.2020.3037774
https://doi.org/10.1109/JSAC.2021.3087246
https://doi.org/10.1109/IWBIS.2017.8275095
https://doi.org/10.1109/IWBIS.2017.8275095
https://doi.org/10.1109/IWBIS.2017.8275095
https://doi.org/10.1109/ICCWorkshops50388.2021.9473547
https://doi.org/10.1109/GLOCOM.2017.8254567
https://doi.org/10.1109/MCOM.2008.4644117
https://doi.org/10.1109/MCOM.2008.4644117
https://doi.org/10.1109/MCOM.2008.4644117
https://doi.org/10.1109/COMST.2016.2560343
https://doi.org/10.1109/ICC.2019.8761934
https://doi.org/10.1109/JIOT.2019.2948888
https://doi.org/10.1109/JIOT.2018.2887086
https://doi.org/10.1109/ITA.2018.8503086
https://doi.org/10.1109/TNSE.2018.2848960
https://doi.org/10.1109/5GWF.2019.8911618
https://doi.org/10.20944/preprints202211.0302.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 November 2022 d0i:10.20944/preprints202211.0302.v1

26 of 28

52.  Zhou, Y,; Fadlullah, Z.M.; Mao, B.; Kato, N. A Deep-Learning-Based Radio Resource Assignment Technique for 5G Ultra Dense 1097

Networks. IEEE Network 2018, 32, 28-34. https://doi.org/10.1109/MNET.2018.1800085. 1008
53. Alawe, I; Ksentini, A.; Hadjadj-Aoul, Y.; Bertin, P. Improving Traffic Forecasting for 5G Core Network Scalability: A Machine 1090
Learning Approach. IEEE Network 2018, 32, 42-49. https://doi.org/10.1109/MNET.2018.1800104. 1100
54. Lam, ].; Abbas, R. Machine learning based anomaly detection for 5g networks. arXiv preprint arXiv:2003.03474 2020. 1101
55. Sharma, A.; Vanjani, P.; Paliwal, N.; Basnayaka, C.M.W.; Jayakody, D.N.K.; Wang, H.C.; Muthuchidambaranathan, P. Communi- 1102
cation and Networking Technologies for UAVs: A Survey. Journal of Network and Computer Applications 2020, 168, 102739. 1103
56. Gupta, L.; Jain, R.; Vaszkun, G. Survey of Important Issues in UAV Communication Networks. IEEE Communications Surveys & 11oa
Tutorials 2016, 18, 1123-1152. 1105
57. Rovira-Sugranes, A.; Razi, A.; Afghah, F; Chakareski, ]. A Review of AI-Enabled Routing Protocols for UAV Networks: Trends, 1106
Challenges, and Future Outlook. Ad Hoc Networks 2022, 130, 102790. 1107

58. Hendriks, T.; Camelo, M.; Latré, S. Qz—routing: A QoS-aware g-routing algorithm for wireless ad hoc networks. In Proceedings 1108
of the 2018 14th International Conference on Wireless and Mobile Computing, Networking and Communications (WiMob). IEEE, 1100

2018, PP 108-115. 1110
59. Liu,J.; Wang, Q.; He, C,; Jaffres-Runser, K.; Xu, Y; Li, Z.; Xu, Y. QMR: Q-Learning Based Multi-Objective Optimization Routing 1111
Protocol for Flying Ad Hoc Networks. Computer Communications 2020, 150, 304-316. 1112
60. Yoshikawa, K.; Yamashita, S.; Yamamoto, K.; Nishio, T.; Morikura, M. Resource allocation for 3d drone networks sharing 111s
spectrum bands. In Proceedings of the 2017 IEEE 86th Vehicular Technology Conference (VTC-Fall). IEEE, 2017, pp. 1-5. 1114
61. Lei, L,; Shen, G.; Zhang, L.; Li, Z. Toward Intelligent Cooperation of UAV Swarms: When Machine Learning Meets Digital Twin. 11s
IEEE Network 2020, 35, 386-392. 1116
62. Feng, Z; Ji, L.; Zhang, Q.; Li, W. Spectrum Management for mmWave Enabled UAV Swarm Networks: Challenges and 1117
Opportunities. IEEE Communications Magazine 2018, 57, 146-153. 1118
63. Wei, Z.; Meng, Z.; Lai, M.; Wu, H.; Han, J.; Feng, Z. Anti-Collision Technologies for Unmanned Aerial Vehicles: Recent Advances 1110
and Future Trends. IEEE Internet of Things Journal 2021. 1120
64. Raja, G.; Baskar, Y.; Dhanasekaran, P; Nawaz, R.; Yu, K. An Efficient Formation Control mechanism for Multi-UAV Navigation in 1121
Remote Surveillance. In Proceedings of the 2021 IEEE Globecom Workshops (GC Wkshps), 2021, pp. 1-6. 1122
65. Kurtz, V; Lin, H. Toward verifiable real-time obstacle motion prediction for dynamic collision avoidance. In Proceedings of the 1123
2019 American Control Conference (ACC). IEEE, 2019, pp. 2633-2638. 1124

66. Chen, Y.; Gonzélez-Prelcic, N.; Heath, R.W. Collision-free UAV navigation with a monocular camera using deep reinforcement 1125
learning. In Proceedings of the 2020 IEEE 30th International Workshop on Machine Learning for Signal Processing (MLSP). IEEE, 1126

2020, PP 1-6. 1127
67. Wang, D; Fan, T.; Han, T.; Pan, J. A Two-Stage Reinforcement Learning Approach for Multi-UAV Collision Avoidance under 112s
Imperfect Sensing. IEEE Robotics and Automation Letters 2020, 5, 3098-3105. 1120
68. Hsu, Y.H.; Gau, R.H. Reinforcement Learning-Based Collision Avoidance and Optimal Trajectory Planning in UAV Communica- 1130
tion Networks. IEEE Transactions on Mobile Computing 2020, 21, 306-320. 1131
69. Van Dijk, M.; Morley, T.; Rau, M.L.; Saghai, Y. A Meta-Analysis of Projected Global Food Demand and Population at Risk of 1132
Hunger for the Period 2010-2050. Nature Food 2021, 2, 494-501. 1133
70. Tsouros, D.C.; Bibi, S.; Sarigiannidis, P.G. A Review on UAV-Based Applications for Precision Agriculture. Information 2019, 113s
10, 349. 1135

71. Maktab Dar Oghaz, M.; Razaak, M.; Kerdegari, H.; Argyriou, V.; Remagnino, P. Scene and Environment Monitoring Using Aerial 1136
Imagery and Deep Learning. In Proceedings of the 2019 15th International Conference on Distributed Computing in Sensor 1137

Systems (DCOSS), 2019, pp. 362-369. https://doi.org/10.1109/DCOSS.2019.00078. 1138
72.  Pourroostaei Ardakani, S.; Cheshmehzangi, A. Reinforcement Learning-Enabled UAV Itinerary Planning for Remote Sensing 1130
Applications in Smart Farming. Telecom 2021, 2, 255-270. https://doi.org/10.3390/telecom2030017. 1140
73.  Rottondi, C.; Malandrino, F.; Bianco, A.; Chiasserini, C.F; Stavrakakis, I. Scheduling of Emergency Tasks for Multi-service UAVs 1141
in Post-Disaster Scenarios. Computer Networks 2021, 184, 107644. 1142
74. Chen, X;; Liu, X.; Chen, Y,; Jiao, L.; Min, G. Deep Q-Network based resource allocation for UAV-assisted Ultra-Dense Networks. 1143
Computer Networks 2021, 196, 108249. 1144
75. Sénchez-Garcia, ].; Garcfa-Campos, ].M.; Toral, S.; Reina, D.; Barrero, F. An Intelligent Strategy for Tactical Movements of UAVs in 1145
Disaster Scenarios. International journal of distributed sensor networks 2016, 12, 8132812. 1146
76. Zanella, A.; Bui, N.; Castellani, A.; Vangelista, L.; Zorzi, M. Internet of Things for Smart Cities. IEEE Internet of Things journal 11a7
2014, 1, 22-32. 1148
77.  Mohanty, S.P.; Choppali, U.; Kougianos, E. Everything You Wanted to Know About Smart Cities: The Internet of things is the 1140
Backbone. IEEE Consumer Electronics Magazine 2016, 5, 60-70. 1150
78. Thakur, N.; Nagrath, P; Jain, R.; Saini, D.; Sharma, N.; Hemanth, D.J. Artificial Intelligence Techniques in Smart Cities Surveillance 1151
Using UAVs: A Survey. Machine Intelligence and Data Analytics for Sustainable Future Smart Cities 2021, pp. 329-353. 1152

79. Motlagh, N.H.; Bagaa, M.; Taleb, T. UAV-Based IoT Platform: A Crowd Surveillance Use Case. IEEE Communications Magazine 11ss
2017, 55, 128-134. 1154


https://doi.org/10.1109/MNET.2018.1800085
https://doi.org/10.1109/MNET.2018.1800104
https://doi.org/10.1109/DCOSS.2019.00078
https://doi.org/10.3390/telecom2030017
https://doi.org/10.20944/preprints202211.0302.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 November 2022 d0i:10.20944/preprints202211.0302.v1

27 of 28

80. Gu,J,; Su, T.; Wang, Q.; Du, X.; Guizani, M. Multiple Moving Targets Surveillance Based on A Cooperative Network for 11ss

Multi-UAV. IEEE Communications Magazine 2018, 56, 82-89. 1156
81. Sugano, R.; Shinkuma, R.; Nishio, T.; Itahara, S.; Mandayam, N.B. Watch From Sky: Machine-Learning-Based Multi-UAV 1157
Network for Predictive Police Surveillance. arXiv preprint arXiv:2203.02892 2022. 1158

82. Yun, WJ,; Park, S.; Kim, J.; Shin, M.; Jung, S.; Mohaisen, D.A.; Kim, ].H. Cooperative Multiagent Deep Reinforcement Learning 11se
for Reliable Surveillance via Autonomous Multi-UAV Control. IEEE Transactions on Industrial Informatics 2022, 18, 7086-7096. 1160
83. Menouar, H,; Guveng, I.; Akkaya, K.; Uluagac, A.S.; Kadri, A.; Tuncer, A. UAV-Enabled Intelligent Transportation Systems for the 1161

Smart City: Applications and Challenges. IEEE Communications Magazine 2017, 55, 22-28. 1162
84. Raza, A.; Bukhari, SH.R.; Aadil, F; Igbal, Z. An UAV-Assisted VANET Architecture for Intelligent Transportation System in 1163
Smart Cities. International Journal of Distributed Sensor Networks 2021, 17, 15501477211031750. 1164

85. Samir, M.; Assi, C.; Sharafeddine, S.; Ebrahimi, D.; Ghrayeb, A. Age of Information Aware Trajectory Planning of UAVs in 11es
Intelligent Transportation Systems: A Deep Learning Approach. IEEE Transactions on Vehicular Technology 2020, 69, 12382-12395. 1166
86. Fatemidokht, H.; Rafsanjani, M.K.; Gupta, B.B.; Hsu, C.H. Efficient and Secure Routing Protocol Based on Artificial Intelligence 1167
Algorithms with UAV-Assisted for Vehicular Ad Hoc Networks in Intelligent Transportation Systems. IEEE Transactions on 11es

Intelligent Transportation Systems 2021, 22, 4757-4769. 1160
87. Aloqaily, M.; Bouachir, O.; Al Ridhawi, I.; Tzes, A. An Adaptive UAV Positioning Model for Sustainable Smart Transportation. 1i7o
Sustainable Cities and Society 2022, 78, 103617. 1171

88. Al-Hilo, A.; Samir, M.; Assi, C.; Sharafeddine, S.; Ebrahimi, D. UAV-Assisted Content Delivery in Intelligent Transportation 1172
Systems-Joint Trajectory Planning and Cache Management. IEEE Transactions on Intelligent Transportation Systems 2020, 22, 5155~ 1173

5167. 1174
89. Ullah, S,; Kim, K.I; Kim, K.H.; Imran, M.; Khan, P; Tovar, E.; Ali, F. UAV-Enabled Healthcare Architecture: Issues and Challenges. 117s
Future Generation Computer Systems 2019, 97, 425-432. 1176

90. Wazid, M.; Bera, B.; Mitra, A.; Das, A.K.; Ali, R. Private blockchain-envisioned security framework for Al-enabled IoT-based 1177
drone-aided healthcare services. In Proceedings of the Proceedings of the 2nd ACM MobiCom workshop on drone assisted 117s

wireless communications for 5G and beyond, 2020, pp. 37—-42. 1170
91. Aggarwal, S,; Kumar, N.; Alhussein, M.; Muhammad, G. Blockchain-Based UAV Path Planning for Healthcare 4.0: Current 11s0
Challenges and The Way Ahead. IEEE Network 2021, 35, 20-29. 1181

92. Gupta, R; Shukla, A.; Mehta, P; Bhattacharya, P.; Tanwar, S.; Tyagi, S.; Kumar, N. Vahak: A blockchain-based outdoor delivery 11s2
scheme using UAV for healthcare 4.0 services. In Proceedings of the IEEE INFOCOM 2020-IEEE Conference on Computer 11ss

Communications Workshops (INFOCOM WKSHPS). IEEE, 2020, pp. 255-260. 1184
93. Alladi, T.; Chamola, V.; Sahu, N.; Guizani, M. Applications of blockchain in unmanned aerial vehicles: A review. Vehicular 1iss
Communications 2020, 23, 100249. 1186
94. Baek, H.; Lim, J. Design of Future UAV-Relay Tactical Data Link for Reliable UAV Control and Situational Awareness. IEEE 1187
Communications Magazine 2018, 56, 144-150. 1188

95. Ma’Sum, M.A.; Arrofi, M.K.; Jati, G.; Arifin, F.; Kurniawan, M.N.; Mursanto, P,; Jatmiko, W. Simulation of intelligent unmanned 11s0
aerial vehicle (UAV) for military surveillance. In Proceedings of the 2013 international conference on advanced computer science 1190

and information systems (ICACSIS). IEEE, 2013, pp. 161-166. 1101
96. Roberge, V.; Tarbouchi, M.; Labonté, G. Fast Genetic Algorithm Path Planner for Fixed-Wing Military UAV Using GPU. IEEE 1102
Transactions on Aerospace and Electronic Systems 2018, 54, 2105-2117. 1103
97.  Chen, X.C.; Chen, Y.J. A machine learning based attack in UAV communication networks. In Proceedings of the 2019 IEEE 90th 1104
Vehicular Technology Conference (VTC2019-Fall). IEEE, 2019, pp. 1-2. 1105

98. Yi,M.; Wang, X,; Liu, ].; Zhang, Y.; Bai, B. Deep reinforcement learning for fresh data collection in UAV-assisted IoT networks. In 1196
Proceedings of the IEEE INFOCOM 2020-IEEE Conference on Computer Communications Workshops (INFOCOM WKSHPS). 1197

IEEE, 2020, pp. 716-721. 1108
99. Liu, L.; Xiong, K.; Cao, J.; Lu, Y,; Fan, P; Letaief, K.B. Average Aol Minimization in UAV-Assisted Data Collection With RF 1190
Wireless Power Transfer: A Deep Reinforcement Learning Scheme. IEEE Internet of Things Journal 2021, 9, 5216-5228. 1200
100. Sun, M,; Xu, X;; Qin, X.; Zhang, P. Aol-Energy-Aware UAV-Assisted Data Collection for IoT Networks: A Deep Reinforcement 1201
Learning Method. IEEE Internet of Things Journal 2021, 8, 17275-17289. https://doi.org/10.1109/J10T.2021.3078701. 1202

101. Tong, P; Liu, J.; Wang, X.; Bai, B.; Dai, H. Deep reinforcement learning for efficient data collection in UAV-aided Internet of Things. 1203
In Proceedings of the 2020 IEEE International Conference on Communications Workshops (ICC Workshops). IEEE, 2020, pp. 1-6. 1204
102. Joseph, J.; Radmanesh, M.; Sadat, M.N.; Dai, R.; Kumar, M. UAV path planning for data ferrying with communication constraints. 1205
In Proceedings of the 2020 IEEE 17th Annual Consumer Communications & Networking Conference (CCNC). IEEE, 2020, pp. 1206
1-9. 1207
103. Li, W.; Wang, L.; Fei, A. Minimizing Packet Expiration Loss With Path Planning in UAV-Assisted Data Sensing. IEEE Wireless 1208
Communications Letters 2019, 8, 1520-1523. https://doi.org/10.1109/LWC.2019.2925796. 1200
104. Li, Z,; Tong, P; Liu, J.; Wang, X.; Xie, L.; Dai, H. Learning-based Data Gathering for Information Freshness in UAV-assisted IoT 1210
Networks. IEEE Internet of Things Journal 2022, pp. 1-1. https://doi.org/10.1109/J10T.2022.3215521. 1211
105. Wang, Y.; Gao, Z.; Zhang, J.; Cao, X.; Zheng, D.; Gao, Y.; Ng, D.W.K,; Renzo, M.D. Trajectory Design for UAV-Based Internet of 1212
Things Data Collection: A Deep Reinforcement Learning Approach. IEEE Internet of Things Journal 2022, 9, 3899-3912. 1213


https://doi.org/10.1109/JIOT.2021.3078701
https://doi.org/10.1109/LWC.2019.2925796
https://doi.org/10.1109/JIOT.2022.3215521
https://doi.org/10.20944/preprints202211.0302.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 16 November 2022 d0i:10.20944/preprints202211.0302.v1

28 of 28

106. Zhang, Y.; Mou, Z.; Gao, F; Xing, L.; Jiang, J.; Han, Z. Hierarchical Deep Reinforcement Learning for Backscattering Data 1214
Collection With Multiple UAVs. IEEE Internet of Things Journal 2021, 8, 3786-3800. https://doi.org/10.1109/J10T.2020.3024666. 1215
107. Nguyen, K.K.; Duong, T.Q.; Do-Duy, T.; Claussen, H.; Hanzo, L. 3D UAV Trajectory and Data Collection Optimisation Via Deep 1216

Reinforcement Learning. IEEE Transactions on Communications 2022, 70, 2358-2371. 1217
108. Li, S.; Wu, E; Luo, S.; Fan, Z.; Chen, ].; Fu, S. Dynamic Online Trajectory Planning for a UAV-Enabled Data Collection System. 121s
IEEE Transactions on Vehicular Technology 2022, pp. 1-12. https://doi.org/10.1109/TVT.2022.3200458. 1210
109. Liu, X.; Song, H.; Liu, A. Intelligent UAVs Trajectory Optimization from Space-Time for Data Collection in Social Networks. IEEE 1220
Transactions on Network Science and Engineering 2020, 8, 853-864. 1221
110. Mondal, A.; Mishra, D.; Prasad, G.; Hossain, A. Joint Optimization Framework for Minimization of Device Energy Consumption 1222
in Transmission Rate Constrained UAV-Assisted IoT Network. IEEE Internet of Things Journal 2022, 9, 9591-9607. 1223

111. Shen, L.; Wang, N.; Zhu, Z.; Fan, Y.; Ji, X.; Mu, X. UAV-enabled data collection for mMTC networks: AEM modeling and 1224
energy-efficient trajectory design. In Proceedings of the ICC 2020-2020 IEEE International Conference on Communications (ICC). 1225
IEEE, 2020, PP- 1-6. 1226

112. Zhu, B.; Bedeer, E.; Nguyen, H.H.; Barton, R.; Henry, ]. UAV Trajectory Planning in Wireless Sensor Networks for Energy 1227
Consumption Minimization by Deep Reinforcement Learning. IEEE Transactions on Vehicular Technology 2021, 70, 9540-9554. 1228

113. Lin, C,; Han, G,; Qi, X;; Du, J.; Xu, T.; Martinez-Garcia, M. Energy-Optimal Data Collection for Unmanned Aerial Vehicle-Aided 1220
Industrial Wireless Sensor Network-Based Agricultural Monitoring System: A Clustering Compressed Sampling Approach. IEEE 1230
Transactions on Industrial Informatics 2020, 17, 4411-4420. 1231

114. Alfattani, S.; Jaafar, W.; Yanikomeroglu, H.; Yongacoglu, A. Multi-UAV data collection framework for wireless sensor networks. 1232
In Proceedings of the 2019 IEEE Global Communications Conference (GLOBECOM). IEEE, 2019, pp. 1-6. 1233

115. Wang, X.; Gursoy, M.C.; Erpek, T.; Sagduyu, Y.E. Learning-Based UAV Path Planning for Data Collection with Integrated Collision 1234
Avoidance. IEEE Internet of Things Journal 2022. 1235

116. Zhu, S.; Gui, L.; Zhao, D.; Cheng, N.; Zhang, Q.; Lang, X. Learning-Based Computation Offloading Approaches in UAVs-Assisted 1236
Edge Computing. IEEE Transactions on Vehicular Technology 2021, 70, 928-944. 1237

117. Peng, H.; Shen, X. Multi-Agent Reinforcement Learning Based Resource Management in MEC-and UAV-Assisted Vehicular 1238
Networks. IEEE Journal on Selected Areas in Communications 2020, 39, 131-141. 1230

118. Wang, Y.; Fang, W.; Ding, Y.; Xiong, N. Computation Offloading Optimization for UAV-Assisted Mobile Edge Computing: A 1240
Deep Deterministic Policy Gradient Approach. Wireless Networks 2021, 27, 2991-3006. 1241

119. Chen, J.; Chen, S.; Luo, S.; Wang, Q.; Cao, B.; Li, X. An Intelligent Task Offloading Algorithm (iTOA) for UAV Edge Computing 1242
Network. Digital Communications and Networks 2020, 6, 433-443. 1243

120. Wan, S.; Lu, J.; Fan, P; Letaief, K.B. Toward Big Data Processing in IoT: Path Planning and Resource Management of UAV Base 1244
Stations in Mobile-Edge Computing System. IEEE Internet of Things Journal 2019, 7, 5995-6009. 1245

121. Cheng, N.; Lyu, E; Quan, W.; Zhou, C.; He, H.; Shi, W.; Shen, X. Space/Aerial-Assisted Computing Offloading for IoT 1246
Applications: A Learning-Based Approach. IEEE Journal on Selected Areas in Communications 2019, 37, 1117-1129. 1247

122. Li, S;; Hu, X.; Du, Y. Deep Reinforcement Learning for Computation Offloading and Resource Allocation in Unmanned-Aerial- 124e
Vehicle Assisted Edge Computing. Sensors 2021, 21, 6499. 1240

123. Xue, J.; Wu, Q.; Zhang, H. Cost Optimization of UAV-MEC Network Calculation Offloading: A Multi-Agent Reinforcement 12s0
Learning Method. Ad Hoc Networks 2022, 136, 102981. 1251

124. Liu, Q. Shi, L.; Sun, L.; Li, J.; Ding, M.; Shu, F. Path Planning for UAV-Mounted Mobile Edge Computing with Deep Reinforcement 12s2
Learning. IEEE Transactions on Vehicular Technology 2020, 69, 5723-5728. 1253

125. Wang, L.; Wang, K.; Pan, C.; Xu, W.; Aslam, N.; Nallanathan, A. Deep Reinforcement Learning Based Dynamic Trajectory Control 1zss
for UAV-Assisted Mobile Edge Computing. IEEE Transactions on Mobile Computing 2021. 1255

126. Ren, T.; Niu, J.; Dai, B.; Liu, X,; Hu, Z.; Xu, M.; Guizani, M. Enabling Efficient Scheduling in Large-Scale UAV-Assisted 12s6
Mobile-Edge Computing via Hierarchical Reinforcement Learning. IEEE Internet of Things Journal 2021, 9, 7095-7109. 1257

127. Zhao, N.; Ye, Z; Pei, Y.; Liang, Y.C.; Niyato, D. Multi-Agent Deep Reinforcement Learning for Task Offloading in UAV-assisted 12ss
Mobile Edge Computing. IEEE Transactions on Wireless Communications 2022. 1250

128. Wu, Z; Pan, S.; Chen, F; Long, G.; Zhang, C.; Yu, P.S. A Comprehensive Survey on Graph Neural Networks. IEEE Transactions on 1zeo
Neural Networks and Learning Systems 2021, 32, 4-24. https://doi.org/10.1109/TNNLS.2020.2978386. 1261

129. Wang, X; Fu, L.; Cheng, N.; Sun, R.; Luan, T.; Quan, W.; Aldubaikhy, K. Joint Flying Relay Location and Routing Optimization 1262
for 6G UAV-IoT Networks: A Graph Neural Network-Based Approach. Remote Sensing 2022, 14, 4377. 1263

130. Ma, L.; Cheng, N.; Wang, X.; Sun, R.; Lu, N. On-demand resource management for 6G wireless networks using knowledge- 1264
assisted dynamic neural networks. In Proceedings of the ICC 2022 - IEEE International Conference on Communications, 2022, pp. 12es
1-6. https:/ /doi.org/10.1109/1CC45855.2022.9882279. 1266

131. Shiri, H.; Park, J.; Bennis, M. Communication-Efficient Massive UAV Online Path Control: Federated Learning Meets Mean-Field 1267
Game Theory. IEEE Transactions on Communications 2020, 68, 6840-6857. 1268

132. Mowla, N.L; Tran, N.H.; Doh, L; Chae, K. AFRL: Adaptive Federated Reinforcement Learning for Intelligent Jamming Defense in 1260
FANET. Journal of Communications and Networks 2020, 22, 244-258. 1270

133. Wang, Y.; Su, Z.; Zhang, N.; Benslimane, A. Learning in the Air: Secure Federated Learning for UAV-Assisted Crowdsensing. 1z71
IEEE Transactions on network science and engineering 2020, 8, 1055-1069. 1272


https://doi.org/10.1109/JIOT.2020.3024666
https://doi.org/10.1109/TVT.2022.3200458
https://doi.org/10.1109/TNNLS.2020.2978386
https://doi.org/10.1109/ICC45855.2022.9882279
https://doi.org/10.20944/preprints202211.0302.v1

	Introduction
	AI-Enabled Key Technology for UAV
	AI for UAV Communication Technologies
	AI for UAV Swarm Networking and Routing
	AI for UAV Collision Avoidance

	UAV-Assisted IoT Application Scenarios
	Agriculture
	Disaster and Emergency
	Smart City
	Surveillance
	Intelligent Transportation Systems
	Healthcare

	Military

	Tasks and Methods in AI-Enabled UAV-Assisted IoT
	Data Collection
	Network Service Provision

	Open Issue
	AI Training and Convergence Problems
	Resource and Energy Constrained Issues for UAV
	Security and Privacy Issues for AI and UAV

	Conclusion
	References

