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Abstract:

Background: The outbreak of the Covid-19 pandemic has significantly affected the operations of higher
education institutions. Due to the limited use of video conferencing and cloud computing in these
facilities, distance learning became the only option available to them.

Objective: The study focused on identifying the most common types of attacks that can affect e-learning
assets.

Results: There was a lack of clear cybersecurity policies for educational institutes and universities in
2020, according to a report by Microsoft Security Intelligence. The report showed that the education
industry was the most targeted sector for malware attacks in the last 30 days.

Conclusion: The recommendations for improving the security of e-learning systems. Some of these
include implementing policies that restrict access to the resources and applications, updating security

patches, and using cryptographic protocols.

Keywords: Cyber security threats, Cyber security threats to educational institutes, growing concern for

the new era of cybersecurity, new era of cybersecurity

© 2022 by the author(s). Distributed under a Creative Commons CC BY license.



https://doi.org/10.20944/preprints202211.0128.v1
http://creativecommons.org/licenses/by/4.0/

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 7 November 2022 d0i:10.20944/preprints202211.0128.v1

1. INTRODUCTION
The following paper has been dealing with the issues that have been faced by people during the COVID-
19 outbreak mainly due to the factor of data breaching. The outbreak of the Covid-19 pandemic has
significantly affected the operations of higher education institutions. Due to the limited use of video
conferencing and cloud computing in these facilities, distance learning became the only option available

to them [1].

Due to the rise of distributed denial of service (DDoS) attacks and the increasing number of attacks on e-
learning platforms, the risk of unauthorized access to the data has increased significantly. This study
aimed to identify the various types of attacks that can affect the assets of e-learning institutions. It also

made recommendations for improving the security of these platforms [2].

In 2020, it was reported that over half of Higher Education Institutions were affected by cyberattacks.
The data stolen from these institutions included the personal information of their employees and
students. Cybercriminals can also access these resources through various online learning platforms. The
primary goal of these attackers is to obtain the login credentials of their victims so they can use them to
perform spam or phishing attacks. In the case of Covid 19, which led to the mandatory social distancing
in higher education institutions, many of these activities had to be carried out remotely in order to

comply with international health commissions' regulations [3].

2. REASONS FOR TECHNOLOGICAL USE IN EDUCATION

A survey conducted by Pearson Education revealed that over 90% of respondents believe that online
learning will continue to be a vital part of the education field following the end of the Covid-19
pandemic. To minimize the risk of attacks, it is important that the various technologies used by

universities are secure. One of the most common tools that universities can use to manage their online
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learning is the cloud computing. This type of system allows them to store and organize their data, as

well as organize online classes [4].

During the pandemic, the cloud became the primary service that was used to store and access academic
materials. It also allowed students to improve their academic performance and develop new skills
without the need for them to be physically present in the institution. The use of simulation
environments and virtual laboratories has allowed students to create new skills without the need for

them to be physically present in the institution [5].

3. TECHNOLOGY THAT IS EFFECTED BY CYBER ATTACK

The use of the cloud computing system by universities has allowed them to improve the efficiency and
academic performance of their students. They can also manage their various operations through a
variety of cloud service models. One of these is the Infrastructure as a Service, which allows universities

to run their software on a virtual infrastructure [6].

One of the most common types of cloud services that universities can use is the Platform as a Service
(PaaS), which allows them to develop and manage applications through a variety of programming
languages. This type of system can be very beneficial for students who are studying information
technology. Another type of cloud service is Software as a Service, which allows educational institutions

to use various applications on a cloud platform [7].

Due to the increasing popularity of online learning, many universities have started using a hybrid
method of teaching, which involved both offline hours and online courses. However, the risk of a new

Covid-19 wave still persists, and this is why it is important that the security of this method is maintained

[8].
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The first section of this article talks about the various technologies that are used in online education.
These are based on the scientific articles published in different journals. The second section of this
article talks about the various security risks that are associated with the use of online education. This is
done through the analysis of the scientific literature and the multiple security reports that are delivered
by companies such as IBM, Microsoft, and ENISA. The last section of this article is dedicated to
discussions about the impact of these security breaches on the operations of online education

institutions [9].
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4. CRITICAL ANALYSIS

This article aims to provide a comprehensive overview of the various aspects of the cyber security issue
that affects people who work from home. It also explores how the security of a remote working system
has changed over the years. Despite the numerous security breaches that have occurred, the security of

a remote working system is still not strong enough to protect itself [10].

In order to prevent unauthorized access to the audio and video calls made from a company's servers, it
is recommended that they use end-to-end encryption. Although E2E is commonly used in applications, it
is only used to protect documents and correspondence. For instance, the ZOOM application uses a

combination of UDP and TCP connections to encrypt its communications [11].

The article also provides an overview of the various issues that companies face due to the security
breaches that have occurred. After reading the article, one will be able to resolve these issues and its
findings are reliable. E2E encryption is not widely used in video conferencing due to the complexity of
the technology involved. According to Matthew Green, a computer science professor at Johns Hopkins

University, group video conferencing is not ideal for using end-to-end encryption [12]

5. ADVANTAGES OF TECHNOLOGY

One of the main advantages of cloud computing is its ability to provide a variety of educational services,
such as simulations and virtual laboratories. These tools allow students to develop their skills without
the need for physical presence in the institution. The adoption of this technology in higher education has

also increased the efficiency of the institutions [13].

In terms of communication, the use of virtual learning tools such as Zoom, GoToWebinar, and Cisco
WebEx was the main source of this type of communication. There are also various other applications

that are used in this area, such as Microsoft Teams, Adobe Connect, and Livestorm. According to a
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report released by Datanyze, the world's leading provider of technography, the three most used VCA

tools in 2020 were Zoom, GoToWebinar, and Cisco Webex [14].

This process was carried out through the review of various publications that were published in various
digital libraries, such as ScienceDirect, Springerlink, and IEEE Xplore. The analysis of the security reports
that were delivered by companies that specialize in providing cyber security solutions was also carried

out [15].

According to a report by ENISA, in 2020, the educational field was targeted by cyberespionage groups
due to the interest in the COVID-19 research results. Another report by Kaspersky revealed that the
number of attacks on educational institutions has increased significantly due to the increasing number

of distance learning courses [16].

6. STEPS TO REDUCE THE CYBER ATTACKS

The review provides an overview of the extent to which the complexity of systems and software will
only get worse as the number of tools and resources used to manage them continues to increase. This is
why it is critical that IT leaders understand the need to continuously improve their capabilities.
Unfortunately, many educational institutes lack the resources and bandwidth to properly prepare for a

cyber security incident [17].

One of the most important factors that educational institutes should consider when it comes to
protecting their data and devices from attacks is having a comprehensive strategy that includes both
procedural and technical measures. This can be done through the use of multi-factor authentication or
two-factor authentication. To ensure that students follow the school's internet safety policies, it is also

important that they turn on notifications when there are signs of suspicious activity [18].
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One of the most important factors that educational institutes should consider when it comes to
protecting their data and devices from attacks is having a comprehensive strategy that includes both
procedural and technical measures. According to Soto, it's also important that students and faculty
members are aware of the risks associated with using online platforms. He strongly advises them to
create an acceptable use policy that clearly states what is and is not allowed in order to make their

students and faculty members more aware of the guidelines [19].

Without the proper resources to properly manage their systems and software, many educational
institutes turn to third-party vendors to provide them with the necessary support and resources to
improve their remote learning experience. However, it's important to note that these vendors are not

always created equal [20].

7. RESULTS

The results of this survey suggest that data breaches in education are a concern, as they can involve the
sensitive and private information of students and teachers. Educational institutes are typically targeted
due to the amount of data they have on their systems. A denial-of-service attack occurs when a network

or server resource gets flooded with requests [21].

Many educational institutes lack the necessary security measures to protect themselves from
unauthorized access to their networks. This is because many of them do not use the same level of
protection when it comes to protecting their data. Turning off the data logging feature on school servers

can allow attackers to access their networks without a trace [22].

The term phishing refers to an email that appears to be from a legitimate organization or person. It then
asks for sensitive information, such as credit card numbers or personal information. Most of the time,

these types of emails are accompanied by ransomware, which is a type of malware that can extort from
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a victim. Educational institutes are especially vulnerable to these types of threats due to how kids are

less likely to be aware of the harmful effects of these types of links and emails [23].

Unpatched and outdated hardware and software can allow attackers to access educational institutes'
networks and systems. This is because they are more vulnerable to these types of threats due to how
they lack the necessary resources and manpower to properly patch and update their systems. Although
updating and patching systems is the most common attack prevention method, educational institutes

often lack the necessary resources and staff to properly address these issues [24].

Cyberbullying is a type of behavior that occurs online, and it can cross the line into criminal and unlawful
conduct. According to the Cyberbullying research center, around 37% of students have experienced this

type of bullying [25].

Inappropriate content can also be easily accessed by students through their devices if the policies or
content filtering are not enforced properly. Online predators are more likely to target students due to
the increasing number of students learning remotely. They can use their online platforms to build trust

and manipulate their victims [26].

8. DISCUSSION

The research article covers every aspect of the cyber security issue due to remote working. For
cybercriminals, educational institutes are an ideal target due to the amount of personal information
they collect and the large budgets they have available. These organizations typically have little or no
security measures in place. In February 2021, a cyber-attack occurred at Simon Fraser University, which
is a university in British Columbia. It affected about 200,000 individuals. The attackers were able to

access the university's server and collect various sensitive data, such as student and staff IDs [27].
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Last year, about 250,000 individuals who worked at the same university were affected by a similar data
breach. In 2020, it was revealed that hackers were able to steal the personal information of over
300,000 teachers in Quebec. Despite the arrests of the attackers, many cases of identity theft were still

reported [28].

Across the Atlantic, the number of universities that reported a data breach remained the same. In 2020,
a report revealed that almost half of UK universities had experienced a security issue. Despite the
country's post-secondary institutions having over 2.3 million students, a report revealed that only 46%
of staff members had received security training in the 12 months prior to the publication of the report.
Then, a case like the Blackbaud ransomware attack, which was first reported in the summer of that year,

became an example of how international organizations can be affected by a data breach [29].

Several universities in Canada, the U.S., and the UK were affected by the attack. Blackbaud confirmed
that it paid the ransom to cyber criminals. The company also said that the ransom included the stolen

data, such as student and staff IDs, phone numbers, and donation histories [30].

The number of attacks that occurred during the year highlighted the need for educational institutes to
improve their data protection measures. Aside from regular training sessions, employees should also
regularly be informed about the latest security threats. These threats include ransomware, phishing

attacks, and malware [31].

Phishing attacks are usually carried out by cyber criminals in order to trick teachers into giving up their
personal information, such as their tax and identity information. Having a good understanding of the
signs of these attacks is very important to prevent them from happening in the first place. To improve
the security of educational institutes, employees, and students, organizations should have the necessary

resources and training [32].
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One of the most important steps that educational institutes can take to improve their security is
regularly updating their software. Doing so will prevent unauthorized access to their systems. Another
important step that they can take is to install anti-virus and anti-malware software. These two tools can
help prevent the spread of malware and other harmful software on their devices. Various forms of
training are also available for faculty and staff members to improve their skills in identifying and

preventing cyber-attacks. These include training sessions on phishing and social engineering [33].

Despite the various advantages that educational institutions provide, they are still vulnerable to cyber-
attacks. Due to the global pandemic, hackers have the opportunity to develop new and harmful
software. This is why it is important that educational institutes regularly update their security software.
One of the most important steps that educational institutes can take to improve their security is
regularly training their employees on the latest techniques and procedures that cyber criminals use to

attack their systems. This training will help them identify the best ways to protect their data [34].

9. CONCLUSION

This article aimed to discuss the security concerns faced by educational industry. The article also
presented a literature study that describes the various attacks that occurred. One of the most important
factors that a video conference should consider when it comes to security is the protection of its users'
personal data. This can be done through the theft of email, the transmission of data, and the control
over the devices used by the participants. There are three main areas that can be considered when it

comes to conference security: pre-call policies, access rules, and security.

Due to the increasing popularity of remote video conferencing, security threats related to this
technology have been identified. In order to prevent these types of breaches, it is important that the
users take the necessary steps to safeguard their data. Due to the nature of remote activities, cyber

security has been a challenge for organizations. This is why it is important that they take the necessary
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steps to identify and prevent threats and activities that are carried out in their facilities. Besides this, the
increasing number of students and faculty members using online platforms has also increased the

financial losses that the education industry has experienced.

10. RECCOMENDATION

Due to the increasing number of people using online platforms, it has been observed that the migration
of data to the cloud has increased the challenge of information security. This is why it is important that
the organizations take the necessary steps to update their systems and applications. Besides this, it is
also important that they implement effective patch management and automation processes [35]. One of
the most important factors that an organization should consider when it comes to protecting its data is
having policies that restrict the access to its applications and stored data. This can be done through the
creation of a restricted access policy. Another important step that an organization should take is to
implement secure protocols. This can help prevent unauthorized access to the corporate network. The
implementation of the Covid-19 regulations has increased the importance of protecting the various

assets of higher education institutions [36].
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