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Abstract: The development of quantum computers seeks software developers' attention regarding
security in the era of Information Technology, software security is the primary goal for our quan-
titative assessment of software security in the development cycle of software. Security assessment
of software is identifying the key security factors of the software. A security elective provides ex-
tensive strategies and calculations to ensure product safety. The security assessment is the key
factor in surveying, administering, and controlling security to further enhance the nature of safety.
It should be acknowledged that assessing security early on in the development process is beneficial
in identifying worms, hazards, flaws, and threats. The definition and portrayal of Quantum
Computing (QC) in software security will be discussed in this study. Researchers use cryptography
calculations to secure our financial institutions, medical devices, military weaponry, planes, ships,
vehicles, and pilots. Here authors of this study use the Fuzzy Technique for Order Preference by
Similarity to Ideal Situation (FTOPSIS) to quantitatively assess the weight/rank of the quantum
enable security alternatives like (Diffie-Hellman key-exchange algorithm, Quantum key distribution al-
gorithm, Deutsch-Jozsa Algorithm, Special Deutsch-Jozsa Algorithm, Grover’s Algorithm and Quantum key
distribution algorithm in GHZ state) with security factors like (Confidentiality, Integrity, Authentica-
tion, Privacy, Reliability, Maintainability, Authorization, Integrity, Possessions, and Availability).
Additionally, they critically analyze and select the six alternatives of quantum-based security al-
gorithms. The nature of safety infers the ability to execute a thing on time in this exploration study,
specifically 'software security'.
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1. Introduction

Nonetheless, when the massive size of (i.e.,, 100 to 1000 qubit) QC is built, many
cryptosystems will likely implode. Google has just promoted the Sycamore Processor 53
qubits. Such developments point to the future advent of massive quantum computers.
The current cryptosystem would be rendered obsolete because quantum computers can
easily handle cryptographic calculations in a few seconds [1]. As a result, it is critical to
focus more on advanced research in regard to existing QC security. Cryptography tech-
niques that satisfy the demands of security alternatives ease of use, and adaptability
without jeopardizing the clients' confidence would be the primary challenges in the
quantum period. QC is a game-changing advancement in the realm of information
technology that can support global efforts in computing and software security. Software
with insufficient strength is likely to fail in a highly competitive market; as a result,
software development organizations are concentrating more on ensuring the stability of
their product. The software development life cycle has several stages, including re-
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quirements planning, planning, coding, testing, investigation, and support. Upkeep is
regarded as the final stage of development [2]. To ensure the software security at the
developing stages makes the software durable. To attain practicality, programming
convenience should be a primary strength. The time span during which developing
computer program provides organizations is defined as solidity in a piece of software [3].
The evolving diverse environment of the twenty-first century creates new challenges for
everyone, including the advanced computational device known as QC. Quantum secu-
rity is the management of security throughout the quantum computing phase. Quantum
computer innovation is improving at an incredible rate of computing these days. A group
of researchers has successfully developed the Sycamore Processor, a fully quantum pro-
cessor that can plan a quantum circuit in 200 seconds, compared to 10,000 years for an
old-style supercomputer [4]. The ongoing design of encryption or security strategies for
various organizations, web applications, software, monetary construction of encryption,
security in privacy, and everything else that relies on a computer network is in question,
and the sturdiness of software is also influenced by a quantum computer. The present
safety measures used in the classic computer are symmetrical and lopsided. A compara-
ble key is used to scramble and decode information in a symmetric approach. Different
keys are employed in the imbalanced methodology. The security is entirely based on the
security key, which is a number calculated by Shor Algorithm. The enormous quantity of
size 2042 pieces can be reduced to a single number [5]. The total time consumed by the
old-style computing device can be factored out over a long period of time. However, uti-
lizing quantum peculiarity can be separated in a matter of minutes or less.

2. Software Security Factors and Quantum Computing Alternatives

Software security is a major concern in the field of information technology. The
rapid progress in Quantum computing technology will require inventive and highly ef-
ficacious approaches in software security. The encryption and decryption methods can
easily be matched by the qubits combination at the same time. The security assessment is
the need of time. We selected the factors of software security and the different quan-
tum-enabled security approach for evaluating software security. The hierarchy of soft-
ware security is shown in figure 1.

Confidentiality I

Integrity

Authentication I

Reliability

Maintainability I

Authorization
Availability

I Software Security .:.

Figure 1. Hierarchy of Software Security

A. Factors

Confidentiality [C1] The term confidentiality refers to enforcing agreed-upon re-
strictions on access and disclosure and protecting individual privacy and proprietary
information [4].

Integrity [C2] the term software integrity refers to the source code of a product.
Furthermore, software quality is critical since it determines how safe, secure, and solid
the software is. Here, we'll look at what software uprightness is, why it's vital, and how
the correct gadgets can help you improve your product's respectability [6].
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Authentication [C3] the most prevalent method of assessing a client's character is
authentication. It is a partner's instrument for approaching a solicitation with a number
of distinct conditions. The authentication provided is compared to those on a document
in a data set of the permitted client's data on a nearby working framework or within a
verification server [7].

Privacy [C4] Software security is created with the goal of ensuring the safety of its
users. The product is typically used in connection with Internet usage to regulate or limit
the amount of data made available to outsiders. The software can do several types of
encryption and sorting [8].

Reliability [C5] the reliability quality is to be anticipated for the testing stage or ac-
tivity stage, different measures ought to be utilized. Reliability quality idea will prompt
different dependability values got, and it will additionally prompt different dependabil-
ity-based choices made [9].

Maintainability [C6] the degree to which an application is perceived, fixed, or im-
proved is referred to as software maintainability. Software maintainability is critical be-
cause it accounts for around 75% of a project's cost! Finding strategies to estimate this
important variable reduces designer effort, lowers costs, and increases assets. Under-
standing software maintainability allows organizations to identify areas for improve-
ment and determine the value given by present applications or during development ad-
justments [10].

Authorization [C7] the most typical method of granting a client or machine access
credentials is through software authorization. Normally, approval is accomplished using
a code generated by client computers and recognized by the server. The administrator
can also use the server-client to approve or set permissions for certain clients or work-
stations [11].

Availability [C8] Availability refers to the fact that software is always present and
ready to perform its task when needed. This broad perspective includes what is com-
monly referred to as reliability, as well as additional considerations such as margin time
due to intermittent upkeep. In reality, accessibility broadens the concept of dependability
by including the idea of recovery — that is, when the system breaks, it automatically re-
pairs itself. Fixing can be accomplished in a variety of ways [12].

B. Alternatives

Diffie-Hellman key-exchange algorithm [Al]- [13] is a protected calculation that offers
elite execution, permitting two systems to trade a common worth without utilizing in-
formation encryption freely. The traded keying material that is shared by the two sys-
tems can be founded on 768, 1024, or 2048 pieces of keying material, known as Dif-
fie-Hellman bunches 1, 2, and 2048, separately. For assurance against man-in-the-center
security threats, characters are validated later the Diffie-Hellman trade happens. Diffie
Hellman algorithm is a symmetric cryptographic method for the transmission of secure
data [14]. An evident imperfection has forever been the trouble in offering the imperative
encryption key to the recipient of the message. It can catch any hacker sent over an un-
certain channel by programmers, who can then utilize a similar key to decode the
scrambled cipher texts. In this kind of SSA, the Diffie Hellman algorithm has the property
to solve the hacking problem of keys by using a one-way function. The communication
between the sender and receiver only decrypts the message by the secure key. One-way
function follows a sort of calculation where you can compute a result for information
[15]. Notwithstanding, it is hypothetically difficult to get the individual contribution
from an arbitrary outcome. Diffie-Hellman key transfer method helps us to find arbitrary
outcome.

Quantum key distribution algorithm [A2]-Quantum Key Distribution (QKD) algorithm
has a bidirectional quantum channel for communication. The first QKD is BB84 is given
by Charles Bennett and Gilles Brassard [16]. The QKD methods send data more than once
between the users, and they will compute the quantum bit error rate. The algorithms
have ten steps, and every step has twenty rounds. After the repeated rounds, the shifting
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of key processes is applied in QKD between the users [17]. To secure the software, web
application, network, etc., several protocols are created sequentially with the same or
different mechanism against the well-known quantum attack. In QKD depends on three
algorithms BB84, B92, and EPR [18]. Quantum cryptography is guaranteed by the law of
physics demonstrated by the non-cloning theory that supports the secure key uncondi-
tionally and detects eavesdropping on the quantum-based communication channel.

Deutsch-Jozsa Algorithm [A3]-Deutsch-Jozsa Algorithm [19], let us consider the func-
tion f:{0,1}" — {0,1} accepts the n sequence of 0’s and 1’s and outputs as a 0 or 1. The
domain of the function might be 2" [20]. The function is called the balance when half of
the input is 0, and the other half is 1. The function is called constant when all the input is
0 or 1. The Deutsch-Jozsa algorithm resolved the accompanying issue: assume that func-
tion which we can assess yet can't see the manner in which it is characterized [21]. Here,
we are guaranteed that the function is either balanced/adjusted for constant/steady; let us
decide if the function is adjusted or then again consistent. Traditionally, this calculation
can be addressed by assessing the function of various inputs. In the best case, when we
realize that precisely two distinct data sources give two unique yields, we can guarantee
that the function is adjusted. Interestingly, to guarantee that the work is steady, the ca-
pacity should be assessed the capacity on the greater part of the potential information
sources [19]. Accordingly, the direct outcome imaginable requires function assessment.

Special Deutsch-Jozsa Algorithm [A4]- Special Deutsch-Jozsa Algorithm assesses the
balanced and constant values of the binary bits of the function. First of all, the function is
one of either balanced that is equal to 1 for exactly half of the other possiblex and 0 for
the other half Function is constant for all values of x either 1 or 0 [22].

Grover’s Algorithm [A5]-Grover’s algorithm’s major application is the unstructured
search problem. The Grover’s algorithm is fast, and working quadratic way also enhance
the run time for a variety of other algorithm. The application of Grover’s algorithm is
beyond the search application [23]. In quantum computing, the algorithm search phe-
nomenon can be understood by the procedure of the search problem. Let us consider a
set of items which have same colour accepts one. The number of items is N, in the clas-
sical way g steps are followed, and the different item can be identified or searched, in

worst case all the N steps follows but in Grover’s Algorithm VN steps are follows and
the item will be selected. This phenomenon provides the quadratic quantum speed up for
the large classical problems. This is called the amplitude amplification method [24].

Quantum key distribution algorithm in GHZ state [A6]- Let's examine the way that the
exceptional Deutsch-Jozsa algorithm can be utilized for quantum key distribution by
utilizing a GHZ state [25]. We utilize function, which is of one of two sorts; either the
input of the function is balanced or constant. It is confidential. Security objective is to
decide with sureness whether they have picked a consistent or a fair function without
information of the function. If the function is consistent, the result qubits are fully snared
(GHZ state), in any case distinct state. For the security estimation, let's share one mystery
bit if they decide the function by getting a reasonable estimation result. The existence of
share made the entangled state fully destroyed into a separable state [26].

3. Methodology and Numerical Analysis

The FTOPSIS is a one-of-a-kind process for evaluating the rank/weight of the alter-
natives associated with quantum enable software security. TOPSIS divides a decision
problem into several levels, each addressing a broad goal, a set of options, and a set of
algorithms. The FTOPSIS speculates on this. It has been determined what software secu-
rity strategy should be in the era of quantum computer. FTOPSIS was used to examine
the rank/weight of the alternatives associated to the software security in the era of
quantum computing.

A. Fuzzy TOPSIS Methodology

FTOPSIS is a method for evaluating the rank of alternatives, security factors and
with the concerns of quantum enable security algorithm. It is based on the attributes and
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alternatives that are fundamentally linked to those characteristics. The FTOPSIS have
philological standings, and their assessment systems are based on fuzzy numbers. As
indicated in table 1, the philological ranks have a thing for fuzzy numbers.

Table 1. Fuzzy Comparison Measures (FCM).

Linguistic Terms FCM
Equal 1,1, 1)
Not Bad 2,3, 4)
Good 4,5, 6)
Very Good 6,7,8)
Perfect 9.9,9)
Weak Advantage (1,2,3)
Preferable (3,4,5)
Fairly Good (5,6,7)
Absolute (7.,8,9)

From there on FTOPSIS framework is an overview of every individual substance
given by the inspector. The resulting progresses are concluding the Fuzzy Comparison
Measures (FCM) from the hierarchal plan. The effect of the part and its decision are with
one measure to various elective standards has a pair-wise relationship of individual
variable, which acknowledges a basic part altogether.

The "M" choice in the numerical mathematical mean arrangement, together with the
"M" point and "N" layered area FTOPSIS system, are utilized in the multi-measures de-
cision for locating. The foundation of the FTOPSIS methods is the possibility of the ab-
solute and furthest division from the positive ideal preparation, unfavorable ideal solu-
tion for the ideal and least ideal plan, respectively [27]. The effectiveness of the other op-
tion and component in regard to the rules can be evaluated using the FTOPSIS approach.
The tendency suggests that FTOPSIS addresses the significance of models and assigns
fuzzy numbers to ensure consistency in a fuzzy environment. We choose the strategy of
Fuzzified TOPSIS approach to apply the aggregate decision dynamic methodology in a
fuzzy environment. The means are given under:

Stage 1: To drive the enrolment work from the three-sided fuzzy number, which
disperse the yes or no rationale in many sub-values in table 1 and participation work 'u’,
as displayed in condition 1.

Ma(x) = a—[0,1] €y

H(x)

! . X
mi u

Figure 3. Fuzzy Comparison Measures

Let us consider or choose 'I' least worth, 'mi' center worth, and "u' upper most quali-
ties as displayed in the figure. 2.

Stage 2: In FTOPSIS, first and foremost, determine the table for the phonetic terms
utilized in the influencing variables and choices from the table 1 as referenced under-
neath. Further, we utilized the fuzzy choice framework with the assistance of condition 2,

and assessed the grid.
Ci e Gy
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Here,X;; = %()”(11] - P f(f} D - f(ﬂ ), f(f}, is used to calculate the ranking of quantum enable
security alternativeA,;, the factors Cj is evaluated by the d'" practitioner %{i= (7}, mifl, ufh).
Stage 3: The standardized fuzzy choice grids are assessed by the situation 3, ad-
dressed by (P). The standardization is determined by the situation 4.

P=1[p,] .. @3)

~ li' mii- Ujj .

B, = (_ i _u_;),u; = max{uy, i = 1,2,3..n) @
1 1 1

The most expected level u; is 1 and the most exceedingly terrible is 0. The stand-

ardization cycles of FCMs are determined by the comparable advances.
Stage 4: Further, the weighted standardized fuzzy choice framework (Q) is meas-
ured by the situation 5.

0=[q,] . i=12.mj=123.n (5)

Where, §;; = pij ® Wy;

Stage 5: The fuzzy positive ideal explanation, 'A*" and fuzzy negative ideal expla-
nation 'A™" are determined; awesome and most terrible arrangement, separately, by the
situation 6 and 7. This should be possible by staying away from the sporadic inconven-
ience of estimation.

A= (G, T ) ©
A= (G ), ) 7
The units of option are determined by the situations 8 and 9, separately.

df =¥",d(4;,d;), i=12,.m;j=123..n (8)
di =¥",d(G;,d;), i=12.m j=123.n )

Stage 6: Further, to work out the Closeness Coefficient, it is addressed by ‘C ¢/, itis
characterized as the general close level of the options utilized in security of software in
the era of quantum computer. It is addressed here by condition 10. The closeness coeffi-
cients decide the ideal levels of its closeness. The closeness coefficients assess the fuzzy
holes level at the beginning of fuzzy closeness to recuperate the choices [28]. The units of
the best and the most unbearably awful degree of choices have been determined.

€G=-f-=1-K_ =12 ...m (10)

KF+k Kk

The positions of the still up in the air by the situation 10 are utilizing the separations.
Further, the computation of quantum enable security approaches and security factors are
chosen options are done and the mathematical investigations are made sense of in next
part of the paper.

The ranks of the alternatives are determined by the equation 10 by using the de-
tachments. Further, the calculation of security of software in quantum era of computing
perspective with the help of factors and its selected alternatives are done and the nu-
merical analysis is explained in next section of the paper.
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(linguistic terms are changed into its numerical value by the set of literature) are shown

in the table given below:
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C1 C2 C3 Cc4 C5 Co6 C7 C8
1.000000 1.874000 1.476000 1.486400 0.457000 0.304100 0.226600 0.550000
1.000000 2.547000 1.678000 2.454000 0.567000 0.397000 0.276400 0.750000
1.000000 3.241000 1.957000 3.386650 0.795000 0.561700 0.357300 0.953000

1.000000 0.615000 0.757100 0.165000 0.550000 0.304100 0.226600

- 1.000000 0.785000 0.955000 0.250000 0.750000 0.397000 0.276400

1.000000 1.036000 1.254000 0.25000 0.953000 0.561700 0.357300

1.000000 0.767000 0.214000 0.550000, 0.226600, 0.304100

- - 1.000000 1.054000 0.257000 0.750000, 0.276400, 0.397000

1.000000 1.364000 0.310700 0.953000 0.357300 0.561700

1.000000 0.250000, 0.226600, 0.550000, 0.304100

- - - 1.000000 0.2354000, 0.276400, 0.750000, 0.397001

1.000000 0.290400 0.357300 0.953000 0.561700

1.000000, 0.226600, 0.304100, 0.550000,

- - - - 1.000000, 0.276400, 0.397000, 0.750000,

1.000000 0.357300 0.561700 0.953000

1.000000, 0.550000, 0.226600,

- - - - - 1.000000, 0.750000, 0.276400,

1.000000 0.953000 0.357300

1.000000, 0.304100,

- - - - - - 1.000000, 0.397000,

1.000000 0.561700

Table 3. Weighted normalized fuzzy decision matrix of factors and alternatives.
Al A2 A3 A4 A5 A6

c1 0.7300, 2.2700, 2.8200, 4.8200, 2.9100, 4.8200, 0.7300, 2.2700, 2.8200, 4.8200, 2.8200, 4.8200,
4.2700 6.7300 6.7300 4.2700 6.7300 6.7300

C2 4.4500, 6.4500, 1.6400, 3.3600, 0.7300, 2.2700, 4.4500, 6.4500, 0.7300, 2.2700, 2.8200, 4.8200,
8.1800 5.3600 4.2700 8.1800 4.2700 6.7300

3 2.8200, 4.8200, 0.7300, 2.2700, 4.4500, 6.4500, 0.7300, 2.2700, 2.8200, 4.8200, 1.6400, 3.3600,
6.7300 4.2700 8.1800 4.2700 6.7300 5.3600

ca 0.7300, 2.2700, 0.7300, 2.2700, 0.7300, 2.2700, 4.4500, 6.4500, 1.6400, 3.3600, 1.0000, 2.6400,
4.2700 4.2700 4.2700 8.1800 5.3600 4.6400

Cs 4.4500, 6.4500, 4.4500, 6.4500, 4.4500, 6.4500, 2.8200, 4.8200, 0.7300, 2.2700, 2.8200, 4.8200,
8.1800 8.1800 8.1800 6.7300 4.2700 6.7300

Co 0.7300, 2.2700, 0.7300, 2.2700, 0.7300, 2.2700, 0.7300, 2.2700, 0.7300, 2.2700, 2.8200, 4.8200,
4.2700 4.2700 4.2700 4.2700 4.2700 6.7300

7 4.4500, 6.4500, 4.4500, 6.4500, 4.4500, 6.4500, 4.4500, 6.4500, 4.4500, 6.4500, 1.6400, 3.3600,
8.1800 8.1800 8.1800 8.1800 8.1800 5.3600

cs 2.8200, 4.8200, 2.8200, 4.8200, 2.8200, 4.8200, 2.8200, 4.8200, 0.7300, 2.2700, 2.8200, 4.8200,
6.7300 6.7300 6.7300 6.7300 4.2700 6.7300
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Table 4. Weighted pairwise normalized fuzzy decision matrix.

Al A2 A3 A4 A5 A6
0.4600, 0.6700, 0.4600, 0.6700, 0.6100, 0.8200,
C1 0.8600 0.6100, 0.8200, 0.9800 0.4600, 0.6700, 0.8600 0.8600 0.9800 0.5200, 0.7400, 0.9200
0.4600, 0.6700, 0.4600, 0.6700, 0.6100, 0.8200,
C2 0.8600 0.4600, 0.6700, 0.8600 0.4600, 0.6700, 0.8600 0.8600 0.9800 0.4600, 0.6700, 0.8600
0.3800, 0.6000, 0.3800, 0.6000, 0.4600, 0.6700,
C3 0.8000 0.4600, 0.6700, 0.8600 0.3800, 0.6000, 0.8000 0.8000 0.8600 0.6100, 0.8200, 0.9800
0.4600, 0.6700, 0.6100, 0.8200, 0.4600, 0.6700,
C4 0.8600 0.4600, 0.6700, 0.8600 0.4600, 0.6700, 0.8600 0.9300 0.8600 0.5400, 0.7500, 0.9200
0.4600, 0.6700, 0.4600, 0.6700, 0.6100, 0.8200,
C5 0.8600 0.3800, 0.6000, 0.8000 0.3800, 0.6000, 0.8000 0.8600 0.9800 0.4600, 0.6700, 0.8600
0.6100, 0.8200, 0.4600, 0.6700, 0.4600, 0.6700,
Ceé 0.9800 0.4600, 0.6700, 0.8600 0.4600, 0.6700, 0.8600 0.8600 0.8600 0.6100, 0.8200, 0.9800
0.6100, 0.8200, 0.3800, 0.6000, 0.3800, 0.6000,
Cc7 0.9800 0.4600, 0.6700, 0.8600 0.4600, 0.6700, 0.8600 0.8000 0.8000 0.4600, 0.6700, 0.8600
0.3800, 0.6000, 0.4600, 0.6700, 0.6100, 0.8200,
C8 0.8000 0.3800, 0.6000, 0.8000 0.6100, 0.8200, 0.9800 0.8600 0.9800 0.5200, 0.7400, 0.9200
Table 5. Weighted pairwise normalized fuzzy decision matrix.
Al A2 A3 A4 A5 A6
0.0020, 0.0100,
C1 0.0390 0.0020, 0.0080, 0.0250 0.0020, 0.0080, 0.0250 0.0020, 0.0100, 0.0390 0.0020, 0.0100, 0.0390 0.0020, 0.0060, 0.0200
0.0020, 0.0080,
C2 0.0250 0.0020, 0.0080, 0.0250 0.0020, 0.0070, 0.0220 0.0010, 0.0040, 0.0170 0.0010, 0.0040, 0.0170 0.0030, 0.0120, 0.0420
0.0020, 0.0070,
C3 0.0220 0.0020, 0.0070, 0.0220 0.0030, 0.0120, 0.0420 0.0020, 0.0080, 0.0250 0.0020, 0.0080, 0.0250 0.0020, 0.0070, 0.0220
0.0030, 0.0120,
C4 0.0420 0.0030, 0.0120, 0.0420 0.0020, 0.0080, 0.0250 0.0020, 0.0070, 0.0220 0.0020, 0.0070, 0.0220 0.0030, 0.0120, 0.0420
0.0030, 0.0120,
C5 0.0420 0.0020, 0.0080, 0.0250 0.0020, 0.0080, 0.0250 0.0030, 0.0120, 0.0420 0.0030, 0.0120, 0.0420 0.0020, 0.0080, 0.0250
0.0020, 0.0070,
Coé 0.0220 0.0030, 0.0120, 0.0420 0.0020, 0.0070, 0.0220 0.0030, 0.0120, 0.0420 0.0020, 0.0080, 0.0250 0.0020, 0.0080, 0.0250
0.0020, 0.0080,
Cc7 0.0250 0.0020, 0.0080, 0.0250 0.0020, 0.0080, 0.0250 0.0020, 0.0080, 0.0250 0.0020, 0.0070, 0.0220 0.0020, 0.0070, 0.0220
0.0020, 0.0070,
C8 0.0220 0.0020, 0.0070, 0.0220 0.0020, 0.0070, 0.0220 0.0020, 0.0070, 0.0220 0.0030, 0.0120, 0.0420 0.0030, 0.0120, 0.0420

Table 6. Closeness coefficient of the detachment level of the alternatives.

Alternatives dist dist- Gap Degree of CC* Satisfaction Degree of CC+
Al 0.0515245  0.038569 0.3655859 0.62585971
A2 0.0655254  0.037589 0.5248597 0.64446598
A3 0.0475698  0.058564 0.5698569 0.44458799
A4 0.0457584  0.038697 0.2562567 0.52112533
A5 0.4518574  0.055988 0.5656599 0.46689221
Ab 0.0452859  0.055857 0.6125874 0.38888923



https://doi.org/10.20944/preprints202210.0030.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 5 October 2022 d0i:10.20944/preprints202210.0030.v1
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M Satisfaction Degree of CC-i
A4
Gap Degree of CC+i
A3 ® dist-i
A2 W dist+i
Al
0 0.2 0.4 0.6 0.8

Figure 2. Closeness coefficient of the detachment level of the alternatives.

4. Result and Conclusion

The growth of Quantum Computer that is safe and trustworthy requires immediate
attention from software developers, experts, and specialists. This research aims to im-
prove the security of software in the era Quantum Computer. The technique requires the
parameters for selection based on their impact on the security of software. Furthermore,
according to this research, variables of appropriate security of software should be com-
pleted during the early stages of improvement. Symmetric comprehension and
point-of-view evaluation are expected to fix this difficulty in the current managed secu-
rity of software growth, which is becoming increasingly perplexing. We investigated this
cause and made quantitative predictions about the possible long-term security of soft-
ware power that may be a robust system.

Furthermore, the ideal solution to reduce the assortment issue is to take care of the
maintainability of environmentally friendly power advancement underhanded nature.
The proposed study will be capable of achieving the goal of security of software concerns
by dealing with and looking at its many sources and expected inexact assortment. Fur-
thermore, in the first research on the security of software, FTOPSIS procedure for prac-
tical security of software, the weight of the factors according to the alternatives are
“Quantum Key Distribution” got the highest weight and “Grover’s Algorithm” got the
least.

Our assessment approach will aid the maker or sketcher in creating the item with
adequate improvement in the movement life depiction of software security that may be
maintained. The findings of this study can be used to assess reasonable development of
the software and will aid decision-makers in achieving benefits and drawbacks reduction
and other related plans for large-scale feasible security issues in software development,
as well as providing full versatility of supportable development. FAHP philosophy in-
dicates the importance of variables that support the development of secure software.

This investigation would aid experts in learning more about the plan for developing
secure software that is manageable. Improvement guidelines might be offered over this
evaluation to assist specialists in re-fining the development of success by utilizing high
organized concentrations of concern. There may be a few delimits in this evaluation that
should be kept in mind in future assessments. The following are the outcomes' breaking
points:

o The data gathered for security factors of the software that can be sustained is essential for
progress. The outcomes may make it difficult to comprehend that the data is massive.
o There may be more maintainable security factors not included in this study.

The goal is to reduce the need for assistance for a long time while maintaining secure
software. Focusing on improving the thing's security of software from the start of the
improvement cycle will increase the item's tremendous value. We can lessen the complex
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design of computation in the future by using cross-segment-based feasible sustainable
power estimation. This quantitative study assessment is based on ongoing supportable
security of software, as well as future difficulties that must be considered. We have de-
picted future challenges and are attempting to successfully review the issues utilizing a
combined strategy of multi models autonomous bearing "FAHP and FTOPSIS."

Author Contributions: The research article RA gives the concept and idea of the research,
MN worked on this topic from last three year and identifying the factors and alternatives,
RK and PCP helps in identification, SA gives the approach of decision making, MN
works on the methodology and evaluates the result by using the questionnaire. MN
works with the Specialist to identify the impact of the factors and alternatives with the
help of RA.
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