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Mauricio López Romero3
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Abstract. Previously, using the conjugate frame-based reconciliation approach, we de-
fined a method to correct errors produced in pairs of non-orthogonal quantum states that
are transmitted through a quantum key distribution (QKD) link. The security of the
frame-based reconciliation was discussed in order to deal with Photon Number Division
(PNS) attack and Intercept and Forward (IR) attack, among others.
However, until the time of publication we did not have the distillation software to test
our method. In this article, following the conjugate frame distillation method, we present
the implementation of the post-processing system that demonstrates that it is capable of
correcting errors in the presence of error rates close to unity. The system shows that when
the number of double-sensing events at Bob’s station is as low as 100, the number of secret
bits stays above 4500 bits in about 12 seconds, giving a secret rate of 375 bits per second
while that the channel error rate reaches 90%.
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1 Introduction

Quantum cryptography represents one of the most promising schemes for data protection in
the quantum era [1,2,3]. Together with post-quantum cryptography techniques which have been
selected by NIST [4], Quantum Key Distribution (QKD) is emerging as one of the most se-
cure schemes to deal with quantum computers that are capable of executing the cryptanalytic
algorithm for factoring large integer numbers [5].

Unfortunately, commercially available QKD operates through quantum channels that exhibit
low noise levels, limiting, in most cases, the total length of the quantum channel [6,7]. The
reason why QKD is not executed on highly noisy channels is that, currently, QKD technology
does not execute any method that allows error correction beyond 25% rate [8,9]. Traditionally, the
error correction process has been made possible by Cascade [10,11], a scheme developed by the
pioneers of QKD. Disadvantageously, the protocol is highly interactive and does not guarantee
the complete error elimination. In addition to Cascade, other reconciliation techniques have been
used, mainly LDPC [12,13], whose computational complexity is greater and requires redundant
information to be transmitted.

This situation could change drastically if the currently available QKD technology implements
the frame-based error reconciliation algorithm, which allows operating on quantum channels that
exhibit high error rates [14,15]. The first version of the frame-based reconciliation method exhibits
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a decrease in efficiency as the channel error rate increases, but the method is still functional when
the rate is greater than 50% [16].

In our previous work, we have presented the reconciliation method by means of conjugate
frames, which has no dependence on the channel error rate [17]. At least theoretically, it is capable
of correcting all the errors generated by the quantum channel. It is only necessary to have, at
the beginning of the process, some auxiliary frames that serve to start the error correction. In
the next section, we’ll cover frame-based reconciliation in more detail.

2 Sifting and Reconciliation based on Frames

The frame-based reconciliation is a new approach for error correction of QKD systems [15]. Due
to the properties of the quantum states that are sent through the quantum channel, two logical
communication channels are established, one for each quantum basis (X,Z). To do this, Alice
prepares the information through logical units called frames, which are binary matrices that
group two or more pairs of non-orthogonal states. Each row of a frame is equivalent to a pair of
non-orthogonal states. A frame has two columns that identify the quantum bases X,Z. A bit is
transferred through a pair of non-orthogonal states as long as they produce the same result in the
receiving station’s optical detector. On Bob’s side, the frame exhibits the results obtained once
the measurements are made. The Figure 1 represents an example using 3×2 frames, where the
symbol + denotes the absence of the state. Alice’s first pair of non-orthogonal states is formed
by the quantum states (01

x, 11
z) where the superscript denotes the number of the pair. The order

of the states can be controlled logically since the states are independent of each other, allowing
the states of different pairs to be interleaved. The first pair constitutes the first line of Alice’s
frame as seen in Eq. 1. Pairs two and three are (12

x, 12
z),(13

x, 03
z) which correspond to the second

and third rows of the frame, respectively. On Bob’s side, the first double detection event requires
the measurement of the first pair which returns 01

x, the measurement of the second pair produces
12

z while the third pair is detected as 13
x.

Alice’s frame Bob’s frame
01

X 11
Z

12
X 12

Z

13
X 03

Z




01
X +

+ 12
Z

13
X +



Fig. 1: Frame-based protocol operation: Alice prepares a 3×2 frame, while Bob, after measuring
the states, obtains a version of the read frame. The symbol + denotes an empty state.

As can be seen, the information of the pairs of non-orthogonal quantum states are grouped
in matrices called frames, which contain the information of two or more pairs of non-orthogonal
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2. SIFTING AND RECONCILIATION BASED ON FRAMES 3

states. A 2×2 frame groups two pairs of non-orthogonal states together so it produces two bits
on Bob’s side. Similarly, a 3×2 frame groups three pairs of states together and produces three
bits at Bob’s station. The secret key is derived from the geometry of the frame that remains
after the detection events, not from the bits that are measured in Bob’s detectors. Thus, the fit
information between Alice and Bob is extracted from the geometry of the frame. As mentioned
before, a useful pair of non-orthogonal states must produce the same result, when measuring with
the X basis it can be: 0x,1x or when measuring with Z basis: 0z,1z. The Figure 2 shows, the
different geometries of the possible results using 2×2 frames. In Figure 2, the symbol • denotes
a coincident double detection event in which a pair of non-orthogonal states activates the same
detector, while the symbol + denotes an empty pulse, which is logically interpreted as a 0 bit.
Table 1 presents an overview of the framing approach based on 2×2 frames.

MR1 =

• +

• +

, MR2 =

+ •

+ •

, MR3 =

• +

+ •

, MR4 =

+ •

• +


Fig. 2: The secret information is derived from the geometry of the measured frames.

Table 1: This example assumes an error free channel: In a) it is represented the behaviour of a
no framing protocol thus exists just one key of 8 bits, b) shows the frames prepared by Alice
and c) After Bob’s measurement it is exhibited one of 28 possible keys of 4 bits each one (due

to the sifting process). Using Bob’s sifting bits, Alice should be able to identify the pattern that
remains after Bob performs the measurements of the quantum states.

Alice −→ Bob

a) No framing protocol: one key of 8 bits.

[08
Z] [17

X] [16
Z] [15

X] [04
Z] [13

Z] [02
X] [01

X]

b) Alice prepares frames to be transmitted.

⌈08
X⌉ ⌈17

X⌉ ⌈06
X⌉ ⌈15

X⌉ ⌈14
X⌉ ⌈13

X⌉ ⌈02
X⌉ ⌈01

X⌉
⌊08

Z⌋ ⌊07
Z⌋ ⌊16

Z⌋ ⌊15
Z⌋ ⌊04

Z⌋ ⌊13
Z⌋ ⌊12

Z⌋ ⌊01
Z⌋

c) It is shown one of 28 possible keys of 4 bits each.

+ 17
X + 15

X + + 02
X 01

X
08

Z + 16
Z + 04

Z 13
Z + +
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To get the sifting bits and proceed to derive the secret key, Bob applies the logical function
XOR to each column of the frame and sends the results to Alice. Alice’s task is to recognize the
frame, or more specifically, the geometry of the frame obtained by Bob, which we denote as MRi,
using the sifting bits that she receives from Bob. The sifting bits make up the Sifting String SSi.
If Alice and Bob use 2×2 frames, considering the absence of errors in the quantum channel, as
well as in the optical detection system, Alice can recognize MRi when SSi contains only the
XOR bits. For 3×2 frames, Bob must add a parity bit to SSi. However, in the presence of errors,
other bits must be added to SSi. In the case of non-conjugated protocols, the bits that are added
are the bits obtained from Bob’s measurements, since the secret information is generated from
the geometry of the measured frames, not from the measurement results. Therefore, 2 bits are
added using 2×2 frames and three bits must be appended for 3×2 frames.

The 2×2 conjugate frame protocol requires Bob to first obtain the conjugate frame, which is
achieved by inverting the bits of Bob’s frame. To generate SSi (in the case of conjugate protocols
we denote it as CSSi), Bob concatenates the XOR bits of the columns of both frames (before
and after conjugation). The frame conjugation method allows correcting errors when the channel
error rate is close to unity and keeping the transfer of secret bits constant. It is only required

to initially have the SSi of two support frames called null and unitary frames: f7 =
(

01
X 01

Z

02
X 02

Z

)
,

f11 =
(

11
X 11

Z

12
X 12

Z

)
, which are the basis of the error correction process.

2.1 Security Condition

For the security of the frame-based sifting process, the sifting bits must not be able to be mapped
to a single MR matching result. This property must be achieved to prevent an attacker from
obtaining the secret bits. An example can be seen in the Figure 3.

MR1 =

11
X +

12
X +

, MR2 =

+ 11
Z

+ 12
Z

, MR3 =

01
X +

+ 02
Z

, MR4 =

 + 01
Z

02
X +


Fig. 3: The security requirement establishes that a SS must be correlated to at least two MR.
In this example, all MRi produce the same SS = 00.

3 Comparison of frame reconciliation methods

We classify the frame-based error correction methods into conjugated and unconjugated. We
have now succeeded in specifying the 2×2 and 3×2 unconjugated methods, and the conjugated
method by means of 2×2 frames. Unconjugated reconciliation uses the bits that result directly
from Bob’s basis measurements. Reconciliation with conjugate frames uses the conjugate frame,
which is formed by inverting the bits of Bob’s frame.
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Reconciliation methods using 2×2 frames (conjugated and unconjugated) exhibit a quadratic
order growth of the number of secret bits with respect to the number of double matching detection
events. On the other hand, in the (non-conjugated) reconciliation by means of 3×2 frames,
the number of secret bits has a cubic variation. So far, we have developed the 2×2 conjugate
reconciliation method. Table 1 shows a comparison of frame-based reconciliation methods, where
r is the channel error rate, n is the number of coincident double detection events and N is the
number of total pulses sent by Alice.

Table 2: Comparison of frame-based reconciliation methods. Here, UC stands for unconjugated
while C denotes a conjugated protocol.

Protocol Order (n) Throughput Key Rate QBER

UC 3×2 n3 3
8

(
n
3

) (
1
3 − 2

7 r
)

∼ 3
8

(
1 − e−µ

)6
N6, r = 0

> 0.5

2×2 n2
1
4

(
n
2

) (
1
2 − 1

3 r
)

∼ 1
8

(
1 − e−µ

)4
N4, r = 0

C 1
2

(
n
2

)
∼ 1

4

(
1 − e−µ

)4
N4 ∼ 1

3.1 Scope of the current publication

As we said before, we have developed the 2×2 conjugate reconciliation method. However, in
the previous work [17], an analysis of the performance of the protocol under an experimental
environment was not presented since we did not have the software to simulate it. Now, in this
article, we will introduce the conjugate distillation software specifications.

In subsection 4.1, we will describe the reconciliation algorithm and then in 4.2 we will present
the implementation of the reconciliation software. Although it is a simulation software, the dis-
tillation method only contemplates the post-processing of the QKD protocol. This implies that
what really comes under simulation is the behavior of the quantum channel. The two functions
that the reconciliation software simulates are: the channel losses and the quantum measurement.
From the results obtained from the simulation, the distillation process is started, which carries
out the tasks of adjustment, correction and security amplification. It is worth mentioning that
one of the advantages of frame-based reconciliation is that it performs the aforementioned tasks
in a single process. The security amplification comes from a singular characteristic of frames:
the rows are combined with each other to form all possible frames. This property generates an
increase in the global security of the system since in the case that the attacker has information
from some rows, he will inevitably lose the bits that result from the frames that are formed, in
part, with these rows, and other rows that are not in possession of the attacker.

4 Reconciliation System

We depict in Figure 4 the process diagram of the reconciliation system. As a fundamental part of
this system, the error correction algorithm is executed, which we will detail in the next subsection.
For detailed information about the reconciliation process as well as the definitions of the frames,
please refer to our previous publication [17]. In this article, we will mainly address the features
of the software and the results obtained with it.
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Fig. 4: Process diagram of the reconciliation system.
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4.1 General Reconciliation Algorithm

For the specification of the reconciliation algorithm we use the overbracket symbol to represent
the error that is produced in a transmitted non-orthogonal quantum pair (NO-QP).

1. Identify (0X, 0Z) and
(

0X, 0Z

)
,
(

0X, 0Z

)
errors in the set of f7. Identify single and parallel

errors using DPPE algorithm.

2. Identify (1X, 1Z) and
(

1X, 1Z

)
,
(

1X, 1Z

)
errors in the set of f11. Identify single and parallel

errors using DPPE algorithm.

3. Identify MR using (0X, 0Z)
(

0X, 0Z

)
,
(

0X, 0Z

)
and (1X, 1Z)

(
1X, 1Z

)
,
(

1X, 1Z

)
in f8,

f12.
4. Identify (0X, 1Z), (1X, 0Z) and

(
0X, 1Z

)
,
(

1X, 0Z

)
errors in f9, f10, f13, f14 using (0X, 0Z),(

0X, 0Z

)
,
(

0X, 0Z

)
. Identify MR in f9, f10, f13, f14.

5. Identify (0X, 1Z), (1X, 0Z) and
(

0X, 1Z

)
,
(

1X, 0Z

)
errors in f2, f6, f3, f4 using (1X, 1Z),(

1X, 1Z

)
,
(

1X, 1Z

)
, (0X, 1Z), (1X, 0Z),

(
0X, 1Z

)
,
(

1X, 0Z

)
. Identify MR in f2, f6, f3, f4.

6. Identify MR in f1, f5 using (0X, 1Z), (1X, 0Z),
(

0X, 1Z

)
,
(

0X, 1Z

)
,
(

1X, 0Z

)
,
(

1X, 0Z

)
.

DPPE Algorithm. We provide below the specification of the DPPE algorithm.

1. Given the Composed Sifting String List (CSSL), Alice separates from null frames into the
error-detected-null-frames and the error-free-null-frames just checking that CSS ̸= 0000. The
last list contain, however, frames with hidden (parallel) errors.

2. Alice keeps searching into the list to identify cases in the error-detected list that reveals
hidden errors.

3. Alice uses an error-free NO-QP of the list of error-free null-frames to identify the position of
the error between the non-orthogonal states.

5 Results

We describe in Appendix A the characteristics of the transmitting and receiving nodes, providing
a brief description of the behavior of these processes. Each test was performed for an error rate,
which was repeated 10 times, obtaining the average key size and execution time. This procedure
was carried out at the error percentages 0%, 25%, 50%, 75%, 90% and 95% for 100 double
matching detection events. The results were recorded to subsequently conform the performance
statistics discussed in the following section. Next, we show the Alice and Bob interfaces for the
75% and 90% error rates. The interfaces of Alice and Bob are shown in the figure Figure 7 and
8 for 100 double matching detection events and Figure 9 and 10.

The Figure 5 shows a comparison in terms of the number of secret bits of the conjugated
and unconjugated protocols. On the other side, the Figure 6 shows a comparison in terms of the
execution time of the conjugated and non-conjugated protocols. In the Figure 5 we can see the
behavior of the unconjugated 2×2 protocol, which rapidly loses the ability to maintain the secret
bit rate as the channel error rate increases. The 3×2 protocol shows the best performance if we
consider an error rate of less than 10%, thanks to its ability to cubically increase the secret bits.
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However, as the error rate on the channel increases, the 3×2 protocol rapidly loses its ability to
keep the bit rate secret. In contrast, the 2×2 conjugate protocol keeps the secret bit rate above
50% error. When exceeding 90% error in the channel, its ability to maintain bit rate decreases
considerably, as shown in the Figure 5.

Fig. 5: Number of secret bits of conjugated and unconjugated protocols.

The Figure 6 allows us to visualize the processing time of the protocols, we observe a high-
speed processing that the 2×2 unconjugated protocol presents, however, its ability to derive
secret bits with an error rate greater than 30% is almost zero, while the 3×2 protocol shows a
longer processing time for all error percentage. For its part, the conjugated 2×2 protocol exhibits
a higher execution time than its non-conjugated counterpart, possibly due to the computation of
the conjugated frames, but always less than the non-conjugated 3×2 protocol. When exceeding
90% error, the protocol loses the ability to maintain the bit rate, increasing its execution times.
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Fig. 6: Execution time of conjugated and non-conjugated protocols.

6 Conclusions

The results obtained with the conjugate frame reconciliation system show that the number of
secret bits remains above 4500 bits in about 12 seconds, which is equivalent to a secret rate of
375 bits per second when the error rate of the channel is up to 90% and the number of double
detection events is only 100. If the error percentage reaches 95%, the number of secret bits is
still above 3500 bits in 15 seconds.

To the best of our knowledge, in QKD never before has it been possible to distill secret bits to
95% error. Therefore, these numbers constitute an important achievement in QKD technology.
Although the results were obtained using simulation software, we have emphasized that what we
have really simulated is the behavior of the quantum channel, since the information processing
occurs after the quantum transfer stage. Therefore, our distillation software can be implemented
on commercial equipment that can prepare/measure non-orthogonal quantum states.

A Appendix

In this appendix we will explain some details of the interfaces of the reconciliation system based
on conjugate frames.

Transmitter Node (Alice). The transmitter interface contains some elements for the manip-
ulation of the system. Within this interface, we will locate the following components:

— IP Address: Static IP assignment in the sending node for communication between two dif-
ferent devices.

— Port: Port number specification for data exchange.
— Number of double detection events: This field specifies the number of double detection events

required at the receiving station.
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— Process Monitor: This field displays detailed information about the system processes.
— Table of Frames: It allows visualizing the combination of indexes and the frames built by

them.
— CSS table: Shows the construction of the CSS strings of each constructed frame.
— Key: Displays the key resulting from the process, as well as its size..

Alice sends pairs of quantum states until the user-specified parameter in the number of double
detections field is met. Once the process of transmitting quantum states is finished, Bob tells
Alice his double detection events, with which Alice builds her frames and communicates to Bob
the indices that identify the frames. Bob builds the frames indicated by Alice and sends back
the CSS strings to her. Then Alice separates the CSS from the auxiliary frames and proceeds to
identify the generated errors.

With this information, Alice begins to identify errors, performing this action on frames f8,
f12, f9, f10, f13, f14, f2, f6, f3, f4, f1, f5. At the conclusion of this process, Alice has identified
all the strings in Bob’s frames, however, some strings that do not satisfy the security property:
each CSS string must be mapped to at least two MR codes, otherwise they must be removed.
Once Alice locates these strings, she tells Bob which frames need to be removed.

Now Alice is able to create the key, if the protocol does not present a symmetric key between
both nodes, the process monitor will show an error message. At the end of the protocol run,
statistics are calculated, which will be displayed in the graphical interface process monitor on
Alice’s station.

Receiver Node (Bob). The receiver interface shares similar elements with the sending node,
such as the IP configuration, data transfer Port, Process Monitor and Key, however, the monitor
of the receiving node registers limited activity in comparison of the sending node. In the receiver
interface, we identify an important element.

— Noise percentage: Determines the percentage of error with which the quantum channel is
established.

Bob’s first process includes receiving, measuring, and recording the received quantum states.
In this step, Bob generates error in the measurements of the quantum states following the per-
centage of error predefined by the user. Upon completion of this process and sharing the results
of the double detection events, Bob receives the indices from Alice and builds the frames that she
indicates. The next step is to generate the CSS strings, which are sent to the transmitting node
(Alice). Once Alice sends the list of frames to be discarded, Bob proceeds to obtain the secret
key. Finally, statistics are calculated and displayed in Bob’s graphical interface process monitor.
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Fig. 7: Overview of Alice’s interface when the error rate is 75%.

Fig. 8: Overview of Bob’s interface when the error rate is 75%.

Fig. 9: Results showing the Alice interface with an error rate of 90%.
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