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Abstract: With the fast development of blockchain technology in latest years, its application in 
scenarios that require privacy, such as health area, became encouraged and widely discussed. This 
paper presents an architecture to ensure the privacy of health-related data, which are stored and 
shared within a blockchain network in a decentralized manner, through the use of encryption with the 
RSA, ECC and AES algorithms. Evaluation tests were performed to verify the impact of cryptography 
on the proposed architecture in terms of computational effort, memory usage and execution time. The 
results demonstrate an impact mainly on the execution time and on the increase in the computational 
effort for sending data to the blockchain, however, justifiable considering the privacy and security 
provided with the architecture and encryption.
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1. Introduction 11

Several advances related to blockchain technology have been consolidated recently, no- 12

tably: the advent of blockchain 2.0, the blockchain network Ethereum (major programmable 13

and public blockchain), the Hyperledger Fabric (private and permissioned blockchain), the 14

improvement of smart contracts and the use of encryption on the data flowing through 15

the blockchain, such as Elliptic Curve Cryptography (ECC) [1]. As a result, it has become 16

possible to develop ways to ensure the privacy privacy, integrity, and access control of the 17

data within within a specific application in various scenarios and solutions as described [2] 18

and [3]. 19

Accoding to Nakamoto [4], the data is publicly visible to everyone on the blockchain 20

network. Consequently, it is important that this information be encrypted before being 21

stored to ensure the confidentiality of the data and keep the content private, helping to 22

reduce the risk of the pseudonym being linked to the the real identity of the blockchain user, 23

which is crucial to promote sharing based on the need-to-know. In addition, blockchain 24

makes it possible to ensure that data cannot be deleted or tampered with [5]. 25

To ensure privacy, in some cases it is necessary to use cryptography, which has 26

several techniques and algorithms that can be used to implement the security it provides. 27

Another aspect that must be considered is the identification of the type of cryptography 28

that best satisfies the problem of ensuring the security of the data that will be stored in 29

the blockchain. Among several examples of applications and scenarios, is the control of 30

access to information such as medical diagnoses, test results, and other confidential, vital, 31

and sensitive information to the patient should be under his responsibility, because in a 32

centralized environment the patient has no control over the stored data, only the institution 33

that stores it. In this way, as pointed out in [6] the user does not know if his information 34

may be being made available to, for example, an insurance company that may not accept to 35

perform certain coverage due to this improper disclosure of data. 36
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Faced with the challenges of health data security, blockchain technology can signifi- 37

cantly contribute in terms of user authentication, access control and data privacy, as well as 38

enabling the development of decentralized application (DApp). Dapps run in a distributed 39

way, that is, they do not need a central entity to coordinate the tasks [7]. Therefore, they 40

prevent “data owners” from having to trust whoever centralizes the data and in their ability 41

to prevent private information leaks. 42

The motivation for this project came from reading papers that address the blockchain 43

scenario, such as the papers of Zhang, Xue, and Li [5], Shi et al. [6], Dasgupta, Shrein, 44

and Gupta [8] and Feng et al. [9]. These works point to healthcare-oriented systems as 45

a potential to be researched, especially with the privacy layer. In this sense, this work 46

presents a decentralized architecture, leaving under the responsibility of the users the 47

documents, to guarantee the privacy of the data related to the health area that are stored 48

inside a blockchain network and in the InterPlanetary File System (IPFS), through the use 49

of cryptography with the Rivest-Shamir-Adleman (RSA), ECC and Advanced Encryption 50

Standard (AES) algorithms. Evaluation tests were also conducted to verify the impact of 51

encryption on the architecture, considering the criteria of cost, memory usage and runtime. 52

This paper is organized as follows: the second section presents the fundamentals and 53

tools needed to build the architecture. The third section discusses the related works of 54

applications for the health area. The fourth section presents the proposed architecture 55

along with its components. The fifth section describes how the architecture was evaluated 56

with the encryption algorithms and presents the results obtained. Finally, the sixth section 57

presents the final considerations and notes on the next steps of the research. 58

2. Blockchain and Smart Contracts 59

Blockchain was originally introduced, or got more recognition, when Nakamoto in his 60

work proposed a financial system using blockchain to record all transfers of the digital cur- 61

rency Bitcoin securely and reliably [9]. This technology is like a decentralized, distributed, 62

and immutable ledger, consisting of a collection of records that are cryptographically linked, 63

such collection being better known as a blockchain that stores transactions or events [10]. 64

This ledger is shared with all participating members (nodes) of the blockchain network. 65

Transactions that are performed between members of a blockchain must be approved 66

by the mining nodes before they can be confirmed and added to the blockchain network. 67

Thus, to start the mining process, the transaction is transmitted to all nodes in the network 68

and the nodes that are miners will organize the transactions into a block, verify the transac- 69

tions in the block, and transmit the block and its verification using a consensus protocol, 70

for example Proof of Work (POW), to get the network’s approval [5]. Once the other nodes 71

have verified that all the transactions contained in the block are valid, the block can be 72

added to the blockchain via a cryptographic hash function that connects the blocks in the 73

framework, where the hash of the n block is linked to the hash of the n+1 block [11]. 74

Among the features of blockchain, the most important ones according to Hewa, Yliant- 75

tila, and Liyanage [10] are: 76

• Decentralization: grants authority to network members, ensuring redundancy in 77

contrast to centralized systems operated by a trusted third party. Decentralization 78

reduces the risk of failures and ultimately improves service reliability with guaranteed 79

availability; 80

• Immutability: the transaction records in the ledger, distributed among the nodes, are 81

permanent and unchangeable. Immutability is a feature that differs from centralized 82

database systems. The records are resistant to computational tampering with the 83

existence of cryptographic links; 84

• Cryptographic Link: the cryptographic link between each record is sorted in chrono- 85

logical order building an integrity chain across the blockchain. The digital signature 86

verifies the integrity of each record using hashing techniques and asymmetric key 87

cryptography. Violating the integrity of the blockchain record or transaction ultimately 88

renders the record and the block invalid. 89
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Blockchain security is part of the advances in cryptography and blockchain design 90

and implementation (Bitcoin, Ethereum, etc.). Blockchains have been made proposals over 91

time to improve the efficiency of the cryptographic blockchain, for example, incorporating 92

Merkle trees and putting multiple documents in a block [5]. The blockchain was built 93

to guarantee several features regarding security, such as consistency, tamper resistance, 94

pseudo-anonymity, and resistance to double-spend and Distributed Denial of Service 95

(DDoS) attacks. However, even with the current level of security that blockchain can 96

provide, in some scenarios additional security and privacy properties are still lacking [5]. 97

Smart contracts can be thought of as a program that is executed when predetermined 98

conditions are met (self-executing) and is deployed on the blockchain, and can be used 99

in financial services, healthcare, and government. It is capable of supporting complex 100

programmable functions and mechanisms to automate agreements and other types of [6] 101

flows. This type of contract, which can be used on the blockchain, allows the parties to 102

make use of it to create trusted virtual third parties who have behaved according to the 103

rules agreed upon between them, thus allowing the creation of complex protocols with a 104

very low risk of noncompliance [12]. 105

In the Ethereum blockchain network smart contracts are formally developed into high- 106

level code via Solidity (a contract-oriented programming language similar to JavaScript) 107

and are compiled to be executed by the Ethereum Virtual Machine (EVM). In the concept of 108

Solidity smart contracts are a set of code, data, functions and states, which are at a specific 109

address on the Ethereum blockchain network [13]. 110

For an account to interact with a contract or for interactions to occur between contracts, 111

the name and arguments of the function must be known. This gives rise to the Application 112

Binary Interface (ABI), which is a list of the functions and arguments of the contract 113

organized in a JavaScript Object Notation (JSON) format, as soon as it is compiled. The 114

ABI is then used to hash the function definition and then create the EVM bytecode needed 115

to call the function [14]. 116

3. Encryption Algorithms 117

Cryptographic algorithms can be split into two types, symmetric key or private key, 118

which can be further divided into algorithms that operate on a single bit or groups of bits, 119

and asymmetric key or public key algorithms. Public key cryptography was created in 120

1976 when W. Diffie and M. Hellman, proposed this new idea, which was followed by R. L. 121

Rivest, A. Shamir, and L. Adleman, the creators of the RSA algorithm [15]. 122

According to Singh, Khan, and Singh [16], these are algorithms that rely on the use 123

of a public key and a private key. The public key will be freely distributed without 124

compromising the private key in any way, which must be kept secret. The public key is 125

used to encrypt plaintext messages and verify signatures, while the private key is used 126

to sign messages and decrypt the ciphertexts to obtain the plaintext messages. Elliptic 127

curve-based encryption, which is a special type of public key, was first proposed by Miller 128

and Koblitz in the late 1980s, and was based on previously existing public key algorithms 129

and applications [15]. 130

The symmetric key algorithms will have a key (private) that is equal for both parties 131

that are exchanging information and must remain secret, because it will be used to encrypt 132

and decrypt the information, is a simple method that facilitates encryption. However, the 133

problem with this way lies in the sharing of the key between the parties, because if someone 134

manages to intercept this exchange and gain access to the key, that person will have access 135

to encrypt and decrypt the information [17]. Cryptography provides a mechanism to secure 136

data in today’s information systems. This work used the AES algorithm in conjunction with 137

RSA and ECC, to create a hybrid cryptosystem with the goal of increasing the complexity 138

and strength of cryptography. The RSA, ECC and AES algorithms are discussed below. 139
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3.1. RSA 140

The asymmetric key RSA encryption algorithm has become the standard for public 141

key cryptography and is widely used. Its security lies in the integer factoring problem and 142

its decryption process is not as efficient as its encryption process. For better and stronger 143

data security, RSA ends up needing larger key sizes, which implies more overhead on 144

systems. So for systems with memory constraints, RSA becomes a second option [18]. 145

3.2. ECC 146

The security of the asymmetric key ECC encryption algorithm lies in the use of the 147

mathematical properties of the elliptic curve to perform the calculation of the cryptographic 148

keys (discrete logarithm problem on elliptic curves). It is an adequate and promising system 149

for devices that have memory constraints (Smartphones and Smartcards), besides being 150

used in blockchains, such as Bitcoin, which has the highest market value today. ECC can 151

maintain security levels equivalent to RSA and requires comparatively fewer parameters 152

for encryption and decryption than RSA [18]. 153

3.3. AES 154

The AES symmetric key encryption algorithm was developed in 1998 by Joan Daemen 155

and Vincent Rijmen, it allows a fixed data block size of 128 bits and supports key sizes 156

of 128, 192, and 256 bits, and any combination of data [19]. According to Oliveira [17], 157

AES is one of the most popular symmetric key algorithms, being adopted as a standard by 158

the United States government, and considered the replacement for the Data Encryption 159

Standard (DES) due to its speed, easy execution, and low memory requirements. 160

Being the most widely used symmetric key block cipher within computer security, 161

mainly by its standardization by NIST and also by all published cryptoanalysis on this 162

algorithm, being able to resist several types of attacks. Therefore, it becomes an ideal choice 163

for encrypting larger volume data, due to its performance, and can be combined with the 164

security of an asymmetric key algorithm [20]. 165

4. Tools 166

For the development of the solution, the tools and technologies discussed in the next 167

subsections were used. 168

4.1. Truffle 169

Truffle is a development environment, test framework and asset pipeline for blockchains 170

using the Ethereum Virtual Machine (EVM) [21]. According to the website [22], the features 171

that the developer gets to enjoy when using Truffle are: 172

• Integrated binary smart contract compilation, binding, deployment, and management; 173

• Automated contract testing; 174

• Programmable and extensible deployment and migration framework; 175

• Network management for deployment in public and private networks; 176

• Package management with EthPM & NPM, using the ERC190 standard; 177

• Interactive console for direct contract communication; 178

• Configurable build pipeline; 179

• External script executor that runs scripts in a Truffle environment. 180

4.2. Ganache 181

Ganache allows its user to have a personal blockchain for DApps development en- 182

abling the developer to design, deploy and test their DApps in a secure and deterministic 183

environment. It is possible to develop for the Ethereum and Corda network. Furthermore, 184

through Ganache you can test how your DApp affects the blockchain and examine details 185

such as your accounts, balances, smart contract creations and gas costs [23]. 186
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4.3. MetaMask 187

MetaMask is an encrypted (digital) wallet and gateway to blockchain applications that 188

enables users to manage their accounts, keys, and tokens in a variety of ways, including 189

hardware wallets, and isolates the user from the context of the website. It is available as a 190

browser extension and as a mobile app [24]. 191

For developers, it is possible to interact with Ethereum’s (globally available) API that 192

identifies users of Web3 compatible browsers and whenever a request for a transaction 193

signature happens, MetaMask will prompt the user for a confirmation of that transaction 194

as well as indicate the cost of it. MetaMask is already configured with some connections 195

to the Ethereum blockchain network and to various test networks via the Infura API. In 196

addition, MetaMask is currently compatible with any other blockchain (public and private) 197

that exposes a JSON RPC (Remote Procedure Calling) API compatible with Ethereum [24]. 198

4.4. React 199

React is a JavaScript library for building user interfaces. This library is declarative, 200

which makes your code more predictable and easier to debug, component based which 201

makes it easy to pass various types of data throughout your application and still maintain 202

state outside of the Document Object Model (DOM). React components implement a 203

”render()” method that will receive input data and return what should be displayed, in 204

addition a component can maintain internal state data. React makes it easy to interface 205

with other libraries and frameworks [25]. 206

4.5. Node.js 207

Node.js is as an asynchronous, event-driven JavaScript runtime designed to create 208

scalable web applications. Node.js users don’t need to worry about process locking, because 209

almost no functions in Node.js directly execute input and output, so the process is never 210

locked up, except when using synchronous methods from the Node.js standard library to 211

execute input and output [26]. 212

Influenced by systems like Ruby’s Event Machine and Python’s Twisted, Node.js 213

introduces an event loop as a runtime construct, in that there is no call that will initiate the 214

event loop, it simply enters the event loop after executing the input script and exits the 215

event loop when there are no more callbacks to execute [27]. 216

Even if it was designed without threads, it is possible to make use of several cores 217

of an environment, through the child processes that can be generated using the childpro- 218

cess.fork() API. Using the cluster module, which makes it possible to share sockets between 219

processes and thus load-balance their cores [26]. Therefore, Node.js is a common choice for 220

developing scalable applications, and in the case of DApps development this platform is 221

also much preferred in conjunction with React, thus developing the front-end and back-end 222

in JavaScript. 223

4.6. WEB3 224

WEB 3.0 focuses on decentralization, unlike WEB 1.0 and WEB 2.0, and also brings 225

some additional features such as being verifiable, self-governed, permissionless and dis- 226

tributed. Web3 applications (DApps) run on decentralized networks, blockchains or even a 227

combination of the two forming, for example, a cryptoeconomic protocol, as cryptocurrency 228

plays a big role in many of these protocols, as it provides a financial incentive (tokens) for 229

nodes that want to participate in the creation, governance, contribution or enhancement of 230

a project [28]. 231

The projects that are developed on top of this Web3 system end up offering a variety 232

of services such as computing, storage, hosting among other services that were mainly 233

provided by cloud providers. The users that consume these Web3 services pay to use the 234

protocol, but in this case the money goes directly to the network participants, eliminating 235

unnecessary intermediaries [29]. 236

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 September 2022                   doi:10.20944/preprints202209.0094.v1

https://doi.org/10.20944/preprints202209.0094.v1


6 of 22

In developing the DApp of this work, the Web3 library was used, which is employed 237

to connect to the Ethereum network from an application. The ABI is given to the Web3 238

library, which it uses to give programmatic access to the deployed contract, in this case, 239

the Ethereum network. An object of the Web3 class must be instantiated to make use of its 240

functions. Each instance of the Web3 library can connect to a different Ethereum network. 241

The Web3 instance requires a communication layer known as a provider, which acts as a 242

medium between the Web3 library and the Ethereum network, and each provider has a set 243

of methods for sending or receiving a request from the Ethereum network [30]. 244

4.7. API do Infura 245

Infura’s API is powered by a microservices-oriented architecture that scales dynam- 246

ically by providing instant access over Hypertext Transfer Protocol Secure (HTTPS) and 247

WebSockets to the Ethereum network, providing an infrastructure for DApps easily and 248

quickly. Through Infura developers can connect to Ethereum and the IPFS via HTTPS and 249

WebSocket with satisfactory response times and availability [31]. In addition, the platform 250

provides a dashboard that shows application performance and API usage, detailing specific 251

method requests, usage time, and other features that can help the developer while building 252

their application [32]. 253

Some features available through Infura’s API according to the platform’s website [33]: 254

• Supports mainnet and testnets via client-supported JSON-RPC, HTTPS and Windows 255

Sharepoint Services (WSS); 256

• Works with the latest network updates with a minimum 99.9% uptime guarantee; 257

• Connects your application with one line of code without synchronization and compli- 258

cated configuration; 259

• Allows you to configure, monitor and analyze your applications with the Infura 260

control panel; 261

• Access to Ethereum archive node data available as an add-on; 262

• 24/7 access to Infura’s expert support teams and experienced developer community. 263

5. Related Works 264

The paper proposed by Aguiar et al. [34] presents the development of a blockchain 265

framework using Hyperledger Fabric, a private and permissioned blockchain, along with 266

anonymization methods to preserve privacy during health data sharing. It is characterized 267

as a different approach than the one proposed in this paper by the choice of the blockchain 268

network and the use of anonymization methods such as K-Anonymity. 269

The work of Omar et al. [35] brings the MediBchain, which has some similarity because 270

it seeks to leave the control of cloud data under the responsibility of the patient/user, 271

making use of the ECC algorithm encryption to achieve pseudo-anonymity and privacy. 272

The authors do not present the use of some other encryption algorithm, nor the use of IPFS 273

to decrease the cost of storage in the blockchain, as well as do not mention the possibility of 274

allowing access to the files. An in-depth analysis of the cost and protocol of the developed 275

system is presented. 276

In the work of Gan et al. [36] an access control is proposed, where patients will be 277

supervisors of their medical data and institutions can access their data without authoriza- 278

tion, but one can revoke access at any time. An incentive system is considered in the paper 279

where patients who share their data receive a reward according to an evaluative criterion. 280

Liang et al. [37] propose a scheme to store personal data using a consortium blockchain, 281

private and permissioned, and the Paillier homomorphic encryption mechanism, enhanced 282

to ensure privacy and data protection, they also make use of off-chain storage with IPFS 283

in the tests, which are aimed at evaluating the performance of the Paillier encryption 284

mechanism. 285

Some applications of blockchain have even been used for artificial intelligence (AI) 286

[38]. According to Dinh and Thai [39] there is a disruptive integration between AI and 287

blockchain. Artificial intelligence has many applications, such as computer vision [40–42], 288
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time series forecasting [43–47], pattern classification [48,49], optimization [50], and recently 289

some papers have been presented relating the topic to blockchain [51]. According to Atlam 290

et al. [52] besides the application of blockchain in AI there is room for application in the 291

internet of things. 292

In [53] a data protection scheme with attribute-based encryption (CEC-ABE) com- 293

bined with a blockchain is proposed to protect electronic health records in edge cloud 294

environments. In the tests the proposed algorithm (CEC-ABE) is compared with other 295

algorithms, for example CP-ABE, to evaluate the performance in the proposed architecture 296

by checking the computational cost of each stage (global initialization, key generation, 297

plaintext encryption, outsourced decryption, and final decryption). 298

Shahnaz, Qamar, and Khalid [54] presented a framework for the health sector to 299

perform secure storage of electronic records in the blockchain with access rules, using IPFS 300

to store the files. However, the work does not focus on privacy and encryption of data to 301

ensure security, since the security of the presented system depends on the very security 302

provided by the technologies used, unlike this work that aims to ensure privacy with the 303

addition of one more encryption scheme. Tests are also performed simulating a scenario 304

with several users using different functions of the framework, where three criteria are 305

evaluated: execution time, transfer rate and latency. 306

Table 1 presents a comparison between the works cited above and our work regarding 307

some characteristics. Importantly, none of the works employ an evaluation of the per- 308

formance of the ECC and RSA cryptography algorithms in the context of a blockchain 309

architecture. Among the works that employ the use of cryptography along with the charac- 310

teristic of being a DApp to ensure data privacy, only this work and [37] make use of IPFS 311

as an off-chain mechanism, however the latter is not a proposal for the health area. 312

Table 1. Comparison between work-related.

Features [34] [35] [36] [37] [53] [54] This Work

Blockchain
Platform

Hyperledger
Fabric Ethereum Ethereum

Hyperledger
Fabric (Con-

sortium)
Consortium Ethereum Ethereum

Healthcare Yes Yes Yes No Yes Yes Yes

Encryption No ECC Yes
(Unknown) Paillier CEC-ABE No ECC, RSA,

AES
Network

Type Permissioned Permissionless Permissionless Permissioned Permissioned Permissionless Permissionless

Anonymity Anonymiza-
tion Pseudonymity Pseudonymity Pseudonymity Pseudonymity Pseudonymity Pseudonymity

DApp No Yes Unknown Yes No Yes Yes
Off-chain No Cloud Cloud IPFS Edge Cloud IPFS IPFS

6. Architecture 313

To accomplish health data privacy protection and verify the performance of encryption 314

techniques, an application architecture was designed that allows the user to access and 315

communicate with the Ethereum blockchain and IPFS, thereby obtaining their health- 316

related data that has been securely stored through encryption. The user can access the 317

application by accessing MetaMask by adding a digital wallet. Users of the application can 318

search for their stored documents and share documents. The persistence of the bulk data is 319

done via IPFS. 320

The functional and non-functional requirements for the proposed solution were de- 321

fined. As functional requirements, there are: 322

• Login: the application will only be available after the user login through MetaMask; 323

• Enter encryption keys: every time the user logs in the application his keys (public and 324

private) will be generated, the application has a space for the user to enter his keys, 325
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the first time he accesses the application he can save his keys as he prefers, and the 326

next time he logs in he can enter his keys; 327

• Store information: the user can send information to be stored in the IPFS, securely 328

through AES encryption, which generates a hash to access the content on the network, 329

this hash and the private key of AES, randomly generated, will be stored encrypted 330

in the Ethereum blockchain, through one of the asymmetric key algorithms (ECC or 331

RSA), to ensure privacy and access control to data; 332

• Confirm or reject transactions: the user, after sending a request to store information or 333

a permission on the respective contracts, can accept or reject the transaction through 334

MetaMask; 335

• Fetch information: the user can fetch the information they have stored in the IPFS 336

through the hash stored in the blockchain, according to their logged in user; 337

• Grant permission: user A can grant access permission to a file that he has stored in the 338

IPFS to user B, through some information like the hash stored in the blockchain, the 339

specific time that the permission will be valid, the address of user B and the public 340

key of user B; 341

• View files with permission: a user that has been granted permission by another user 342

to a file, can have access to view that file within the time that was set by the user that 343

granted the permission. 344

Regarding the non-functional requirements, the following were listed: 345

• DApp: the application will have the characteristics of a decentralized application; 346

• Application storage: the application does not store any data permanently and centrally, 347

only temporarily; 348

• Data security: files sent to IPFS will be encrypted by the AES algorithm. The hash, 349

which identifies the location of the data, and the AES private key (used to encrypt 350

the file) will be encrypted using RSA or ECC before being stored in the blockchain, 351

thus allowing the user to securely reaccess their data. The private key shared in the 352

permission will be encrypted by AES. 353

Figure 1 shows the solution architecture with the information exchange flows between 354

the six components. The following describes the components of the architecture: 355

• User: will access the application, send and receive data (information, files and permis- 356

sions), as well as confirm transactions and pay the persistence fee for this data in the 357

blockchain; 358

• DApp: responsible for communicating with the digital wallet interface (MetaMask), 359

with the blockchain (Ethereum) sending and receiving the data, with the decentralized 360

bank (IPFS) sending the files and handling the return hash, with the user receiving 361

and showing the requested data, and finally, perform the encryption/decryption of 362

the hash, the AES private key, the file, and the shared AES private key when granting 363

permission; 364

• Digital Wallet Interface (MetaMask): responsible for managing the transactions per- 365

formed in the DApp, requesting user confirmation and debiting the fee for persisting 366

the data in the blockchain; 367

• Blockchain (Ethereum): responsible for keeping the smart contracts that govern how 368

the pertinent information of the file and the permission will be stored, such as, for 369

example, the hash that is used to access the file in the IPFS, the address of the user 370

who performed a transaction and the address of the user to which permission is being 371

granted, thus performing the link of the respective user to certain information within 372

the smart contracts; 373

• Decentralized file system (IPFS): responsible for receiving the encrypted files from 374

DApp, storing them and returning a respective unique hash that indicates where this 375

certain information is in the IPFS network; 376

• Encryption: this is the key component to ensure the security and privacy of the data 377

stored in the proposed architecture, because through the RSA or ECC encryption 378
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algorithms the application encrypts the hash and the private key before sending 379

this information to the blockchain; With AES the file and the shared private key are 380

encrypted when granting permission. In this way, only the user who has access to 381

the private key to decrypt this hash and the AES private key will be able to access the 382

stored information. This process ensures that the information on the blockchain and 383

IPFS is secure. 384

Figure 1. Architecture schema.

The activity diagram in Figure 2 seeks to demonstrate the interaction that occurs 385

between the components for sending a file. 386

Initially, the user opens the DApp and is required to login through MetaMask to access 387

the DApp functionalities. After the login, DApp will use the cryptographic keys entered by 388

the user or the cryptographic keys generated by DApp itself to encrypt the information. 389

Next, the user selects the file to be sent, the DApp encrypts the file with the AES algorithm 390

and sends it to be stored in the IPFS, which returns the Content Identifier (CID), a hash that 391

identifies where the user’s file is in the IPFS network. 392

In this way, DApp encrypts the AES private key, used to encrypt the user’s file, and 393

the IPFS CID with one of the algorithms (RSA or ECC). So with the sensitive information 394

protected, it can be stored in the Ethereum blockchain, which prompts the user, via Meta- 395

Mask, to pay the processing fee for the data to be stored, the user can then either reject and 396

cancel the process or make the payment and have the data stored. 397

The operation of permissions is similar to the operation of sending a file, however, 398

it is not necessary to send another file to IPFS, because it is done sharing the necessary 399

information for user B to be able to access the file of user A, such as the CID and the private 400

key of AES. Thus, user A can send a permission by providing some information, such as 401

user B’s public key, user B’s digital wallet address, and the permission expiration time set 402

by user A. 403

7. Dapp Implementation 404

This section presents details regarding the implementation of the DApp. The front-end 405

and back-end of the DApp were developed with JavaScript, HTML5, React and Node.js, 406

and the smart contract part in Solidity. The code1 for building the DApp was adapted from 407

reviews made of the documentations of the technologies described, some decentralized 408

1 Code available at: https://github.com/SegaBR/DApp
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Figure 2. Architecture activity diagram.

open source projects developed by [55] and also searches through the cryptographic library 409

documentation. More details about the architecture implementation are available at [56]. 410

7.1. Communication with Blockchain 411

Initially it is necessary to establish communication with a gateway to the Ethereum 412

blockchain network, in this case MetaMask, to then establish communication with the 413

blockchain. The Figure 1 shows the code snippet responsible for this communication, and 414

it is necessary to import the Web3 library into the project. 415

Figure 3. Communication with MetaMask.

After establishing the previous communication, the loading of the blockchain data is 416

performed. In Figure 4 it searches for the connected accounts, the blockchain network iden- 417

tifier, and the contracts deployed in the network, which in this case are the CryptDStorage, 418

which is the contract responsible for the storage logic, and the CryptDPermission, which is 419

the contract responsible for the permissions logic. 420

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 September 2022                   doi:10.20944/preprints202209.0094.v1

https://doi.org/10.20944/preprints202209.0094.v1


11 of 22

Figure 4. Loading account, fetching network ID and contract data.

In Figure 5 the search is performed for the data stored and related to each contract, 421

in the case of this code, the search is being performed for the data of the CryptDStorage 422

contract responsible for the file storage logic. 423

Figure 5. Loading contract data.

In Figure 6 a call is made to the CryptDStorage smart contract, which sends the storage 424

of a file to the blockchain, calling the "uploadFile" function of the smart contract and 425

sending the necessary information that the function will use. The "send" method that is 426

called will indicate which user is making the request and will pay the fee required for the 427

Ethereum network to persist the data. The transaction is finalized when the transaction 428

hash is generated. 429
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Figure 6. Sending data to the contract.

7.2. Communication with IPFS 430

To establish communication with IPFS, first an initialization is performed, as can be 431

seen in Figure 7, where the data is informed to establish the communication that will be 432

performed through Infura’s API. 433

Figure 7. IPFS initialization.

Through the code of Figure 8 is sent a file to be stored on the IPFS, the variable result 434

returns the hash, which is the CID that is used to fetch this content from within the IPFS. 435

Figure 8. File upload to IPFS.

The code from Figure 9 is responsible for the search of a file stored in the IPFS, through 436

the link formed by the hash, the search is done using Axios which is a HTTP client based on 437

promises for node.js, which uses XMLHttpRequests. This retrieves the file and transforms 438

it into a buffer so that it can be decrypted and made available for the user to access. 439
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Figure 9. Search file in IPFS.

7.3. Cryptography 440

Regarding the cryptography implemented in the application, it comprises three algo- 441

rithms: RSA, ECC, and AES. 442

7.3.1. RSA 443

The Figure 10 presents how the 3072 bits keys of the RSA algorithm are generated, 444

using the library node-forge. 445

Figure 10. Generate RSA Keys.

The code from Figure 11 shows the function that performs the encryption of the data 446

with RSA. 447

Figure 11. Encrypt RSA.

In Figure 12 is shown the function that performs the RSA decryption. The keys are 448

stored temporarily in the application’s state. 449

Figure 12. Decrypt RSA.

7.3.2. ECC 450

The code presented in Figure 13 mshows the generation of the 256-bit keys of the 451

ECC algorithm, using the library ecccrypto, using the Elliptic Curve Integrated Encryption 452

Scheme (ECIES) implementation and the elliptic curve secp256k12. In Figure 14 is the 453

function that performs the encryption with ECC. 454

The Figure 15 has the function responsible for decrypting with RSA. The keys are 455

stored temporarily in the application’s state, because as the ECC is implemented in the 456
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library, it is necessary to treat the returned object, in this case in JSON format and performing 457

an encode64 of the result to compress the information. 458

Figure 13. Generate ECC keys.

Figure 14. Encrypt ECC.

Figure 15. Decrypt ECC.
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7.3.3. AES 459

In Figure 16 the AES encryption with a key size of 256 bits and through the crypto 460

library is shown. The key used to encrypt the files is also randomly generated using the 461

crypto library. In Figure 17 the AES decryption is performed and according to the algorithm 462

used, decryption of the secret key is performed. 463

Figure 16. Encrypt AES.

Figure 17. Decrypt AES

8. Architecture Evaluation 464

An evaluation of the architecture was conducted to verify the impact of using encryp- 465

tion with the two algorithms: RSA and ECC. The goal is to analyze the performance of the 466

whole proposed architecture together with AES, considering the implication of encryption: 467

a) of the hash that IPFS returns to the application, b) of the private key of AES used in the 468

encryption of the file by the AES algorithm, and also c) of the private key of AES and the 469

CID that is shared in the permission. This encrypted information is stored in the blockchain. 470

The algorithms were evaluated regarding the criteria of execution time, memory usage 471

and the influence on the cost increase of the rate of sending information to the blockchain 472

network. The evaluation does not consider the time to send the files to the IPFS, because 473

many variables, such as internet connection, bandwidth, network traffic, among other 474

unstable factors, can affect and make the results inaccurate. 475

ECC is an algorithm that is widely used in blockchain systems, such as the Bitcoin and 476

Ethereum network. RSA is an algorithm that has become a mainstay and has been widely 477

used for secure data transmission in various systems [57]. The evaluation of these two 478
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asymmetric algorithms, which are widely used in today’s systems, thus has the scope to 479

show how they will perform within the proposed architecture, mainly due to the required 480

key size characteristic. 481

According to recommendations by the National Institute of Standards and Technology 482

(NIST), the 3072-bit key size for RSA matches the 256-bit key size for ECC in security, 483

providing a 128-bit level of security, which is optimal for systems beyond the year 2030 484

[58]. so the paper adopts these key sizes. For ECC it makes use of Elliptic Curve Integrated 485

Encryption Scheme (ECIES)2 and the secp256k1 curve. 486

The same equivalent test parameters were used for each algorithm, and three different 487

file sizes were sent: 200KB (representing a simple examination report file), 2MB (represent- 488

ing a more complex report or simple image file), and 30MB (representing a more complex 489

image file). The criteria evaluated for each algorithm, as well as for the unencrypted 490

approach, are: 491

• Execution time: measured the time from the beginning of sending a file or permis- 492

sion until the end of the process, through the Truffle framework that allows testing 493

the sending of information to the blockchain and the Performance3 that provides 494

performance information related to time; 495

• Memory usage: through native features of Node.js itself that provides information 496

about memory consumption along with the Truffle framework; 497

• Impact of cryptography on the rate cost: we used the information provided by Ganache 498

and MetaMask that show the "gas" used to perform the transaction. 499

The environment for performing the tests consists of Ganache, creating a simulation 500

of the Ethereum blockchain locally without connection to the main or testing network, and 501

Truffle for running the local tests, thus obtaining the memory information, execution time 502

and approximate cost. The configurations of the machine used for processing the tests 503

are: Intel(R) Core(TM) i5-8400 CPU - 2.80GHz, 8GB RAM and Windows 10 Pro operating 504

system. 505

Before running the tests, simulating the user’s interaction with the application, the 506

contracts were migrated to the Ganache test blockchain. The tests are based on sending a 507

file or sending a file permission, where the information is treated and encrypted, and the 508

information sent to the blockchain is confirmed and validated. 509

An example of a test run of sending a file permission using RSA encryption can be 510

seen in Figure 18. The pseudocode for the test file can be seen in Algorithm 1. 511

Algorithm 1 Test file algorithm of submitting a file.
1: Initialization of variables
2: AES encrypt of the file
3: RSA/ECC encrypt of the Hash and Secret Key
4: Call and wait the event of the upload file "criptdstorage.uploadFile(args)"
5: Check the information sent
6: Show memory and runtime results

2 ECIES: Hybrid encryption scheme that combines ECC-based asymmetric and symmetric encryption to provide
data encryption via the corresponding ECC private key and public key.

3 Performance: interface that supports client-side latency measurements in applications, also present in Node.js,
allowing the use of the "performance.now()" method that represents the time with floating point numbers
with precision of up to microseconds.
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Figure 18. Result of running a test.

8.1. Evaluation Results 512

From the tests, the results for the three evaluation criteria were obtained, which can be 513

seen in the graphs in Figures 19, 20 and 21 for each size of file sent 200KB, 2MB and 30MB, 514

and in the graphs in Figure 22, the results about sending permission. 515

Regarding the runtime results, presented in the graph in Figure 19, both RSA and 516

ECC showed an increase over the unencrypted approach for all three file sizes, RSA with 517

an average increase of 75% and ECC with 55%, with the largest increase for RSA with an 518

average difference of 20% compared to ECC. 519

Figure 19. Runtime.

The evaluation regarding memory usage, presented in the graph in Figure 20, high- 520

lights a similar increase for the 200KB and 2MB file sizes compared to the unencrypted 521

approach, with an average increase of 1%, representing 7MB. The memory increase was 522

most significant for the 30MB file size, with 6%, representing 42MB on average. 523
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Figure 20. Memory usage.

In the results regarding cost, verified in the graph in Figure 21, the increase was similar 524

for the 200KB, 2MB and 30MB file sizes. Overall the cost had an increase of over 250% over 525

the unencrypted approach, with RSA having a 36.94% greater difference in cost compared 526

to ECC. 527

Figure 21. Increase in cost.

In the results of sending permission for a file, presented in the graphics of Figure 22, it 528

can be observed that the memory usage had a small increase of 1% of the approaches with 529

encryption in relation to the one without encryption, representing approximately 7.5MB, 530

with the RSA and ECC memory usage being very close. 531

The execution time had a more expressive increase, being 122.86% for RSA and 103.96% 532

for ECC in relation to the non-encrypted approach, demonstrating a difference between 533

the two of 18.9%. The cost of sending the permission was close to the cost of sending the 534

file, with ECC showing an increase of 280.62%, a difference of 41.62% compared to the cost 535

increase that RSA showed (322.24%). 536
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Figure 22. Results of submitting a file permission.

The difference in cost increase between RSA and ECC in sending data is due to the 537

size of the RSA key, which is relatively larger compared to the ECC implementation in 538

terms of bytes, generating encrypted data with a larger amount of bytes, which ends up 539

impacting the cost that is linked to the amount of information sent to the blockchain. 540

Analyzing the results obtained with the different files (200KB, 2MB and 30MB), a 541

difference compatible with the file size was evidenced in the execution time and memory 542

criteria. It is noteworthy that the cost had no increase directly related to the difference in 543

file size, because its variation is due to factors such as: increase in data sent, price of the 544

network "gas" rate, network occupation. 545

Even with the memory usage showing little significant difference between the RSA and 546

ECC algorithms, it is possible to observe that ECC presented more satisfactory execution 547

time and shipping cost increase values, proving to be the algorithm with the best potential 548

to be used within a blockchain-oriented architecture. 549

9. Conclusion and Future Work 550

This paper presented an architecture that enables the management of the user’s health 551

data storage in a decentralized way through blockchain and using cryptography in order to 552

ensure data privacy, besides placing the control of these data under the user’s responsibility. 553

Regarding cryptography, two approaches were implemented using the RSA and ECC 554

algorithms in order to verify the impact on the architecture. The AES algorithm was used 555

to encrypt the files sent to the IPFS platform. 556

The development of the architecture by means of the set of technologies and tools 557

described and with the application of encryption on the sensitive data, can be used and 558

applied within real scenarios, with a low initial implementation cost due to the use of a 559

public blockchain. This paper evaluated the encryption techniques used, seeking to provide 560

a parallel between two of the main asymmetric key algorithms, which can help in the choice 561

of one of the encryption techniques depending on the application being built. 562

Through the results of the tests performed with the two algorithms, it can be observed 563

that cryptography had an impact on the evaluated criteria, mainly in relation to cost, with 564

an increase above 250%, and to execution time, being RSA the algorithm with the greatest 565

increase above 70%. Regarding memory, the difference was less significant between the 566

algorithms, with the increase in memory usage being linked to the size of the file sent. 567

The impact that cryptography had on the architecture is valid and justifiable due to all 568

the privacy and data security that is provided by the combination of architecture and 569

cryptography. 570

In future works, we consider conducting tests and collecting data to evaluate the 571

performance of other encryption algorithms within the same scenario, and in scenarios 572

using other blockchains as a base. It is also possible to verify the possibility of using 573

anonymization methods, such as k-anonymity and differential privacy, in conjunction with 574

cryptography in the architecture, in order to increase user privacy. 575
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ABI Application Binary Interface
AES Advanced Encryption Standard
CID Content identifier
DApp Decentralized Application
DDoS Distributed Denial of Service
ECC Elliptic Curve Cryptography
ECIES Elliptic Curve Integrated Encryption Scheme
EVM Ethereum Virtual Machine
IPFS InterPlanetary File System
JSON JavaScript Object Notation
POW Proof-of-Work
RSA Rivest-Shamir-Adleman
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