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Abstract: Maritime transport has become very important due to its ability to internationally unite
all continents. In turn, during the last two years, we have observed that the increase of consumer
goods has resulted in global shipping deadlocks. In addition, the future goes through the role of ports
and efficiency in maritime transport, with the aim of decarbonizing its impact on the environment.
In order to improve the economy and people’s lives, in this work, we propose to enhance services
offered in maritime logistics. To do this, a communications system is designed on the deck of ships
to transmit data through a constellation of satellites using interconnected smart devices based on
IoT. Among the services, we highlight the monitoring and tracking of refrigerated containers, the
transmission of geolocation data from GPS, and security through AIS. This information will be used
for a fleet of ships to make better decisions and help guarantee the status of the cargo, as well as
maritime safety on the routes. The system design, network dimensioning, and a communications
protocol for decision-making will be presented.

Keywords: load monitoring; IoT; IoS; Wireless Networks; SatCom; Zigbee; maritime services; logistic
and transport

1. Introduction
1.1. Background

Today the new emerging communications technologies are contributing to the evo-
lution of cities towards Smart Cities. This favors the sustainability of the city in terms
of resources such as relation between energy savings and well-being of citizens. Within
cities, different economic sectors or verticals such as the energy sector, health, education,
infrastructure and transportation are being improved by the use of smart communications
[1].

There are different smart applications as a solution to different services within the
Smart City [2]. These smart solutions are articulated through modular and scalable systems,
connected and that facilitate the control and management of different environments in a
city. They can be cataloged in different blocks as follows:

*  Smart Environment: focused on environmental management systems with the aim of
improving energy efficiency and the quality of the environment in cities.

*  Smart Mobility: providing intelligent monitoring systems for the transport and
mobility of a city and its surroundings with the aim of being more efficient and
reducing the carbon footprint.

*  Smart Living: intelligent fire detection systems, video surveillance, air conditioning
with the aim of improving the quality of life of citizens.

*  Smart People: smart solutions for citizens with the aim of integrating intelligent
communication between the city and its citizens (see interactive maps, citizen apps,
social Wi-Fi).
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Among the emerging technologies used in Smart Cities are the Internet of Thing (IoT) 7
and Big Data [3]. Through IoT, the city has an intelligent network of connected objects and s
machines that transmit data using wireless technology protocols such as Long Range (LoRa), e
Zigbee, Bluetooth, among others and Message Queuing Telemetry Transport (MQTT), Web 4
Application Messaging Protocol (WAMP) for the cloud environment. Supported by Big = a
Data, Smart Cities use these data to implement measures that improve the quality of life of 42
the inhabitants. 43

The technological transformation of cities is posing several technical challenges. On 4
the one hand, climate change is one of the main challenges to be addressed in the coming s
years within the evolution of Smart Cities. 11% of global greenhouse gas emissions come 46
from the logistics sector, with 3% coming from maritime transport. For this reason, we 47
must pay attention to coastal ports and efficiency in maritime transport, with the aim of  4s
decarbonising their impact on the environment [4]. a9

On the other hand, recently the COVID19 pandemic has opened another challenge so
that must be faced since it has led to a change in the consumption habit in society [7]. s
During these years, there has been a greater demand from the transport sector, especially s
in the maritime case. About 80% of the things we consume are transported by sea. The s
transport of containers through shipping companies has fostered a change in consumption s
and purchasing patterns. As a result of the increase in the demand for goods and an s
unprecedented shortage of empty containers, maritime freight rates have skyrocketed by e
up to 328%, while the demand for air transport fell by 90% [7]. 57

In just 11 months, the average shipping price of the standard container used in s
maritime transport known as Twenty foot equivalent unit (TEU) and the most common e
in international trade has gone from 1,103 dollars to 3,785 dollars [7]. This increase in o
maritime logistics transport has a clear impact on the final consumer. The delays caused e
by the shortage of empty containers also affect the final costs, which makes container e
movements even more expensive and translates into an increase in prices. In the order of s
magnitude of this problem, it can be pointed out that the current level of freight costsis s
equivalent to values that oscillate between 0.35% of the retail value in the case of high-value s
clothing and 63.55% in the case of high-volume and low-value in furniture [7]. o6

Entering the type of merchandise transported, we find the problem that certain prod-
ucts require special treatment or greater supervision, where any unforeseen event can spoil s
the merchandise, resulting in large economic losses or directly impacting the health of
the citizen. This is the case of certain foods or medicines that need special temperature 7o
conditions during the shipping process. During the pandemic, the amount of transported 7
medicines has increased, this being 80% of the merchandise transported by sea. Faced with 7
this situation of increasing maritime demand, monitoring the cold chain on the high seas 7
and, consequently, acting in the face of problems that arise is a challenge to be tackled. To 74
do this, satellite networks break through with their innate global coverage capabilityasa s
key candidate to offer coverage on the high seas. 76

This work focuses on finding a solution for various services offered in maritime trans- 7
port that resolve the problems introduced within this sector, responding to the challenges 7=
posed. Within the Smart Cities applications, this work will be included as solutions for
Smart Ports (Smart Environment environment) and Smart Transport (Smart Mobility environ-  so
ment). 81

1.2. Related work 82

In this section, we review several works related to intelligent transportation (IT), its =
evolution, as well as IoT technology and satellite communications (SatCom) within the s
maritime transport sector (MTS) as topics related to the proposal presented in this work. s

In the IT sector, the focus has been mostly on ground transportation. Many systems  ss
and proposals for vehicular communications have been developed to advance autonomous &7
driving. Also, to provide a higher level of safety for both driving and the driver. These s
systems make cities more sustainable with the environment by also controlling emissions  ss
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through traffic management [5] as well as improve the infrastructure of the city by com- o0
municating these with the vehicles [6]. On the other hand, for the maritime case, the o
convergence of MTS and IoT has led to the promising IoT-improved MTS (IoT-MTS), how- o2
ever, the research is still under development and IT systems have not advanced so much to e
apply equally to ship cases like ground and air vehicles. o4

For example, the authors in [8] propose a UAV-based system to smartly control and s
watch over real-time maritime areas in terms of complicated geographical, meteorological, s
and electromagnetic conditions. This control system offers functions such as automatic o7
detection of ships violating rules, water area intelligent monitoring, water transportation s
order control, and water area pollution monitoring. However, the solution is exclusively oo
for the safety of the ship, not for the cargo it carries. 100

Large unattended maritime areas are conducive to risks corresponding to piracy, 1o
interference attacks, or ransomware attacks which require ensuring the reliability and 1o
efficiency of information transmission in maritime areas. Therefore, one solution is to  1os
include blockchain technology that guarantees security during the journey. In [9] the 104
authors propose the keys to including this technology and operating in edge computing in 105
an intelligent maritime transport system. The main keys in [9] are an IoT-enabled maritime 106
transport communication system, which is a distributed system composed of base stations 107
and offshore buoys and uses the unique structure of the blockchain to solve the problems 108
of security and reliability in the network considering only the ships. While in [10] they 100
propose an IoT-based collaborative processing system that unifies the modular structure 10
and integrates multiple modules involved in modern maritime transportation systems. The = 111
proposal uses blockchain technology for transportation flow scheduling and management. 12

Despite advances in applications between IoT and maritime environments to improve s
safety on board, the trajectory of ships can have highly negative impacts on the management 114
of IoT-MTS. Therefore, the authors in [11] propose a transfer learning-based trajectory s
anomaly detection strategy. However, we highlight this detection is a posteriori, thus any
real-time correction can be made for the maritime route. The limited maneuverability 1.7
in the trajectory anomaly detection, combined with the lack of efficient communication 11
among ships and ports, maintain the risk of accidents and unwanted situations. In order o
to take action on the transport routes, we must have the position of the ships controlled 120
at all times. The Global Navigation Satellite Systems (GNSS) system is currently the most 12
attractive positioning system. In [12] the keys and challenges to using the GNSS system with 122
autonomous vehicles within IT are presented. However, as mentioned at the beginning, 123
this has been developed for the ground vehicle, still in development for the maritime sector. 124
In addition, for monitoring purposes, positioning and navigation are critical functions to  12s
determine the absolute and relative positions in the environment in that ships operate. 126

On the other hand, much interest has arisen worldwide in SatCom as the only means 12r
to globally cover the entire land and sea surface. Many operators and manufacturers have 12
been gradually building Low Earth Orbit (LEO) satellite constellations. Thanks to their 120
characteristics of small delay and large coverage using constellations, this type of satellite 130
provides a possible solution for the full coverage of the ground communication network. 1s:
Traditionally, the satellite has also been preferred to provide maritime coverage. Instead, 132
it is not until a few years ago that it has gained greater importance thanks to the union 133
with IoT. The work presented in [13] provides a solution for the implementation of an IoT 124
network supported by LEO satellite constellations, opening the way to the architecture of 135
the IoT-SatCom. In addition, it provides solutions and research directions for the in-depth 136
integration of the satellite-based. 137

We need to effectively allocate relatively limited onboard resources for meeting mas- s
sive access demand when the satellite is integrated into IoT networks. Therefore, a global 139
traffic model needs to be considered. The work performed in [14] analyzes the character- 140
istics of satellite-based IoT devices using geographic properties and applications where 1a
the design leads to the global traffic model of an LEO-based IoT network. This model 14
has to be extended for maritime traffic. In addition, from point of view of user traffic, 1as
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the transmission of huge amounts of data generated from various sensors is the basis 14
and prerequisite for the analysis and prediction of the marine ecosystem. The special 1as
geographical conditions of the ocean determine that its data transmission is different from 46
the common terrestrial data transmission. The authors in [15] present a study about marine 147
environmental monitoring network architecture in order to collect environmental data from  14s
marine ecosystems using a heterogeneous network constructed by a multi-hop network 14
and a satellite network. Considering the characteristics of satellite networks, such as high s
bandwidth-delay product, long latency, and high bit error rate, [15] proposes a transmission  1s:
scheme that improves the transmission performance of Internet networks over satellite sz
networks based on Transmission Control Protocol/Internet Protocol. Hence, providing an s
useful reference for the network model and data transmission for ocean monitoring. 154

Considering the global demands on IoT, the work presented in [16] proposes a design  1ss
for a satellite-terrestrial integrated architecture for the IoT relying on the software-defined 1se
network. Moreover, based on this architecture, they further propose a dynamic channel s
resource allocation algorithm to control the access of the IoT terminals with different 1ss
priorities. 150

1.3. Maritime Communications and Internet-of-Ship 160

Communications for the maritime sector have historically used radio waves for the e
exclusive transmission of voice and data. Its main objective from the beginning has been to 12
communicate distress and safety signals between coastal stations and ships. Secondly, with  1es
the advancement of telephony, they began to be able to communicate by voice with other ies
vessels and receive weather forecasts by text. Subsequently, maritime radio communications  1es
experienced a great boom with the incorporation of satellites. With these systems there are 166
radio beacons with which disasters or distress calls are located, likewise there are satellite 167
network systems that allow the use of telephony and data. Inmarsat is the operator that e
has traditionally offered maritime communications services via satellite. In addition, the 160
satellite brought with it navigation systems, introducing systems such as Global Positioning 17
System (GPS) and Automatic Identification System (AIS). Especially, in the context of this 17
work we are interested in the AIS protocol through the SatCom link. The AIS system 172
is used to identify ships, their speed and course at a specific time. With this system, in 173
maritime navigation, it is a considerable element in the safety of ships, since throughout 17
the navigation it makes the vessel visible, in front of large merchant ships. It also allows 17
you to identify other ships that have AIS system and see their course. Today the AIS system 176
is one of the most important systems in maritime communications since the radar was 177
introduced. This system was designed with the intention that ships can be seen in any 17
weather condition and thus avoid collisions and is widely used in the merchant marine. 17

Two kinds of AIS system are available: 180
¢ C(lass A: It is a more complex and quite expensive system that has different very high  1e
frequency transmitters and receivers that are usually used by larger ships. 182
- Frequencies: 156.025 MHz — 162.025 Mhz 183
- Sending information: Continuous 188
—  Emission power: 12.5 Watios 185
- Range: 50 Nm 186
* Class B: It is a lighter and more accessible system in terms of price. This class B AISis 1er
the one used in recreational navigation. 188
—  Frequencies: 161.500 MHz - 162.025 MHz 180
- Sending of information: Every 3 minutes 190
-  Emission power: 2 Watios 191

The recent emergence of IoT technologies in mission-critical applications in the mar- 1.2
itime industry has led to the introduction of the Internet-of-Ships (10S) concept. IoSisa 1o
novel application domain of IoT that refers to the network of smart interconnected mar- 1e4
itime objects, which can be any physical device or infrastructure associated with a ship, 1es
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a port, or the transportation itself, with the goal of significantly boosting the shipping s
industry toward improved safety, efficiency, and environmental sustainability. [17] pro- 1e7
poses the architecture, key elements, and main characteristics for IoS in modern maritime 1os
communications era. At the present time, there are new digitalization and data exchange 100
initiatives, providing new opportunities by better connecting operators, ports, people, and 200
infrastructure through technologies such as IoS. 201

1.4. Our contribution 202

We can see how the integration of the satellite with IoT networks is recommended 20
for the transport sector, especially for maritime transport it is a potential candidate. In- 2os
stead, there are several challenges that need to be addressed to include this architecture. 205
The IoT-satellite union has been proposed for solutions on ships and their surrounding zoe
environments, however, it has not been proposed in detail for the cargo carried by ships. =zo7
There are solutions for anomalies caused by external factors, but not in the cargo itself that  zos
the trajectories are not valid. The lack of maneuverability in the event of any anomaly or 20
unforeseen event would cause the loss of the ship’s cargo. In addition, the inefficiency of 210
communications with the ports prevent real-time route updates, causing delays in vessel 211
departures and arrivals. 212

Against this background, we present two types of services for maritime transport: 213
monitoring of the cold chain inside the containers and the integration of data in GPS and 214
AIS protocols to improve communications with the ground segment through a MEO mega- 15
constellation. For these services, a communications protocol and a proprietary messaging 21
system based on IoT are defined. Thanks to the proposed satellite network, the data are 217
sent to the control center on land to order the update of the route of the ship in case of any  21s
problem in the load. 210

For SatCom’s estimation, we evaluated the communication parameters supported by 220
a constellation of satellites in the MEO orbit that seeks to maintain the balance between 222
delay and depilot cost while guaranteeing 100% connection availability. 222

The rest of the paper is organized as follows. The architecture for a satellite-based IoT 223
system proposed for maritime transportation communications is presented in Section 2. 224
The proposed services are defined in Section 3. The network dimensioning on the platform  zzs
on the ship is shown in Section 4. The communication protocol are proposed in Section 5. 226
Finally, we conclude in Section 6. 227

2. Proposed Architecture 220

The architecture to provide services in the transport of refrigerated containers through 220
SatCom is designed and configured depending on the characteristics of the services pro- =2so
vided on the ship. Hence, it is composed of three wireless networks with different tech- 2
nologies as shown in the Fig. 1. These subsystems or subnetworks are: 232

*  WSN (Wireless Sensor Network): On-board cargo monitoring subsystem. It is a network 233
of sensors inside container ships based on Zigbee as a representative of the IoT family a4
protocols. It is responsible for providing the data collected from the monitoring of the 235
refrigerated container sensors. 236

e WLAN (Wireless Local Area Network): On-ship communications subsystem. It is =2a7
responsible for supporting communications on the ship (via WIFI), without being  2:.
affected by corrosion of the wiring due to weather conditions. They are cheaper than 23
wiring container ships as well as being more adaptable to the environment (mobility e
on the ship). 241

¢ WWAN (Wireless Wide Area Network): global communications subsystem. It is pro- 2a2
vided by a constellation of MEO satellites to communicate the container ships with  za3
the maritime control center on the ground segment. This link uses the AIS protocol  zss
over satellite. 245
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Figure 1. Proposed architecture scheme

2.1. IoT (Zigbee) based WSN subsystem 246

In the new IoS paradigm, sensor networks allow the monitoring of different parameters za7
of refrigerated containers in maritime logistics, such as temperature and relative humidity, ¢
the object of the solution proposed in this work. To this end, the proposed WSN consists 249
of a wireless sensor-based network that would comply with ISO 10368:2006 standard, 2s
which establishes a series of requirements regarding communication between devices, data  2s:
records, and other standards. The proposed technology to be able to communicate these 252
sensors will be through Zigbee due to: 283

1.  The Zigbee standard operates in license-free bands that facilitate the integration of 2ss
services in the transport sector in the 2.4 GHz, 900 MHz, and 868 MHz bands. It 2ss
offers speeds of up to 250 kbps and 65,000 connected devices (enough to monitor the 2se
temperature and relative humidity of all containers on the ship). 257

2. Zigbee’s ability to support mesh networks that, due to their decentralized nature, =2ss
are ideal for the structure of containers carried by ships. In addition, each node is 250
capable of self-discovery on the network. Also, when nodes leave the network, the ze0
mesh topology (not available in Bluetooth) allows nodes to reconfigure routing paths  ze:
based on the new network structure. The characteristics of the mesh topology and 22
ad-hoc routing provide greater stability in changing conditions or in the event of a 263
single node failure something that can benefit in the world of logistics transport and  zea
containers, since, when used in intermodal transport, would frequently vary from zes
place 266

3.  Lower power consumption compared to that required by Bluetooth. When it is 267
transmitting, Zigbee offers consumption of 30 mA and at the rest of the time just 3  zes
#A. On the other hand, Bluetooth consumes about 40 mA transmitting and 0.2 mA  zee
at rest. This is because the Zigbee system spends most of its time in a “sleep” state, 270
while Bluetooth is always in a transmit and/or receive state. In this way, it is optimal 2n:
in terms of energy savings and battery life, something very necessary in long-term 27
transoceanic trips. 273

For WSN, according to ZigBee, we find three types of devices or nodes as shown in Fig. 2. 27
These nodes are: 275
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Figure 3. WSN subsystem scheme
e  Coordinator: 276
—  There can only be one per network. 277
—  Starts the formation of the network. 278
* Router: 279
- Itis associated with the network coordinator or with another ZigBee router. 280
— It may act as coordinator. 281
- Itisin charge of multi-hop routing of messages. 202
i End device: 283
—  Basic element of the network. 284
— It does not perform routing tasks. 205

In order to calculate the distribution of the IoT sensors on the ship, it is necessary to  zse
have the stowage arrangement (placement of the cargo) in a container ship. An example zs7
of container layout is shown in Fig. 3. A pallet has been considered that can contain both  2es
normal containers and “refeer” containers. The measures of the standard TEU container zs»
are 20 feet, corresponding to 6 meters long, 2 meters wide, and 2.5 meters high as shown in 200
Fig. 3. Based on these measurements, 200 containers are grouped on deck in the form of ze:
a cube. The layout of the containers is observed from a frontal perspective (10 rows and 202
4 columns of containers). The side view forms a cube of containers (5 containers deep). zes
In this way, the layout of a container type Grouping (on deck) and the corresponding 204
measurements are displayed. In summary, the type of container grouping (containers) o5
on deck is made up of: 10 containers horizontally, 4 containers vertically, and 5 bottom 206
containers. 207
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Table 1. Zigbee parametrization.
IEEE Bit rate | Latency | Frequency | Range | Number | Topology | Battery | Security | Cost | Complexity
standard dev Life
802.154 | 20-250 | 30 ms 2.4 GHz 10-75m | 2-65,000 | Mesh >1year | 128 bits | Low | Simple
kbps Star AES

In the warehouse, the design changes as half of the containers can be accommodated by 20
each type group, since the height is reduced by half, each group being about 100 containers. =2es
In total, this container ship can accommodate 1,200 containers. In order to generate a o0
Zigbee network, the previously shown grouping type will be taken as the type network. In s
no case are the 75-100 meters of distance (allowed by the Zigbee network) between end = so2
nodes and coordinator node exceeded. 303

In this case, the design of the WSN architecture requires the following conditions: 308

*  Being able to accommodate a maximum of 200 reefer containers in each Zigbee 305
network. 306
* A decentralized mesh network is proposed so that each node is capable of self- 307
discovery in the network (this will facilitate the transit of monitored reefer containers). sos
This topology allows the nodes to reconfigure the routing routes each time new ones o0
are included or they disappear (in the case of transit or failure of a reefer). 310
* A Zigbee coordinator node is included for each cluster with a maximum of 100 s
(warehouse) /200 (deck) containers, in charge of forming the Zigbee network. It s
establishes a communications channel and a network identifier (PAN ID). Handles i3
packet routing of the final nodes. In addition, the same coordinator node will serve as 14

a gateway in the next WLAN subsystem. 315
* A Zigbee end node is implemented for each refrigerated container in each cluster. 316
®  There is a sensor capable of measuring the relative humidity and the temperature of 17
the container. a1
The main characteristics of Zigbee for the WSN subsystem are listed in Table 1. 319
2.2. Wi-Fi based WLAN subsystem 320
The second subsystem, WLAN, is shown in Fig. 4. This sub-network consists of WIFI-5 21
technology, whose elements are detailed as follows: 322

¢ Gateways or coordinating nodes (in the WSN network) for each group of containers szs
(they share the 2.4 GHz frequency of the Zigbee-based WSN network as the aforemen- sz«
tioned 5 GHz for WiFi5). These devices will be redundant. 325
*  Automatic Identification System and geolocation antenna (AIS+GPS transponder) s26
class A based on WIFI-5 technology with a redundant access point (AP). Commer- sz
cial solution found: RayMarine with the AIS4000 product, which is a class A AIS s2s

transponder with built-in WiFi and GPS. 320
*  Control system based on PDAs for ship crew with WiFi5 in which to monitor the 330
previously described WSN sensor network. 331
¢ Concentrator router (redundant) of the rest of the previously described elements 32
located in the command bridge. 233

®  The ship’s electrical power line serves to provide sufficient energy to all the elements 3
of the network. Redundant element through a UPS (uninterruptible power supply) to  sss

guarantee the power supply. 336
The main characteristics of WiFi for the WLAN subsystem are listed in Table 1. 337
2.3. Satellite based WWAN subsystem 338

A communication link based on a MEO satellites constellation has been chosen to 3
provide coverage on the ship itself, as well as the ship with any data monitoring point on s
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Figure 4. WLAN subsystem scheme

Table 2. WiFi-5 parametrization.

Indoor | Outdoor Bandwidth

Standard | Release | Frequency | Bit rate Range | Range
WiFi 5
802.11ac

14 5 GHz 3.5 Gbps | 100m 50m 20,40,80+80,160 MHz
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Figure 5. WWAN subsystem scheme

land, in order to find the balance between delay and cost of deployment for use in this
WWAN (Wide Wireless Area Network).
As shown in Figure Fig. 5:

¢  The ship has a satellite antenna that allows both transmitting and receiving in the
frequency bands used by this satellite, which will be connected to the communications
rack established in the wheelhouse.

*  Shore-based satellite base stations that function as gateways for ship-to-shore-to-ship
communications.

*  These base stations are connected to the backbone network to provide an IP connection.

*  Once a connection to the data backbone is provided, data is sent to a cloud server
to secure the data transmitted by the ship (WSN data monitoring, AIS and ship
geolocation, and any other necessary ship communications -Voice and Data-).

* Anapplication is provided to visualize the data received by the ship.

To find a balance between satellite link delay and the cost required for system deploy-
ment, a medium earth orbit (MEO) satellite constellation designed to provide low-latency
broadband connectivity to remote locations for mobile network operators and maritime
service providers is chosen.

A total of 20 satellites are deployed in a circular orbit along the equator at an altitude
of 8,063 km at a speed of 11,755 mph (18,918 km /h), similar to that used by SES with O3b
[18,19]. The deployed constellation is shown in Figure 6.

Each satellite is equipped with fully steerable Ka-band antennas at 19.7 GHz for the
downlink and 24 GHz for the uplink. Round-trip latency is 140 ms for data services.

The shipping route crosses the Atlantic from Southern Europe to the Caribbean area.
Regarding the service area, as shown in Figure 7, the sea route is always within the standard
service area, thus ensuring its connectivity.

3. Maritime transportation services

The evolution of IoT in the field of maritime transport (“Internet of Ships”) has gained
special importance, as argued in section 1, and this has generated new areas of application
in said industry. In this context, this work presents two new services supported by IoT and
a satellite network for logistics transport at sea that have a benefit in society.

3.1. Monitoring service of transported cargo

This service consists of creating a communications network based on IoT and a con-
stellation of MEO satellites to monitor the cold levels of cargo transported by containers
on ships to guarantee its conservation by maintaining the cold chain and optimal relative
humidity conditions (necessary in transportation of medicines and perishable food).

372

373

374

375
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Time Step: 10.

Figure 6. As part of the constellation, a total of 20 satellites are deployed in a circular orbit along the
equator at an altitude of 8,063 km in MEO orbit

Figure 7. Maritime route and service area
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Figure 8. Monitoring of temperature and relative humidity in the container

Fig. 8 presents a scheme for the proposed service. In this case, a thermometer sensor sz
and a hygrometer capable of monitoring temperature and relative humidity of the load 7~
are detailed. In addition, as can be seen, this scheme is included within the wireless sensor s7s

network WSN, which will be detailed in the following chapter: 379
This service must take into account the following;: 380

*  Have sensors capable of measuring the following parameters: 381
—  Thermometer sensor, capable of measuring temperature ranges between -25.0 °C  se2

and +25.0 °C (with a precision of 1 decimal). 383

- Hygrometer sensor, capable of measuring relative humidity ranges between 0%  sss
absolute dry air and 100% air completely saturated with water vapour. 385

* Regulations to be met by the sensors placed according to the Agreement on the sss
International Carriage of Perishable Food Products (ATP) (UNCTAD) [20], 387

-  Standard UNE EN 13846 - Temperature recorders and thermometers for the ses
transport, storage and distribution of refrigerated, frozen and deep-frozen foods, see
and ice cream. Periodic verification-. 390
- Standard UNE EN 12830 - Temperature recorders for the transport, storage and e
distribution of temperature-sensitive products. Tests, operation, aptitude for use-. o2

3.2. Enhanced positioning service 303

The power lines installed on container ships (Power Line Communications, PLC), 304
suffer from deterioration caused by corrosion on the high seas, by handling the load- ses
ing/unloading of containers in ports (stowage), and have limitations both in speeds of e
transmission, as well as how little immune they are to noise. In this way, a wireless com- o7
munications service capable of covering both the monitoring service through sensors and  ses
other services that this type of transport can use (such as GPS and AIS) is offered. For this, e
the solution must take into account: 400

*  Regulations that must be complied with in wireless communications on the ship that 0

define the exchange of information: a02
e ISO 10368. The main summary lists the interfaces and protocols necessary to achieve 03
this certification. 208

¢  Standardized architecture, correct dimensioning and messaging protocol that defines 405
a correct monitoring of the cargo transported, as well as the communication of other 406
services on the ship. a07
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Figure 9. WSN/WLAN subsystems dimensioning across the ship

Therefore, the solution to respond to this service is based on designing and developing
the technological evolution that responds to the aforementioned problems generated by
wired communications.

4. Network dimensioning on the platform on the ship

The necessary dimensioning within the ship’s communications is shown in Fig. 9.
On the one hand, how the available spectrum is distributed both for the WSN subsystem
and for the WLAN subsystem are considered. and what channels will be used to transmit
both from the endpoints located in the containers and the channel used by other possible
services such as AIS. and GPS. The data is centralized in a central node (communications
rack) which groups all the information before being sent to the satellite.

4.1. WSN subsystem

For the wireless sensor area network WSN dedicated to monitoring through Zigbee,
a different communication channel assuming Frequency Division Multiplexing (FDM) is
used for each type of container grouping (200 on deck and 100 in the ship’s hold). In this
way, the IEEE 802.15.4 standard that allows users in the 2.4 GHz band is distributed as
follows in this solution:

*  Number of channels available: 16 channels separated in their central frequency (f.) by
5 MHz (80 MHz of available spectrum). Thus, each coordinating node is assigned one
of 16 channels. The 16 channels are never exceeded since there is a limitation of space
on the ship for each group of containers.

e Frequency bandwidth of about 3 MHz for each channel.

¢ Eachnode has a spectrum of 1.23 KHz. According to the standard in the total 80 MHz
spectrum, 65,000 endpoints can be arranged.

* A Maximum number of endpoints per channel: 4065 nodes (not exceeded since each
group type allows a maximum of 200 containers).

Here’s how the Zigbee spectrum is used to cover clusters of containers along the ship
with different channels: Example of channels for 1200 containers in groups of:
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1.  Zigbee channels from 1 to 4 for 4 groups of 200 containers on deck (800 containers in  43s

total). 436
e  Channel 1: f, = 2405 MHz. a37
4 Channel 2: fC = 2410 MHz. 438
*  Channel 3: f, = 2415 MHz. 430
e Channel 4: f, = 2420 MHz. a40
2. Zigbee channels 5 to 8 for 4 groups of 100 containers in the warehouse (400 containers 4
in total). 422
¢ Channel 5: f. = 2425 MHz. 443
e  Channel 6: f. = 2430 MHz. a4a
° Channel 7: fC = 2435 MHz. aas
*  Channel 8: f, = 2440 MHz. 446

The protocol used is that established by the Zigbee standard, where each end node 447
(the one used for monitoring each reefer container) transmits on its assigned channel. To 44
identify each node, the license plate (inscribed on the container door) which is marked on 44
each reefer and its spatial reference is used, so that the onboard crew can configure it in 4so
each stowage both in its Channel (CH), and assign it an identifier (reefer registration) at the 4s:
application level (see explanation later in the chapter of communication protocols). a52

4.2. WiFi subsystem 453

On the other hand, for the WLAN subsystem, technology has been established that sss
allows communication within the area of the container ship itself that mainly does not ass
interfere in the Zigbee band (2.4 GHz) and that provides sufficient coverage for each a4se
grouping type designed (let us remember 200 containers on deck and 100 in the hold) and  4s7
other multiplexed services such as AIS and GPS. ass

In this way, the choice of the WiFi5 standard (802.11ac), allows us to solve the problem  aso
of interference since by operating in the 5 GHz band the signals emitted do not interfere aso
with those of the end nodes installed in each reefer. a61

Therefore, by broadcasting in the 5 GHz frequency, the gateways that are going to 4=
be used (remember that they will also be used as coordinating nodes in the Zigbee net- 4s:
work), have new communication channels and available spectrum. When using Frequency  ses
Division Multiplexing -FDM-, this spectrum will be distributed in bands of 80 MHz per  ses
channel (remember that more spectrum can be dedicated per channel thanks to the use of 4s6
this standard), in such a way that, of the 160 MHz possible usable, the spectrum will be 467
divided into two channels of 80 MHz each. Thus: a68

1. A channel is guaranteed to collect information from each of the channels provided in 460
the Zigbee network (WSN). Since 80 MHz is available, 40 MHz is used in the design 470
example provided for the WSN communication protocol. If new reefer-type pools
are added to the containership, more spectrum is still available to collect the new sz
monitoring channels. a73

2. Another 80 MHz spectrum is guaranteed on a different channel for communica- a7
tions within the ship that collects information received from both the AIS and the 475
geolocaGPS coordinates of the ship. a76

5. Communication Protocols 477

In order to establish a communication protocol, we start from the base of the proposed  47s
architecture referring to the ship (WSN and WLAN) -it will be detailed from the smallest 7o
to the largest wireless network-. Access to the medium will be based on CSMA/CA 40
(Carrier Sense Multiple Access with Collision Avoidance) in both and will be defined in 481
each of the wireless networks. Lastly, a message protocol will be established to define the 4s2
communication between services (monitoring, identification, and position of the container 4ss
on the ship and information related to AIS and GPS). asa
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Figure 10. Sequence for the reservation of the medium by a sensor in the Zigbee network
5.1. Channel reservation protocol ass

The protocol is based on the IEEE 802.15.4 standard, which defines CSMA /CA (Carrier ass
Sense Multiple Access with Collision Avoidance) as the Media Access method for each  ss7
grouping type designed (200 on the deck of the ship or 100 containers in the ship ‘s hold in  4es
each case). It is a random waiting mechanism that avoids collisions in the transmission of 4se

each Zigbee node a 490
Detailing step by step shown in Fig. 10, the following flow is followed: a01
1. Each container pool broadcasts on a different channel. a02
2. Within each channel, the end nodes that monitor each reefer listen to the medium. 493
3. If the medium is free, they reserve the channel to request connection data from their o4
coordinator, if not, they wait a random time and try again. a0s

4.  If they have data to transmit and have not yet reserved the channel, they listen to the 4s6
medium again and when it is free they ask for a temporary space to be able to reserve so7

it. 498
5. If the end node already has the reserved channel and has data to transmit, it waits for aee
a random time and then starts the data transfer. 500

Below, the association procedure of the sensor with its coordinating node is detailed, as  so:
well as the following procedure that will be chosen for sending data. 502

5.1.1. Sensor association procedure with its coordinator 503

In the following Fig. 11 it is observed how before sending data, within the 802.15.4  sos
standard there is the association procedure in which the final node (in our case the Zigbee sos
device placed in the reefer), requests the data of the PAN ID (Personal Area Network Iden- sos
tification) to the coordinating node. Later, it will be seen how once associated, the sending  sor
of data from the final node to the coordinator will continue and how this communication is  sos

carried out. 500
The CSMA /CA method used for the WSN network uses control frames to able to  sio
coordinate the sending of data on the channel, where: s11

¢ SIFS: Short Inter Frame Space. The time interval between transmission of packets s
(mandatory period of idle time on the transmission medium). s13
¢  DIFS: Distributed Inter Frame Space. Minimum delay for asynchronous traffic com- s
peting for access. An end node waits for a DIFS before transmitting any monitored sis
data when the channel is free. s16
*  RTS: Request to Send. Control packet for data transmission request. 517
*  CTS: Clear to Send. Control packet indicating that the receiving node is free to send. s
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Figure 11. IEEE 802.15.4 Sensor association procedure with its coordinator node

In this way, by using the control frames explained previously, it is established a s
procedure -after association- able to send data from end nodes to the coordinator in the sz
WSN. s21

5.1.2. Sensor data submission procedure with its coordinator 522

As we have seen previously, Fig. 11 details the procedure for associating an endpoint  szs
(final node) placed in the container with its coordinator node. Now, Fig. 12 details the s24
channel reservation process to send data (in this case those that come from monitoring, as szs
well as those that identify the container). In addition, a type of container grouping located  sze
on the deck is observed in detail. They use the same channel (in this case Channel 1), with 27
a bandwidth of 3 MHz (separation between central frequencies of each channel of 5 MHz), s2s
and a reefer identifier assigned as ID (registration of the container) to be able to recognize s2o
it within the Zigbee mesh. 530

5.1.3. Procedure for sending data in WLAN of the services provided 531

Once the channel has been reserved and the useful data of the sensor network has  ss:
been transmitted to its coordinators, it is time to see how the channel reservation is made sss
in the following wireless local area subsystem -WLAN-. WiFi5 is the technology chosen, ssa
using the previous subsystem detailed with the same access to the medium (CSMA/CA). sss
Unlike the WSN network, it uses beaconing (virtual carrier) through a vector of reserve sse
(NAV). In this way, all the gateways placed on the ship follow the next steps as shown in ss7
Flg 13: 538

1.  They listen if the medium is free and if it is not, they wait. The gateways update s
their reservation vector of the NAV network (it works as a countdown, from which  sa0
moment you can try to send data again). sa1

2. Once the medium is free, they wait for an IFS time (Inter Frame Space, or frame time). ss2

3. After this IFS time, they listen to the medium again, and if they find it still busy, they sas
wait for another IFS time. 544
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Figure 12. Access to the Medium for data transmission in the WSN Reefer-Coordinator network

4. If, on the other hand, when listening to the medium after the IFS time, it is free and its  sas

reservation vector of the NAV network is 0, the sending of data begins. 546
5. Once the data is sent, the end node waits for a data confirmation ACK received by the sar
concentrator router of all ship communications. Buffer is released. sa8
6. If this ACK is not received, the data frame is forwarded. 549

The gateways (coordinating nodes in the sensor network) placed throughout the ship, sso
encapsulate the received frames (both from the sensor network and AIS and GPS). In the  ss:
MAC layer frame headers in the IEEE 802.11 standard, a duration field is marked that ss:
specifies the transmission time required for the frame, in short, the time that the medium  sss
will be busy. Gateways in the ship’s WLAN mesh listening on the wireless medium read  ssa
the duration field and set its NAV (Network Allocation Vector), which is an indicator toa sss
gateway of how long to defer access to the medium. 556

A WLAN network gateway (WiFi5) listens to the free medium, and then sends data as  ssr
shown in Fig. 14. Meanwhile, the rest of the Gateways wait for the channel to be free and  sss
after a random time, they send the received data (sensors/AIS/GPS). It is also observed, sse
how the data sent from the sensors is received by different gateways (mesh network) with  seo
the destination address of the router, and how the AIS/GPS data is sent directly to the same  sex
router, before being sent to the satellite (next WWAN subsystem ). 562

5.2. Messaging protocol s63

For the architecture proposed, also we define a message protocol within the ship. This ses
messaging protocol will allow us to: 565

1. Identify the data monitored by the sensor related to temperature and relative humidity. ses
2. Locate the position of the monitored container inside the ship, so that action can be  sez

taken quickly in the event of failures. s68
3. Identify with a reefer container ID that allows monitoring (in a cloud application) the seo
sensor data (humidity and temperature). 570
4. Identify what data comes from each different service. s71

A type grouping is designed as shown in Fig. 15, in which 200 containers are arranged sr=
on the deck using the spatial arrangement in the form of a cube. Fig. 15 shows the placement s7s
and spatial definition of the type grouping: s7a

* 10 containers arranged horizontally -Row (F)-. 575
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Figure 16. Data Units in the layer structure

* 4 containers stacked high -Height (A)-.
¢ 5 containers arranged in depth -Column (C)-.

At the time of stowage (loading and connection of the reefer to the power line), the
manual configuration at the application level of the Zigbee sensor placed in the container is
carried out. To do this, in the different layers of the 802.15.4 standard, there is a payload
and different headers (control and addressing) that are added to each defined layer, as can
be seen in Fig. 16:

The payload at the Application Sublayer level (ASDU -Application Service Data Unit-)
has a variable capacity depending on the use or not of headers in other layers. Through the
application and the monitoring of the sensor itself, a minimum space will be reserved so
that the information shown in Fig. 17 can be transmitted:

1. Information received from the sensor referring to its humidity and temperature
(SENS):

a minimum of 12 octets (bytes) reserved in the ASDU payload, which will be given
by the information gathered from the sensors placed in the monitored reefer container.
Although only 3 bytes in binary encoding are used for monitoring, a further 9 bytes are
reserved for future use.

Application Header

Sensor data -humidity and temperature- Reefer
(SEI’?.;] g Reefer identifier (ID). Position
12 bytes 10 bytes (POS).
4 bytes
Eﬂ ASDU [Application Service Data Unit) 26 bytes
$
<
o
=

Figure 17. Zigbee Application protocol frame bit reservation for container monitoring

1
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Figure 18. Detail of the message with the temperature and relative humidity of the container

*  Thermometer sensor (2 bytes): 593
—  1byte: integer part of the temperature (range -25°C,+25°C). The most significant ses

bit of the 8 bits will tell us if the temperature is negative or positive: 595

+  1: positive value. 596

+  0: negative value. s07

-  1byte: decimal part of the temperature. 508

*  Hygrometer sensor (1 byte): 599
- 1byte: the relative humidity (number from 0-100). 600
Example: 601

¢ Temperature: -23.7°C 602
- 1byte: (-): 0->23: 0011001 603

- 1byte: 7: 00000111 608

*  Relative humidity: 85 605
- 1byte: 01010101 606

Fig. 18 below shows the coding of the 3 bytes used in this example of monitoring the o7
temperature and relative humidity of the container: 608
2. Information referring to the identification of the monitored reefer container (ID): 600
as seen before, the container license plate is entered in the application when the 610
storage is carried out and is encoded in ASCII code (alphanumeric characters), devotinga e
maximum of 10 bytes (the plates that identify the container do not occupy more than 10 &2

alphanumeric characters). 613

Container license plate example: MAE 555-321 614
*  MAE: referring to the shipping company that owns the container (Maersk). 615
e 555-321: identification of the container. 616

In this way, Fig. 19 shows the detail of the information referring to the identification of 617

the container (ID) of the example exposed with the corresponding ASCII encoding;: 618
3. Information referring to the spatial position of the monitored reefer container oo
within a container type grouping: 620
to identify the position of the container within the groupings along the ship’s deck/hold, 22
4 binary coded bytes are dedicated to helping an operator to locate it. For it: 622
* 1 byte: type group of containers identification -stacked containers- on the ship (up to e2s
255 possible locations). 624
¢ 1byte: row number in the group type of containers (R). 625
¢ 1byte: height number in the group type of containers (H). 626

e 1 byte: column number in the group type of containers (C). 627
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Figure 20. Manual configuration in the storage of the container location
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Figure 21. Detail of the message with the position of the container on the ship

Frame information ("Application Service Data Unit")
LSB encoding in

Definition of data to transmit

payload
00 Information received from the sensor network
01 Information received from AlS
10 Information received from GPS

Figure 22. Coding in IEEE 802.11ac payload the services provided

An example of the spatial location of the container is shown above in Fig. 20, and e2s
the following Fig. 21 shows how the message is manually encoded in the ASDU during eze

stowage to choose its position within its grouping. 630
In this example the following information travels: 631
¢ Group type identification (1 byte): Group 1: 00000001 632
*  Row identification (R) (1 byte): Row 10: 00001010 633
*  Column identification (C) (1 byte): Column 1: 00000001 634
*  Height identification (H) (1 byte): Height 4: 00000100 635
Therefore, the container position message that will go in the ASDU payload will be as 36
follows: 637
4. Information referring to identifying the services in the communication: 638

Once the communication protocol of each of the nodes that make up the WSN network ese
has been defined, it will be explained below how this network will communicate with e
the WLAN network through WiFi 5. It is established that, in each Gateway placed along sa
the ship, depending on whether it receives information from the sensors or from the GPS 642
or AIS service, this information is encapsulated and encoded -according to the 802.11ac  ess
(WiFi5) standard-, the first bits of the message data frame. In the case of encapsulating ess
the sensor network data, it will be done by the specification of the WiFi standard such as  ess
Zigbee, adapting the network cards of the Gateways. Once encapsulated, an encoding is  ess
defined in the payload of the message at the application level. In this way, it will be possible  ear
to know what data from which services are being collected and issued, as illustrated in ess

Flg 22: 649
5.3. Satellite link 650

Table 3 represents the main parameters of the satellite communications system thatis es:
used to provide round-the-clock coverage of the sea route. 052

Based on the MEO orbit constellation proposed in Section 2.3, Figure 23 depicts the 24- ess
hour access time to each of the constellation’s satellites from any point along the maritime esa
route. It can be seen that with the current configuration, access to at least one satellite is  ess
always available throughout the 24 hours, ensuring 100% availability. 656
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Table 3. Communications Satellite System Parameters
Orbit MEO
Number of Satellites | 20
Altitude 8,063 km
Downlink Frequency | 19.7 GHz
TX power 30 dBW
TX Gain 43.69 dB
Uplink Frequency 24 GHz
Latency 140 ms
Access Times - 25 Jul 2022 10:57:50
Place1-To-Satellited - Times
Place1-To-Satellited - Times
Place1-To-Satellite7 - Times
Place1-To-Satellited - Times
Place1-To-Satellite5 - Times [~
Place1-To-Satellite4 - Times ———— —_— —_— —_— —
Place1-To-Satellite3 - Times — e e |
Place1-To-Salellite20 - Times [f————— —_— —
Place1-To-Satellite2 - Times
Place1-To-Salelite 19 - Times
Place1-To-Saleliite 15 - Times —_— —_— _— _—
Place1-To-Salelite 17 - Times [~
Place1-To-Salellite16 - Times [~
Place1-To-Satellite 15 - Times
Place1-To-Satellite 14 - Times
Place1-To-Salellite13 - Times
Place1-To-Satellite 12 - Times _— _— — _—
Place1-To-Satellite11 - Times — —_— — —
Place1-To-Saleliite10 - Times — — — —
Place1-To-Satellite1 - Times
; " } . " ; " . } . " ¢ " } } ;
12:00 15:00 12:00 21:00 26 Tue 3:00 6:00 9:00
Jul 25 Men 2022 Time (UTCG)
— = — — =
Place1-To-Satellite1 - Times (UTCG) Place1-To-Satellite 10 - Times (UTCG) Place1-To-Salellite 11 - Times (UTCG) Place1-To-Satellite12 - Times (UTCG) Place1-To-Satellite13 - Times (UTCG)
— =) = = —
Place1-To-Satellite14 - Times (UTCG) Place1-To-Satellite15 - Times (UTCG) Place1-To-Satellite 16 - Times (UTCG) Place1-To-Satellite17 - Times (UTCG) Place1-To-Satellite 18 - Times (UTCG)
= = — = =
Place1-To-Satellite 19 - Times (UTCG) Place1-To-Sateliite2 - Times (UTCG) Place1-To-Sateliite20 - Times (UTCG) Place1-To-Satellite - Times (UTCG) Place1-To-Satellite4 - Times (UTCG)
— =) = = =
Place1-To-Satellites - Times (UTCG) Place1-To-Sateliite6 - Times (UTCG) Place1-To-Satellite7 - Times (UTCG) Place1-To-Satellited - Times (UTCG) Place1-To-Satellites - Times (UTCG)

Figure 23. Availability of service at any point along the maritime route.

On the other hand, Figure 24 represents the histogram of the carrier to noise ratio sz
(C/N) obtained during the visibility time for Satellite 11. It is observed that in the downlink ess
the C/N can vary from 2.4 to 5.7 dB, while in the uplink the range is from 0.4 to 4.2 dB. 659

6. Conclusions 660

In this work, an architecture based on three types of wireless networks has been s
proposed to solve several current problems in maritime transport, such as the transport of  ee2
merchandise under special conditions (products under specific cold temperatures). The es:
solution will be valid to provide a cold chain monitoring service through an IoT network ees
supported by a constellation of MEO satellites. 665

The networks that make up the architecture are WSN, WLAN, and WWAN which  ees
use Zigbee, WiFi, and SatCom technologies respectively. In the proposed solution, the s
communication between the sensors within the WSN network has been detailed, forming ess
an IoT network. In turn, the network of sensors communicates with the base station located eeo
on the deck of the ship via WiFi to subsequently communicate through the MEO satellite o7
constellation with the control center on land. This communication with the ground segment 672
is done through the classic maritime communications protocol, the AIS protocol. 672

On the other hand, the communications protocol and the messaging system have been &7
defined to send the information from the sensors to the control center. This information e7s
within the service is the temperature and relative humidity of the containers. The messages es
defined in this solution are integrated into the AIS protocol messages to forward them o7
through the satellite link. Unlike other works of the state of the art, the architecture 77
proposed together with the protocol and communications messages allows updating the o7
route of the ships so as not to lose the merchandise in the event that the cold chain is broken, 7
updating the destination port. 680
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Figure 24. Carrier to Noise Ratio histogram in the maritime route

The messaging system also offers the option of extending the messages in the future s
to include other physical parameters of the refrigerated containers, such as the levels of s
02/CO2 in the container, and volumetric levels of the cargo transported. Therefore, Zigbee sss
frames have space reserved for future expansion. o84

Future work will include further analysis and optimization of the satellite communica- ees
tions system, a more extensive study of LEO, MEO and GEO orbit compensation, and a  sss
more detailed study of rain attenuation. 087
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