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Abstract: Deep neural networks (DNN) have successfully delivered a cutting-edge performance in
several fields. With the broader deployment of DNN models on critical applications, the security of
DNNSs becomes an active and yet nascent area. Attacks against DNNs can have catastrophic results,
according to recent studies. Poisoning attacks, including backdoor and Trojan attacks, are one of the
growing threats against DNNs. Having a wide-angle view of these evolving threats is essential to
better understand the security issues. In this regard, creating a semantic model and a knowledge
graph for poisoning attacks can reveal the relationships between attacks across intricate data to
enhance the security knowledge landscape. In this paper, we propose a DNN Poisoning Attacks
Ontology (DNNPAO) that would enhance knowledge sharing and enable further advancements
in the field. To do so, we have performed a systematic review of the relevant literature to identify
the current state. We collected 28,469 papers from IEEE, ScienceDirect, Web of Science, and Scopus
databases, and from these papers, 712 research papers were screened in a rigorous process, and 55
poisoning attacks in DNNs were identified and classified. We extracted a taxonomy of the poisoning
attacks as a scheme to develop DNNPAO. Subsequently, we used DNNPAO as a framework to create
a knowledge base. Our findings open new lines of research within the field of Al security.

Keywords: Deep neural networks; Adversarial Attacks; Poisoning; Backdoors; Trojans; Taxonomy;
Ontology; Knowledge Base; Explainable Al; Green Al

1. Introduction

DNNs have brought innovative changes and introduced new dimensions in many
fields. With the rapid growth of using DNNs for diversified purposes, DNNs have proven
to be a very effective technique in producing models that become the core of critical
applications. DNN models are usually used in solving routine problems and applied in
automating daily labor, computer vision such as object detection [1], pedestrian and face
recognition [2], linear algebra [3], mobility [4], Natural Language Processing (NLP) [5,6],
solar forecasting [7], medical diagnosis [8,9], smart cities [10], forensic sciences [11], and
supporting cyber security applications [12-14].

DNNSs rely upon their input data, structure, and parameters and any change might
mislead the DNNSs. This sensitivity of DNNs makes them brittle against adversarial attacks.
Attackers can mislead the DNNs by corruption parameters, maximizing error functions, or
manipulating the datasets. Recent research demonstrates that the robustness of deep neural
networks is a critical weakness against malicious attacks. Moreover, the robustness of
DNNs is vital due to the emerging concepts of responsible and green artificial intelligence
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(AI) [15,16] that aim to preserve ethics, fairness, democracy, and the explainability of
Al-based decision systems.

The attacks against deep neural networks can be classified according to three main
categories: 1) Attacks at the training phase such as data or model poisoning attacks. 2)
Attacks at the training and testing phase such as Backdoor and Trojan attacks. 3) Attacks
at the testing/inference phase-only which are called Evasion attacks and are specifically
known as Adversarial Example attacks.

Many studies have attempted to review the attacks against DNNs. Although there are
a growing number of research on adversarial attacks, only a few of them focus on poisoning
attacks. Meanwhile, with the rapid use of DNNSs, evaluating the robustness of DNNs
involves exploring weaknesses in their models. Traditional security management and
threat analysis lack methods for intelligent responses to new threats. A semantic knowledge
representation of security attacks is a significant way to retrieve data for analysts whether
they are human or Al agents. In addition, there is still a lack of semantic knowledge graphs
and intelligent reasoning technologies for emerging attacks.

Thus, motivated by this research gap, this paper proposes an ontology of poisoning
and backdoor attacks in DNNs. The ontology is extendable. We focus here in this paper on
the first two types of attacks and we call both of them poisoning attacks, which means that
we focus on poisoning attacks in the training phase and the backdoor, and Trojan attacks
that begin in the training phase and can continue to the testing or inference phase. We
investigated poisoning and backdoor attacks from papers published between 2013 and
the mid of 2021 through a systematic literature review. We collected 28,469 papers from
IEEE, ScienceDirect, Web of Science, and Scopus databases, and from these papers, 712
research papers were screened in a rigorous process. After a further screening, 52 papers
were selected, which were fully read and analyzed. From these 52 papers, a total of 55
poisoning attacks in DNNs were detected and categorized. We extracted a taxonomy of the
poisoning attacks as a scheme to develop DNNPAO. Subsequently, we used DNNPAO as a
framework to create a knowledge base.

The rest of this paper is organized as follows. Section 2 describes the research method-
ology of the paper including the systematic review methodology. Section 3 presents related
work. Section 4 presents the poisoning attacks taxonomy extracted from the systematic
review. Section 5 provides a review of the selected 52 papers. Section 6 describes the
architecture of the DNN Poisoning Attacks Ontology (DNNPAO) and the poisoning attacks
knowledge base. Finally, Section 7 concludes the paper and suggests some directions for
future research.

2. Research Methodology

This section describes the methodology used in this paper. The work is divided into
three phases, each with its own method. The first phase is the systematic literature review
which was focused on identifying the security threats against DNNs and the related works
in prior studies. The second phase involves developing a taxonomy scheme based on the
literature. In the third phase, the DNN poisoning attacks ontology was built on the basis
of the taxonomy and then a poisoning attacks knowledge base was created. Figure 1 on
Page 3 shows the overall research process that has been carried out in this study and each
phase is described in detail.

2.1. Phasel

We performed a systematic literature review (SLR) [17] to understand the existing
poisoning attacks, their characteristics, and related works. From among a total of 28469
detected papers, 712 research papers were screened and 52 papers were fully read. Our SLR
protocol had three main phases. 1) Research questions 2) Search strategy 3) Study selection.
Furthermore, in the SLR protocol, these keywords were used: deep neural networks, deep
learning, vulnerabilities, threats, attacks, security, taxonomy, ontology, poisoning, Trojan, Backdoor.
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Figure 1. Overall research process in this study.

2.1.1. Research Questions

We initially framed our main research questions (MRQs) to address our general goal.
Then, we defined sub-questions (SRQ) on the basis of the main ones. Thus, the following
questions were defined:

e  MRQI1: What are the existing poisoning and backdoor attacks against deep neural
networks? .

e  MRQ2: How can the identified attacks be classified according to their characteristics?
(Ontology).

e  SRQ2.1: What are the main dimensions (classes) of the existing poisoning and back-
door attacks? (Taxonomy).

e  SRQ2.2: What are the characteristics (subclasses) of these dimensions?(Taxonomy).

2.1.2. Search Strategy

On the basis of the research questions we identified the main keywords. Then, we
formulated the search string before starting the search in databases by applying Boolean
operator OR for synonyms and Boolean AND operator for Linking keywords. Table 1 on
Page 3 shows the formulated search strings.

Table 1. Search Strings.

Number Search String

S1 (("deep neural networks" OR "deep learning" OR DL) AND (taxonomy OR survey OR
review) AND (attacks OR security))

S2 (("deep neural networks" OR "deep learning" OR DL) AND (vulnerabilities OR vulnera-
bility OR weaknesses OR threats))

S3 (("deep neural networks" OR "deep learning" OR DL) AND attack)

54 (("deep neural networks" OR "deep learning” OR DL) AND ("black box" OR "grey box"
OR "white box"))

S5 (("deep neural networks" OR "deep learning" OR DL) AND adversarial)

S6 (("deep neural networks" OR "deep learning" OR DL) AND poisoning)

S7 (("deep neural networks" OR "deep learning" OR DL) AND Trojan)

S8 (("deep neural networks" OR "deep learning" OR DL) AND Backdoor)

S9 (("deep neural networks" OR "deep learning" OR DL) AND (ontology ) AND (attacks
OR security OR poisoning OR Trojan OR Backdoor))

Well-known academic databases and libraries have been used to collect the papers
as listed in Table 2 on Page 4. To select the primary studies, inclusion and exclusion
criteria have been used. Furthermore, automation tools have been used (Rayyan.io [18]
and ASReview [19]) to review, filter, and screen relevant and irrelevant papers.
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Table 2. Digital Libraries and Databases.

Databases S1 S2 S3 S4 S5 S6 S7 S8 S9 Total
IEEE 271 1117 1860 410 2867 54 48 41 17 5685
Science Direct 702 795 457 256 267 0 31 27 2 2537
Web of Science 381 1109 1807 432 2524 48 38 37 52 6428
Scopus 556 2389 3861 1113 5514 111 76 94 105 13819

Total 28469
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Figure 2. Search string results on databases

2.1.3. Study Selection

The search strings described in Table 1 on Page 3 have been applied to the databases
listed in Table 2 on Page 4. Due to the fact that the first report of an attack against a deep
neural network was in 2013, we chose to limit the search to the period between 2013 to
2021. Furthermore, the search did not focus on papers on adversarial example attacks or
that applied deep neural networks as approaches to other security issues.

The established inclusion and exclusion criteria have helped to extract the studies that
proposed poisoning and backdoor attacks only. The inclusion criteria are as follows:

e  Papers that have been published in journals or conference proceedings.
Papers that were published in the period between 2013 and 2021.
Papers that address the research questions.

Papers that involve the research keywords.

Papers that have proposed a poisoning, backdoor, or Trojan attack.

The exclusion criteria are as follows:

Papers that used deep neural networks as approaches but did not focus on them.
Papers that were not written in English.

Papers that do not address the research questions.

Papers that are not related to the research questions such as non-poisoning attacks in
DNNE.

e  Papers that have not proposed a poisoning, backdoor, or Trojan attack.

The initial search yielded a total of 28469 papers, 5685 from IEEE, 2537 from Science
Direct, 6428 from Web of Science, and 13819 from Scopus. Then, after removing the
duplicated papers using (Refworks, Rayyan [18], Zotero, Mendeley) there were a total of
12460 papers. Following that, we proceeded to the filtering, skimming, and screening of
the titles and abstracts utilizing (Rayyan.io [18] and ASReview [19]). The inclusion and
exclusion criteria were applied throughout the entire process. From among a total of 712
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screened papers, 52 papers were selected, and 55 poisoning and backdoor attacks were
extracted after thorough reading as shown in Figure 3 on Page 6.
In summary, the method followed in this study consisted in the SLR steps listed below:

Defining pertinent research questions.

Providing search strings derived from keywords and research questions.
Defining the databases.

Filtering irrelevant papers.

Skimming titles and abstracts to exclude unrelated articles.

Reviewing the remaining papers in light of the research questions.

o G W=

2.2. Phase2

In this phase we extracted a poisoning attacks taxonomy. To enhance the comprehen-
sive view of the threat landscape, we have used abstraction layers to classify the attacks
according to key characteristics. The taxonomy included 6 main dimensions called classes
and 36 sub-classes which can be used to describe the individual attacks as shown in Fig-
ure 6 on Page 9. These classes have been extracted from the full reading and review of the
literature.

2.3. Phase3

In this phase, our ontology (DNNPAO) was built. We developed the ontology on
the basis of the proposed taxonomy, however, to create our ontological knowledge base
the attacks were added as individuals and the DNNPAO was used as a framework for
the creation of the knowledge base. To develop the ontology knowledge base we used
OWL semantic language with the Protégé tool [20] and webprotege.stanford.edu [20]. To
build the knowledge base we used the Neo4j graph database [21] with the Neosemantics
plugin [22] to import the ontology in Neo4j.
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3. Related Work

This section discusses related works in the context of surveying and classifying poi-
soning and backdoor attacks against deep neural networks that are retrieved from our
dataset and selected by the systematic review methodology described in Section 2. Most
studies that are surveyed attacks in deep neural networks have focused on evasion attacks
(adversarial examples), and only a few were considered poisoning attacks. Although some
research has been carried out on surveying attacks in deep neural networks, only three
studies have taxonomic poisoning attacks, and only two have taxonomic backdoor attacks
in deep neural networks.

Most related studies [23,24] have provided taxonomies and considered poisoning
attacks in deep neural networks, as shown in Table 3 on Page 8. Pitropakis et al. [23]
proposed a taxonomy and a survey of attacks against machine learning systems. The
authors attempted to unify the field by classifying the different papers that propose attacks
against machine learning. The taxonomy also helped in the identification of pending
problems that may lead to new fields of study. Their taxonomy of adversarial attacks on
machine learning is divided into two separate phases: preparation and manifestation. They
provided attack models with two attack types: poisoning and evasion. This survey did not
investigate defense mechanisms. Dang et al. [24] briefly reviewed data poisoning attacks
(backdoor, and Trojan attacks) and some of the defense methods. They focused on backdoor
attacks, and they summarized specific defense proposals (Data defense, Model defense,
and Training defense). While poisoning attacks can violate the integrity or availability
of a neural network, they are very hard to defend and defenses are still in infancy for
discoveries.

In a similar context, studies [25-27] have provided taxonomies but focused on a specific
application. Jere et al. [25] provided a taxonomy of attacks against federated learning
systems, concerning both data privacy and model performance with a comprehensive
review. They started with a federated learning overview before developing a framework
for robust threat modeling in order to survey model performance and data privacy attacks.
Finally, they presented some of the existing defense strategies. Isakov et al. [26] proposed
an attack taxonomy against deep neural networks in edge devices. In their work, they cover
the attacks and their countermeasures landscape. Chen et al. [27] conducted an assessment
of existing backdoor attacks and their mitigation in outsourced cloud environments. The
authors classified attack and defense approaches into different groups on the basis of the
adversary’s resources and whether the detection occurs during run-time or not. They also
presented a comparison of these approaches and used experiments to evaluate a portion of
the attack schemes.

Several studies such as [28,29] have only focused on Trojaning. Liu et al. [28] summa-
rized both neural Trojan attack and defense mechanisms. Outsourced training procedure
is considered to be a reason for attacks, this paper emphasizes that the machine learning
supply chain, such as the MLaa$S provider, might be a serious risk for any MLaaS consumer.
The authors offered three types of neural Trojan attacks: training data poisoning, training
algorithm-based, and binary-level attacks. These main categories can be used to classify any
other neural Trojan attack. The defense techniques were classified into four classes : neural
network verification, Trojan trigger detection, compromised neural network restoration,
and Trojan bypass techniques. The authors also showed that Trojans might be used for
protection as well. According to the authors, the majority of the research in this field has
been done in the previous three years, and the combat between attackers and defenders in
the context of the neural Trojan is expected to continue. Xu et al. [29] provided a compre-
hensive survey of the attacks against DNN on the hardware surfaces. The authors focused
on hardware Trojan insertion, fault-injection, and side-channel analysis. Furthermore,
they categorized the attack methods and defenses to provide a comprehensive view of
hardware-related security issues in neural networks.

Other papers [30-32] are more general survey papers. Xue et al. [30] provided a
systematic analysis of the security issues of machine learning. Systematically, they reviewed
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attacks and defenses in both the training and testing phases. Machine learning algorithms
were classified into two types: neural network (NN) algorithms and non-NN algorithms.
In addition, threats and attack models were presented. The authors identified three main
machine learning vulnerabilities. The first is the outsourcing of the training process. The
second is the use of pre-trained models from third parties. The third one are the ineffective
data validations on the network. The paper also included defense strategies and responses
for the most common forms of attacks. Their paper contributed to a comprehensive
understanding of security and robustness of machine learning systems.

He et al. [31] provided a survey of DNN attacks and defense mechanisms. The authors
concentrated on four types of attacks: adversarial, model extraction, model inversion, and
poisoning attack. The paper also proposed 18 results in connection with these attacks. Fur-
thermore, some potential security vulnerabilities and mitigation strategies were discussed
for future research in this emerging field. Miller et al. [32] provided a comprehensive review
of adversarial learning attacks. The authors also discussed recent research on test-time
evasion, data poisoning, backdoor, and reverse engineering attacks, as well as the defense
methods.

For these emerging attacks, there is still a lack of semantic knowledge graphs and
intelligent reasoning systems. Hence, the focus of our research has been on existing
poisoning attacks in deep neural networks. This study intends to remedy this issue by
providing a systematic review and attempting to develop an ontology of these attacks.
Summaries of the related survey papers are provided in Table 3 on Page 8. In addition,
Figure 4 on Page 8 and Figure 5 on Page 9 show some statistical information on the related
survey papers.

Table 3. Summaries of the related publications of survey papers in the dataset that focus on or include
poisoning or backdoor attacks in deep learning.

Survey Paper DL ML Poisoning Backdoors Trojans Published Taxonomy
Pitropakis etal. [23] v v v 2019 v
Xue et al. [30] v v v 2020

Liu et al. [28] v v 2020

He et al. [31] v v 2020

Jere et al. [25] v 2021 v
Xu et al. [29] v v 2021

Dang et al. [24] v v v 2020 v
Isakov et al. [26] v v 2019 v
Chen et al. [33] v v 2020 v
Miller et al. [32] v 2020

Related Survey Papers and Taxonomies

[ Survey papers
] Survey papers with
6 3 taxonomies

Number of Papers

2019 2020 2021
Publication Year

Figure 4. There have been few survey papers that have built a taxonomy of poisoning and backdoors
attacks in deep neural networks.
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Related Survey Papers Focused on Poisoning, Trojans, and Backdoors Attacks
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Figure 5. Shows the number of survey papers on Trojans, Poisoning and Backdoors attacks and the
year of publication.

4. Poisoning Attacks Taxonomy

Taxonomies can help to explain similarities and differences among described objects.
From the systematic literature review, we have taxonomized the main characteristics of
poisoning attacks to build a high-level structure and domains. As shown in Figure 6 on
Page 9 the extracted taxonomy has 6 main domains and 36 characteristics. These are the core
concepts that have later on been used in our ontology. Thus, we call these domains main
classes and the corresponding characteristics sub-classes. We have only chosen these to
keep the taxonomy scheme and ontology as simple as possible, however, it can be extended
to more theoretical classes. The main classes in the poisoning attacks taxonomy are shown
in Figure 6 on Page 9. Security Violations, Attackers knowledge, Access Impacts, Models
Architectures, Triggers, and Attack Vectors. Each one of these classes has sub-classes that
are described in the sections below.

DNN —

CNN —

GAN ——— Models Architectures —
— White-box

DRL —

— Attackers knowledge ! Gray-box

— Black-box

SNN —

Clean-label
Data Poisoning —[
— Poisoning Attacks —‘: Dirty-label
VIEED } Model Poisoning
Visibility —
Invisible

— Attack Vectors — Software

— Attacks — a

- — Triggers — — Trojans
ingle Hardware

— Backdoors

Multiple Existing —

N — Logic Corruption
on Integrity -

—  Data Manipulation

Availability — L—  AccessImpacts —

— Data Injection
Confidentiality —

—— Security violations — —  Transfer Learning

Authentication —

Authorization —

Privacy —

Figure 6. Extracted Poisoning Attacks Taxonomy.
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4.1. Security Violations

In cybersecurity, confidentiality, integrity, and availability is a broadly used informa-
tion security model, known as the CIA triad, to guide information security policies aimed
toward securing organizations’ data. Authentication, authorization, and privacy are other
security principles that are related to the CIA triad. For instance, violating confidentiality
for sensitive information can result in violating privacy. From a security perspective confi-
dentiality means that only authorized users can access the data. Confidentiality in deep
neural networks means that only authorized users have access to the models or training
datasets. Thus, attacks on confidentiality endeavor to expose the models’ structure and
their parameters or the datasets that are used to train the models.

Integrity refers to the incorrect results that occur due to manipulation attacks or
system failures. In deep neural networks, integrity refers to the misclassification outputs or
behaviors of the deep neural network models due to model failures or attacks Li et al. [34].
Usually, false positive results in DNNs are caused by an integrity violation. Availability
means that users can access both data and services at any time. In deep neural networks, the
availability attacks mean that deep neural networks are not available. Where the attackers
endeavor to prevent authorized users from accessing meaningful model outputs. Usually,
false negative results in DNNs are caused by an availability violation.

Authentication and authorization characteristics are a process of verifying someone
and what he/she can access. Deep neural network models are usually used in authenti-
cation systems such as facial and biometric recognition where attacks against these DNN
models can violate authentication and authorization systems. Privacy violation in DNNss is
a security threat where an unauthorized attacker can gain sensitive information from the
training data. A summary of security violations for each attack is provided in Table 4 on
Page 11.

4.2. Attacker’s knowledge

Attacker’s knowledge characteristics define the knowledge of the targeted model
that an adversary has. The attacker might have zero knowledge about the model and
the trained parameters that are used in the network which is referred to as a Black-box
attack. In a White-box attack, the adversary knows the target model and has complete
knowledge of the used algorithms and the parameters. If the attacker has only some of this
knowledge that he/she can utilize, it is referred to as a Gray-box attack. Although white-
box attacks have higher success rates than black-box attacks, the scenario of white-box
attacks may be unrealistic, and the black-box attacks might be more applicable in real-world
applications [35]. A summary of attackers knowledge for each attack is provided in Table 5
on Page 12.

4.3. Triggers

The triggers a are hidden malicious functionality known only by the attacker that can
be inserted at the training phase and can remain cleverly concealed until the chosen time
to activate trojans or backdoors in later phases. In some attacks, triggers may not exist,
triggerless, such as in triggerless poisoning attacks or in triggerless backdoor attacks. In
addition, one attack may only use a single trigger but it can also use multiple triggers
for the same attack as a pattern to activate the attack and make it more difficult to detect.
Triggers can also be visible to humans, such as changes in the shapes or sizes of images or
they might be invisible for humans to detect the changes between clear data and poisoned
data. Although triggers might be visible to humans they could be easily deployable and
difficult to detect with big datasets or in the real world such as using tattoos or glasses. A
summary of triggers for each attack is provided in Table 5 on Page 12.
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Table 4. A summary of security violations for each attack

Security violations
Integrity  Awvailability ~Confidentiality = Authentication Authorization Privacy
1 Lietal. [34] X

Attacks Papers

2 Li et al. [34] X

3 Lee et al. [36] X X

4 Dumford et al. [37] X X

5 Bhagoji et al. [38] X X
6 Zhou et al. [39] X X
7 Davaslioglu et al. [40] X X

8 Zhong et al. [41] X X X

9 Huai et al. [42] X X X
10 Xue et al. [30] X X X
11 Xue et al. [30] X X X
12 Liu et al. [43] X

13 Hu et al. [44] X X

14 Lin et al. [45] X X X

15 Dai et al. [46] X

16 Zhao et al. [47] X

17 Liu et al. [48] X

18 Chen et al. [49] X

19 Tan et al. [50] X X

20 Tang et al. [51] X

21 Wu et al. [52] X X

22 Barni et al. [53] X

23 Xiong et al. [54] X

24 Kwon et al. [55] X

25 Chen et al. [56] X X

26 Chen et al. [57] X X

27 He et al. [31] X X X

28 Xue et al. [58] X X X

29 Yao et al. [59] X X

30 Quiring et al. [60] X

31 Bhalerao et al. [61] X X X

32 Costales et al. [62] X X

33 Kwon et al. [63] X

34 Liu et al. [64] X X

35 Rakin et al. [65] X
36 Liu et al. [66]
37 Zhou et al. [67]
38 Zhu et al. [68]
39 Gu et al. [69]
40 Guo et al. [70] X X X X

XX | X]|X

41 Clements et al. [71] X X

42 Munoz et al. [72] X X

43 Lietal. [73] X

44 Lietal. [74] X

45 Xu et al. [75] X X

46 Venceslai et al. [76] X

47 Kwon et al. [77] X

48 Cole et al. [78] X X X X
49 Zeng et al. [79] X X

50 Pan [80] X X

51 Garofalo et al. [81] X X X X
52 Tolpegin et al. [82] X

53 Li et al. [83] X

54 Zhang et al. [84] X X

55 Lovisotto et al. [85] X X X X
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Table 5. A summary of attackers knowledge and triggers for each attack

Attackers knowledge Triggers
Attacks Papers . Visibilit Existin
i White-box  Gray-box  Black-box Visible Im?lisible ‘ Single Multipgle Non

1 Li et al. [34] X X X

2 Lietal. [34] X X
3 Lee et al. [36] X X
4 Dumford et al. [37] X X X

5 Bhagoji et al. [38] X X
6 Zhou et al. [39] X X
7 Davaslioglu et al. [40] X X

8 Zhong et al. [41] X X X X X

9 Huai et al. [42] X X
10 Xue et al. [30] X X X X X

11 Xue et al. [30] X X X X X

12 Liu et al. [43] X X
13 Hu et al. [44] X X X

14 Lin et al. [45] X X X

15 Dai et al. [46] X X X

16 Zhao et al. [47] X X X

17 Liu et al. [48] X X X

18 Chen et al. [49] X X

19 Tan et al. [50] X X X

20 Tang et al. [51] X X

21 Wu et al. [52] X X X

22 Barni et al. [53] X X X

23 Xiong et al. [54] X X X

24 Kwon et al. [55] X X X

25 Chen et al. [56] X X X
26 Chen et al. [57] X X X

27 He et al. [31] X X X X

28 Xue et al. [58] X X X X

29 Yao et al. [59] X X X

30 Quiring et al. [60] X X X

31 Bhalerao et al. [61] X X

32 Costales et al. [62] X X

33 Kwon et al. [63] X X X

34 Liu et al. [64] X X X

35 Rakin et al. [65] X

36 Liu et al. [66] X X X

37 Zhou et al. [67] X X
38 Zhu et al. [68] X X X
39 Gu et al. [69] X X X

40 Guo et al. [70] X X X

41 Clements et al. [71] X X X X

42 Munoz et al. [72] X X X
43 Lietal. [73] X X
44 Lietal. [74] X X X

45 Xu et al. [75] X X
46 Venceslai et al. [76] X X X

47 Kwon et al. [77] X X
48 Cole et al. [78] X X
49 Zeng et al. [79] X X
50 Pan [80] X X

51 Garofalo et al. [81] X X X
52 Tolpegin et al. [82] X X
53 Li et al. [83] X X
54 Zhang et al. [84] X X
55 Lovisotto et al. [85] X X X X
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4.4. Access Impacts

The concern of the adversaries of DNNSs is the ability of the attackers to gain access
to the network and what impact attackers can have on the network as a result of this
access. We consider four different possibilities of impact as a result of access to the DNN.
The first scenario is the logic corruption where the adversaries can evade and corrupt the
learning algorithms which can usually be seen on the neural trojan attacks. The second
scenario is the data manipulation where the attacker can modify the data such as labels
and learning parameters. Another scenario is data injection where the attackers can inject
new parts such as triggered images. These can be seen in many attack scenarios such as
data positioning and backdoors. The fourth scenario of access impacts is transfer learning
which exists when using pre-trained models or teacher and student models. A summary of
access impacts for each attack is provided in Table 6 on Page 14.

4.5. Deep Neural Networks Models Architectures

In machine learning, when a neural network only has an input and an output layer and
may have one hidden layer, we call this neural network a Shallow Neural Network [86].
If the neural networks have multiple hidden layers with more complex ways of connecting
these layers and neurons, we call these Deep Neural Networks (DNNs). Thus, Deep
neural networks are based on layers that have a collection of perceptrons called neurons to
determine the outputs. These are some of the common neural network architectures: CNN,
RNN, GAN, DRL, FDL, SNN.

Convolutional Neural Network (CNN) is a deep neural network that has at least one
convolutional layer that convolves with a multiplication or other dot product and can
extract the features from unstructured data with no requirement for human interaction [87].
A Feed-backward architecture that uses back-propagation for backward connections of
the neurons is called Recurrent Neural Network (RNN) [88]. The outputs on the network
are dependent on the previous calculation in a sequence. Recurrent neural networks can
automatically manage the input data and may not provide the same output for the same
input each time.

Goodfellow et al. [89] introduced the Generative Adversarial network (GAN) for
estimating generative models via an adversarial process. The GAN corresponds to a
two-player game between Discriminator (output) and Generator (input). Its role is to
produce samples identical to the training set of the discriminator. GAN has been used
as a semi-supervised or unsupervised learning and applied in many domains such as
motion and game development. Radford et al. [90] improved the version of GAN with a
Deep Convolutional GAN (DCGAN) which makes the network more stable to train and
overcomes some of GANs’ constraints.

Reinforcement Learning (RL) is a type of machine learning that uses an agent in an
environment to learn behaviors through trial-and-error [91]. Deep Reinforcement Learn-
ing (DRL) uses DNNs to obtain an approximation of the reward function which can take
large data as inputs compared with traditional RL environments and can solve complex
reinforcement learning problems. Theoretically, a Spiking Neural Network (SNN) is a
bio-inspired information processing network, where the communication signals between
neurons are sparse in time and asynchronous binary and known as spikes [92]. In principle,
deep spiking neural networks can reduce redundant information by exploiting event-based
and data-driven updates which preserve the potential for enhancing the latency and energy
performance of DNNs [92]. Deep SNNSs are suitable architectures for developing efficient
brain-like applications such as pattern recognition.

In the distributed deep neural networks paradigm, the Deep Federated Learning
(DFL) approach has been developed to address privacy-preserving of deep networks
among participating devices that have their own copies of pre-trained models and on-
device data [93]. In fact, the level of privacy in a certain model is decided by the updating of
the model’s minimally essential information [93]. A summary of DNNs model architectures
for each attack is provided in Table 7 on Page 15.
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Table 6. A summary of access impacts for each attack

Access Impacts

Attacks  Papers Logic Corruption  Data Manipulation = Data Injection =~ Transfer Learning
1 Lietal. [34] X
2 Li et al. [34] X
3 Lee et al. [36] X
4 Dumford et al. [37] X
5 Bhagoji et al. [38] X
6 Zhou et al. [39] X
7 Davaslioglu et al. [40] X
8 Zhong et al. [41]
9 Huai et al. [42] X
10 Xue et al. [30] X
11 Xue et al. [30] X
12 Liu et al. [43] X
13 Hu et al. [44] X
14 Lin et al. [45] X
15 Dai et al. [46] X
16 Zhao et al. [47] X
17 Liu et al. [48] X
18 Chen et al. [49] X
19 Tan et al. [50] X
20 Tang et al. [51] X
21 Wu et al. [52] X
22 Barni et al. [53] X
23 Xiong et al. [54] X
24 Kwon et al. [55] X
25 Chen et al. [56] X
26 Chen et al. [57] X
27 He et al. [31] X
28 Xue et al. [58] X
29 Yao et al. [59] X
30 Quiring et al. [60] X
31 Bhalerao et al. [61] X
32 Costales et al. [62] X
33 Kwon et al. [63] X
34 Liu et al. [64] X
35 Rakin et al. [65] X
36 Liu et al. [66] X
37 Zhou et al. [67] X
38 Zhu et al. [68] X
39 Gu et al. [69] X X
40 Guo et al. [70] X
41 Clements et al. [71] X
42 Munoz et al. [72] X
43 Lietal. [73] X
44 Lietal. [74] X X
45 Xu et al. [75] X
46 Venceslai et al. [76] X
47 Kwon et al. [77] X
48 Cole et al. [78] X
49 Zeng et al. [79] X
50 Pan [80] X
51 Garofalo et al. [81] X
52 Tolpegin et al. [82] X
53 Li et al. [83] X
54 Zhang et al. [84] X
55 Lovisotto et al. [85] X
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Table 7. A summary of model architectures for each attack

Attacks  Papers Models Architectures
DNN CNN RNN GAN DRL FDL SNN
1 Lietal. [34] X
2 Li et al. [34] X
3 Lee et al. [36] X
4 Dumford et al. [37] X
5 Bhagoji et al. [38] X
6 Zhou et al. [39] X
7 Davaslioglu et al. [40] X
8 Zhong et al. [41] X
9 Huai et al. [42] X
10 Xue et al. [30] X
11 Xue et al. [30] X
12 Liu et al. [43] X
13 Hu et al. [44] X
14 Lin et al. [45] X
15 Dai et al. [46] X
16 Zhao et al. [47]
17 Liu et al. [48] X
18 Chen et al. [49] X
19 Tan et al. [50] X
20 Tang et al. [51] X
21 Wu et al. [52] X
22 Barni et al. [53] X
23 Xiong et al. [54] X
24 Kwon et al. [55] X
25 Chen et al. [56] X
26 Chen et al. [57] X
27 He et al. [31] X
28 Xue et al. [58] X
29 Yao et al. [59] X
30 Quiring et al. [60] X
31 Bhalerao et al. [61] X
32 Costales et al. [62] X
33 Kwon et al. [63] X
34 Liu et al. [64] X
35 Rakin et al. [65] X
36 Liu et al. [66] X
37 Zhou et al. [67] X
38 Zhu et al. [68] X
39 Gu et al. [69] X
40 Guo et al. [70] X
41 Clements et al. [71] X
42 Munoz et al. [72] X
43 Lietal. [73] X
44 Lietal. [74] X
45 Xu et al. [75] X
46 Venceslai et al. [76] X
47 Kwon et al. [77] X
48 Cole et al. [78] X
49 Zeng et al. [79] X
50 Pan [80] X
51 Garofalo et al. [81] X
52 Tolpegin et al. [82] X
53 Li et al. [83] X
54 Zhang et al. [84] X

55 Lovisotto et al. [85] X
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Table 8. A summary of attack vectors for each attack

Attack Vectors
Poisoning Attacks \ Trojans | Backdoors
Data Poisoning
Clean-label  Dirty-label

Attacks Papers
Model Poisoning  Software Hardware

1 Li et al. [34] X
2 Li et al. [34] X
3 Lee et al. [36] X

4 Dumford et al. [37] X
5 Bhagoji et al. [38] X

6 Zhou et al. [39] X

7 Davaslioglu et al. [40] X

8 Zhong et al. [41] X
9 Huai et al. [42] X

10 Xue et al. [30] X
11 Xue et al. [30] X
12 Liu et al. [43] X

13 Hu et al. [44] X

14 Lin et al. [45] X
15 Dai et al. [46] X
16 Zhao et al. [47] X X
17 Liu et al. [48] X
18 Chen et al. [49] X

19 Tan et al. [50] X
20 Tang et al. [51] X

21 Wu et al. [52] X
22 Barni et al. [53] X
23 Xiong et al. [54] X
24 Kwon et al. [55] X
25 Chen et al. [56] X X
26 Chen et al. [57] X X
27 He et al. [31] X
28 Xue et al. [58] X
29 Yao et al. [59] X
30 Quiring et al. [60] X X
31 Bhalerao et al. [61] X
32 Costales et al. [62] X

33 Kwon et al. [63] X
34 Liu et al. [64] X

35 Rakin et al. [65] X

36 Liu et al. [66] X

37 Zhou et al. [67] X

38 Zhu et al. [68] X

39 Gu et al. [69] X
40 Guo et al. [70] X
41 Clements et al. [71] X

42 Munoz et al. [72] X

43 Lietal. [73] X

44 Li et al. [74] X X

45 Xu et al. [75] X

46 Venceslai et al. [76] X X
47 Kwon et al. [77] X

48 Cole et al. [78] X

49 Zeng et al. [79] X

50 Pan [80] X

51 Garofalo et al. [81] X

52 Tolpegin et al. [82] X

53 Li et al. [83] X

54 Zhang et al. [84] X

55 Lovisotto et al. [85] X
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4.6. Attack Vectors

Attack vectors are the mechanisms that hackers can use to exploit system vulner-
abilities. As the scope of this paper, poisoning attacks can be generally categorized
into three main attacks: triggerless poisoning, backdoors, and Trojans attacks. Trigger-
less poisoning occurs at the training phase and does not require modification at the test
phase. Data poisoning attacks occur when adversaries insert poisoned samples into the
training datasets. Model poisoning occurs when adversaries exploit the model knowledge
during the training time. Data and model poisoning attacks are both types of triggerless
poisoning attacks, usually known as poisoning attacks. Backdoors, on the other hand, use
poisoning attacks to insert triggers that can activate the backdoors at testing (inference)
phase. The early backdoor attack cases changed the label of the poisoned data known as
Dirty-label, however, Clean-label attacks now exist which do not change the labels of the
poisoned data. In DNNSs, Trojans are similar to backdoors and can cause misclassification
or bad behavior of the targeted models without raising suspicions. Trojan embedding
methods can be at the hardware level such as accessing to merely the memory bus data
or at the software level, for example utilizing poisoning attacks to inset triggers. Data
poisoning and model poisoning attacks may affect the accuracy of the DNNs, but backdoor
and Trojan attacks remain silent until the activation of the triggers and may never affect
the accuracy which makes them difficult to be discovered even after the attack occurs. A
summary of attack vectors for each attack is provided in Table 8 on Page 16.

5. A Review of the Selected Papers

This section provides a summary of the 52 poisoning attack papers chosen using the
systematic review process outlined in Section 2. This survey’s structure has been based
on the key attack vectors listed above and classified as poisoning, backdoor, and Trojan
attacks.

5.1. Poisoning attacks

Many developers employ third-party tools and datasets due to the amount of large
data and the compute time required to train deep neural networks. Attackers can poison
datasets with malicious data in order to train models based on the attacker’s desired
outcomes. These poisoning attacks can be either targeted or untargeted. The models
themselves are another attack surface that could be poisoned. Notably, many libraries and
models built by third parties may contain Backdoors or Trojans.

Early papers [72,81,83,94] were published in 2017-2018. Mufioz-Gonzélez et al. [72]
proposed a multiclass poisoning attack that can target a range of DNN algorithms. The
attack scenarios can violate the availability and integrity of such a system by exploiting the
back-gradient optimization. The first scenario is a generic error poisoning attack to cause a
denial of service. The second scenario is a specific error poisoning attack that targeted a
specific multiclass based on the desired misclassifications. The result shows that the attack
could be a significant threat to deep neural networks. The authors showed that a small
fraction of poisoning in the training data can compromise learning algorithms. Ji et al. [94]
focused on model-reuse attacks that can be used in deep learning. They provided empirical
and analytical justification and concluded that this is a fundamental issue to many deep
learning systems. Garofalo et al. [81] were the first to implement a poisoning attack against
a face authentication system by injecting a poisonous image into the re-training data. They
showed that the proposed poisoning attack could violate the integrity and availability
of the face authentication system by increasing the number of false positives and false
negatives. The successful result of the authentication error poses a threat against modern
face authentication systems. Li et al. [83] proposed a poisoning attack against targeted
wireless intrusion detection systems (IDSs). The presented strategy crafts high-quality
adversarial samples using the generated substitute models from a proposed stealing model
attack. The results show that by using DNN algorithms, the attack’s strategy can effectively
impair the performance of IDSs.
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In the year 2019, [38,68,77,79,84] were published as poisoning attacks papers in the
systematic literature review. Zhu et al. [68] proposed a clean-label transferable poisoning
attack where the poison images are designed to be convex around the target targeted
image in feature space. The result shows that when poisoning only 1% of the training
set, the success rates of the attack can reach 50% even without accessing the targeted
network’s outputs and architecture. Bhagoji et al. [38] demonstrated the possibility of
model poisoning attacks on a federated learning global model, resulting in high model
error rates. To overcome the effects of other agents, the attack targets the model by boosting
the malicious agent’s update. They improve attack stealth by employing an alternating
minimization technique that optimizes for stealth and the adversarial aim alternately.
This research shows that federated learning is subject to model poisoning attacks. Zhang
et al. [84] proposed a poisoning attack against federated learning based on generative
adversarial nets (GAN). In this attack, the adversaries can successfully attack the federated
learning as participants. The attacker’s goal is to generate poisoning samples using GAN
to update the global model to be compromised. Kwon et al. [77] proposed a selective
poisoning attack that decreases the accuracy of only a selected class in the model by
training harmful training data corresponding to the selected class while keeping the normal
accuracy of the remaining classes. Zeng et al. [79] presented a perturbation-based causative
attack that targets DNN pre-trained model for supply chain in the VANET. The results show
that such a perturbation-based misguiding of a DNN classifier in the VANET is effective.

Papers on poisoning attacks that were published in the year 2020 are [36,42,43,56,57,
67,73,75,82], and there was only one paper [78] in 2021, at the time when this literature
review had been conducted. Lee et al. [36] developed a show and tell model that identifies
a photograph of a construction site to determine safety. This poisoning attack generates
adversarial data by adjusting a small bit of the RGB values that are not recognized by
humans. The authors repeated this process forward and backward until the feature value
was close to the target picture feature but the distance was close to the base image. Liu et
al. [43] proposed a data poisoning attack in lithographic hotspot detection by poisoning
both non-hotspot training and test layout clips. By adding a trigger shape in the input,
hotspots in a layout clip can be hidden during inference time. This shows that training
data poisoning attacks are viable and stealthy in CAD systems, highlighting the need for
ML-based systems in CAD to be more robust.

Huai et al. [42] first introduced adversarial attacks on DRL interpretations. The authors
proposed MPDRLI, a model poisoning attack against DRL interpretations. The attacker
directly manipulates the pre-trained model parameters obtained during the training phase.
With only modest impact on the performance of the original DRL model, the attack can have
a considerable impact on the interpretation outcomes. An unseen poisoning attack was
postulated by Chen et al. [56] named invisible poisoning attack (IPA). The poison-training
examples in this attack were perceptually unnoticeable from the benign ones, making it
extremely stealthy. With fewer poison-training examples in the training phase and a better
attack success rate in the testing process, the IPA is capable of executing targeted poisoning
attacks. The provided poisoning instances can both be invisible and effective in targeting
the model.

Chen et al. [57] proposed a poisoning attack named Deep Poison. To fool the target
model, the proposed attack uses three-player GAN to create stealthy poisoned instances
embedded with the victim class features. The poisoning is accomplished through the use
of massively generated poisoned samples for training attack models. The experiments
demonstrated that the suggested poisoning attack can reach a high success rate with only
7% poisoned samples in the datasets. Zhou et al. [67] proposed a data poisoning attack
against a graph auto-encoder recommender system by injecting fake users that mimic the
rating behavior of normal users. In the attack scenario, they assumed that a white-box
attack might be unrealistic to apply in real-world recommender systems. Tolpegin et al. [82]
show that federated learning (FL) systems are vulnerable to poisoning attacks, in which
a subset of malicious participants can poison the trained global model. Their proposed


https://doi.org/10.20944/preprints202208.0197.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 10 August 2022 d0i:10.20944/preprints202208.0197.v1

19 of 38

label flipping attack indicates that poisonous samples can reduce the classification accuracy
and cause an availability impact to the FL systems even though the participants do not
know the model type or parameters. Li et al. [73] proposed a data poisoning attack against
deep reinforcement learning (TruthFinder). In this approach malicious workers jeopardize
with TruthFinder while hiding themselves. According to this method, malicious workers
can continuously learn from their attack efforts and adapt their poisoning strategies. The
findings reveal that even if the malicious workers only have access to local information,
they can devise successful data poisoning attack tactics to interfere with crowdsensing
systems using TruthFinder. Xu et al. [75] proposed an adversarial samples attack using
a poisoning attack method on recurrent neural networks (RNNs). To limit the number
of samples required for a poisoning attack, they optimized the generation approach and
confined the sample search space using abnormal event gradient information. Cole et
al. [78] demonstrated a data poisoning attack that needs an adversarial photo injection to
enable an attacker to easily mimic the victim model of the existing facial authentication
systems with no need of any knowledge from the server-side. Adversaries can compromise
the victim’s web accounts and log into their services.

5.2. Backdoor attacks

Regarding backdoor attacks, early papers [46,52,53,59,61,69,95] in the systematic liter-
ature were published between 2017-2019. Chen et al. [95] proposed backdoor poisoning
attacks where the attacker can bypass a deep neural network authentication system by
creating a backdoor using data poisoning attacks. For instance, deep neural authentication
systems that use face recognition and fingerprint identification. This attack can be con-
sidered as a black-box with a success rate of above 90% when injecting only around 50%
poisoning samples. Wu et al. [52] performed a backdoor attack against obstacle recognition
and processing system (ORPS) by poisoning the dataset to embed the Mask R-CNN in
the ORPS (DCNNs-based models). When triggering the backdoor in the target model, the
accuracy of the backdoored model may be changed, which may cause serious accidents
in self-driving vehicles. The authors claim that this is the first work on this topic in the
literature. The experiment reveals how to exploit DNN models (such as the ORPS) by
embedding backdoors.

Barni et al. [53] described a backdoor attack that only corrupted samples of the target
class without requiring poisoning of the labels. The attack’s versatility and stealth are
substantially increased in this manner; however, the percentage of samples that must be cor-
rupted is considerable. The implementation looked at two classification tasks: MNIST digit
recognition and traffic sign classification. The backdoor signal’s invisibility was easier in
the first implementation; nevertheless, the results demonstrated a nearly invisible backdoor
in the second version. Yao et al. [59] identified latent backdoor attack for transfer learning.
Latent backdoors are capable of being embedded in teacher models and automatically
inherited by multiple student models via transfer learning. Any student model with the
targeted label of the backdoor can be activated after the model recognizes the trigger of the
attack’s target label.

Bhalerao et al. [61] proposed a backdoor attack targeting a DNN-based anti-spoofing
video rebroadcast detector. The authors claim that this is the first time that a backdoor
attack has been utilized to compromise an anti-spoofing mechanism. The attack showed
robustness against geometric transformations by using a predesigned sinusoidal function
to verify the average luminance of the video frames. Gu et al. [69] proposed a backdoored
attack named BadNet. The implementation of the BadNet attack considered the MNIST
handwritten digit recognition system; and in a more complex scenario, they performed the
attack against a traffic sign detection system. The authors demonstrated that BadNets can
be a malicious real-world attack that can reliably misclassify stop signs as speed-limit signs
by using a Post-it note. These results show that backdoors in deep neural networks are both
effective and invisible. Dai et al. [46] implemented a backdoor attack against LSTM-based
text classification using data poisoning. To generate poisoning text samples, the attack
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employs a random insertion approach. The backdoor injected into the model has little
effect on model performance, but the trigger attack is stealthy. The testing results showed
that the attack can reach around 96% success rate with 1% poisoning rate in a black-box
situation and through sentiment analysis.

In the year 2020 many studies were published that proposed backdoor attacks. Dum-
ford and Scheirer [37] suggested an attack that targeted certain layers inside a CNN model’s
network in order to create an attacker accessible backdoor. The attack requires no prior
access to training data; nevertheless, access to the pre-trained model is required. Zhong et
al. [41] proposed generating approaches of a backdoor attack that are invisible in poisoning
the model. Backdoor injection can be performed either before or after model training. The
backdoor employs data poisoning to inject the trigger with a small poisoning percentage
that does not interfere with the usual operation of the learned process. The results show
that even under the most weak assumptions, such as in a black-box situation, attacks can
be effective and achieve a high attack success rate at a low cost in terms of model accuracy
loss and injection rate. Such attacks might exploit a deep learning system’s vulnerability
invisibly and possibly cause havoc in a variety of actual applications, such as destroying an
autonomous vehicle or impersonating another person to gain illegal access. Xue et al. [30]
offered two techniques to backdoor attacks. The first is known as One-to-N, and it can trig-
ger multiple backdoor targets by varying the intensities of the same backdoor. The second
is known as N-to-One, and it is triggered when all N backdoors are satisfied. Against some
defense techniques, the suggested One-to-N and N-to-One attacks are effective and stealthy.
Zhao et al. [47] proposed a clean-label backdoor attack against deep neural networks in
video recognition models. The attack makes use of the adversarial approach (PGD) to
generate videos with a universal adversarial backdoor trigger. The results demonstrated
that the suggested backdoor attack can influence state-of-the-art video models and can be
utilized as a baseline for enhancing the robustness of video models, as well as to improve
picture backdoor attacks.

Liu et al. [48] proposed Refool, a clean-label backdoor attack inspired by an important
natural phenomenon: reflection and employing mathematical modeling of physical reflec-
tion models. The empirical findings demonstrate a high success rate and a slight loss in
clean accuracy. Reflection backdoors are easy to create and impervious to state-of-the-art
protection measures. Tan and Shokri [50] proposed an adversarial backdoor embedding
attack that uses adversarial regularization to maximize the discriminator’s loss in order
to avoid network detection algorithms. The findings reveal that a skilled attacker may
readily conceal the signals of backdoor images in the latent representation, rendering the
defense ineffective. This research asks for the development of adversary-aware defense
techniques for backdoor detection. Lovisotto et al. [85] proposed a template poisoning
attack against face recognition that allows the adversary to inject a backdoor. This biometric
backdoor allows the adversary to grant discreet long-term access to the biometric system
using craft-colored glasses. The result shows that with the white-box scenario the attack
success rate is acceptable which is over 70% of cases; however, the attack success rate
decreases in the black-box scenario to around 15% of cases.

Li et al. [34] aim to raise awareness of the seriousness of invisible triggers that can
misguide both machine learning models and human users. In this matter, detection becomes
significantly more difficult than with current backdoor triggers. In this work, the first
invisible backdoor attack employed steganography techniques to conceal the manually
created trigger. The authors embedded concealed data into a cover image using the least
significant bit (LSB). On the CIFAR-10 dataset, the trigger’s invisibility decreases as its size
increases. The second attack in this study makes the shape and size of trigger patterns
undetectable by using Lp-norm regularization. The authors used three universal backdoor
attacks that targeted the penultimate Layer (L2, L0, and Loo regularization-based). Using
the Lp-norm ensures that the noise is modest; nonetheless, the threshold value used to end
the optimization has an effect on the attack success rate. Utilizing a large stop threshold
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makes the trigger visible to human inspectors, while using a smaller stop threshold makes
injecting the backdoor into the DNN more difficult.

Xiong et al. [54] proposed two backdoor attacks capable of effectively inserting the
backdoor while evading two state-of-the-art detection mechanisms ( the Neural Cleanse
and DeeplInspect ). The distinction between the first and second attacks is that the second
one increases both attack ability and detection difficulties by decreasing the ratio of the
trigger size. The triggers of their backdoor attack strategy can be generally hidden and
reconstruction-resistant incorporated into DNN models. The results show that the proposed
attacks are capable of evading detection systems. Kwon et al. [55] developed TargetNet, a
backdoor attack that induces misclassification in multi-targeted models by utilizing a single
trigger with a different label for each of the targeted models. The experimental results
show a high success attack rate with nearly ordinary accuracy. He et al. [31] proposed an
invisible hidden backdoor attack method named BHF2 against face recognition systems
where the attacker can inject a small batch that can successfully let the attacker login into
the system as the victim. The results suggest that the BHF2 method can obtain a high
attack success rate while sacrificing only a few percent of accuracy. Quiring and Rieck [60]
proposed a combining clean-label poisoning attack and a backdoor attack that benefits
from image-scaling to hide the trigger. These attacks enable the manipulation of images
when scaled to a specific resolution with almost a constant performance.

KWON et al. [63] proposed a multi-targeted backdoor that misleads different models
into distinct classes. This technique trains multiple models with data that includes specific
triggers that cause misclassification into related classes by distinct models. The proposed
techniques can be applied to the audio and visual domains. Venceslai et al. [76] proposed
a hardware backdoor named NeuroAttack, which is a cross-layer attack that against the
Spiking Neural Networks (SNNs). By attacking low-level reliability vulnerabilities with
high-level attacks, this attack triggers a fault-injection-based sneaky hardware backdoor
via a carefully prepared adversarial input noise. Liao et al. [41] demonstrated that the
backdoor injection attacks with a small loss accuracy rate and a small injection rate can
achieve high success. The authors proposed a data poisoning attack which triggered CNN
models to recognize particular embedded patterns with a target label in a covert manner
without compromising the accuracy of the victim models.

In the year 2021, at the time of the literature review, there were [39,58,70] papers. Zhou
et al. [39] presented a unique optimization-based model poisoning attack on federated
learning by injecting adversarial neurons in a neural network’s redundant space using the
regularization term in the objective function. The results demonstrated that the proposed
attack mechanism outperformed backdoor attacks in terms of performance effectiveness,
durability, and robustness. Furthermore, Xue et al. [58] introduced another hidden backdoor
attack method known as BHF2N, which also conceals the created backdoors in facial
features (eyebrows and beard). The proposed methods provide the hiding of backdoor
attacks and can be used in cases requiring strong identity authentication. As a result,
the suggested invisible backdoor attacks are stealthy and possible for more rigorous face
recognition scenarios, emphasizing the importance of creating strong defenses against
DNN-based biometric recognition systems. Guo et al. [70] proposed a backdoored attack
against a face verification system that matches a master face to give a positive answer
against any other face. They consider a white-box scenario where the adversary can have
full knowledge of the target system such as in MLaa$S systems. The experiments showed
that the attack is effective to the siamese network that conforms images of two faces
belonging to the same person.

5.3. Trojans

As the effort required to train deep neural network models dramatically increased
in recent years due to the high hardware requirement and time consumption, machine-
learning-as-a-service becomes the option for many users. Early trojan papers [40,66,71,74,96—
98] in the systematic review were published between 2017-2019. Liu et al. [96] demonstrated
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that malicious samples can be embedded in the training dataset of the deep neural networks.
These malicious samples might be activated in later stages and this hidden malicious
functionality is known as neural Trojans. Training data poisoning-based attacks Zou et
al. [97] proposed a Neural-Level Trojans named PoTrojan. The authors claim that PoTrojan
was the first proposal of an attack on pre-trained neural network models. Attackers can
insert additional malicious neurons into a pre-trained DNN that would remain inactive
until they are triggered to cause malfunction of the deep neural network. However, this
might be hard to achieve in practice since the attackers need to have full knowledge of
the target deep neural networks. Binary-level attack Trojans can also be embedded using
the binary code of neural networks. Liu et al. [98] proposed a low-cost modular binary
code attack namely “SIN2” Stealth Infection on Neural Network. The rising dangers in
this intelligent supply chain scenario enable a novel practical neural Trojan attack that has
no effect on the quality of intelligent services. Li et al. [74] proposed a hardware-software
collaborative neural Trojans attack in which neural Trojans are hidden into a well-structured
subnet during the training process and triggered by hardware Trojans at the appropriate
time.

Liu et al. [66] proposed a low-cost neural Trojan attack named SIN2 (Stealth Infection
on Neural Network) that can threaten an intelligent supply chain system by performing
malicious payloads to cause misclassification in such a service. The trigger is injected
into the victim DNN model through a proposed embedding method to replace selected
weight parameters. The infected DNN model performs a normal service until the malicious
payloads are extracted and executed at the victim side on the runtime which can violate
the confidentiality, integrity, and efficiency of such a system.

Clements and Lao [71] proposed a hardware neural Trojans attack. This novel tech-
nique injects hardware Trojans into computational blocks of a DNN implementation in
order to achieve an adversarial aim by triggering the logic operation that targets the acti-
vation’s functions. The results show that the different scenarios of this hardware Trojans
can be worthwhile. Davaslioglu and Sagduyu [40] proposed a Trojan attack against a
deep wireless communications classifier model. They use raw (I/Q) samples as features
and modulation types as labels to categorize wireless signals. The trigger injects into a
few training data samples by changing their phases and labeling them with a target label.
During testing, the adversary emits signals with the identical phase shift that was added as
a trigger during training. The Trojans attack remains hidden until the trigger that bypasses
a signal classifier, such as an authentication, is activated.

In the systematic review of Trojan attacks, papers that were published between 2020-
2021 are [44,45,49,51,62,64,65,80]. Tang et al. [51] proposed a training-free Trojan attack
strategy in which a little Trojan module named TrojanNet is inserted into the target model.
The authors claim that this method differs from past similar attacks in that the Trojan
behaviors are injected by the retraining model on a poisoned dataset. TrojanNet is an
all-label Trojan attack that can inject the Trojan into all labels at the same time and achieves
a 100% attack success rate without impacting model accuracy on original tasks. The
results have shown that the proposed approach can mislead cutting-edge Trojan detection
algorithms, causing TrojanNet attacks to go undetected.

Lin et al. [45] introduced a composite attack, a more adaptable and covert Trojan attack
that avoids backdoor detectors by utilizing Trojan triggers constructed of existing benign
subjects/features from several labels. In this attack, training is outsourced to a malicious
agent with the goal of providing the user with a pre-trained model that contains a backdoor.
The infected model performs well on normal inputs but predicts the target label when the
inputs match particular composition rules and meet attacker-chosen attributes. The attack
demonstrates that a DNN with a constructed backdoor may achieve accuracy comparable
to its original version on benign data while misclassifying when the composite trigger is
present. Chen et al. [49] presented SPA, an unique stealthy Trojan attack technique. A
generative adversarial network is used to generate the poisoned samples. Experiments
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have shown that SPA may obtain a high success rate for a Trojan attack with only a few
poisoned samples in well-known datasets such as LFW and CASIA.

Costales et al. [62] presented a live Trojan attack that can exploit a DNN model’s
parameters in memory at run-time to achieve predefined malicious behavior on a certain set
of inputs. They demonstrate the feasibility of this attack by using a method of performing
patches with clean and Trojaned images after retraining against multiple real-world deep
learning systems. Liu et al. [64] proposed a hardware Trojan attack that leverages a specific
sequence of normal images as a trigger. The result shows that this triggering technique
is more robust to the pixel-bit triggering to evade the image pre-processing and is also
invisible to human beings.

Rakin et al. [65] proposed a neural Trojan attack named Targeted Bit Trojan (TBT),
which inserts a neural Trojan in the main memory such as a DRAM to target the DNN
weights using a bit-flip attack. At the inference phase, the DNN operates as normal with
the normal accuracy until the trigger is activated which violates availability because the
network is forced to classify all inputs to a certain target class. Pan [80] proposed a black
box Trojan attack that can induce malicious inferences to any deep neural network model
with simple steps. The attack operates in different modes from normal behavior to false
positives and false negative errors which alter the integrity and availability of any deep
learning image classification system. The trigger vector could manipulate the weights
to cause specific types of errors and change of the modes. Hu et al. [44] proposed a
hardware Trojans attack on DNN by accessing to merely the memory bus data. The attack
injects malicious logics into the memory controllers of DNN systems without the need for
toolchain manipulation or access to the victim model, making it viable for usage.
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Figure 7. The DNNPAO ontology including classes and properties
6. DNN Poisoning Attacks Ontology (DNNPAO) and Knowledge Base Construction

In this section, an ontology and a knowledge base is presented in order to obtain
semantic information about the poisoning attacks. To determine the domain and scope
of the ontology we used our extracted taxonomy as a scheme. The DNN Poisoning
Attacks Ontology (DNNPAO) maps all the classes that were introduced in the poisoning
attack taxonomy in Section 4 into a single concept, and maps all the attacks that were
systematically reviewed as individuals with their relationships. The basic aim of the
proposed ontology is to express the complex knowledge of poisoning attacks against
DNNSs. Thus, we built a knowledge base using the DNNPAO as a framework.

6.1. DNNPAO Construction

An ontology is a piece of semantic information that is written using a semantic
language to describe things and the relationships between these things. There are several
semantic languages; in this paper, we use the Web Ontology Language (OWL) to describe
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our ontology. To develop the ontology using the OWL semantic language the Protégé
tool [20] and webprotege.stanford.edu [20] were used.

Table 9. The definition of the Main Classes in DNNPAO

Class Label Definition Class Type

Attacks Represent poisoning attacks against DNNs super class(Thing)

Attack Vectors Represent the mechanisms that attackers use to  super class(Thing)
exploit the DNNs’ vulnerabilities.

Security Violation A violation on the DNNs caused by an attack. super class(Thing)

Triggers A hidden malicious functionality added to DNNs  super class(Thing)

to activate Trojans and Backdoors.
Attackers knowledge  Define the knowledge that an adversary has of the  super class(Thing)

targeted model.
Access Impacts The adversaries’ capability of gaining access to  super class(Thing)
DNNEs.
Models Architectures  The architecture of DNNs’ target models. super class(Thing)
Papers Represent the published research papers that pro- super class(Thing)

posed those attacks.

Table 10. Definition of the main relationships in DNNPAO

Object Properties  Definition From -> To

Subclass of A sub division of a class Class -> Sub Class

Violates A relationship of an attack to violate the  Attacks -> Security Violation
security of a DNN.

Uses The relationship between an attack and  Attacks -> Triggers
a trigger that, if exist, activates the at-
tack.

isTypeOf Is a relationship indicates that an attack ~ Attacks -> Attack Vectors

is a type of an attack vector or an attack- ~ Attacks -> Attackers knowledge
ers knowledge scenario.

Accesses Represent the relation between an attack  Attacks -> Access Impacts
and the access possibility.

Targets Represent the connection of an attack  Attacks -> Models Architectures
and its DNN targeted model.

PublishedBy Is a relationship between the attacks and ~ Attacks -> Papers

their reference.

Table 11. The main facets of the ontology.

Metrics Results
Class count 45
Object property count 6
Data property count 4
Individual count 107
SubClassOf 44
ObjectPropertyDomain 6
ObjectPropertyRange 7
DataPropertyDomain 3
DataPropertyRange 3

We have mapped the 55 extracted attacks as individuals which were added into the
DNNPAO ontology with their relations to the corresponding classes and sub-classes these
attacks connected with their papers as shown in Table 12 on Page 27. As shown in Figure 8
on Page 26 these three examples of individuals (attacks) appear in the DNNPAO ontology
at webprotege.stanford.edu [20]. Attackl, Attack3, and Attack34 are individuals that have
relations with multiple classes and sub-classes; in other words, they are instances of these
classes. In addition, they have a "PublishedBy" relationship with other individuals that are
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the papers where these attacks were published in. For a full list of Individuals (attacks) in
DNNPAOQ please refer to Appendix A on Page 32.

[SecurityviolationJ [Attackerknowledge} [AttacksJ [TriggerJ [Access impacts} [Model architectureJ [AttackVectors} [PapersJ

[ Integrity J [ White box J [Visibility} [ Existing J [ Data injection J
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Figure 8. Three individuals (i.e., attacks), Attackl, Attack3, and Attack34, as instances of DNNPAO
classes and sub-classes.

Figure 8 provides examples of three individuals, that is, attacks, Attackl, Attack3, and
Attack34, as instances of DNNPAO classes and sub-classes. For instance, Attackl is an
instance of the class "Integrity" which is a sub-class of the super-class "Security violation".
In addition, Attackl is connected to Paperl which is another individual or instance of the
class "Papers". Because Attackl and Paperl are both individuals they have the relationship
"PublishedBy". The other examples Attack3 and Attack4 are created similarly. For a full list
of Individuals (attacks) in DNNPAO please refer to Appendix A on Page 32.
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Table 12. A List of Individuals in DNNPAO.
Attacks Papers Reference
Attackl Paperl Lietal. [34]
Attack2 Paperl Lietal. [34]
Attack3 Paper2 Lee et al. [36]
Attack4 Paper3 Dumford et al. [37]
Attack5 Paper4 Bhagoji et al. [38]
Attack6 Paper5 Zhou et al. [39]
Attack?7 Paper6 Davaslioglu et al. [40]
Attack8 Paper7 Zhong et al. [41]
Attack9 Paper8 Huai et al. [42]
Attack10 Paper9 Xue et al. [30]
Attackll Paper9 Xue et al. [30]
Attack12 Paper10 Liu et al. [43]
Attack13 Paperl1 Hu et al. [44]
Attack14 Paper12 Lin et al. [45]
Attack15 Paperl3 Dai et al. [46]
Attackl6é Paper14 Zhao et al. [47]
Attack17 Paperl5 Liu et al. [48]
Attack18 Paper16 Chen et al. [49]
Attack19 Paper17 Tan et al. [50]
Attack20 Paper18 Tang et al. [51]
Attack21 Paper19 Wu et al. [52]
Attack22 Paper20 Barni et al. [53]
Attack23 Paper21 Xiong et al. [54]
Attack24 Paper22 Kwon et al. [55]
Attack25 Paper23 Chen et al. [56]
Attack26 Paper23 Chen et al. [57]
Attack27 Paper24 He et al. [31]
Attack28 Paper25 Xue et al. [58]
Attack29 Paper26 Yao et al. [59]
Attack30 Paper27 Quiring et al. [60]
Attack31 Paper28 Bhalerao et al. [61]
Attack32 Paper29 Costales et al. [62]
Attack33 Paper30 Kwon et al. [63]
Attack34 Paper31 Liu et al. [64]
Attack35 Paper32 Rakin et al. [65]
Attack36 Paper33 Liu et al. [66]
Attack37 Paper34 Zhou et al. [67]
Attack38 Paper35 Zhu et al. [68]
Attack39 Paper36 Gu et al. [69]
Attack40 Paper37 Guo et al. [70]
Attack41 Paper38 Clements et al. [71]
Attack42 Paper39 Munoz et al. [72]
Attack43 Paper40 Lietal. [73]
Attack44 Paper41 Lietal. [74]
Attack45 Paper42 Xu et al. [75]
Attack46 Paper43 Venceslai et al. [76]
Attack47 Paper44 Kwon et al. [77]
Attack48 Paper45 Cole et al. [78]
Attack49 Paper46 Zeng et al. [79]
Attack50 Paper47 Pan [80]
Attack51 Paper48 Garofalo et al. [81]
Attack52 Paper49 Tolpegin et al. [82]
Attack53 Paper50 Lietal. [83]
Attackb4 Paper51 Zhang et al. [84]

Attackb5 Paper52 Lovisotto et al. [85]
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6.2. Knowledge Base Construction

Our main topic is DNN security but it is useful for the field and community to get
to share complex knowledge using an ontology and knowledge base. Thus, we have
built the knowledge base using DNNPAO as a framework. To do so, we chose the Neo4j
database [21] with Neosemantics plugin [22] that enables an OWL ontology to be imported
into Neo4j database.
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Figure 9. DNNPAO classes and sub-classes with their relationships in Neo4j database.
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Figure 10. Meta-graph of the DNNPAO in Neo4j database.

7. Discussion, Conclusion, and Future Work

DNNs have brought innovative changes and introduced new dimensions in many
fields. They rely upon their input data, structure, and parameters and any change might
mislead the DNNs and this sensitivity of DNNs makes them brittle against adversarial
attacks. Attackers can mislead the DNNs by corruption parameters, maximizing error
functions, or manipulating the datasets. Recent research demonstrates that the robustness
of deep neural networks is a critical weakness against malicious attacks.

The robustness of DNNSs is also vital due to the emerging concepts of responsible
and green artificial intelligence (AI) that aim to preserve ethics, fairness, democracy, and
explainability of Al-based decision systems.

Although there are a growing number of research on adversarial attacks, only a few of
them focus on poisoning attacks. Meanwhile, with the rapid use of DNNs, evaluating the
robustness of DNNs involves exploring weaknesses in their models. Traditional security
management and threat analysis lack methods for intelligent responses to new threats.

A semantic knowledge representation of security attacks is a significant means of
retrieving data for analysts whether they are human or AI agents. In addition, there is still
a lack of semantic knowledge graphs and intelligent reasoning technologies for emerging
attacks. The purpose of an ontological knowledge base is to derive knowledge that has
not been clearly expressed. For instance, DNNPAO was queried in order to deduce some
knowledge of the attacks, as seen in Figure 11 on Page 30. The intention of the queries is
to demonstrate the viability of DNNPAO rather than to provide definitive answers to all
passable questions. As illustrated in Figure 11 the query was carried out in Protégé using
the DL Query and the HermiT reasoner. It shows the attacks, Attack8, Attack27, Attack28,
and Attack40 as a result of the question of what are the invisible backdoor attacks that
violate the authorization of the system and can be injected on the dataset from adversaries
in white-box or gray-box scenarios. To restrict the reuse, we select the 2020 published
attack; however, more complex queries can be conducted using SPARQL or the Neo4j
database [21]. Furthermore, more relevant graph exploration tools, such as SemSpect [99],
can be used to represent the data from Neo4j using a different visual interaction manner.
Updating such a knowledge base with new attacks and countermeasures can result in more
autonomous DNN security threat assessments.
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Figure 11. Using the DL Query and the HermiT reasoner to query the DNNPAO in Protégé.

This paper proposed an ontology of poisoning and backdoor attacks in DNNS, called
DNN Poisoning Attacks Ontology (DNNPAO) that will enhance knowledge sharing and
enable further advancements in the field. We performed a systematic review of the relevant
literature to identify the current state, collected 28,469 papers and, through a rigorous
process, 55 poisoning attacks in DNNs were identified and classified. We extracted a
taxonomy of the poisoning attacks as a scheme to develop DNNPAO. Subsequently, we
used DNNPAO as a framework to create a knowledge base.

Considering on the literature, we can highlight some essential directions toward robust
DNN . As can be seen in Table 7 on Page 15, the CNN is the architecture of DNNs that has
been attacked the most, however, that does not mean it is the most vulnerable architecture
but it is the most used architecture, especially for computer vision. In fact, the DRL and
DFL might be at more risk if we consider the environment and participants as part of the
training process.

Backdoors and Trojans are usually based on the poisoning injections of the triggers,
thus, filtering the data sets is an essential process in detecting the triggers. However, as
shown in some of the attacks, triggers could be embedded in hardware, which means that
scanning devices to detect these triggers are needed. In addition, triggers if injected might
not affect the accuracy until they have been activated. Some of the attacks show that even a
physical tool can be used to activate the triggers at the inference phase. Therefore, creating
an effective trigger detection tool at this phase is also necessary. Such a tool should consider
the invisible and multiple triggers.

Although there are growing intentions to better understand the DNNs security threats,
only a few works deal with poisoning and backdoor attacks. Taxonomies are incapable
of representing complex relationships, either between attacks and their characteristics or
among other attacks. One approach to addressing this complexity is using an ontology
knowledge base. An ontology can cope with this information while enabling scalability,
so that more complex information may be added. Thus in this paper, we proposed a seed
ontology knowledge base. Our ontology was generated according to a taxonomic scheme
that we developed on the basis of a systematic literature review. For further work, we
will consider other inference phase attacks such as adversarial example attacks and we
will add more attack characteristics. In addition, we plan to use the complete ontology to
train a DNN model to detect attacks toward better robustness of DNNs. Finally, we have
mentioned several applications where DNNSs are used, some of these are developed as part
of our broader work in DNNSs. As part of this strand of research, we plan to explore various
DNN attacks on these applications in the future. We envision that the work presented in
this paper will open new directions within the field of Al security.
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