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1. Introduction 

For the past few years, there has been a huge improvement in the security tools, and 

it has become challenging for hackers to hack the information by using technical resources 

only. Therefore, rather than just relying on technical resources to gain unauthorised access 

to information the hackers have been using social engineering techniques. Social engineer-

ing is a non-technical method of stealing information (Ivaturi and Janczewski, 2011).  

Social engineering refers to making use of human behaviour to gain access to their 

information. Regardless of using security measures such as firewalls, intrusion detection 

systems or anti-virus software; social engineering can still be challenging because the 

hackers target humans directly rather than machines. As humans tend to trust other hu-

mans easily and consequently can get deceived by them as well (Salahdine and Kaabouch, 

2019). Hackers use different deception tricks and play with human psychology to make 

people trust them. As hackers can get more information directly from humans than using 

any other technical means and attacking the machines, therefore, this technique has been 

increasing rapidly. And to reduce social engineering attacks it is important to know the 

techniques which hackers use and the security measures that can be taken to keep the 

information protected. This research includes different social engineering techniques and 

security countermeasures. And how these measures can be implemented in the organisa-

tions to ensure the security of their information.   

Research questions: 

Social Engineering is a broad topic and there can be a lot of research done. But this 

research paper will mainly focus on these three questions:  

What makes social engineering successful?  

What techniques social engineers are using?  

Which is the best way to reduce social engineering attacks?  

2. Social engineering 

In the literature, the researchers have been providing different definitions for the 

term ‘Social Engineering Attacks’ but all these definitions have the same broad concept.  

Conteh et al, described social engineering as ‘Human Hacking’ an art that tricks employ-

ees and consumers, and they end up disclosing their credentials and then the hackers use 

this information to gain access to their network and accounts (Conteh and  
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Schmick, 2016). Engebretson defined social engineering as “One of the simplest 

methods to gather information about a target through the process of exploiting a human 

weakness that is inherited by every organization” (Engebretson, 2013).  

Ghafir et al defined social engineering as “A breach of organizational security via 

interaction with people to trick them into breaking normal security procedures” (Ghafir 

et al., 2016). 

In the last couple of years, the social engineering attacks have increased rapidly as 

almost all businesses have moved to the digital landscape. Also, the attackers are taking 

advantage of the current COVID-19 pandemic and targeting people with fake support 

messages or claiming to be calling from vaccination centres and gaining their sensitive 

information. According to a report by PurpleSec, there was a 667% increase in the spear-

phishing emails during Covid and Google reported in April 2020 that it has blocked 18 

million daily malicious malware and phishing emails and 240 million daily spam mes-

sages related to covid (Mashtalyar et al., 2021). 

What is making the social engineering attacks successful? There can be many reasons 

behind this depending on the attackers’ targets. If the targets are common people, then 

the main reason can be a lack of awareness about social engineering attacks. As humans 

are considered the weakest link in the security chain and most of the research community 

agrees on this as well (Ghafir et al., 2016). Therefore, to stay protected from social engi-

neering attacks it is crucial to work on humans. Provide them with good knowledge of 

this security issue, its impacts and the measures that can be taken to reduce these social 

engineering attacks. 

3. The motivation behind social engineering attacks 

Social engineers carry out these attacks for various motives such as economic, and 

financial profit, personal interest, and political reasons. The information that social engi-

neers gain from these attacks can be used for various reasons, if the purpose of the attack 

is to gain financial profit, then the attackers can trade this information to the competitors 

of that organisation or sell this information on the dark web. But some social engineers 

carry out these attacks out of curiosity about that organisation or just to challenge them-

selves and use new techniques. Another reason that motivates someone to carry out these 

attacks can be personal grudges; someone who might want to take revenge or an old em-

ployee who got dismissed from the job can try social engineering techniques to bring the 

company’s reputation down. This type of attack is often successful because the old em-

ployee will already have some sensitive information about the company that will assist 

him in carrying out the attack. Social engineering can also be used to gain political interest. 

One political party can try social engineering attacks to gain sensitive information about 

the opposition and can use this information against them to bring their reputation down 

(Chizari et al., 2015). 

4. Social engineering attack strategies  

Social engineering is a growing threat and attackers are using various techniques to 

make these attacks successful. But most of these attacks follow a common pattern. And 

this pattern has been classified into four phases by Malcolm Allen. These four phases can 

be referred to as the social engineering cycle. These phases are Information gathering, Re-

lationship development, Exploitation, and Execution (Chizari et al., 2015). Jassen de-

scribed these phases in a series of four steps, which are: Global information gathering, 

specific information gathering, gaining access to information systems, and realizing the 

final goal (Oosterloo, 2008). By evaluating these approaches Oosterloo defined another 

model which combines the main focuses of both approaches, which are developing the 

relationship and obtaining information. And the model defined by Oosterloo has these 

four phases:  

(Oosterloo, 2008)  

1. Preparation  
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2. Manipulation  

3. Exploitation   

4. Execution   

In this research paper these four phases will be described and the techniques that are 

used in each of these phases.   

Preparation: In the first phase all the target information is collected. Social engineers 

try to collect as much information as they can by using different techniques. Some most 

common techniques that are used by attackers are physical reconnaissance, dumpster div-

ing and forensic analysis, phreaking, phishing, and profiling. All these techniques are 

used to gather information about virtual and physical attributes which assists in the next 

phases (Oosterloo, 2008).  

Manipulation: In this phase of social engineering attack the attackers try to manipu-

late the target by using various techniques, particularly psychological tactics. As humans 

tend to trust other humans easily and these chances increase when someone is in need. 

And therefore, the social engineers take advantage of this human nature to manipulate 

them and develop a relationship to get their trust and if this phase gets successful it be-

comes easy for the attackers to carry on the next phase of the attack. The attackers use 

psychological tactics such as the use of authority and reverse social engineering tech-

niques to manipulate victims (Oosterloo, 2008).  

Exploitation: This phase has a strong link with the previous phase because in this 

phase the social engineers get the advantage of the trust they developed with the victim 

and obtain sensitive information. Some of the techniques that can help in this phase are 

Tailgating, Piggybacking, Desk sniffing/office spoofing and Item dropping (Oosterloo, 

2008).  

Execution: This is the final phase in which the attackers use all the gathered infor-

mation from the previous phases and carry out the attack. (Oosterloo, 2008). The results 

of this phase depend on the intentions of the attackers and what they want to obtain from 

this attack. This phase does not only consist of social engineering, but it also allows at-

tackers to carry more attacks on the compromised system. Once the attackers have access 

to the system, they can download malicious code on it. 

5. Social engineering techniques  

Social engineering techniques can be classified into different categories. In this re-

search paper, the social engineering taxonomy proposed by Krembholz et al. will be used. 

This taxonomy has been illustrated in fig 1.   

 

Figure 1. Social Engineering taxonomy. 

Based on the operator the social engineering attack techniques can be classified into 

two categories: Humanbased attacks and Software-based attacks (Krombholz, 2015).  

Human-based: Human-based attack means the attacks that are conducted in person. 

It is easy to gain access to sensitive information through humans than computers thus, 
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these attacks are successful. But because these attacks are conducted in person and there-

fore, compare to software or computer-based attacks the number of targets in hu-

manbased attacks is limited (Krombholz, 2015). Types of Humanbased attack techniques 

can be shoulder sniffing, persuading or dumpster diving (Aldawood and Skinner, 2020).  

Software-based: These attacks are conducted using automated software. A software 

engineering tool kit is an example that can be used to carry out spear-phishing email at-

tacks. With software-based attacks, a large number of attacks can be carried out in a short 

time (Krombholz, 2015). Furthermore, social engineering techniques can be classified into 

four different types: Physical, Social, Technical, and socio-technical.   

Physical: As the name indicates, in this type of approach the attackers have to per-

form some physical activities to gain the victim’s information. Examples of this can be 

tailgating and dumpster diving (Aldawood and Skinner, 2020).  

Social: Social based techniques are the most effective techniques to carry out social 

engineering attacks. The attackers use different socio-psychological techniques to build 

relationships with victims and manipulate them. These techniques can include the use of 

authority or methods to impress the victim and gain information (Krombholz, 2015). This 

type of technique is mainly used in the second phase of the social engineering attack as 

the purpose is to build a relationship with the victim.   

Technical: This method uses technical tools to gain information. The attackers can 

attack different networking websites with less security to steal sensitive information. Ex-

amples of these attacks can be pop-up windows, email attachments or ads on the websites 

(Aldawood and Skinner, 2020).  

Socio-technical: The combination of both social and technical attacks can be used to 

carry out effective and successful social engineering attacks. As the social method will 

help to build a relationship with the victim and gain trust, the technical method can be 

used to gain sensitive information from technical means. Spear-phishing and baiting is 

the example of socio-technical attack techniques (Aldawood and Skinner, 2020).  

Some commonly used social engineering techniques:  

Physical Reconnaissance: Social engineers use this technique to gather information 

about their victims. They can use different tactics such as shoulder surfing or eavesdrop-

ping to gain information (Oosterloo, 2008).  This is a physical social engineering tech-

nique and is used in the first phase of the attack.   

Phishing: Phishing is a commonly used social engineering technique. It is the process 

in which the attackers send messages or emails containing malicious content, but they 

make it look like they came from legitimate and trustworthy sources. The phishing emails 

and messages normally contain website links that direct victims to the website with mali-

cious scripts (Aldawood and Skinner, 2020).  

Spear-phishing: Unlike phishing, spear-phishing targets a specific individual. The 

message sent to the victim includes the information familiar to him. The attackers do this 

attack after doing proper research about the victim and making the message look like it 

came from an authentic source (Aldawood and Skinner, 2020).  

Reverse Social engineering: The social engineer makes such circumstances that the 

victim himself access the social engineer. The victim request help from the social engineer 

and the social engineer helps the victim in such a way that assist him to carry out the 

attack (Watson et al, 2014).  

Baiting: In this attack, the attacker uses a storage device e.g., a USB drive with mal-

ware already downloaded on it. And intentionally leaves it somewhere to be found by the 

victim. And when found, out of curiosity the victim inserts that device into his computer 

system and the system gets compromised without his knowledge (Breda et al., 2017).  

Tailgating: Tailgating is a type of physical social engineering attack. In tailgating, the 

attackers try to get into the building. As the companies use access cards or identity cards 

to get access into the building but attackers follow the person who has the access and 

when that person sees someone coming after him, in courtesy that person might hold the 

door for the one coming after him (attacker) and this way the attacker can easily get into 
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the building. (Aldawood and Skinner, 2020). Or even if that person does not hold the door 

the attacker will try to enter before the door closes. 

Dumpster diving and forensic analysis: Dumpster diving is the process of finding 

sensitive information by going through the company’s trash and checking the discarded 

documents (Alharthi and Regan 2020) Similarly forensic analysis is the process of finding 

information by analysing discarded computer equipment such as hard drives and 

memory sticks (Oosterloo, 2008).  

6. Security countermeasures  

Social engineering attacks are one of the trickiest attacks to prevent as they include 

the use of technology as well as social techniques. Therefore, to reduce these attacks along 

with technical security, physical security and social awareness should be used. Based on 

the research done for this paper, some security countermeasures that can be used to pre-

vent social engineering techniques are explained below:  

Physical security: Physical security is required to prevent human-based social engi-

neering attacks. The companies should make sure that they have set up certain security 

that will not allow an unauthorised person to access the building. But at the same time, 

these measures should not be complex enough to interrupt the authorised person’s access. 

For example, the companies can use barriers where only one person is allowed to pass at 

a time and with an identification card or to make it more secure to use biometrics (Oost-

erloo, 2008). The use of biometric identification is better than identity cards because with 

identification cards the social engineer can use the excuse that he left his card home or lost 

it and then gain access using the temporary card. This security measure is useful to pre-

vent attacks such as tailgating. But this security measure will only prevent the external 

social engineers. If the social engineer is from within the company, then this measure 

would not help.  Therefore, further security is necessary to implement. 

Security Policies and procedures: The security of the company also includes having 

certain policies set to ensure the security of the company. For example, the companies can 

have a password policy which requires the users to include special characters, lower- and 

upper-case letters and numbers in the password. And prompt users to change their pass-

word after a certain time limit. And there should be a policy of wearing the ID card all the 

time in the company. Some other policies such as restricting the employees to bin the doc-

uments with sensitive information should be implemented to prevent dumpster diving 

attacks (Ghafir et al., 2016). The companies can also set physical access rules to certain 

areas within the building as well as limit access to virtual information. For example, there 

should be a different department of people having access to certain areas and information. 

Particularly limit the information accessible from the help desk. Because help desks are 

the first point of interaction and therefore, the information accessible to them should be 

limited. So that even if the attacker manages to manipulate the employee at the help desk, 

he should not be able to access any sensitive information. 

Awareness and training: Another way to reduce the social engineering attacks is to 

spread the awareness and train the employees to tackle these attacks. The employees 

should be given good training and awareness programs should be conducted to educate 

employees on social engineering techniques and tools. These awareness programs can in-

clude conferences and awareness campaigns. And the training can include workshops, 

lectures, or virtual labs (Mashtalyar et al., 2021). And the companies should arrange a 

session after a couple of weeks or whenever any new attack occurs. To educate employees 

about the latest attacks. Even if the attack did not occur in that company or did not get 

successful but still the employees should be aware of it. 
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7. Discussion and future work 

Social engineering is a serious concern for organisations. As social engineering at-

tacks are increasing organisations must implement strong security rules to keep their in-

formation secure from attackers. In this research paper, social engineering techniques and 

security countermeasures were discussed.   

The main questions of this research paper will be discussed in this section. By re-

searching the techniques used by social engineers such as phishing, tailgating, baiting and 

reverse social engineering the reason for the successful social engineering attacks can be 

known. In all these techniques the attackers try to deceive people directly or indirectly. 

The successful attacks can be because of two main reasons; the people not paying attention 

to details this can be because of the lack of awareness and the second is weak security 

policies in the company. if the target of the attacker is the endpoint user, then it is easy for 

the attacker to gain information from him than to get information from someone within 

the organisation. As common people easily trust other people and consequently, give the 

attackers sensitive information. For attackers, any information related to the victim is im-

portant, even if the victim thinks that information is not sensitive.   

Organisations’ weak security causes successful social engineering attacks. Attacks 

such as tailgating can be mitigated by having strong physical security. And attacks like 

dumpster diving and forensic analysis can be reduced by implementing strong security 

policies.   

Which is the best way to reduce social engineering attacks? when I started research 

on social engineering, I came across this statement which Ian Mann the author of the book 

‘Hacking the Human’ mentions in his book that he does not agree with the statement that 

was published in an article that the attackers take advantage of the people’s naivety and 

education is the only way to prevent social engineering attacks (Mann, 2008).  

As I researched the techniques such as phishing, spearphishing, dumpster diving and 

baiting I disagreed with Ian Mann. But as I further researched other techniques such as 

tailgating, piggybacking and the research about security countermeasures made me disa-

gree with the statement that was published in the article mentioned by Ian.   

I believe one best way of reducing attacks cannot be chosen. The awareness of the 

attacks is as important as the security policies. Even if the company has strong security 

policies but its employees have less awareness about the attacks then it can still be harm-

ful. For example, if the company’s policy is to not bin the sensitive information but some 

employees can still do it which can cause successful dumpster diving. And similarly, even 

if the employees are well trained, they cannot completely keep the information secure 

from the attackers. Therefore, policies such as limited information access should be im-

plemented. For future work, more research should be done on technical security and how 

to implement stronger security policies.  
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