Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 23 January 2023 d0i:10.20944/preprints202203.0070.v2

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and

contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Change in Human (Moral) Decision-Making and Performance with Intelligent Machines:

The Good, the Bad, and the Ugly in Human-Autonomous Systems Interactions

Arthur Prével', Adriana Salatino?, & Salvatore Lo Bue?

1Univ. Lille, CNRS, UMR 9193 — SCALab — Sciences Cognitives et Sciences Affectives, F-
59000 Lille, France
2Department of Life Sciences, Royal Military Academy, Hobbema 8, 1000, Brussels, Belgium

*Corresponding author: arthur.prevel@univ-lille.fr

Abstract

Autonomous systems and intelligent machines are involved in almost all areas of human activity
and they are now more and more present in our everyday life. The reason for this extensive use
certainly resides in all the benefits these machines offer to the users. In experimental settings,
numerous studies have demonstrated the positive effects that the introduction of autonomous
systems have on human decision-making and performance. However, studies have shown in
addition that the introduction of these systems can have important negative effects as well.
Considering that autonomous systems are now introduced in sensitive domains like the military
or medicine, we need more than ever a comprehensive understanding of the effects they cause
on human performance and decision-making, and particularly in tasks and contexts with a social
or moral dimension. The aim of this narrative review is threefold. First, we will provide an
overview of the main effects on a human agent’s decision-making and performance produced
by the introduction of autonomous systems. Second, we will review the conditions identified as

underlying factors of these effects, and see how current models of human — autonomous
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systems interaction integrate those conditions. Third, we will conclude this review by highlighting

new directions for future investigations.

Keywords: decision-making; human-autonomous systems interaction; human performance;
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Highlights

¢ Autonomous systems and intelligent machines have both positive and negative effects on
human performance and decision-making.

¢ Understanding the underlying mechanisms of human-autonomous systems interaction is
paramount for the design of safe and efficient autonomous technologies.

e Systematic empirical investigations and quantitative modeling are fruitful directions for

future research.

1. Introduction
Over the past 50 years, human activities have been radically transformed by the increasing use
of autonomous (computerized) systems and machines [1-3]. Designed to assist humans in
monitoring activities, decision making, or to help in action execution [e.g., 4,5], autonomous
systems help people finding the optimal route to pay a visit to friends or family, support
physicians in diagnosing and prescribing medications, or assists workers in industry perform
difficult or dangerous tasks. In this regard, the use of autonomous systems is currently
widespread in driving [6,7], aviation [8-10], military, defense and security [11], medicine [12,13],
nuclear plants [14, 15], etc., and the level of autonomy of the machines involved in each of
these areas is constantly increasing [3].

The reason for this extensive use of autonomous systems certainly resides in all the

benefits they offer to the users. They can make the driving experience much more comfortable,


https://doi.org/10.20944/preprints202203.0070.v2

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 23 January 2023 d0i:10.20944/preprints202203.0070.v2

help in the detection of pathologies and negative drug-drug combinations, or reduce work
accidents in manufacturing. In laboratory settings, several experiments have shown that the use
of autonomous systems leads to shorter human response times, fewer errors, or even reduced
workload and improved multitasking compared to conditions without their assistance [16-21]. As
the presence of these intelligent machines in our life continues to increase, we are now close to
a phase where human activities will change from active participation to a task to a more
supervisory role, with the ultimate goal for engineers being an autonomy of the systems that
distance humans as much as possible from the controlled process [1; 3; 10; 11; 22].

Unfortunately, the involvement of these technologies in human activities has not been
systematically associated with positive effects. More autonomy does not result necessarily in
systematic performance increment or correct decisions. Dramatic examples include the accident
of Air France Flight 447 (AF447) on May 2009, in which an autopilot malfunction combined with
a (supposed) loss of situational awareness by the pilots, resulted in the plane stalling and falling
into the Atlantic Ocean, killing all the 12 staff and 216 passengers on board. Other examples
involving vehicles or weapons are also reported in the literature [e.g., 23,24].

For this reason, researchers today are studying the interactions between humans and
autonomous systems more thoroughly to identify and describe the negative effects arising
simultaneously with the benefits of autonomous functions and machines, and the conditions
under which these effects are observed [2, 25]. For example, studies have found that the use of
autonomous systems can sometimes lead to overreliance in the system’s decisions, to a
degradation of manual and recovery skills, or to a loss of sense of control over the ongoing task
[21, 26-28]. Understanding the conditions that produce these effects is an absolute necessity. It
would help engineers to develop autonomous systems and intelligent machines that ensure
safety, improve performance, and guide human users to make optimal decisions without the
potential negative outcomes. This is particularly true when autonomous systems are used in

tasks and contexts that require moral decision-making [29-31].
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For example, a combat drone operator remotely engaged in a battlefield must make
moral decisions based on information and/or suggestions from the system. He/she must choose
between bombing a detected military target — with the risk of errors and collateral damages — or
not bombing the target — with the risk of future enemy attacks that also involve civilian losses
and damages to civilian infrastructure. In that situation, the overreliance on the system’s
decisions might have dramatic consequences. However, to the best of our knowledge, the
majority of research on moral dilemmas and autonomous systems concerns the algorithms and
values to be assigned to the systems to guide their decisions during moral decision-making
situations [e.g., 32-35], not the effect on human moral decision-making. Considering the
negative effects mentioned above, such as overreliance or loss of sense of control, it is possible
that interaction with autonomous systems also impacts negatively these decisions and the
corollary actions [36,37].

Thus, with the use of autonomous and intelligent machines in sensitive areas such as
defense and security or medicine, we need more than ever a comprehensive understanding of
the impact of these systems on human performance and decision-making, and particularly in
tasks and contexts with moral value. In some cases, this impact is trivial, like when we tend to
follow blindly the instructions of a GPS even though a road-sign indicates that the road we are
driving on is closed 200 meters away. Overreliance on automation or a decrement in feeling of
responsibility might have dramatic effects when the outcomes of decisions and actions involve
human lives.

The first objective of this narrative review is to provide an overview of the effects of
autonomous systems on human decision-making and performance. We will start with a review
of the main positive effects that these systems have. We will then delve into the negative effects
and their associated conditions reported with their use, with a specific discussion on situations
that involve a moral or social dimension. After this review of empirical findings, in a second part

of this paper, we will examine factors that are known to influence human-autonomous systems
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interaction. After this overview, we will present some of the psychological models developed to
account for the effects described in the first part. We will discuss the benefits of these models,
but also their limitations and possible ways to improve them. The second purpose of this paper
is to provide an overview of the known determining factors in human-autonomous system
interaction, and a discussion on the conceptual models used to interpret these findings. By
doing so, we hope to pave the way for new research in this domain. With this review, we aim
indeed to stimulate innovative investigations and insights into the circumstances that produce
the negative effects sometimes observed in autonomous systems and how to counteract these
effects. Finally, we will conclude this review by highlighting potential fruitful directions for future

research on human-autonomous system interaction.

2. Human-autonomous system interaction and its effect on decision-making and
performance

2.1. The good: Behavior enhancement with autonomous systems

With the massive increment in computer performance and the remarkable development of
artificial intelligence and machine learning, new technologies are now largely dominated by
computerized technologies [3]. Autonomous functions and machines offer many benefits in
human activities. At an industrial level, they increase manufacturing efficiency and productivity,
and reduces the risk of accidents. At an individual level, autonomous systems are designed to
make the user/consumer experience much more comfortable and effective as well. But
autonomy, of course, is not all or none. The extent to which a task is performed autonomously
varies across needs and situations. Thus, autonomy is characterized by different levels [38, 39],
and range from very basic automated processes (e.g., automated data acquisition), to fully
autonomous systems with very little human control. Furthermore, autonomy can be introduced
at different stages of task execution. A classical description is given by Parasuraman et al. [38;

see also 40]. According to the authors, autonomous systems can be assigned to 1) information
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acquisition, 2) information analysis, 3) decision-making, or 4) action processing (for different
descriptions, see also [25, 41]). Thus, autonomous systems and machines can either help to
detect relevant information from the environment and to analyze the information collected more
deeply (e.g., by inferring about outcomes likelihood), or help the user make the optimal decision
given the collected information and execute the selected action. In this first section, and for the
rest of the paper, we will focus on systems in which a human agent is still involved in the
decision process. Since we focus on the effect of autonomous systems on human decision-
making and performance, and since complete substitution of human control remains a myth
[22], the scientific evidence presented in this review will not discuss the supposed performance
and issues of fully autonomous systems.

We will now illustrate the positive effects of autonomous systems on human decision-
making and performance with some relevant findings from the literature, following the stage
classification proposed by Parasuraman et al. [38]. As Parasuraman et al. [38] have described,
the first stage of autonomy is information acquisition. At the user’s level, autonomous
information acquisition commonly consists in adding salient stimuli (or cues), or in changing the
properties of the environment to facilitate the detection of relevant target stimuli and/or promote
appropriate decision-making. A common example of autonomous information acquisition is
additional visual cues superimposed on a target to be detected. For example, Yeh & Wickens
[42] asked participants to pilot an unmanned aerial vehicle in a virtual reality environment and
search for hidden military targets (e.g., a tank). Participants could be assisted by autonomous
functions whose output consisted in a reticle automatically superimposed on a target when it
was detected by the system. In this case, target detection increased with the help of the target
cueing autonomous detection (see also [43]). Similarly, Goh et al. [17] asked participants in a
luggage screening task to detect the presence of a knife in luggage images shown on a monitor.
Some of the participants were assisted by an autonomous system that superimposed a salient

green circle to detected knife (i.e., a target). Consistent with the results by Yeh & Wickens [42],
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the authors observed that the proportion of correct detection was higher in the group with
automated function than in the group without this function (see also [16, 44]). Interestingly, the
stimulus used for information acquisition can have different physical properties. For example,
Rice & McCarley [20] used a text message as cue, while Dixon & Wickens [45] used an auditory
stimulus. Finally, in a study by St. John et al. [46], information acquisition consisted of directly
changing the saliency of the target stimuli.

The second stage of autonomy is information analysis. In this form of autonomous
system, information collected from (multiple sources of) the environment is integrated by the
system and/or is analyzed to make predictions about future states of the environment. In the
study by St. John et al. [46] mentioned above, participants in a simulated naval air defense task
were required to monitor a visual airspace to defend a ship against aerial threats. Participants
were assisted in this task by an autonomous system that continuously analyzed the level of
threat represented by the aerial vehicles displayed on the screen, and changed their saliency on
the screen accordingly. This reduced the response time to the threatening aircraft compared to
a situation without this function. Another good example of autonomous information analysis is
clinical decision support system. Clinical decision support systems are autonomous systems
and machines used to help physicians in diagnoses or drug prescriptions. For example,
Martinez-Franco et al. [47] tested the effect of DXplain, a decision support system developed to
generate lists of ordered diagnostic hypotheses based on information put in the system. The
authors recorded the rate of correct diagnoses from first-year medicine students and results
showed that the use of decision support system increased the number of correct diagnoses (see
also [48]).

Thus, autonomous systems are well suited to assist humans in the detection and the
analysis of relevant stimuli from the environment, and to promote appropriate decisions. Now,
we will present examples of autonomous systems that support directly the user in decision-

making process (stage 3) and action execution (stage 4). In autonomous decision, the system
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or machine is designed to suggest or to select an action among a set of possibilities, based on
the evaluation of the different available actions and their potential outcomes. Action autonomy
simply refers to the actual execution of the action selected by the system (or the user). A good
example of the effect of autonomous decision comes from a study by Rovira et al. [21] in the
military domain. Here, in a command-and-control task, participants were asked to engage
enemies with allied units on a simulated battlefield. Participants could either make their
decisions based on basic information about the possible engagement combinations, or based
on the support of a decision assistance that provided the best options to select with varying
degree of accuracy. The results found by Rovira and colleagues show that decision accuracy
(on reliable decision trials) is superior to basic information, and increases with the degree of
precision. We can also cite a study by MacMillan et al. [19] who found that participants were
better in a simulated air traffic control environment, measured by a reduced number of aircraft
being on hold, when they were supported by decision assistances. Similarly, Sarter & Schroeder
[49] found that pilots tested in an aircraft simulator were better at managing icing condition when
recommendations on the action to take were proposed by a decision system. By guiding the
detection of relevant stimuli in the environment, by making predictions about future states and
outcomes, or by making direct recommendations for the correct decisions to make, multiple
experiments have demonstrated how autonomous systems produce positive effects on human
performance and decision-making. A consequence of the facilitation from these systems is the
increased possibility for multi-tasking for the human agent [e.g., 27, 50-53]. Improved multi-
tasking represents another advantage of machine-assisted over human-controlled task. For
example, Cullen et al. [50] have shown that in a multi-task environment, information cues helped
to increase efficient switching of attention allocation across the different tasks. More recently,
Wright et al. [53] found that decision automation helped participants to monitor the transport of
multiple unmanned vehicles by providing route recommendations compared to a situation

without assistance. In summary, not only autonomy can help in performing a specific task, but it
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can also assist human agents efficiently when they have to monitor multiple sources of
information and perform multiple tasks. Unfortunately, the introduction of autonomous systems
and machines might also produce serious drawbacks. The next section will focus on the

downsides of human-automation interaction.

2.2. The bad: Negative effects of autonomous systems on human decision-making and
performance
Reports of troubles with autonomous systems and intelligent machines are not new in the
scientific literature. The first evidence and discussion of negative effects produced by the
interaction with these technologies were reported around the 1980s and 1990s [e.g., 2, 54, 55],
mainly in the aircraft domain [e.g., 56, 57]. Today, most scientists and engineers acknowledge
that introducing autonomy in a task is not just a “substitution” of an intelligent system or a
machine for a human activity [58]. Autonomous systems do not automatically reduce the
amount of work that a human agent needs to allocate to a task as it does not make the user’s
experience necessarily easier. Fifty years of research teach us that the right balance between
autonomy and human control must be considered carefully before introducing automated
functions and machines [59]. Otherwise, autonomous systems can have a substantial
detrimental effect on human decision-making and performance, which can result in dramatic
consequences related to performance and safety [2]. In this section, we will review the main
findings in the scientific literature on the negative effects reported when autonomous systems
are introduced in human activity. In doing so, we will narrow the presentation to a quasi-strict
description of the effects produced on performance and decision-making. Mediating factors and
concepts (e.g., loss of situation awareness, complacency) explaining these outcomes will be
discussed in the second part of the manuscript.

The first negative effect that we can discuss concerns, with some irony, multi-tasking. As

we have seen in the previous section, autonomous systems are designed to perform tasks that
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were initially performed by a human agent, with the consequence of reducing the number of
actions a user has to perform and/or helping for multi-tasking. However, this beneficial effect is
true as long as autonomy is properly designed and implemented, and as long as a human agent
is properly trained for its use. Like performance decreases with manual multi-tasking,
introducing too many automated-tasks to control might also have detrimental effect on
performance (for review, see for example [60]). For instance, Chen and Joyner [61] reported
that the performance on a target gunnery task in a simulated mounted combat system
decreased with the introduction of an additional automated task, particularly with low level of
autonomy, while perceived workload increased. Wang et al. [62] in a search and rescue task
with multiple robots, found that exploring the environment on one hand, and searching on a
screen of targets to rescue on the other hand, increased with the number of robots involved in
the mission (4, 8, or 12). However, the authors found that performance decreased when
participants had to control both exploration and search on the screen from 8 to 12 robots, and
that perceived workload increased with the number of robots in each condition (see also [63, 64]
for similar results). These examples show that the introduction of autonomous systems is
definitely not enough to improve human multi-tasking performance, and that, on the contrary, an
inappropriate level of automation and task allocation can lead to substantial performance
decrement and more errors from the human user. Particularly, studies on multi-tasking suggest
that human agents are particularly sensitive to overreliance, which is certainly one of the most
important negative effects in human-autonomous systems interaction. Overreliance is broadly
defined as the tendency of humans interacting with autonomous systems to use the output of
the systems (e.g., information cues) as heuristics to reduce effortful activities such as searching
and processing information [65]. More specifically, overreliance is said to occur when the
performance of a user decreases because of incorrect information and/or decision made by an
autonomous system [25, 66]. It is manifest in two types of errors: omission error and

commission error. Omission error occurs when an autonomous system fails to inform about a
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significant event (e.g., a weapon not detected in a luggage screening task), which result in the
user not taking the appropriate decision in that situation (e.g., not checking the screened-
luggage). At the opposite, in commission error the system makes an incorrect decision about
the environment or gives incorrect advices, which, in turn, result here also in an inappropriate
response by the user (e.g., the system assumes that there is a weapon in a screened-luggage
while there is not). Thus, overreliance corresponds to the fact that incorrect information or
decision cues from the autonomous system, but not the actual environment, control the
decisions and actions from a human agent. Examples of this phenomenon has been reported in
almost every task and domain involving autonomy [25, 66]. For longtime, overreliance has been
associated with autonomy used in multi-tasking situations. For example, Mosier et al. [28] found
both omission and commission errors in pilots tested in a simulated flight task in which multiple
flying tasks had to be monitored and supported by partially unreliable autonomous systems (see
also [67-69]). However, it seems now evident that overreliance affects also single-task
environment [70]. For example, Alberdi et al. [71] found omission errors in a computer-assisted
detection task for mammography, while Goddard et al. [72] reported commission errors caused
by clinical decision-support system in prescription task. In the command-and-control study by
Rovira et al. [21] cited above, despite the positive effect of autonomous decision on correct
responses made by the participants, the authors also found incorrect responses during
unreliable trials. In summary, overreliance occurs both in single- and multiple-tasks
environments, in both omission and commission errors, and it is observed for both information
and decision automation.

In addition to inappropriate autonomous-task allocation and overreliance, another
negative effect of autonomy is the loss of skills ([55]; or skill decay). Loss of skills refers to a
deterioration in task performance (motor or cognitive) after a more or less prolonged experience
of a user with automated tasks. A driver who has difficulty to drive an old car after a long period

of driving a very modern one with many automated assistances is an illustration of this effect. In
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the scientific literature, evidence of loss of skills were found for example in fine-motor flying
skills [73] or flight planning [74]. This effect is particularly critical when the system fails, and the
human operator has to take back manually the control of the task. In this context, there is
evidence of a decrement in the return-to-manual control after system failure. For example,
Endsley & Kiris [55] found that response time decision in a navigation task increases when
participants had to unexpectedly respond manually after a period of automated-assistance.
Similar results were found by Manzey et al. [27] with highest return-to-manual decrement for
higher level of autonomy (see also [75, 76]). To conclude this section, we would like to discuss
another intriguing aspect of human-autonomous system interaction that have shown growing
interest in the recent years, namely, the effect of autonomy on human agency [77]. Human
agency (or “sense of agency”) refers to the individual experience of controlling one’s own
actions and, through those actions, outcomes in the external environment [78]. Recently,
scientists have become interested in how the interaction with autonomous systems influences
how people feel in control in their own actions. One of the first demonstrations of an effect of
autonomy on sense of agency came from a study by Berberian et al. [26]. In an aircraft
supervision task, the authors found a decrease in agency with the introduction of task
autonomy, with agency reduced at higher levels of autonomy compared to lower levels (see
also [79, 80]). This finding is relevant in the context of our review because agency is supposed
to play a role in the attribution of responsibility and in the motivation of goal-directed behaviors
[81, 82]. For example, in the social domain, Caspar and colleagues [83-85] found that a
decrease in participants’ sense of agency was correlated with anti-social behaviors increment
from human agents. Thus, the evidence that autonomy can reduce the sense of agency from
human users lead to believe of potentially misuses, in addition to the ones described above,
particularly in moral or sensitive domains. Consider again the example of a combat drone
operator engaged on a battlefield, exposed to the risk of civilian losses and infrastructure

damages during attacks. In this case, a decrement in the sense of agency — combined with
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omission or commission errors — from the human operator might have dramatic consequences
in terms of human life. It is clear from that situation that the negative effects of autonomous
systems are not just annoying “side-effects” without real importance. If we want to avoid such
dramatic incidents, we need to understand how the interaction with autonomous systems might

change our behaviors and our decisions when we have to face moral situations.

2.3. The ugly: Autonomous systems and moral decision-making

In the last two decades, the main focus of engineers, scientists, and philosophers regarding
moral decision-making and autonomy concerned the rules to assign to an autonomous system
to perform ethical responses, or the ethical and legal issues regarding the use of autonomous
systems. Research has been conducted on what are the best rules/algorithms to assign to an
automated function or machine in moral situations [32, 35] and how human subjects would
behave in moral decision-making situations to inspire the development of ethical autonomous
systems [33, 34]. In addition, scientists and philosophers have considered the legal and ethical
consequences of fully autonomous machines in critical situations such as driving or military
conflicts [86-88]. Surprisingly, understanding how the interaction with autonomous systems can
change the ethical and social behaviors of a human agent in moral decision-making situations
has received little research attention until very recently [36]. By ethical and social behaviors, we
mean behaviors that follow a presumed consensus on the way to behave or not within a social
group, that is, behaviors following a social norm. Moral decision-making refers to a decision or a
judgment made in a situation with moral rules and moral principles play a role [89, 90]. The
recent interest in this topic can be explained by the increased proportion of behaviors in our
everyday life that are guided by autonomous systems (driving, communication, health, etc.). In
addition, as we have discussed above, autonomous systems are now more and more involved
in sensitive domains such as military operations, medicine, and security. Therefore,

understanding the effect of autonomy on human behavior in that context becomes crucial.
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The available evidence suggests a mixed-picture of the effects of autonomous systems
in social and moral decision-making situations. On the one hand, some recent findings suggest,
for instance, that the interaction with automation in social dilemma situation can increase
fairness between human agents [91] or can promote human cooperation [92, 93]. Similarly,
Kirchkamp & Strobel [94] did not find significant evidence of more selfish behaviors in a social
game scenario when decision-making is shared with automation. Thus, these results suggest
that the interaction with autonomous systems and intelligent machines in the social and the
moral domain does not necessarily increase the rate of unethical or unsocial behaviors, but, on
the contrary, might have a positive effect by increasing prosocial behaviors. On the other hand,
an analysis of additional results shows that the effect of autonomy is not so clear and using
these technologies in social or moral context could have clear detrimental effects. For example,
recent investigations suggest that people tend to act more selfishly when they are in interaction
against a computer player [95] and are more prompt for cheating [96]. Manistersky et al. [97]
reported that, in a resource allocation game, participants who played the game through self-
designed autonomous agents, designed autonomous systems to improve their own
performance and less for cooperation, contrasting with the results found by [91]. Very recently,
Leib et al. [37] found that advice received from an automation was as strong as the effect of
human agents in promoting unethical behaviors during social interactions.

Finally, some of the results on overreliance cited above can also shed light on the
influence of autonomous systems on human decision processes, especially when these
responses biases occur in medical or military situations. We can consider for example the
studies by Alberti et al. [71] or Goddard et al. [72], in which overreliance was reported for
mammography assessment and in prescription task. Although the conflicting moral aspect of the
decisions made is not addressed explicitly in these studies, these scenarios had obvious health
and life consequences. For example, an error of omission during mammography assessment

may result in undiagnosed cancer for a patient. Thus, it seems that despite potential critical
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negative outcomes, people can nevertheless follow the bad recommendations of autonomous
systems. Similarly, in the military domain, the command-and-control study by Rovira et al. [21]
reported high rate of incorrect decisions made by the participants when the autonomous
systems decisions were not reliable. The decisions in the Rovira et al. study involved the
engagement of opponents with units on a simulated battlefield. Does this mean that
commanders making decisions with the help of autonomous decision systems could show
overreliance? And what about combat drone operators who face the risk of civilian losses while
they are engaging a military target? In conclusion, the available empirical evidence suggests
that interaction with automation might lead to the promotion of pro-social behaviors (fairness,
cooperation, etc.), but also to unethical and aberrant behaviors. Thus, while autonomous
systems in the form of advisors or decision support system seems to be a very interesting
venue to develop and favor positive interaction among individuals or groups of human agents, it
also seems that in certain circumstances the interaction with these systems can be detrimental
in terms of ethical decision making. This dual-aspect of autonomy also applies to situations that
at first sight do not involve moral and social decision-making, with autonomous systems favoring
at the same time global performance improvement and multi-tasking, but overreliance and loss
of sense of agency as well. Following the research agenda of several authors (e.g., [25]), and
considering that autonomous systems and intelligent machines will certainly be more and more
present in our daily life and sometimes, in critical circumstances, we need more than ever to
understand the factors and situations that favor both the positive and the negative effects
reviewed above. This will help developing systems that are useful, safe, and ethical for users
and society. The next part of our paper will be dedicated to a review of the current known-

factors and models of human-automation interaction.

3. Factors and models of human-machine interaction
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3.1. Determinants of the effect of autonomous systems on human decision-making and
performance
Understanding the determining factors of the effects of autonomous systems on human
decision-making and performance has been for longtime a goal for researchers and engineers
[2, 25, 57]. Since the first studies conducted in the 1980s, several factors have been identified
as crucial determinants in human-autonomous system interaction. In this section, we will review
some of the most important factors identified and describe their effects on the human agent
interacting with the system. Again, it is particularly relevant to identify these factors and to
understand exactly what their effects are, as this will help in turn to recognize the circumstances
in which both the positive and the negative effects described in the previous section are
observed. With that information, scientists and engineers will be able to develop new forms of
autonomy and intelligent machines. They will be efficient in terms of the positive changes they
produce on the users’ performance and safety (e.g., fast and correct decisions, the possibility
for multi-tasking, etc.), but will also prevent or at least mitigate the negative outcomes we
described, particularly in the context of social and moral situations.
3.1.1. Level and stage of autonomy

The first factor that determines how human agents interact with autonomous systems is
the level and the stage at which autonomy occurs. As a reminder, levels of autonomy refer to
the notion that the degree of autonomy for a given task can vary across a continuous scale, with
intermediate levels representing different degrees at which autonomy is assigned [38, 39], while
the stages refer to the different subtasks on which task autonomy can be assigned [38, 40].
Most of the information on this topic has already been presented in the previous sections.
Importantly, an increased level of autonomy seems to be associated with improved decisions
and increased performance by the human user. For example, Manzey et al. [27] reported that
performance in a supervisory control task was better with autonomy than with manual control,

with this positive effect being superior when participants were supported by the highest level of
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autonomy of the system [see also 21, 75]. In addition, more autonomy in one task seems to
facilitate multi-tasking by the human agent. For instance, Chen and Joyner [61] reported that
performance on a primary task increases when the execution of a secondary task is supported
by a high level compared to a low level of task autonomy (see also [27]). Although generally
positive in terms of decision-making and performance, higher level of automation can also lead
to a loss of skill [55] and increased delay to take-back control of the system in case of system
failure. In the Manzey et al. [27] study, for example, the cost of returning to manual mode was
higher for the higher level of autonomy (see also [55, 75, 76]). Finally, we have seen that recent
results found a loss of subject’s sense of agency with higher level of task autonomy, measured
either by a direct rating about the task or by the indirect temporal binding measure [26]. Thus,
further research seems necessary to understand the exact balance between the beneficial
effects and the disadvantages of higher levels of autonomy of the systems. How the interaction
with other factors (e.qg., level of skills and previous experience, accountability) might mitigate or
enhance these effects is another venue for research. Concerning the stage at which autonomy
is introduced, whether it is information and analysis autonomy or decision and action autonomy,
all of these forms of autonomous systems can help improve performance and decisions [40].
However, compared to information/analysis autonomous systems, decision autonomy seems to
be more subject to overreliance [21, 49, 98]. This result is not surprising considering that in
decision autonomy, it is not necessary for the user to look at the environment, but only at the
output from the systems, while in information autonomy for instance, the user evaluates a
preprocessed environment (but still look at the environment).
3.1.2. Autonomous system reliability

A second major determinant of the effect of autonomous systems on human decision-
making and performance is autonomous system reliability. The effect of reliability is certainly
one of the most extensively studied factors in human-autonomous system interaction. Its effect

has been tested both for information/analysis autonomy [e.g., 16, 45] and for decision/action
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autonomy [e.g., 21]. Overall, investigations conducted on this effect found that decision-making
and performance improves with reliability. For instance, Goh et al. [17] found that participants’
performance was higher for information cue with 90% reliability than with 70% reliability.
Interestingly, a positive effect of autonomy can be obtained even with relatively low level of
reliability. For example, Cullen et al. [51] found that the performance of subjects who were
helped with information autonomy in a multi-task environment increased compared to a
condition without autonomy, even with a reliability of 67% (see also [21]). Although resulting in
global decision-making and performance increment, several studies have reported that error
rates during unreliable trials increase with higher levels of reliability of the system. Thus, high
autonomous systems reliability seems to be associated with increased tendency for
overreliance, with both omission and commission errors [25]. In a study by Oakley et al. [99], the
authors found that the rate at which subjects detect failures of an autonomous system
decreased with reliability in detecting errors (see also [67]). Thus, higher reliability seems to
increase the global task performance, but also the risk of overreliance. As a consequence,
much reliability would be relevant only as long as the negative outcomes that result from
overreliance are not superior compared to the gain obtained from the increased reliability. As
with the effect of higher-level of autonomy, the balance between the advantages and the
disadvantages of higher reliability will have to be investigated systematically.
3.1.3. Task difficulty and multi-tasking

A third important factor that determines how a human agent will interact with
autonomous systems is task difficulty and/or the number of tasks simultaneously monitored by
the agent. As we have already seen, automation is particularly useful in difficult manual or
cognitive tasks. It provides access to more rewards by increasing correct performance and
decision rate [19, 45, 49, 100], and reduces the costs related to task execution (measured for
example by reduced subjective workload; e.g., [19]). In addition, autonomy facilitates multi-

tasking by automatizing manual tasks (action automation) or by helping the detection of targets
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in the environment [e.g., 51, 61], allowing the human user to allocate more time and attention to
a secondary task. At the same time, using autonomous systems in the context of a difficult
single-task and/or multi-tasking is frequently considered as a driving factor of overreliance [25,
70, 72]. However, results are not always consistent [48, 100]. Related to the notion of task
difficulty, studies found that time pressure (i.e., a short delay allowed for a subject to complete a
task) can increase the user’s error rates [e.g., 44]. Finally, as a counteract to the effect of task
difficulty and multi-tasking, individual experience and task mastery seem to reduce the
probability of overreliance in the context of difficult task or multi-tasking, maybe because of the
experience of incorrect information [101], but with novice users having generally more benefits
from the use of autonomous systems [e.g., 102, 103].
3.1.4. Performance outcome, accountability, and automation display

Additional factors can be cited as crucial variables during human-autonomous systems
interaction. For example, some experiments have shown that performance outcome, and
particularly the consequences of errors, can have an impact on the rate of overreliance. In
particular, tasks for which errors might have more important negative consequences seem to
drive users to evaluate them more carefully [e.g., 28]. Related to this is the evidence of an effect
of accountability of decisions on the rate of overreliance. Skitka et al. [69], for example, found a
lower level of commission and omission errors when participants were accountable of
performance and accuracy (see also [104-106]). Thus, whether it is socially-mediated or not, it
seems that the consequences of the performance of user in interaction with autonomous
systems have a strong influence on that performance. Finally, we can cite the effect of the
physical properties of the system and the way the output from the system is displayed. For
example, Goh et al. [17] found that information automation in a screening-task is improved when
the automation cue was centered on the target compared to an indirect cue (see also [16]). Still
in a screening-task, Rieger et al. [44] found that a target presented in a predictable location

improves speed and accuracy. In summary, the way a human agent interacts with autonomous
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system is influenced by multiples factors, interacting with each other. In the next and final
section of this review, we will complete this overview of factors by a presentation of models that
scientists have developed over the last few decades to explain and make prediction about the

reported effects, and to a discussion on potential way of improvements for future models.

3.2. Models of human-autonomous systems interaction
With the increasing number of studies conducted on the factors underlying human-autonomous
systems interaction, scientists have developed several models of human decision-making and
performance in interaction with autonomous systems and machines. This development has led
to the introduction of new concepts (and their associated models) like trust in automation [107,
108], reliance and compliance [45], or mental workload [109]. A complete review of all the
concepts and models is beyond the scope of this paper. Instead, we will focus our discussion on
the presentation of two widely used notions in the domain: the loss of situation awareness [110-
112] and automation complacency [66, 67]. We will present the phenomena and effects
encompassed by these notions and how they are explained. More generally, we will see how
these concepts and their associated models improve our understanding of the influence of
autonomy on human decision-making and performance, but also what their limits are.
Particularly, we will discuss the necessity of a more systematic use of quantitative
computational methods, inspired notably from what it is already done in computational cognitive
neurosciences [e.g., 113], in order to increase their precision and their explanatory power.

The first concept and associated model we will introduce is (loss of) situation awareness
[110, 111]. Used initially in the aviation domain, situation awareness has become certainly one
of the most important concepts used in human-autonomous system interaction [114]. According
to Endsley [115], situation awareness is defined as “the perception of the elements in the
environment within a volume of time and space, the comprehension of their meaning and the

projection of their status in the near future”. Thus, situation awareness is composed of three
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different hierarchical levels: The first level of situation awareness (the perception phase)
corresponds to the perception of the status, attributes, and dynamics of relevant information in
the environment. The second level of situation awareness (the comprehension phase)
corresponds to the comprehension of the situation based on an analysis and synthesis of
elements collected from the perception level. Finally, in the third level, the situation awareness
comes from the ability to project future developments of the situation and potential
consequences of actions to influence it [110]. Based on these representations, the human agent
can decide the best action to select.

Given the assumed-role of situation awareness in the decision-making process, we can
see how inappropriate autonomous systems features could lead to a decrement of situation
awareness (i.e., a loss of situation awareness), and thus to an increased probability of
erroneous decisions by the human agent. For example, a high level of autonomy combined with
insufficient training or a loss of skills from the human agent could result, in case of failure from
the system, in the inability of the agent to detect, comprehend, and/or react appropriately to the
failure. Recently, Endsley [112] proposed an integrated model of situation awareness in which
the author defines determining factors. Specifically, the author proposes that a loss of situation
awareness during the interaction with autonomous systems and machines could result, among
others things, from a low level of information presentation, low monitoring skills, excessive trust
in automation, the presence of competing tasks, or a low level of cognitive engagement from the
agent. All these factors are supposed to intervene in the agent’s level of situation awareness
and thus in his/her performance in the task at hand. This integration of factors allowed the
author to propose several guidelines for the design of appropriate systems in interaction with
human agents. For example, it is suggested that autonomous systems should preferably be
used for routine tasks, information and analysis autonomy rather than decision autonomy, or to
increase information saliency and ensure transparency from the system (see [112] for complete

guidelines).
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Closely related to situation awareness, another important concept in the human-
autonomous systems interaction domain is automation complacency [66, 67]. Automation
complacency is said to occur when a human agent is monitoring an autonomous system, but
with a suboptimal rate of monitoring which, in turn, might lead to performance failures [66, 116].
More specifically, this performance failure results from both a direct failure of the system and
from the inappropriate response of the human agent. Automation complacency was initially
developed in the context of multi-tasking with the evidence that the rate of autonomous system
failures detections is relatively low when subjects have to monitor an automated secondary task
with high and constant reliability level [67]. Now the concept is associated with the phenomenon
of overreliance or automation bias [25]. Parasuraman and Manzey [66] proposed a model that
integrates both complacency and overreliance. The model is composed of a complacency
potential component, which influence a component of attentional information processing, which
in turn influence the agent’s situation awareness and performance. Interestingly, the structure of
the model is relatively similar to the model recently proposed by Endsley [112]. In the latter, the
complacency potential, which is seen as a tendency to react less attentively during the
interaction with a specific autonomous system, is assumed to be influenced by the reliability and
consistency of the system, as well as by individual characteristics and interaction history with
the system. Thus, increased reliability is assumed to increase the agent’s complacency
potential. Then, it is assumed by the authors that this complacency potential will influence
(negatively) attentional information processing by producing inappropriate allocation of attention
and/or selective information processing in the context, for example, of high task load. This low
attentional information processing would, in turn, result in loss of situation awareness and
inappropriate decision-making, like in the absence of detection of failure from the system.

In summary, both Endsley’s [110, 112] situation awareness model and Parasuraman &
Manzey’s [66] complacency models have been shown interesting to interpret some of the

effects found when autonomy is introduced and to integrate empirical evidence of known
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underlying factors of human-autonomous system interaction (e.g., level of autonomy,
autonomous system reliability). Based on their interpretations of the role of specific underlying
factors, these models allow to make recommendations to engineers for the design of new
technologies, with the purpose of avoiding the negative outcomes reviewed in the previous
sections [112]. Endsley’s situation awareness model and Parasuraman & Manzey’s
complacency model offer a conceptual interpretation to several negative effects like omission
and commission errors or return-to-manual decrement after a system failure. Given the potential
role of these effects in social or ethical decision-making situations (e.g., for the decisions made
by a combat drone operator), the understanding that these models allow is particularly
interesting for the development and the use of safe systems in these situations. Despite all
these advantages, however, the models are not without limitations. In particular, these models
(at least in the references above) are defined only at a conceptual or descriptive level, and the
exact mechanisms that underlie each function or how those functions interact with each other or
with external factors are not precisely described. Thus, it is difficult to know what predictions
they allow in specific circumstances, and consequently, it is difficult to test these predictions and
make comparisons between models. More generally, this reduces the extent to which engineers
can use the models to anticipate how human users would act under particular circumstances.
To improve the validity of those models, the use of quantitative computational methods
is very promising. Computational modeling (in our context of behavioral data) consists in the use
of mathematical models either to explain qualitative features of empirical data or to make
guantitative predictions [117]. In the last 20 years, behavioral and cognitive neuroscientists have
shown a strong interest in the use of computational models in behavioral and neurocognitive
research [e.g., 113, 118]. The models show several advantages over classical conceptual
models. Notably, these models are explicit and falsifiable, their performance can be
guantitatively assessed, and they can provide unified framework for supposedly distinct

phenomena [113, 119]. Applications of computational modeling to learning and decision-making
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phenomena have shown several important successes [e.g., 120], and we strongly believe that
this could also be beneficial for better understanding human decision-making and performance
in the context of human-automation interaction. This suggestion has already been proposed in
the literature [e.g., 121] and computational models of human decision-making during human-
autonomous system interaction have been developed [e.g., 122-125]. To date, however, the
proportion of models using computational methods remains relatively small, and much more

investigations are needed for the systematic use of these models.

4. Discussion
Autonomous systems and intelligent machines are now widespread in almost every area of
human activity and it is more and more present in our everyday life [1-3]. In this review, we saw
that the introduction of autonomous systems can lead to significant improvement in human
decision-making processes and performance, but can result in serious negative effects like
overreliance [2]. Understanding the conditions in which these effects appear has become
crucial, especially when autonomy is used in situations involving social or moral decisions [36].
For these situations, this review has shown that available evidence is inconsistent. Since the
first studies on human-autonomous system interaction, multiple factors have been identified,
and their effects begin to be well understood (partially at least). Models have been proposed to
explain the changes in decision-making and performance found in human-autonomous systems
studies. Concepts like loss of situation awareness [110, 112] and automation complacency [66]
have been introduced, and the models allow to make some recommendations for the design of
new automated technologies. However, these models suffer from being mainly conceptual or
descriptive models, which limits their predictive value. We suggest the use of computational
modeling to increase the models’ precision in predictions [118, 121].

To conclude this review, we would like to highlight potential fruitful directions for future

human-autonomous system interaction research. First, new investigations need to be conducted
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on how the introduction of these technology influences the decisions and performance of human
agents in social or moral decision-making situations [36]. As we have seen, very few studies
have been conducted yet, and they point out both positive and negative effects. Considering the
growing importance of autonomy in sensitive areas such as medicine, and military defense and
security, we need to understand the conditions that favor ethical decisions by humans when
they interact with autonomous systems and machines. Second, more investigations are
necessary on the factors underlying the interaction between human and autonomous systems.
In particular, while many investigations have been conducted on contextual effects (e.g., effects
of automation reliability, levels and stages of automation, etc.), much less is known about the
effects of task consequences and/or accountability (i.e., the effect of contingent-outcomes
presented during the interaction with autonomous systems [25]). Finally, an important area of
research will consist in the massive development of computational models to explain more
accurately how autonomy changes decision-making processes and performance in human
subjects [118, 121]. By doing so, engineers will be able to develop new technologies aimed at
improving human performance, but reducing at the same time the risk of dramatic

consequences.
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