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Abstract: In this paper, we address the problem of compatibility between digital signature schemes
and in-network aggregation approaches. In the IoT world, the gateways alter the signed network
flows when performing in-network aggregation. Therefore, existing conventional approaches are not
suitable for verifying the authenticity of the original flows. This raises the need for energy-effective
and secure schemes that enable the destination to validate aggregated network flows. In this regard,
a lightweight homomorphic signature scheme is proposed which supports the implementation of
aggregation procedures without affecting the verification process. We demonstrate the unforgeability
and the privacy of our scheme. We also perform an analytical study of its energy-efficiency. The results
suggest that the proposed scheme considerably decreases the processing overhead of the existing
set-homomorphic signature schemes. Moreover, it does not add any communication overhead to
traditional (non-homomorphic) signature schemes. This, in turn, improves the energy consumption
by 30% compared to existing homomorphic signature techniques.
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1. Introduction

IoT-based healthcare systems are exposed to numerous security challenges. These
are mainly due to the wireless connectivity of IoT devices, and their network topologies.
At the same time, many IoT medical devices are tiny and have limited power support.
Therefore, it is essential that their security framework offers a balance between security and
energy efficiency. As a matter of fact, Wireless Body Area Networks (WBANSs) consist of
resource-constrained devices that monitor various parameters, including body temperature,
blood pressure, and Electromyography. The patient monitoring system proposed in the
ASSET project illustrates the role of WBANSs in the eHealth system (Figure 1) using smart
things such as sensors and actuators [1]. The ASSET project developed adaptive security
approaches for healthcare using IoT, specifically lightweight mechanisms that will allow
it to adapt to a dynamic changing context of threats, diversity, and processing capability.
This allows the mechanisms to detect, respond and adapt in real-time to future security
and privacy threats. It is essential to consider efficient utilization of resources in IoT, since
sensor nodes used in these networks are tiny and have a limited battery. Thus, lightweight
schemes need to be used for implementing security in IoT systems.

The main challenge for applying cryptographic approaches is their high consumption
of computing resources. These usually need various iterations to perform encryption and
decryption. Thus it is unfeasible to implement them within low-powered medical devices.
In WBAN:Ss, the resources are needed during data processing, storing, and transmission. In
fact, healthcare systems encourage reducing the amount of data that is processed in order
to save both energy and cost. Therefore, aggregation has often been considered an optimal
approach for computing and storage abilities of the local node, as it eliminates excessive
data within the system flow. Figure 1 demonstrates an architecture in which the WBAN
gateways are used to gather bio-signals acquired from patients using sensor nodes.

In the last decade, numerous methods have been developed to perform data and
network aggregation [2—-4]. They have been useful in saving the energy resources of the
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Figure 1. Architecture of an IoT-based eHealth system.

gateways, thereby extending the lifetime of the WBAN. Unfortunately, such aggregation
mechanisms can also impact the system’s security properties. For example, if few packets
are dropped, the destination node will not be able to correctly validate the signed stream’s
authenticity. Many homomorphic signature techniques have been proposed to solve this
problem. Nonetheless, they exhibit severe short-comings making them inapplicable in our
context. In fact, most of them only focus on the cases where the aggregated message is
obtained through the application of addition, multiplication, or polynomial functions on
the original messages [22,24,25]. However, these techniques do not apply to the contexts
where subsets of the original messages are eliminated during the aggregation process
to minimize redundancy or to preserve anonymity. This property is only fulfilled by
"redactable" signature schemes [26,27] and "sanitizable" signature schemes [20].

These schemes allow a party to remove parts of a signed document without affecting
its digital signature. Also a third party would be able to redact the signed document without
the use of private keys while the verifier is able to verify the validity and authenticity of
the remaining documents. The techniques that have been proposed in the literature to
implement this concept do not scale with the length of the message. This constitutes
a severe limitation in our application since the transmission of large digital signatures
considerably increases the communication overhead and reduces the lifetime of the smart
things.

This research work addresses the problem associated with designing digital signatures
schemes that are compatible with in-network aggregation. The redactable property is
required for the WBAN gateways to perform efficient aggregation operations on the traffic
transmitted by the smart things deployed on the patient body without affecting the digital
signatures of these traffics. Since aggregation is not limited to the removal of subsets of
messages, we introduce the set-homomorphism property, which extends redactability to
other set operations such as union and intersection. A set-homomorphic signature approach
allows signing sets so that the signature can be computed on the union of signed sets or the
subset of a signed set [16].

We show that the signature scheme used to guarantee the authenticity of the med-
ical data needs to be set-homomorphic and follow a definition of the before-mentioned
signature procedure. After that, a set-homomorphic scheme is pro-posed using Elliptic
Curve Cryptography (ECC) for healthcare applications. The main characteristic of our
research is that it supports the application of basic set theoretic operations (i.e., union,
intersection) on a digitally signed system flow without altering the verifying mechanism.
The unforgeability and privacy properties of our scheme are also proved. An analytical
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study is conducted to assess its energy effectiveness. An experimental study is presented
to evaluate the overhead introduced by our set-homomorphic signature scheme in terms of
bandwidth, delay, and energy consumption.

Our main contributions are as follows:

1. A new set-homomorphic signature scheme is proposed. It allows the computation
of a signature on a set of aggregated packets (computed as the union of the sets of
the original packets) without requiring the private keys used to compute the original
signatures.

2. The unforgeability, privacy, and length-efficiency of the proposed signature algorithm
are studied. We found that the complexity of computing forged signatures is equiv-
alent to the Computational Diffie-Hellman (CDH) problem, and the length of the
signature is substantially reduced compared to existing schemes.

3. A prototype of our signature technique is implemented on T-mote Sky sensors and O2
smartphones. The results that have been obtained through experiments corroborate
the analytical study and show that our scheme outperforms the existing candidate
approaches for implementing set-homomorphic signature schemes for the IoT.

The paper is organized as follows: The requirements analysis and related approaches
are presented in Section 2. Section 3 discusses proposed set-homomorphic scheme to com-
pute aggregate signatures in the IoT.The properties of oura technique are mathematically
studied in Section 4. Section 5 describes the experiments that have been performed to
prototype the proposed solution and evaluates the performance of this solution with respect
to existing techniques. Finally, Section 6 concludes the paper and gives future prospects.

2. Digital Signature Schemes for IoT in eHealth

IoT is important in modern healthcare systems because doctors, families, and insur-
ance companies can assess medical records to follow up on the treatment plans of patients.
However, care needs to be taken to mitigate potential threats on these intelligent networks
and guarantee that medical information is only accessed by authorized users. The tiny
medical devices used in healthcare have limited power, processing, memory, and com-
munication resources. Thus, using strong cryptographic algorithms and protocols is not
an optimal solution. This section addresses the requirements related to the computation
of aggregate signatures in an IoT environment. Then, existing approaches to address
aggregate signatures and underline their limitations in our context are discussed.

2.1. Requirement analysis

In Figure 1, it is assumed that the WBAN gateways perform the aggregation procedure
so to save resources by reducing communication overhead which is the performance
bottleneck of the patient monitoring system. For instance, through practical experiments
realized on a T-mote Sky sensor, we found that the energy consumption for the calculation of
the SHA-1 hash value is 14.7y ] while transmitting the hash value costs 30y ]. This illustrates
the processing and communication overhead impact related to security algorithms and
protocols on power consumption.

A critical problem related to the implementation of aggregate signatures that save
battery life is addressed in this work. Figure 2 presents an illustration medical gateway
aggregates packet flows originating from different smart things deployed on the patient
body. The authenticity of the origin of these packets is guaranteed through the digital
signature. The two main rationales to support the aggregation process are:

1.  Reducing redundancy between the packet flows to minimize energy consumption
and communication latency.

2. Preserving the patient’s privacy by hiding information related to his/her identity, sex,
or location, etc.
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Figure 2 demonstrates that the WBAN gateway will aggregate the traffic from all
incoming packets and only forward one green and one violet packets. The available options
for aggregating signatures along with packet flow are stated as follows:

*  Naive forwarding: The gateway sends the signatures associated with the input packet
flows. The verifier will not verify signatures because the verifying procedure is altered
since the partial original signed content utilized to form these signatures was omitted.

* Naive computing: For each aggregate flow, the gateway recalculates a new signa-
ture. The major drawback of this method, it creates processing overhead. Another
shortcoming is that it destroys any connection to the originators of the signed packets

e  Aggregate signature: The WBAN gateway generates a digital signature to aggregate
packet flow without using private keys. This results in reducing the processing
overhead. However, the length of the new signature is longer, which needs more
energy during the computation process.

In this paper we develop a new aggregate signature scheme. In the following, we discuss
the basic properties that should be fulfilled by such a scheme.
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Figure 2. Options for the computation of aggregate signatures.

Definition 1. Set-based signature scheme
We consider a message space M, a signature space S, a private key space Kpy, and a public key
space Kpup. A Set-Based Signature Scheme (SBSS) consists of the following three algorithms.
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e A key generation algorithm gen : {1} — Kpr X Kpup, where A is the length of the
public and private keys

e A signature generation algorithm sig : Kpr x 2M — 2M x S, where 2M is the power
set of M

* A signature verification algorithm ver : Ky, x 2M x & — {0,1}

such that, for every M € oM, ver(kpub, sig(kpr, M )) = 1if and only if, kp, is the public
key associated to kpy.

In the rest of the paper, the algorithm that computes the digital signature is denoted
by sigg. The mathematical relation between sig and sigy is given in Equation 1.

Sig(kpr/ M) = {Mr SigO(kpr/ M)} 1)

A slight difference to the traditional signature schemes is that the function sig operates
on sets of messages in 2 instead of operating on individual messages in M. This is to
make the signature scheme applicable to sets of packets issued by the smart things.

To illustrate the need for set-homomorphic signature schemes, we consider the simple
case where a WBAN gateway receives two signed sets of packets originating from the
sensor nodes s1 and s,. The WBAN gateway receives sig(kpr 1, 111) and sig(kp2, I12) from
s1 and sy, respectively. The packet sets are represented by ITy = {my,..., 711, } and
I, = {m3,..., Mo, }, Where pij € 2Mifori =1,2,1< j < n;, and n; is the number
of packets in the set IT;. Having removed the redundancy from these sets, the WBAN
gateway is supposed to forward I1; UII,. To guarantee the authenticity of the new set
while avoiding the shortcuts of the naive forwarding and naive computing approaches
described above, we propose to develop an implementation of aggregate signatures using
set-homomorphic signature schemes.

Definition 2. Set-homomorphic signature scheme A set-based signature scheme

SBSS = {gen, sig, ver} is called set-homomorphic if there exist three operations ¢ : Kpr x Kpr —
Kpr, V1 Koub X Kpup = Kpup, and e : S x § — S that satisfy the two following properties for
a set operation x and for any Ty and 1, in 2M, any kpr1 and kpyp in Kpr, and any kpuy,1 and
kpub,Z in ICpub-

*  Homomorphism
sigo (Kpr,1 © kpr,2, 111 x T1p) = sig(kpr,1, T11) @ sigo (kpr2, IT2). ()

¢  Correctness
ver(kpub,1 Vkpub,2, Sig(kpr,1 © kpro, 1Ty *I13)) = 3)
ver(kpup,1, Sig(kpr,1, 111)) A ver(kpup 2, sig(kpr2, 12)),
where A is the logical AND operator.

Therefore, a Set-Homomorphic Signature Scheme (SHSS) consists of four algorithms
and four operators. It is represented as follows.

SHSS = {{gen, sig, ver, agg}, {¢, V, o, %} }, 4)

where the algorithm agg : S x § — § x A returns an aggregate signature with a set of
parameters in 4. A is the set of parameters needed to compute the operation V.

agg(sigo (kpr,1/ IT )/ Sigo(kpr,z/ HZ)) =

: . ®)
{sigo (kpr,1,T11) @ sigy (kpr2, I12), A},
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where A € A. For instance in the case where V is a polynomial function, A would represent
the coefficients of this polynomial, which have to be known by the verifier to compute
kpub,1 Vkpup,2 in Equation 3.

Since we are interested in the design of set-homomorphic signature schemes that are
compatible with in-network aggregation, in the rest of the paper we mainly focus on the
case where « is the union operator. In this case, the set-homomorphic properties given in
Equations 2 and 3 improve the energy-efficiency when the processing and communication
overhead of e is less than the processing and communication overhead for the computation
of two digital signatures using the algorithm sigy. We also investigate two other set
operations, which are set difference and intersection.

Additionally, the proposed signature scheme needs to fulfill other requirements also
such as unforgeability, low process overhead, support of multiple signers, anti-reply, low
communication overhead, privacy.

2.2. Literature review

Table 1. Summary of homomorphic signature schemes.

Ref./year Underlying Homomorphic Processing overhead = Communication over- Support of
problem  property head multiple

signers

BF [22] /(2011) SIS Polynomial Rlog(p+1)L O(plog(l.p)) X

N [24]/(2008) RSA Transitive E 2log(p) + 2l 1og(I) v

BJ [25]/(2010) RSA Multiplication 2.E O(log(p)) + log(I) v

LLP [26]/(2012) DLP Set operations 7.M 3llog(q) v

SPBPM [27]/(2012) CDH Set operations 2P log(q).0(1?) v

HA/(2013) CDH Set operations M log(q) v

There are different types of homomorphic signatures present in the literature. These
include prefix aggregation signatures [15], redactable signatures [16,19], sanitizable signa-
tures [20], set-based signatures [21], verifiably encrypted signatures [13], multisignatures
[17], transitive signatures (a special case of homomorphic signatures) [14], and linearly
homomorphic signatures [22]. From these schemes ours is closely-related to set-based and
redactable signature schemes.

A redactable (or sanitizable) signature scheme allows the removal of messages from
the original message without affecting the verification process and without the redacted
message and signature revealing anything about the content of the redacted message [20,23].
Hiding the amount and positions of redacted data is an important privacy requirement
since one is able to derive the lengths or positions of the redacted (sanitized) data. Several
authors address different properties of redactable signatures including immutability, signer
accountability, sanitizer accountability, transparency, and unlinkability. In the literature, it
is mentioned that such signatures are applicable in a number of relevant application scenar-
ios, including medical applications, secure routing, multicast and database applications,
privacy-preserving billing system, military and governmental applications just to mention
few.

According to Definition 2, a set-homomorphic signature scheme signs sets that a third
party can compute the signature on the output of set operators on the original sets. In our
work, we focus on the union and subset operators since the WBAN uses them to aggregate
the traffic coming from the smart things.

Table 1 reviews the homomorphic signature schemes that are most closely-related to
our context. To evaluate the complexity of the signing and the verification operations as
well as the length of the aggregate signatures, we suppose that integer exponentiation is
performed in Z, scalar point multiplication is performed in E(FF;), and R is the rank of
the private basis used in lattice-based signature. Depending on the signature scheme, the
complexity is evaluated in terms of number of exponentiations (E), number of scalar point
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multiplications (M), number of pairing operations (P), number of lattice multiplications
(M'), and number of lattice additions (L). Moreover, ! denotes the number of digital
signatures used to generate the aggregate signature.

We notice that the first three approaches [22,24,25] are limited with regard to the
supported homomorphic operation. They do not allow the computation of aggregate
signatures for packets flows to which simple set operations have been applied. In addition,
the first approach [22] does not extend to the case where multiple private keys are used.
The authors in [26,27] develop "redactable" signatures that have the property that given a
signature on a message, a signature on the subsets of the message can be generated without
using the private key.

Authors in [36] presented innovative, strictly more robust notions with supplementary
use-cases for sanitizable Signatures schemes. In their research, notions of strong unforge-
ability and sanitizer accountability are focused that have great significance for security
aspects in different applications. However, their study did not focus on resource efficiency,
which is the main limitation for its implementation in medical scenarios. In [37], authors
claim that the developed approach efficiently verifies aggregated data collected from differ-
ent [oT devices using a homomorphic signature mechanism. The efficiency parameter was
merely focused on authentication parameters, such as detecting forged signatures or proper
signature generation. However, their re-search did not highlight the significance of energy
efficiency for implementing the signature scheme in IoT. Furthermore, the developed ap-
proach is theoretical, the results and implementation scenarios are not provided to support
their claim. Our previous research [38] highlighted the significance of the approach, which
offers a balance between resource efficiency and security, but for supply-chain management.
Here in this research work, we will be developing an energy-efficient security scheme for
IoT-based healthcare.

Researchers have developed several other homomorphic cryptographic techniques for
different applications in the modern era [39-42]. In [39], multi-signatures based approach
is proposed based on signing multiple signature with key aggregation mechanism. Their
proposed method does not require further public-key model assumptions and is build from
three-round protocols. In [40], a framework is proposed integrating redactable signature
scheme (RSS) with non-interactive zero-knowledge proof systems. It is claimed that their
framework can play key role to comprehend privacy enhancing approach. However, the
main limitation of [39,40] is that they only provided the theoretical model; there is no
real-time verification or deployment of the developed approach. It is reported in [41] that
RSSs are vulnerable to dishonest redactors or illegal redaction detection. To overcome
this issue, authors in [41] proposed two distinct RSSs with flexible release control. It is
also claimed that the proposed method has better performance in terms of security, and
efficiency. However, it is not demonstrated how the issue with the efficiency of processing
overhead of the existing schemes is solved. In [42], a certificateless aggregate signature
approach is developed. Authors claim that the developed approach decreases the network
bandwidth and also offers high confidentiality.

The major drawback of these techniques is that they generate long signatures that
are not suitable to the scarcity of energy and communication bandwidth. The approach
introduced in [27] covers this limitation but the size of the generated signature is equivalent
to @ normal signatures, where 7 is the number of private keys used to sign the message,
while the signature generated by the algorithm proposed in [26] is of size 3nlog(g). Our
scheme therefore outperforms existing schemes in terms of length efficiency as depicted in
Table 1. Another point that should be underlined is that most of the prior work on homo-
morphic signature studies the security aspects in a theoretical framework and overlooks
the issues related to the applicability of the proposed schemes in resource-constrained
networks. In our case, we provide experimental results to assess the improvement resulting
from the application of our set-homomorphic signature scheme in terms of communication,
delay, processing , and energy overhead.
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3. Proposed Set-Homomorphic Signature Scheme

Let G and Gt be two cyclic multiplicative groups and é : G x G — Gr be a bilinear
map, which is a function that has the following properties [9]:

e Computability: There exists an efficiently-computable algorithm for computing
é(x,y), for every x and y in G.
*  Bilinearity:
Vx,y € G, Vz1,z0 € Z é(x*1,y*?) = é(x,y)**%2. (6)

* Non-degeneracy:
Vx € G,x #0 =< é(x,x) >= Gr. (7)

This is also equivalent to
Vx e G,x#0=¢é(x,x)=1. 8)

The reader should refer to [9] for a detailed definition of bilinear maps.

We also consider a generator g of G. The set of sensor nodes is denoted by S =
{s1,..,5n}. We also consider a hash function # on M (meaning that & operates on packets).
A function 1 is introduced to associate the transmitted packets with their sequence numbers
defined by the communication protocol used at the layer 2 of the communication protocol
stack. In our work, ¥ reads the value of the sequence number field from the header of the
packet to which it is applied.

Algorithm 0 in Figure 3 shows how the keys used to sign and verify the digital
signatures are generated. The private key of a sensor s; consists of a random integer k; € Zg,
where g is the order of G. An algorithm PRNG is used to generate k; using a security
parameter k. The corresponding public key is k; = g%i.

Algorithms 1 and 2 in Figure 3 illustrate how s; generates the signature of a set of
packets IT; € 2 and how the eHealth applications verify this signature, respectively. In
these algorithms, the concatenation operation is represented by the symbol ||. For every
packet 71; ; in I1;, the hash function / is applied to the result of the concatenation of the
packet with its sequence number. The product of these hashed packets is denoted by H(IT;).
The algorithm sig returns the set I'; along with H(IT;) %, which is the digital signature of
Il; using the private key k;. The verification algorithm relies on a function ext, which parses
the received sig(k;, IT;) and extracts the set of packets ITand the digital signature ¢. To check
the authenticity of I1, the function H, used by the signer, is applied to I'l. Then, the verifier

states that the received set of packets is authentic if and only if, é(c, g) = é(H(IT), gk).

Lemma 3. The algorithms gen, sig, and ver define a set-based signature scheme
SBSS = {gen, sig, ver}.

Proof. We show that SBSS fulfills the property of Definition 1. The correctness of the
verification process is easy to check using the property of the bilinear map. In fact, the
bilinearity feature implies that

é<gH(H,-)’1,gk,-> _ é(gk,-H(HJ*l,g), €)

As a result, using the non-degeneracy property of the bilinear map ¢, the SBSS scheme
satisfies that

ver(lAc,sig(ki, Hi)) =1, (10)

if, and only if, k = k; = g. This proves that Algorithm 2 states that IT; is authentic if,
and only if, the public key used by the algorithm corresponds to the private key used to
generate the signature of I'l;. Hence, according to Definition 1 SBSS is a set-based signature
scheme. O

do0i:10.20944/preprints202202.0238.v1
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Algorithm 0 Key generation
Require: gs.t. G =< g >
Ensure: gen(x)

1: k; := PRNG(x);

2: IA(,- = gki;

3: gen(x) := {k;i, ki};
Return: gen(x)

Algorithm 1 Set-homomorphic signature
Require: G =< ¢ >, k; € Z;‘, IT; € M
Ensure: sig(k;, [T;)

LOHL) = T h(m 9 ()

7t €LT;

2: sig(ky I1;) = {IT;, g1}
Return: sig(k;, IT;)
Algorithm 2 Signature verification
Require: sig(k;, I1;), g, k;
Ensure: 0 or 1

1: {IL, 0} = ext(sig(k;, IT;))

2 V= ngnh(njnlp(nj))*l

3: if oo, g) = é(gV’]Ei) then
ver(k;, sig(k;, 11;)) :=1
else
ver(k;, sig(k;, I1;)) :== 0
Return: ver(k;, sig(k;, I1;))

Figure 3. Algorithms 0, 1, and 2

Figure 4 illustrates the sequence of operations performed by the smart things to
generate the signature for IT € 2™ (Figure 4(a)) and the sequence of operations performed
by the verifier to check the authenticity of a signature sig(k;, I1;) (Figure 4(b)). In this
figure, |I1;| is the number of packets in the set IT;. Obviously, the figure does not model
the real execution of the algorithms on the smart things because it does not take into
consideration the way the multiplication, concatenation, and inversion operations are
effectively executed.

The computational complexity of our signature algorithm is evaluated in terms of the
following operations:

e || computations of i

e |IL;| — 1 multiplications in M
* Tlinversionin Kp;

¢ 1exponentiation in G

In practice, the cost of an exponentiation in multiplicative fields is much more significant
than the computation of #, the multiplication in M, or the inversion in ICpr. For example,
for one packet formatted according to the IEEE 802.15 protocol, if & is implemented using
the SHA-1 algorithm and G is an elliptic curve group in Zyg, then the energy costs of
the aforementioned operations on a T-Mote Sky sensor are given in Table 2. using these
experimental values, if the proposed signature algorithm is applied to 10 packets, the energy
spent for the three first rows does not exceed 5% of the energy spent for the exponentiation
operation in G.

The computational complexity of the signature verification algorithm is evaluated in
terms of the following parameters:

e |IL;| — 1 computations of h

e |II;| multiplications in M

* 2 computations of the bilinear function é (including two exponentiations in G for each
computation of é).
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Table 2. Energy costs of elementary cryptographic computations on a T-Mote Sky sensor.

Operation Energy cost
Execution of h 14.71 uJ
Multiplicationin M 1.5 yJ
Inversion in ICPr 10.33 uJ

Exponentiationin G 6.93 mJ

This computational cost is comparable to the cost of existing signature schemes such as the
Elliptic Curve Digital Signature Algorithm (ECDSA) [8]. In the context of our work, the
computational cost on the verifier side is less crucial than the computational cost of the
signature generation algorithm. This is mainly because the verifier is assumed to be part
of the eHealth applications of Figure 1, where enough resources are available to perform
standard cryptographic operations. For this reason, the communication, processing, delay,
and power overhead on the verifier side are not experimentally studied in Section 5.

Another feature of our algorithm is that it does not add size overhead compared
to existing signature schemes based on exponentiation in cyclic groups. In fact, as for
traditional signature schemes, the length of the digital signature generated by our algorithm
equals the order of the cyclic group G.

In proposed scheme, we used the sequence number which offers anti-replay security
having less overhead, this property plays key role to provide robustness to our approach
for IoT based healthcare.

4. Properties and Proofs

The proposed research applies ECC since it offers an energy-efficient performance. Let
F, be a prime finite field and 4, b € F, satisfying 44> 4 27b* # 0. An elliptic curve group
E(F,) is defined by the set of points (x, y) satisfying y*> = x® + ax + b mod(g), together
with an extra point O called the point at infinity. In the following, we consider that G is a
subgroup of E(FF;). We also use the Weil pairing function that has been shown in [10] to
define a bilinear map where Gr is a subgroup of Fy« (« is a security multiplier depending on
the group G). Hereafter, the operations of Algorithms 1 and 2 are assumed to be executed
in G. Hence, g is considered as a point in E(F;) and the exponentiation operation used in
Algorithms 1 and 2 is replaced by scalar multiplication. For x € F; and y € G, the scalar
multiplication of y by x is represented by x.y.

In this section, we investigate the properties of the signature scheme introduced in this
paper. We first prove that our scheme is set-homomorphic with respect to the union, subset,
and intersection operators. Then, we analytically study its security and energy-effectiveness
features.

4.1. Set-homomorphic properties of the proposed signature scheme

Our first objective is to demonstrate that our signature scheme is set-homomorphic
with regard to the union operator. To this purpose, we express H(IT; UTI;) using H(IT;)
and H(IT;). The following lemma provides this expression.

Lemma 4. For every I1;,11; in 2M and given the function H used in Algorithms 1 and 2, there
exist unique integers u, v such that

wH(IT;) !t + 0. H(IT) ! = H(I; UTL) L (11)

Proof. Using the Bézout’s identity [28], we can apply the Euclidean algorithm to find u, v
such that
v.H(IT;) 4+ u.H(IT;) = ged (H(IT;), H(IT;)). (12)
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sig(k,, I,)

(a) Signature generation.

H(ID)

(b) Signature verification.

Figure 4. Our set-homomorphic signature scheme (graphical illustration of Algorithms 1 and 2).
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In other terms, the ged and lcm satisfy the following property.
ng(H(Hi), H(H])) .lcm(H(Hi), H(H])) = H(HZ)H(H]) (13)
Consequently, using Equations 12 and 13, we find the following expression of
-1
ICITI(H(HI'), H(H])) .
-1 - —
lem (H(TT;), H(TT;)) " = w.HIL) ' + 0. HIT;) L (14)

Given the construction of H(.), the computation of H(I1; UTI;) is performed as follows:

HOILUTL) = [T hmll$m),
ﬁk,IEHiUH]'
zlcm( [T ACmirlle(mip), T1 h( il ( Jl))) v
k€l 7 €11

= lcm(H(Hi)/H(Hf))‘

As a result, by replacing lem (H(I1;), H(T1;)) in Equation 14 by H(IT; UTI;), we obtain the
proof of the lemma. O

We now use the property of Lemma 4 to prove the set-homomorphism property of
our signature scheme with respect to the union operator.

Theorem 5. Set-homomorphism property 1 - Union operator
Consider the algorithms gen, sig, and ver defined in Algorithms 0, 1, and 2. Let agg be the algorithm
of Equation 5 such A = @ and the e operator is defined as follows.

sigo (ki, ;) @ sigy(kj, I1;) = u'sigy (k;, T1;) — U/sigo(kj, 1), (16)
where
W' =u+oH(IL)HIL) o = v+ uH(IT;)HIL) !,

and u and v satisfy
0.H(TT;) + u.H(T1;) = ged(H(IT;), H(IT;)). (17)

The signature scheme defined in the following equation is set-homomorphic.

SHSS; = {{gen, sig, ver, agg}, {¢, vV, o, U}}, (18)

~

where k; <>k] = (kl - k]) and i%l'Vk]' = i%i - ]2]

Proof. We demonstrate that SHSS; fulfills the homomorphism and correctness properties
of Definition 2.

Proof of Homomorphism.

By expanding the expressions of sigy(k;, IT;) and sigy(k;j,I1;), we demonstrate the
following property.

usig (ki, I1;) + vsigg (kj, I;)

= uk;H(I1;)"'.g + vk;H(IT;) ' g

= (ukiH(I) ™+ ok (L) ™) g + 0(k; — k) H(IL) 7 g (19)
= ki(uH(IL;) " + oH(IT) ). + o(k; — k;) H(IT)) ' .g

= sigy (k;, TT; UTT;) + o(k; — k;) H(TT;) " L.g.

do0i:10.20944/preprints202202.0238.v1
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Similarly, we can write that
usig (k;, I1;) + vsigg (k;, I1;) 20)
= sigO(k]-, IL U H]) + u(k; — k])H(HZ)_lg
In addition, we have the following property for our signature algorithm.
sigg(k; — k;, 11; UTL;
go (ki o4 ]) 1)

= Sigo(ki, Hi U H]) - Sigo(kj, Hi U H])
Consequently, by subtracting Equation 19 from 20, we obtain the following result.

sigo(k; — k;, I1; UTL))
= usigg (ki, I1;) — vsigg (kj, I1;) (22)
— ok;H(TTj) ™" + uk;H(IT;) .
Noticing that
kiH(IT;) ! = H(I1;) H(IT;) ~'sigy (k;, I1;) and k;H(I1;) ' = H(IT;) H(IL;) 'sigy(k;, IT;), we
replace these terms in Equation 22.
sigo (ki — kj, IT; UTI;)
= (u + oH (1) H(I1;)~")sigo (ki, I1;) (23)
— (v + uH(ITj) H(IT;) ~")sigo (kj, I1;)

This proves that our signature scheme fulfills the homomorphism property of Definition 2 ses
for the operators sigy (k;, I1;) e sigy(k;, I1;) defined in Equation 16 and k; o k; = k; — k;. 366

Proof of Correctness. 367

We show how the verifier can rely on the aggregate signature u'sigy (k;, I1;) + v'sigy (kj, IT;)
to verify the authenticity of the aggregate traffic I'l; UI1;. Using the properties of the bilinear
function é, we can write

&(u'sig(k;, TL;) + o'sig(k;, 1), g)
= &(sig(k; — kj, 11; UTT;), g) (24)
= é(H(Hi U H]')_1, (kl - k])g)

~

Consequently, given that IAcinAj =k — j, and using the ver algorithm, we have the following

property.
ver(k;Vkj,sig(k; o kj, TI; UTI)) = 1 iff.
e(kiH(IL;) g, 8) = e(H(IL;) ™ ki.g), and (25)
e(kjH(IT) " '.g,8) = é(H(TT) 1 k;.8).
This proves the correctness of SHSS; according to Definition 2. O 2ee

The set-homomorphism property proved in Theorem 5 is useful in practice to generate 7o
an aggregate signature for I'l; U I'l; without the need for the private keys of the smart things. 37
It allows an efficient implementation of the scenario depicted in Figure 2(c). Another sz
interesting feature for the use of IoT in eHealth is the compatibility between our signature s7s
and privacy algorithms that guarantee k-anonymity [31]. These algorithms basically delete 74
some parts of the healthcare data for the sake of pseudonymizing. To study the compatibil- 75
ity of our signature scheme to such techniques, we investigate whether it is possible for the sz
WBAN gateway to generate a signature for a subset of the traffic sent by the smart things s
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without using the private keys of these things [30,31]. The following theorem proves that
our signature scheme is homomorphic with respect to the subset operator.

Theorem 6. Set-homomorphism property 2 - Subset operator
Consider the algorithms gen, sig, and ver defined in Algorithms 0, 1, and 2. Let agg be the algorithm
of Equation 5 such A = @ and the e operator is defined as follows.

sigo (ki, I1;) @ sigo (k;, I1;)

. 2 1 (26)
= H(I;)sigo (k;, I1;) — H(I1;)"H(IL;) " "sigo (kj, I1T;).
The signature scheme defined in the following equation is set-homomorphic.
SHSS; = {{gen, sig, ver,agg}, {o,V,o,\}}, (27)

~

where k; o ki = ki — kj and k;vk; = k; — k;.

Proof. As for the previous theorem, we prove the homomorphism and the correctness of
SHSS,.

Proof of homomorphism.

Let I1; and II; be two elements of 2M such that IT; C I;. The function H used in
Algorithms 1 and 2 satisfies the following property for every k; € Z.

H(IL) % = [T h(mg)™,
ni,keni (28)
= H 7[1 k H h 7-[1 k ki,
ﬂi/kGHi\H 7T, kEH
As a result, H(IT; \ I'T; ) i can be written as follows.
H(IL\ 1)~ = H(IT;) 75.H(I1)". (29)
Using the result of Equation 29, we expand the expression of sigy (k; — k;, IT; \ IT;).
sigo (ki — kj, T1; \ TT;)
= (k; — kj)H(IT;) "*H(IT;).
(ki — k) H(I1;) " H(I1;).8 30)

= kH(IL;) "H(IL).g — k;H(IL) T H(TL).g
= H(I1;)sigy (k;, IT;) — H(IT;)*H(I1;)~ 'sigy (kj, IT;).

This proves that SHSS; is homomorphic with respect to the subset operation.

Proof of correctness.

Taking into consideration that k; Vk; = k; — k;, the application of the ver algorithm to
the aggregate signature gives that

&(sigo (k; — kj, T; \ T1;), &)

= &(sigo (ki, 11;)) (") e(sigo (kj, T1;)) (11" H(T o
Therefore, we have proved the correctness of SHSS; since
r(k;Vk;, sig(k; o kj, 11y \ 1)) = 1 iff.
é(kiH (1) g, ) = é(H <Hl> g), and (32)
é(kiH(IT) "1, 8) = e(H(IT;)~ 1,k] -8)-

do0i:10.20944/preprints202202.0238.v1
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O

This theorem is particularly interesting when k; = 0. In this case, the result of
Theorem 6 can be written as follows:

sigo (ki, 11; \ I1;) = H(II;)sigo(kj, I1;). (33)

This property can be used by the WBAN gateway to issue a digital signature for IT; \ T1;
without needing the private key k;. Hence, private patient data such as the identity, race,
and birth date can be hidden (by dropping the packets carrying this data) without the
signature process being affected.

Having proved that our scheme allows the generation of aggregate signatures which
are compatible with union and subset operations, it is possible to extend the homomorphic
properties using the relations between set operations. For instance, using the results
of Theorems 5 and 6, the following corollary establishes the set-homomorphism of our
signature scheme with respect to set intersection.

Corollary 7. Set-homomorphism property 3 - Intersection operator
Consider the algorithms gen, sig, and ver defined in Algorithms 0, 1, and 2. Let agg be the algorithm
of Equation 5 such A = @ and the e operator is defined as follows.

sigo (ki, I1;) @ sigo(kj, I1;)
= oH(I1;) H(T1;) " 'sigy (k;, T1;) (34)
+uH (1) H(TT;) " 'sigy (kj, T1,).

The signature scheme defined in the following equation is set-homomorphic.

SHSS; = {{gen, sig, ver, agg}, {¢, vV, o,N}}, (35)

~

where k; o k; = k; + kj and IAciVIch =Fki+ k;.

This corollary can be proved using the fact that intersection can be expressed in terms
of union and set difference:

IG; NI = (TG UTL) \ (TG \ IT;)) \ (IT; \ IT;)). (36)

We have shown through this corollary how the homomorphic properties of our sig-
nature scheme can be extended based on the union and subset operators depending on
the need of the application in which the signature is used. In the IoT, the homomorphism
property with respect to union operator is the most important because it allows the im-
plementation of digital signature mechanisms that are compatible with in-network packet
aggregation. In the following sections, we only focus on this scheme and conduct analytical
and experimental analyses to assess the tradeoff between its security-effectiveness and
energy-efficiency.

4.2. Security and energy-efficiency properties of the proposed signature scheme

We now study the security properties of our signature scheme. We first assess its
resistance to forgery attacks. Goldwasser et al. [32] defined the unforgeability property as
a game between an intruder Z and a challenger C. The challenger is a user that makes a
legitimate use of the cryptographic credentials of the signature algorithm. In our context,
the challenger C stands for a legitimate smart thing deployed on the patient’s body and
sending signed sets of packets to the WBAN gateway. The intruder 7 is an eavesdropper
located within the radio range of the WBAN and performing various non-legitimate actions.
A digital signature scheme is unforgeable if no Probabilistic Polynomial-Time (PPT) intruder
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7, issuing a polynomial number of queries, is able to achieve a non-negligible advantage
over the challenger C in the following game (called the Forg game):

1.  Given a security parameter «, the challenger C runs the key generation algorithm gen
to obtain a key pair (k, k). The intruder Z is given the public key k while the challenger
C keeps the private key k secret.

2. Tisgiven access to a signature oracle Oy which, given two sets of packets I'T and IT
in 2M, executes one of the following queries:

*  Generate signature: The oracle Oy returns the signature of I'l; using the algorithm
sig and private key k.

*  Generate aggregate signature: The challenger runs the agg algorithm and the
oracle Oy returns an aggregate signature on ITUTIT'.

3. Z outputs a pair composed of a message X and a signature oy. It wins the game if the
verification algorithm ver returns 1 for the pair (X, ox) and IT was never the input of
a signing query during the game. The advantage of the intruder after time ¢, denoted
by AdVEeg(Z, ), is defined as the probability of winning the game given his queries
as well as the responses of the challenger (given through the oracle).

We prove the security of the SHSS; signature scheme against forgery assuming that
the Computational Diffie-Hellman (CDH) assumption is valid in G. Given two random g;
and g, in G, and for a random a € Z;;, the CDH assumption states that, for a PPT intruder
Z, the following probability is negligible in « (the security parameter).

Advcpy(Z,t) =Pr [A(gl,a.gl,gz) =agy:a & Zg, -
37
gL & G},

where Advcpy (Z, t) is the advantage of the intruder 7 after time ¢ and & stands for the s
uniform random choice on sets. The complexity of the CDH problem has been studied in 432
[29] and it has been demonstrated to be hard to solve. A (t,&) — CDH group is a group for 4ss
which Advcpy(Z, t) < ¢ for every PPT adversary running in a time ¢. 434

Theorem 8. Unforgeability We assume that G is a (t,e) — CDH group, h is a collision-free hash a3
function, and PRNG is a secure pseudo-random generator. Then, for a PPT intruder T performing  ase
Cp, hash queries and ¢ signature queries using the signature scheme SHSS defined in Theorem 5, a3z
for all t' and €’ such that € > e(Zs + 1)eand t' < t — p(&y + Cs), we have AdVgg(Z,t') < €. a3

Proof. We prove the result of the theorem using a reductio ad absurdum reasoning. We sup- 430
pose that an intruder 7 can violate the statement of the theorem by reaching an advantage a0
Adviog(Z,t') > € and show that this leads to the existence of an intruder Z' that can  aa:
reach Advcpy(Z,t) > e. Intuitively, Z’ relies on the capabilities of Z to forge the signatures s
generated by the oracle in order to violate the assumption. Since the Z and 7’ algorithms 43
are based on coin tosses. The first condition for 7’ to succeed is that it dos not abort the  ss
game before Z. In [34], this probability has been show to be % if the probability for the ass
coin to be 0 is ﬁ The other condition is that the intruder Z’ is able to identify the value s
of H for which the signature has been forged by Z. After a time t' < t — p(&, + ;) , this  aer
probability is gslﬁ This shows that Z’ can violate the CDH probability with a probability s

equal to ;=55 which conflicts with the fact that G is a (t,e) — CDH group. O as
Another desirable feature for our set-homomorphic signature scheme is anti-replay, s
which consists in preventing the intruder from re-injecting valid signatures that have been s

generated by the smart things during past sessions. a5,

Corollary 9. Anti-replay We assume that G is a (t,€) — CDH group, h is a collision-free hash  ss.
function, and PRNG is a secure pseudo-random generator. Then, for a PPT intruder T performing a

o
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¢y hash queries and Gs signature queries using the signature scheme SHSS; defined in Theorem 5,
for all t' and €' such that € > e(Zs + 1)eand t' < t — p(&y + &s), we have Advgep (A, t') < €.

Proof. The proof directly stems from the unforgeability property. In fact, inserting the
sequence numbers in the hashed packets will prevent the attacker from winning the Rep
game. The boundaries on Advgep(Z,t) > € will be identical to those defined in Theorem 8
because the signatures generated for two different packets holding the same information in
their payloads are statistically independent. O

A signature scheme fulfills the privacy property if the generated signatures reveal
nothing more than the message being signed. More precisely, for two sets of packets I1; and
I; in 2M if ¢ is a signature on IT; U I1;, an adversary should not be able to infer from ¢ any
information about I'l; and I1; which is not in I'l; UIT;. In other terms, a set-homomorphic
scheme according to Definition 2 fulfills the privacy property if the following distributions,
defined on an oracle Ok,',kjr are

{ki kj, 00" < sig(k;, 11;), sig(k;, IT;),
sig(ki — k], H] U H])}

{kl‘,k]‘, g, 0'/ < sig(ki, Hi),sig(k]', H]),
sig(k,»,Hj) L] Sig(k]', H])}

(38)

statistically close. This definition is equivalent to those proposed in [13,22]. The fact that
these two distributions are statistically close means that the aggregate signature sig(k; ©
kj,T1; UTT;), derived from two valid signatures sig(k;, I1;) and sig(k;, I1;), is statistically
indistinguishable from a new signature on I1; UII; generated using k; or k;. The following
theorem proves that our set-signature scheme fulfills the privacy requirement. The proof
follows from the hardness of the CDH problem in G C E(FF,).

Theorem 10. Privacy Supposing that h is a collision-free hash function, the signature scheme
SHSS; defined in Theorem 5 is private.

Proof. Our scheme is private because the union of the aggregated sets of packets is com-
pletely removed from the signature and the message. Supposing the initial sequence
numbers for each session are uniformly generated, the application of the hash function
h to the concatenation of the packets and their sequence numbers generates a uniformly
distributed sequence. Removing random numbers from a uniformly distributed sequence
leads to another uniformly distributed sequence. Hence, the aggregate signature does not
convey any information about the packets that have been removed during the aggregation
process. O

To evaluate the energy-efficiency of the proposed signature scheme, we compare it
to the case where the WBAN gateway computes a new signature for the aggregate set
of packets II; UTI;. This is referred to as 'Naive Computing’ in Figure 2. Nonetheless,
as it has been noticed in Section 2, "Naive Computing’ destroys any link between the
verifier and the originators of the network flow since only the signature of the WBAN
gateway will be used to verify the authenticity of the received traffic. In fact, "Naive
Computing’ allows a potentially compromised WBAN gateway to transmit sets of packets
to the medical applications as if they were transmitted from the smart things. Therefore,
we assess the communication and processing overhead that have to be spent to guarantee
the aforementioned security properties.

The following theorem evaluates the processing and communication costs of SHSS;
compared to NC (Naive Computing). To this purpose, we define the following costs:

* gy cost of computing the hash function h
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* 74z cost of an addition in Z;‘

P/ cost of a multiplication in Z;;

®  invz;: cost of an inversion in ZZ,‘

* VLEE): cost of an addition in E (F;)

*  V,E(F): cost of a scalar multiplication in E(F})

The alert reader would have noticed that all of these costs relate to the processing overhead.
This is because our approach does not add a communication overhead to the normal
signature generated using the gen algorithm. This is one of the most important advantages
of our signature scheme.

Theorem 11. Energy-efficiency Let I1; and I1; be two sets of packets in 2M and T1; U I1; the
aggregate set of packets. The processing overheads of SHSS1 and NC satisfy the following equation

YsHss, — INC = [LLi VI (7 + v, z) +510g(q) 7+,

(39)
+ (510g(q) + 1)Yinv,z; + 7, EFs) + V4, E(F)

where ysyss, and 7y are the processing overheads of signing 11; U I1; using SHSS; and NC,
respectively.

Proof. To generate the aggregate signature defined in Theorem 5, the WBAN gateway first
computes H(IT;) and H(Hj). The cost of this computation is (|IT;| + \Hj|)(’yh + ’yX,Z;).
Moreover, two inversions in Z; are needed to compute H (I1;)~! and H(IT;)!. Then, to
compute 1’ and v/, the WBAN gateway performs two sums and two products in Zy. For
that, the integers u and v of the Bézout’s identity are also needed. These integers can
be found using the Euclidean algorithm. The maximum number of steps to execute the
Euclidean algorithm on two integers in Zj is 5 log(g) [33]. Each of these steps requires one
inversion and one addition in A;. Consequently, the total number of operations to generate
the aggregate signature of SHSS; is given by the following expression.

Tshss, = 1L UL |yy + (11 UT[ 4 2) 7 z: + 27 5y
+ (510g(q) +2)Yinv,z; + 510g(q) 7+ 7; (40)
+ 374 By

The "Naive Computing” approach consists in computing a signature on Il; UII;. Using the
results of Section 3, the number of operations needed for this computation is expressed as
follows.

e = [T UTL (vn + vx,zz) 4 Yinv,zg + 7,5 (41)

Consequently, subtracting Equation 41 from Equation 40 and using the fact that |IT;| +
ITL;| — |IT; UTL,| = [IT; N 1T}, we obtain the proof of the theorem. O

5. Experimental Study

To evaluate the energy-efficiency of the proposed signature scheme, we implemented
a prototype where: (a) the aggregation is done by an O2 smartphone (XDA Comet) and (b)
the patient data are transmitted by five T-mote Sky sensors. The ECC scalar multiplication
on the sensor node have been implemented using TinyECC 2.0 (2011 release) on TinyOS.
TinyECC is a library providing public key cryptography operations in elliptic curve groups.
It includes a number of optimization switches that can be flexibly activated based on the
context of the application. For the smartphone, these operations have been implemented
in Pocket GCC. For the sake of energy-efficiency, we use the SPONGENT hash function
introduced in [35].
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Table 3. Performance of the set-homomorphic signature scheme at the sensor level.

Execution time (ms)

Curve param. —5——opppNT FCDSA HA

128 2492 2774 3638 2003
160 2825 3031 4486 2317
192 3925 3855 4558 3629

Memory consumption (bytes)
LLP SPBPM ECDSA HA

128 2671 2913 776 776
160 3009 3631 892 892
192 3917 4028 1008 1008

Energy consumption (m])
LLP SPBPM ECDSA HA

128 26 38 23 21
160 35 42 29 27
192 41 46 37 33

First, we analyze the performance of our technique at the sensor node level. To
this end, the time, CPU, and energy needed to generate a digital signature are estimated.
The proposed scheme is experimentally compared to ECDSA [8] as well as two recently
proposed homomorphic digital signature schemes for WSNs [26,27]. The results of the
experiments conducted for different ECC parameters are given in Table 3. One of the key
findings is that the proposed homomorphic signature technique outperforms the existing
schemes in terms of execution time, memory requirement, and consumed power. With
respect to storage requirements, our scheme is similar to ECDSA because the public and
private keys are generated using the same process.

To evaluate the amount of energy necessary to perform the secure aggregation process
at the WBAN level, we consider four experiment scenarios:

1. 10 sensor nodes, 100 packets, 5% of the traffic is dropped due to aggregation
2. 20 sensor nodes, 100 packets, 5% of the traffic is dropped due to aggregation
3. 20 sensor nodes, 100 packets, 10% of the traffic is dropped due to aggregation
4. 30 sensor nodes, 100 packets, 10% of the traffic is dropped due to aggregation

Figure 5 shows that our approach requires much less power to produce aggregate signatures
than the LLP and SPBPM schemes. The figure depicts the total energy needed to compute the
aggregate signature and transmit it across the network. ECDSA has not been represented in
this figure because the energy consumption is at least 1500mJ, which cannot be depicted at
the scale of the graph. We notice that our approach reduces the energy consumption by 30
to 78%, which is an important achievement allowing substantial lifetime extension at the
WBAN gateway level. It is also important to notice that the number of source sensor nodes
has a more significant impact on the consumed energy than the packet dropping rate.

6. Conclusion

We introduced a novel set-homomorphic aggregate signature scheme for the IoT in
eHealth. Our approach allows important energy savings thanks to its compatibility to
in-network aggregation. Moreover, it can conceal private patient data without altering
the verification process at the final destination. We proved that our signature scheme
fulfills important set-homomorphic properties including the support of union and subset
operators. We also proved that our set-homomorphic signature scheme is secure against
forging, privacy, and replay attacks. From the experiments that were conducted in the
frame of this work, we found that, compared to the existing techniques, our implementation
reduces the energy consumption by 30% to 78% in the WBAN gateway. It is also noteworthy
that the proposed approach can be used in other contexts where constrained devices are
deployed and networked. Moreover, a future extension of our scheme to support dynamic
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Figure 5. Energy performance at the WBAN level.

context-awareness is worthwhile to be investigated. We posit that the size of the set of
packets as well as the size of the keys used to sign the packets can be adapted to the
evolution of the dynamic resources available at the smart things and the WBAN gateways.
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