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Abstract: Recently, the use of drones/unmanned aerial vehicles (UAVs) has notably increased due to
their broad commercial spread and low cost. The wide diffusion of drones increases the hazards of
their misuse in illegitimate actions such as drug smuggling and terrorism. Thus, the surveillance and
automated detection of drones are crucial for safeguarding restricted regions or special zones from
illegal drone interventions. One of the most challenging issues in drone detection in surveillance
videos is the apparent similarity of drones and birds against complex backgrounds. In this work, an
automated image-based drone-detection system utilizing an advanced deep-learning-based object-
detection method known as you only look once (YOLOv5) is introduced for protecting restricted
regions or special zones from unlawful drone interventions. Due to the lack of sufficient data, transfer
learning was utilized to pretrain the object-detection method to increase the performance. The
experiments showed outstanding results, and an average precision of 94.7% was accomplished.
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1. Introduction

Drones (also known as unmanned aerial vehicles (UAVs)) can be defined as airplanes
without human pilots on board. Drones might work with different levels of independence
either under remote control by a human administrator or autonomously with local available
PCs [1,2]. Drones were initially utilized for missions excessively risky for people, beginning,
for the most part, with military applications [3,4]. In contrast to monitored airplanes, drones
are undoubtedly more flexible and can be controlled from anywhere. They provide more
prominent perceivability to the pilots operating them since they are directed by satellites
and have profoundly advanced cameras.

Recently, drones have rapidly spread and become utilized in various application
domains such as sport, agriculture, peacekeeping, surveillance, and transportation [5–7].
Despite the fact that drones are employed to supplant humans in risky missions, they
are correspondingly utilized for nefarious purposes. Most importantly, drones can scout
targets and collect data from private zones or track moving objects such as humans and
vehicles for spying purposes even from remote locations. Additionally, drones can contain
weapons for attacking targets or conveying explosives to unpredictably terrorize public
places. One of the most important challenges encountered in drone-detection techniques is
the presence of birds, which leads to many false alerts. Drone identification is of paramount
importance for ensuring the security of restricted areas or private zones.
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Figure 1. A typical drone detection based on deep learning.

To address these challenges, a drone-detection approach that utilizes an advanced
deep-learning-based object detection and recognition method (i.e., a convolutional neural
network (CNN)-based technique) is proposed. Object-detection techniques have become
more accurate due to the renaissance of deep-learning techniques that reemerged due
to powerful computing resources. The aim of this method is to automatically detect
objects from videos recorded with diverse contrasts (including low contrast). The proposed
method comprises several phases: locating the regions of interest in the image using the
selective-search mechanism, extracting the features using CNN, pretraining the model
using transfer learning, recognizing the objects using a supervised-learning algorithm, and
marking the object’s bounding box by integrating the results across the regions. We also
included some bird images to ensure that the issue of false alerts due to the coexistence of
birds was avoided. To make it more realistic, we inserted some small objects that were hard
to locate with the naked eye in the dataset. Figure 1 shows a typical deep-learning-based
drone-detection framework using images.

1.1. Research contribution

The contributions of this research can be summarized as follows:

• The selective-search mechanism was utilized for image segmentation based on the
pixels’ intensity to efficiently locate the regions of interest in the images.

• The meaningful features were automatically extracted by adopting the fewer training
parameters and adaptability features of the CNN for obtaining better accuracy.

• Due to the lack of a sufficient number of samples in our dataset, transfer learning to
pretrain the model was employed for improving performance.

• We applied a CNN layer to recognize the detected object in the images and marked
the object’s bounding box through joining the results across the regions.

1.2. Paper organization

The remainder of the research paper is organized as follows. Section 2 presents the
existing work. Section 4 introduces the UAV-detection model. Section 4 discusses the
experimental setup and results. Section 6 concludes our paper.

2. Related Work

The previously proposed approaches closely related to our approach are those that
detect and differentiate drones from birds present in images captured from videos recorded
by static cameras. Saqib et al. [8] proposed a flying-object detection using Faster R-CNN [9]
and VGG-16 [10]. The proposed method achieved an acceptable result of 66% for the mean
average precision (mAP). The authors suggested annotating birds as a standalone class to
enable the trained model to differentiate birds from drones and improve the performance
with regard to reducing false positives.

Aker et al. [11] utilized the you only look once (YOLOv2) [12] framework to differen-
tiate drones from birds after they detected the object in the recorded video. The authors
utilized precision-recall (RR) curves to evaluate their method. The recall and precision
percentiles both reached 90. Nalamati et al. [13] investigated various approaches to de-
tecting small objects utilizing Faster R-CNN and single shot detector (SSD) [14] and to
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differentiating drones from birds using Inception v2 [15] and ResNet-101 [16]. The authors
explored the validity of these architectures using a dataset that contains 8771 frames cap-
tured from 11 videos. Two set of experiments were conducted: when the drone was in
close proximity to the camera and when the drone was far away from the camera. In the
first set of experiments, the results for all the architectures were high. In the second set
of experiments, the combination of Faster R-CNN and ResNet-101 performed better in
terms of recall and precision than the other architectures. However, the authors omitted the
detection time as an effective performance metric when they conducted their experiments
and planned to study this metric in future work.

De la Iglesia et al. [19] utilized both a well-known object-detection method (i.e.,
RetinaNet [20]) and the feature pyramid network (FPN) [21] to predict if the object in the
image was a drone or a bird. The FPN was adopted to detect objects on two different levels:
the aim of lower pyramidal levels was to detect small objects, while the objective of the
upper pyramidal levels was to concentrate on large objects. For recognition, the authors
utilized ResNet-50-D [22] and validated this architecture using a dataset that contains
images of drones and birds. Magoulianitis et al. [23] used deep CNN with skip connection
and network in network (DCSCN) [24] to improve the performance by pre-processing
the images. Subsequently, the authors utilized Faster-RCNN to detect the objects. The
proposed method achieved acceptable recall results.

Other studies [25,26] divided the drone detection into two phases: the easy-to-detect
objects (i.e., objects that were far away from the camera or objects in low-contrast images)
belonged to the first phase, while in the second phase, a classifier with high precision
was introduced to decrease the number of false positives. Schumann et al. [26] utilized
both median-background subtraction and deep-neural-network-based region proposal
network (RPN) to develop a robust flying-object (i.e., drones, birds, and clutter) detector.
The authors evaluated their method using a customized dataset of 10,286 images. The
authors also proposed using VGG-conv5 as a classifier and took first place in the 2017
Drone-vs-Bird challenge. Craye and Ardjoune [25] used two different architectures: the
semantic segmentation network U-net [27] for detection and ResNet-v2 for recognition.
The proposed method won first place in the 2019 Drone-vs-Bird competition, achieving
71% recall and 76% precision.

Seidaliyeva et al. [28] utilized a background-subtraction technique to detect moving
objects and a well-known CNN architecture (i.e., mobileNet-v2) to classify the detected
objects into three classes: bird, drone, and background. The proposed approach achieved
promising results of 70.1% precision, 78.8% recall, and 74.2% f-score. However, the pro-
posed approach’s high performance relies on the presence of a moving background.

Khan et al. [29] introduced an end-to-end air-defense system capable of detecting
and targeting drones autonomously. The proposed system consists of three phases. The
moving objects are detected by radar (i.e., it has the ability to emit microwaves) in the first
phase. Once the object is detected, the camera is triggered if any flying object is detected,
to recognize what type of object has been detected, using YOLOv3 in the second phase. In
the final phase, the laser gun is utilized to lock the threat if the certainty of the recognition
exceeds 75%. The proposed detection and recognition model achieved promising average
loss results of 0.184961.

3. UAV-Detection Model
3.1. Background of YOLO Algorithms

Most of the current high-performance object-detection frameworks are based on
R-CNN algorithm series and YOLO algorithm series. R-CNN-based object-detection frame-
works have achieved high performance in terms of accuracy in various fields; however,
these frameworks suffer from slow detection times. In some situations, these frameworks
cannot detect objects in real time. To solve the speed problem, a YOLO algorithm series
treats the image-detection challenge as a regression problem with a simple cascade model
[30,31]. The YOLO model is an advanced real-time object-detection model that has gained
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significant attention in the research community and has achieved state-of-the-art perfor-
mance in various areas. YOLO stands for “you only look once”. It is capable of processing
a streaming video in less than 25s.

YOLO divides the 2D images into a grid during the training process. Each cell of the
grid is responsible for detecting the object within its border. In target-detection problems,
YOLO consider the entire image in the training phase to gain global information. Thus, the
entire image is the input to the YOLO network, and the bounding box spot and the category
to which the bounding box belongs are returned. The whole image’s characteristics are
utilized, and the prediction is applied to each bounding box separately. Each bounding
box includes five confidences and predictions that are proportional to the grid unit.

The YOLO algorithm was proposed by [32] in 2015. Then, the YOLO algorithm was
upgraded to four new versions, namely, YOLOv2 [33], YOLOv3 [34], YOLOv4 [35], and,
most recently, YOLOv5 [36,38]. A new training algorithm known as k-means is utilized
by YOLOv2 to cluster the bounding boxes. An a priori box is employed to improve the
intersection over union (IOU) performance between the ground truth and the prediction
box. In the cluster analysis, the distance indicator is represented by the IOU value of the
current box and the cluster center box. In comparison with the first version of YOLO,
this version achieves better recall and accuracy rates. In YOLOv3, the recognition step is
improved due to the utilization of both residual network (ResNet) [16] and Darknet-53.
Additionally, feature pyramid networks (FPNs) [21] are utilized to perceive multiscale
prediction. These additions to YOLO improved the performance in terms of both accuracy
and speed and decreased the false background-detection rate. In YOLOv4, the head part
was adopted from YOLOv3, the backbone network was replaced by CSPDarknet-53, and
the receptive field was expanded by employing spatial pyramid pooling (SPP) [17] along
with path-aggregation network (PANet) [18] in the neck par. These modifications to the
architecture improved the feature-extraction ability of YOLOv4 in comparison with the
previous algorithms.

3.2. Our proposed framework

In this work, we used the most advanced version of the YOLO algorithm series, which
is YOLOv5. The YOLOv5 model has a high performance and fast detection speed, and
can meet the requirements of real-time applications. It can achieve all the required steps
to detect an object using a single neural network very rapidly. In UAV detection, both the
detection speed and accuracy are imperative. Thus, YOLOv5 achieves not only outstanding
detection performance in UAV detection but also achieves real-time speed. Moreover, it
has excellent performance and can easily be trained to detect different objects.

In the YOLOv5 architecture, there are three main components as follows:

• The backbone, which consists of a novel core block named cross stage partial net-
work (CSPNet) [36,38]. CSPNet resolves several issues related to the gradient. It
decreases the number of parameters and the number of floating-point operations per
second (FLOPS) of the algorithm. Thus, it helps to improve the inference speed and
accuracy and shrinks the architecture’s size Moreover, in backbone, there are several
convolutional layers, four CSP Bottlenecks with three convolutions, and one spatial
pyramid pooling fast (SPPF). The main objective of the backbone is to extract different-
size feature maps from the input image by using several rounds of convolution and
pooling.

• The neck or the path aggregation network (PAN), which is used for feature fusion. It
preserves and passes the features in deep layers to the detection head. Thus, it extract
feature information and generates three scales of output feature maps.

• The head or the output part is used for object detection. In the head part, there are
several convolutional layers, four CSP bottlenecks with three convolutions, and up-
sampling and concat layers. The head part predicts image features, creates bounding
boxes around the target object, and predicts the class.
The position of the bounding box of the target can be calculated as follows:
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σ
g
r = Or,g ∗℧P

T (1)

where r is the bounding box of the g grid, and σ
g
r is the confidence score of the r

bounding box. r,g is the target if it is within the g box. If the target is in the g box, the
value of Oi,j would be 0; otherwise, it would be 1. Oi,j is the intersection over union
(IoU), which is a very well-known evaluation metric in image detection. The IOU
score depends on the accuracy of the correct location of the bounding box around the
target [40].
YOLOv5 itself has several versions, namely, YOLOv5s, yolov5m, yolov5l, and yolov5x.
In this work, we used yolov5x. YOLOv5x is the largest model among them. It has 476
layers. These layers create around 87 million parameters.
The feature map of the convolution layer is calculated as:

R = L ∗ W + b (2)

where L is the input volume that convolves ∗ with the trained weight, W, of the layer,
and b is the bias term. Then, the activation function is applied on output feature map
R. The output feature map ∗ summarizes the detected features in the input.

Figure 2. YOLOv5 architecture.

Figure 2 shows the architecture of YoloV5. It shows the backbone, PANet, and the
output parts.

There are four layers of feature maps generated in the backbone network. During the
training process, YOLOv5x uses data-augmentation steps to cover a broad spectrum of
semantic variations. It scales the images by a 0.5 fraction and uses an image translation of
a 0.1 fraction.

The loss function, LS, of Yolov5 is calculated as follows:

LS = lbx + ls + lj (3)

where lbx is the regression function for the bounding box, lj is the loss function for the
confidence, and ls is the loss function for the classification [43].

The lbx is calculated as follows:
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where yi and xi are the correct coordinates of the target.
The ls is calculated as follows:

ls = λs
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∑
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b
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The lj is calculated as follows:
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where λnoj is the position loss coefficient, λs is the classification loss function, and cl is
the classes.

4. Experimental Setup and Results

In this section, we present and discuss the experiments conducted to prove the effec-
tiveness of the proposed approach. The section starts with describing the dataset employed
in this research, followed by discussing the conducted experiment along with a comparison
between the results achieved using the proposed approach and the results achieved using
other competing approaches.

4.1. Dataset

To detect and recognize drone objects in an image, the machine-learning model should
be trained on a set of labeled annotated images. In this research, we employed the freely
available drone dataset from Kaggle [39]. This dataset consists of 1359 images of drones
captured in a drone-to-earth view. All the images in this dataset were labeled and annotated
to fit the training of the adopted Yolov5 framework. The images in this dataset were split
into three sets, namely, the training, validation, and test sets. Figure 3 depicts the number
of images in the training set along with the distribution of the drone objects in this set.
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Figure 3. Distribution and histogram of the drone objects in training set.

As shown in Figure 3, the dataset presents a challenge, which is the high variation in
the sizes of the drone objects appearing in the images. This variation represents a significant
challenge for machine-learning models for accurately detecting and classifying small drone
objects against an ambient background. Therefore, a set of masks was generated to look for
drone objects in the images. These masks are represented in the figure by the red nested
rectangles in the top-right part of the figure.

Figure 4 presents a set of sample drone images in the dataset. As shown in the
figure, the dataset contains multiple categories of drones, and the images were captured at
different distances from the drone, which represents an advantage of this dataset. In this
research, we considered all the categories of drones as a single class.

Figure 4. Sample images from the drone dataset.

4.2. Evaluation Metric

To evaluate the performance of YOLOv5 trained model in detecting drone, we adopted
two metrics namely recall and precision. The curves of these metrics are built by changing
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the threshold of the detection threshold. Therefore, the accuracy of the model can be
accurately measured based on these important model evaluation metrics. On the other
hands, a distinct and deeper meaning of each of these metrics is presented in the following.

*The Precision: This metric measures the percentage of relevant detection results. It
can be determined using the following equation:

Precision =
TP

(TP + FP)
(7)

where TP and FP denote the number of truly detected objects and the number of non-
detected objects, respectively.

*Recall: This metric measures the percentage of total correctly classified results. It can
be determined using the following equation:

Recall =
TP

(TP + FN)
(8)

where FN refers to the number of falsely detected objects.
For the experiments conducted in this research, if the detected bounding box over-

lapped by more than 50% with the predefined bounding box, this detected bounding box
was considered a true-positive bounding box; otherwise, it was considered a false-positive
bounding box.

4.3. Transfer learning

The experiment was conducted using a local machine with an NVidia RTX2070 graphic
processing unit (GPU) to train YOLOv5. To run the Yolov5 process on this GPU, cuDNN
7.6.5 was employed. We fine-tuned and configured the YOLOv5 architecture for the Kaggle
drone dataset. In this research, we used transfer learning to make the YOLOv5 framework
compatible with this dataset. We fine-tuned the last three YOLOv5 and convolutional
layers to match the number of classes in the dataset. The original YOLOv5x pretrained
model was trained on 80 classes; thus, we changed the number of classes to two, namely,
“drone”and “background”. To address the data scarcity properly, YOLOv5 introduces
various data-augmentation techniques. We fine-tuned the data-augmentation parameters,
such as rotation, translation, scaling, and other parameters, to enable YOLOv5 to generate
various images from a single image to enrich the given dataset and allow for better training.
In addition, the number of batches was set to 4 to increase the robustness of the trained
model, and to better match the GPU resources. Finally the number of epochs was set to
100, after which it was noticed that the trained model became steady and stable. On the
other hand, other hyperparameters were incorporated in the conducted experiments, such
as decay = 0.00036, initial learning rate = 0.0032, final learning rate = 0.12, and momentum
= 0.843. These parameters were kept with their default values. Finally, we trained and
tested YOLOv5 on our local machine using the drone dataset. We trained YOLOv5 for
100 iterations, saved the trained weights for each 25 iterations, and later constructed a
number-of-iterations-versus-mAP curve at four different points as weights that had been
saved at 25, 50, 75, and 100 iterations. A flowchart of the overall experiment is shown in
Figure 5.

4.4. Results

To evaluate the performance of the proposed fine-tuned yolov5 in detecting drone
objects, we utilized the pretrained model weights for transfer learning. These pretrained
weights were trained on the COCO large dataset. The training process was then established
based on the fine-tuned parameters described in the previous section. The training set was
composed of 60% of the overall dataset images, while the validation set consisted of 20% of
the images in the dataset, and finally, the testing set was composed of the other 20% of the
dataset images.
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Figure 5. Flowchart of the conducted experiment.

Figure 6. The progress in the performance of the proposed fine-tuned model during the training process.

Figure 6 shows the performance of the fine-tuned YOLOv5 model through the training
process. In this figure, the images in the top row refer to the performance of the model for
the training set, whereas the images in the bottom row refer to the performance of the model
using the validation set. From these images, it can be noted that the loss in detecting drone
objects in the training set reached a value less than 0.01 after 100 epochs. However, the loss
in detecting drones in the validation set reached its minimum value around epoch number
50; then, it increased slightly as iteration number 100 was approached. As the validation
loss kept increasing after the 100th iteration, and to achieve a better generalization of the
trained model, we stopped the training process at the 100th iteration.

To further analyze the performance of the model-training process, Figure 7 shows
a mapping of the model precision and recall of the drone detection during the training
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process. In the figure, it can be seen that the model could achieve an mAP of 96.8%, which
represents the area under the curve. This value refers to the capability of the trained model
to accurately detect drone objects with high precision and recall values. To emphasize the
generalization of the trained model, the testing set was used to evaluate this model and
various criteria were evaluated and compared with those for the other competing models
as presented in the next section.

Figure 7. Precision–recall curve for the detection of drone objects in the training set using the proposed
fine-tuned model.

Figure 8 presents a set of images containing different types of drone objects along
with the detection results using the trained model. As shown in the figure, the proposed
approach could accurately detect the locations of drone objects of different types and sizes,
which shows the effectiveness of the proposed approach for realizing this task.

Figure 8. Drone detection using the proposed model supplied with images in the testing set.

4.5. Comparison with other approaches

To demonstrate the superiority of the proposed approach for the task of drone detec-
tion, several experiments were conducted to measure the performance of other approaches
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Figure 9. The progress of the loss value while training the approach proposed by Behera and Bazil [41].

such as yolov3 and yolov4 in comparison with the proposed model. Firstly, yolov3 was
employed to be trained on the same images of the training and validation sets. Figure 9
shows the progress of the loss and mAP values while training yolov3 on the training set.
As shown in the figure, the training process takes around 6000 iterations to achieve better
values of loss and mAP metrics. The minimum achieved average loss value was 0.0597,
and the best achieved mAP was 64.6% after 6000 iterations. These values represent the
mean overall training epochs.

On the other hand, yolov4 was used to be trained on the same dataset, and the
progress of the evaluation criteria is depicted in Figure 10. As shown in the figure, the
progress achieved by yolov4 for the mAP was much better than the corresponding progress
achieved by yolov3. The best mAP value achieved by yolov4 was 89.9 for the training
set and, overall, the training epochs. In addition, the best average loss value achieved
by yolov4 was 0.5360, which is higher than the corresponding value achieved by yolov3.
However, the effects of these values can become obvious when we check the generalization
of these models.

After training the three models, yolov3, yolov4, and the proposed model, these models
were used to check the generalization property. These models were used to measure the
evaluation criteria, precision, recall, and mAP using the training set and testing set. Figure
11 depicts the evaluation results achieved for the three models. As shown in the figure, the
results achieved by yolov4 for the three evaluation criteria are better than those achieved by
the other models. However, this did not reflect the generalization of the model. Therefore,
the generalization could be checked when we evaluated the trained model on the testing
set that the model had not seen before.
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Figure 10. The progress of the loss value while training the method proposed by Tan et al. [42].

Behera and Bazil [41] Tan et al. [42] Proposed model
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Figure 11. Precision, recall, and mAP results achieved by the trained models for the training set.

As the testing set was used to check the generalization of the trained models, Figure
12 presents the achieved results for the evaluation criteria. In this figure, we can note that,
although yolov4 achieved the best results on the training set, it did not generalize well
on the testing set. However, the proposed model could achieve the best generalization
and higher values of the evaluation metrics for the testing set. In addition, the precision
achieved by yolov3 was better than the precision achieved by yolov4 for the testing set;
however, the recall value of yolov3 was much lower than that of yolov4. On the other hand,
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the proposed model achieved balanced and the best values for the three evaluation criteria.
These results emphasize the superiority of the proposed model when compared with the
other competing models.

Behera and Bazil [41] Tan et al. [42] Proposed model
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Figure 12. Precision, recall, and mAP results for the testing set using the trained models.

Figure 13. Detection accuracy based on the testing set achieved by [41], [42], and proposed model.

Figure 13 depicts a heatmap of the precision values achieved using the three models
on the testing set. In this figure, it can be observed that the precision of the drone detection
achieved by yolov3 and yolov4 was 92% and 91%, respectively. However, the precision
achieved by the proposed model on the same testing set was 94.7%. These values reflect
the efficiency of the proposed model and its promising performance in the task of drone
detection.

5. Future Work

In the future, we will try to apply our method to a larger dataset to demonstrate
the effectiveness of the YOLOv5 algorithm. Moreover, we will include more challenging
deadset scenarios and conditions. For example, we will try to have more types of birds,
noises, airplanes, and drones. We will also try to have ambiguous images of drones and
other objects.

6. Conclusions

In this study, we proposed a fine-tuning of the recently emerged yolov5 deep-learning
model for detecting drone objects in images captured at various distances. The proposed
approach was evaluated using a freely available dataset that consists of different types
of drones with different sizes. The fine-tuning was performed by adjusting the model’s
parameters to best fit the task at hand. In addition, we employed data augmentation to
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provide the training phase of the model with sufficient data for it to be trained properly.
The results show that the trained network can detect drones of different types with high
accuracy. Moreover, to emphasize the superiority of the proposed approach, two other
models, namely, yolov3 and yolov4, were trained and tested on the same dataset, and their
results were compared with those for the proposed approach. This comparison showed
that the proposed approach outperformed the other models for the adopted evaluation
criteria.
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