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Abstract: The problem of reliable function computation is extended by imposing privacy, secrecy,
and storage constraints on a remote source whose noisy measurements are observed by multiple
parties. The main additions to the classic function computation problem include 1) privacy leakage
to an eavesdropper is measured with respect to the remote source rather than the transmitting
terminals’ observed sequences; 2) the information leakage to a fusion center with respect to the
remote source is considered as a new privacy leakage metric; 3) the function computed is allowed
to be a distorted version of the target function, which allows to reduce the storage rate as compared
to a reliable function computation scenario in addition to reducing secrecy and privacy leakages; 4)
two transmitting node observations are used to compute a function. Inner and outer bounds on the
rate regions are derived for lossless and lossy single-function computation with two transmitting
nodes, which recover previous results in the literature. For special cases that include invertible
and partially-invertible functions, and degraded measurement channels, exact lossless and lossy
rate regions are characterized, and one exact region is evaluated for an example scenario.

Keywords: Information theoretic privacy; secure function computation; remote source; distributed
computation.

1. Introduction

We consider function computation scenarios in a network with multiple nodes
involved. Each node observes a random sequence and all observed random sequences
are modeled to be correlated. Recent advancements in network function virtualization
[3] and distributed machine learning applications [4] make function computation in
a wireless network via software defined networking an important practical problem
that should be tackled to improve the performance of future communication systems.
In a classic function computation scenario, the nodes exchange messages through au-
thenticated, noiseless, and public communication links, which results in undesired
information leakage about the function computed [5-7]. Furthermore, it is possible to
reduce the amount of public communications [8,9] by using distributed lossless or lossy
source coding methods; see [10-14] for several extensions. The former method uses
Slepian-Wolf (SW) coding [15] constructions and the latter allows the function computed
to be a distorted version of the target function and applies Wyner-Ziv (WZ) coding [16]
methods that result in further reductions compared to the former. A decrease in public
communication is important also to limit the information about the computed function
leaked to an eavesdropper in the same network, i.e., secrecy leakage. In addition to the
public messages, an eavesdropper has generally access to a random sequence correlated
with other sequences; see [17-19] for various secure function computation extensions.

An important addition to the secure function computation model is a privacy con-
straint that measures the amount of information about the observed sequence leaked to
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an eavesdropper [20]. Providing privacy is necessary to ensure confidentiality of a pri-
vate sequence that can be reused for future function computations [21,22]. An extension
of the results in [20] are given in [23], where two privacy constraints are considered on
a remote source whose different noisy measurements are observed by multiple nodes
in the same network. The extension in [23] is different from the previous secure and
private function computation models due to the posit that there exists a remote source
that is the main reason for the correlation between the random sequences observed by
the nodes in the same network. It is illustrated via practical examples that considering a
remote source hinders unexpected decrease in reliability and unnoticed secrecy leakage
[22]. Similarly, such a remote source model is proposed, e.g., in [24] for biometric secrecy
and in [25,26] for user or device authentication problems. It is shown in [23] that with
such a remote source model two different privacy leakage rate values should be limited,
unlike a single constraint considered in [20].

We consider a private remote source whose three noisy versions are used for secure
single-function computation. Suppose two nodes transmit public indices to a fusion
center to compute one function. In [23], for each function computation one node sends a
public index to a fusion center. In [20], cases with two transmitting nodes for function
computation are considered for a visible source model, whose results are improved
in this work for a remote source model with an additional privacy leakage constraint.
Furthermore, we also consider function computation scenarios where the function
computed is allowed to be a distorted version of the target function, which is relevant
for various recent function computation applications.

1.1. Models for Function Inputs and Outputs

We consider noisy remote source output measurements that are independent and
identically distributed (i.i.d.) according to a fixed probability distribution and that are
inputs of a target function. This model is reasonable if, e.g., one uses transform-coding
algorithms from [27-30] to extract almost i.i.d. symbols, as applied in the biometric secu-
rity, physical unclonable function, and image and video coding literature. Furthermore,
the set of target functions we study are applied per-letter, i.e., the same function is ap-
plied to each input symbol; see Section 2 below. These functions are realistic and are used
in various recent applications, such as distributed and federated learning applications
where the same loss function is applied to each data example [31].

1.2. Summary of Contributions

We extend the lossless and lossy rate region analysis of the single-function compu-
tation model with one transmitting node in [23] to consider two transmitting nodes with
joint secrecy and privacy constraints, as well as a distortion constraint on the computed
function. A summary of the main contributions is as follows.

e  The lossless single-function computation model with two transmitting nodes is
considered and an inner bound for the rate region that characterizes the optimal
trade-off between secrecy, privacy, storage, and distortion constraints is established
by using the output statistics of random binning (OSRB) method [32]. An outer
bound for the same rate region is also provided by using standard properties of
Shannon entropy. Inner and outer bounds are shown to not match in general due to
different Markov chains imposed.

e The proposed inner and outer bounds are extended for the lossy single-function
computation model with two transmitting nodes by considering a distortion metric.
Furthermore, effects of considering a distortion constraint, rather than a reliability
constraint, on the function computation are discussed.

e  For both partially-invertible functions, which define a set that is a proper superset
of the set of invertible functions, and invertible functions, we characterize the exact
lossless and lossy rate regions.
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Figure 1. Single-function computation problem with two transmitting nodes under secrecy,
privacy, and storage (or communication) constraints.

e The exact rate regions for invertible functions are further simplified when the
eavesdropper’s measurement channel is physically-degraded with respect to the
fusion center’s channel or vice versa, which result in different bounds on the rates.

e  We evaluate the exact rate region for a physically-degraded case with multiplicative
Bernoulli noise components.

1.3. Organization

This paper is organized as follows. In Section 2, we introduce the lossless and
lossy single-function computation problems with two transmitting nodes under secrecy,
privacy, storage, and reliability or distortion constraints. In Section 3, we present the
inner and outer bounds for the rate regions of the introduced problems and discuss
that the bounds differ because of different Markov chains imposed. In Section 4, we
characterize the exact lossless and lossy rate regions for invertible functions, partially-
invertible functions, and two different degraded measurement channels, and the rate
region for an example case is evaluated. In Section 5, we offer proofs of the inner and
outer bounds for the lossless single-function computations with two transmitting nodes.
In Section 6, we conclude the paper.

1.4. Notation

Upper case letters represent random variables and lower case letters their realiza-
tions. A superscript denotes a sequence of variables, e.g., X" =X1,Xp,..., X, ..., Xn,
and a subscript i denotes the position of a variable in a sequence. A random vari-
able X has probability distribution Px. Calligraphic letters such as X denote sets,
set sizes are written as |X|. Given any a € R, define [a|- = min{a,0}. H(c) =
—clog, ¢ — (1—c)log,(1—c) is the binary entropy function for any ¢ € [0, 1].

2. System Model

We consider the single-function computation model with two transmitting nodes
illustrated in Figure 1. Noisy measurements X! and X} of an ii.d. remote source
X" ~ Py through memoryless channels P ix and Pg,1xs respectively, are observed by
two legitimate nodes in a network. Similarly, other noisy measurements Y" and Z"
of the same remote source are observed by the fusion center and eavesdropper (Eve),
respectively, through another memoryless channel Py x. Encoders Enc; (-) and Ency(-)
of the legitimate nodes send indices W and W, respectively, to the fusion center over
public communication links with storage rate constraints. The fusion center decoder
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Dec(-) then uses its observed noisy sequence Y" and the public indices W; and W; to
estimate a function f" (X}, X%, Y") such that

FUXEXE ) = {f (X, Xoi Vi) by @D

The source and measurement alphabets are finite sets.

A natural secrecy leakage constraint is to minimize the information leakage about
the function output (X7, X;‘, Y™) to eavesdropper. However, its analysis depends on
the specific function f(-, -, -) computed, so we impose below another secrecy leakage
constraint that does not depend on the function used and that provides an upper bound
for secrecy leakage for all functions, as considered in [20,23]. Furthermore, we impose
two privacy leakage constraints to minimize the information leakage about X" to the
fusion center and eavesdropper because the same remote source would be measured if
another function would be computed in the same network (see also [21] for motivations
to consider privacy leakage with respect to a remote source) as well as public storage
constraints that minimize the rate of storage for transmitting nodes.

We next define lossless and lossy single-function computation rate regions.

2.1. Lossless Single-Function Computation

Consider the single-function computation model illustrated in Figure 1. The corre-
sponding lossless rate region is defined as follows.

Definition 1. A lossless tuple (Rs, Ry, 1, Rw,2, Ry pecs Ri gve) is achievable if, for any 6 >0,
there exist n > 1, two encoders, and one decoder such that

Pr [ f"(X1, X5, Y") £ 1] <6 (reliability) )
%I( X1, X8, Y", Wy, Wy |Z") < Rs + 6 (secrecy) ©)]
% log [Wi| < Ry +6 (storage 1) 4)
% log |[Wa| < Rywp + 6 (storage 2) (5)
CI(X"; Wi, WalY™) < Rypee 40 (privacyDec) ©)
%I(X”; Wi, Wo|Z") < Rypye +9 (privacyEve). (7)
The lossless region R is the closure of the set of all achievable lossless tuples. ¢

2.2. Lossy Single-Function Computation

The corresponding lossy rate region for the single-function computation model
illustrated in Figure 1 is defined as follows.

Definition 2. A lossy tuple (Rs, Ry, 1, Rw,2, Ry pecs Ri Eve, D) is achievable if, for any 6 >0,
there exist n > 1, two encoders, and one decoder such that (3)-(7) and

E [d(f”(f{?, X5, Y”),ﬁ)} <D+¢ (distortion) 8)

where
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is a per-letter distortion metric. The lossy region Rp is the closure of the set of all
achievable lossy tuples. O

3. Inner and Outer Bounds
3.1. Lossless Single-Function Computation

We first extend the notion of admissibility defined in [8] for a single auxiliary random
variable to two auxiliary random variables, used in the inner and outer bounds given
below for lossless function computation; see also [20, Theorem 3].

Definition 3. A pair of (vector) random variables (U, U>) is admissible for a function
f(X1,X,Y) if we have

H(f(X1, X, Y)| Uy, U, Y) =0 (10)
and
U — X — (Xp,Y) (11)
U, — X — (X3,Y) (12)
form Markov chains. O

We next provide inner and outer bounds for the lossless region R; see Section 5 for
a proof sketch.

Theorem 1. (Inner Bound): An achievable lossless region is the union over all Py, PV1|Q,
Py, 10, Puy vy Pus vy P;mul, and Pf(zlllz of the rate tuples (Rs, Ry, Ruw2, Re pecs R Eve) Such

that (Uy, Uy) pair is admissible for the function f(X1, X, Y) and

Rs = [I(Us, Us; Z|VA, V2, Q) = I(Un, Uni Y[V, V2, Q)]+ 1(Un, Ui X, Xa|Z)  (13)

Rua > 1(Vi; X1V, Y) + I(Uy; X4 | Vi, Uy, Y) (14)
Rup = 1(Vo; X[V, Y) + I(Up; X5 |Uy, V3, Y) (15)
Rt + Rup > 1(Un; Xo|Uy, Vo, Y) + I(Uy; X1 | Vi, Vo, Y)

+1(Va; Xo| V1, Y) + I(Vi; X1 [Y) (16)
Rypec > I(Uy, Up; X[Y) (17)

Rpoe > [1(Un, Uni Z V4, Vo, Q) = I(Un, Uni Y|V2, V2, Q)| + I, Uni X|Z)  (18)

where we have

PQvlvzuluzicl)”(zxyz = PQIVlePVl\UlPul\XlP)?l|XPVzIUzPu2|)?2PX2|XPXPYZIX' (19)

(Outer Bound): An outer bound for the lossless region R is the union of the rate tuples in
(13), (16)-(18), and
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Ry1 > 1(Vi; Xq|Va, Y) + I(Uy; X4| Vi, Up, Y)

— I(Vi; Va| Xy, Y) — I(Uy; Ua | Xy, Y, V) (20)
Ryp > I(Va; Xo| V3, Y) + I(Up; X2|Uy, Vo, Y)
— I(Vy; V1| X2, Y) — I(Up; Uy | X2, Y, V5) (21)

over all Po, Py, \q, Py, 0 Puyjvyr Py vy Pg uy/ and Pg 1, such that (Uy, Uy) pair is
admissible for the function f(X1, Xa,Y) and

QW) —U— X1 —X—(X,Y,2) (22)
(QVa) —Ur— X — X — (X1,Y,2) (23)

form Markov chains. One can limit the cardinalities to Q] < 2, V| < |X1| + 6,
Vol < [Xa| +6, [th] < (1X1] +6)?, and U] < (1Xa] +6)%

We remark that if the joint probability distribution in (19) is imposed on the outer
bound, (20) and (21) recover (14) and (15), respectively, because then

(Vi,Up) — Xy — (Y, Uy, V2) (24)
(Va, Up) — X — (Y, Uy, V1) (25)

form Markov chains for (19). However, the outer bound that satisfies (22) and (23)
defines a rate region that is in general larger than the rate region defined by the inner
bound that satisfies (19). Thus, inner and outer bounds generally differ. The results in
Theorem 1 recovers previous results including [20, Theorem 3] and, naturally, also other
results that are recovered by these previous results such as the SW coding region.

3.2. Lossy Single-Function Computation

We next provide inner and outer bounds for the lossy region Rp; see below for a
proof sketch.

Theorem 2. (Inner Bound): An achievable lossy region is the union over all Py, PV1|Q/ PVz\Q’
Py vy Py (v Pf(llbh’ and szluz of the rate tuples in (13)-(18) and

D Z ]E[d(f(jzl/ XZ/ Y)/ g(ulr u2/ Y))] (26)

for some function g(-, -, -) and where Py, 1,114, X, % XYZ is equal to (19).

(Outer Bound): An outer bound for the }ossy region Rp is the union over all Pg, Py, |o,

PVz\Q’ Py, Vi Pu2|V2/ PPN(lIUﬂ and PPN(zIUz of the set of rate tuples (Rs, Ry 1, Rw,2, Ry pecs Ry Eves D)
in (13), (16)-(18), (20), (21), and (26) such that (22) and (23) form Markov chains. One can

limit the cardinalities to |Q| < 2, [V;| < IX1| +7, V2| < |Xa| +7, [th| < (|X1] +7)2, and

th] < (1X2| +7)%.

Proof Sketch. The achievability proof of the lossy function computation problem fol-
lows from the achievability proof of its lossless version given in Section 5.1 by replacing
the admissibility constraint with the constraint that Py, 1%, Py uy Puz\ %, and Py, |y, are
chosen such that there exists a function g(Uy, Up, Y) that satisfies
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&MU, Uy, Y") = {g(Uyi, Uni, i)}y (27)
Eld(f"(X}, X5, Y"),¢"(Uf, U3, Y")] < D + e (28)

where €, > 0 such that ¢;, — 0 when n — oo. Since all (55;’, x5, y", uf, ug) tuples are
in the jointly typical set with high probability, by the typical average lemma [33, pp. 26],
constraint in (8) is satisfied.

The proof of the outer bound applies the standard properties of the Shannon entropy
and follows mainly from the outer bound proof for the lossless function computation
problem given in Section 5.2. However, the proof for the lossless function computation
problem requires the auxiliary random variables to be admissible as defined in Definition
3, unlike the lossy function computation problem. Thus, the outer bound proof for
Theorem 2 follows by replacing the admissibility step (96) in the outer bound proof for
the lossless function computation problem with the step

—
\&//—\
T
+
>
=
~

v
&=
=

Il
_

d(fi(f(l,z‘/ Xo,i, Y;), fi(W1, Wa, Yn))]

=
[u
N

I
—

fi(il,ir Xz,i, Yl)/ gi(er WZ/ Yn/ Xi_l/ Zi_l))]

0=
[
S

|
=

i(il,z'r Xz,i, Y;), gi(Wy, Wo, Y7, X1 Zi*l))}

L

1=
S
ael

d (f()?l,i, X0, Y;), 8 (Un i, Un, Yi))} (29)

Il
—

where (a) follows by (8) and (9), (b) follows since there exists a function g;(+, -, -) that
achieves a distortion that is not greater than the distortion achieved by ﬁ (W1, Wy, Y™),
where the distortion is measured with respect to f;(Xy,, X»;,Y;), since gi(-,-,-) has
additional inputs, (c¢) follows from the Markov chain given in (100), and (d) follows
from the definitions of U ; and U, ,; given in (91) and (92), respectively. Furthermore, the
proof of the cardinality bounds for the lossy case follows from the proof for the lossless
case since we preserve the same probability and conditional entropy values as being
preserved for the lossless function computation problem with the addition of preserving
the value of g(Uy, Uy, Y) = g(Uy, Up, V1, V2, Y), following from the Markov chain

(Vl, Vz) — (ul, Uz,Y) — g(ul, U2, Y). (30)
O

Entirely similar to Theorem 1, the inner and outer bounds given in Theorem 2 do
not match in general because of different Markov chains imposed.

Remark 1. Since all secrecy and privacy rate terms given in the outer bounds in The-
orems 1 and 2, i.e., lower bounds in (13), (17), and (18), are generally strictly positive,
strong secrecy or strong privacy constraints cannot be satisfied in general for the lossless
and lossy single-function computation problems.

We next provide the exact rate regions, i.e., rate regions for which inner and outer
bounds match, for various sets of computed functions f(-, -, -) and measurement chan-
nels P, YZ|X-
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4. Rate Regions for Special Sets of Computed Functions and Measurement
Channels

The terms that characterize the exact rate regions of the lossless and lossy function
computation problems for various sets of functions and channels are the same, except
1) removal of the admissibility requirement; 2) addition of a distortion constraint; 3)
increase in the cardinality bounds on the auxiliary random variables for the lossy case
as compared to the lossless case. Thus, we provide the exact rate regions only for the
lossless case. However, we remark that the optimal auxiliary random variables for
lossless and lossy cases might differ. Therefore, the corresponding lossless and lossy rate
regions might look different for the same joint probability distribution Py ¢ vy

4.1. Partially-Invertible Functions

We now impose the condition that the function f (X1, X2, Y) is partially-invertible
with respect to X1, i.e., we have [11,34]

H(X1|f (X1, X2, Y),Y) = 0. (31)

For such functions, it is straightforward to show that we have the following exact
rate region for the lossless function computation problem with two transmitting nodes.
The proof of Lemma 1 follows from Theorem 1 by assigning U; = X; and constant V;,
and then by applying the Markov chain (23) to (13). Furthermore, by symmetry the exact
lossless rate region for a function (X1, X»,Y) that is partially-invertible with respect to
X, can be obtained by assigning U, = X, and constant V5, and then applying (22) to (
13).

Lemma 1. The lossless rate region R when f(Xy, Xa,Y) is a partially-invertible function with

respect to X is the set of all tuples (Rs, Ry,1, Rw,2, R pecs Re Eve) Stich that Uy is admissible for
the function f(X1,Xo,Y) and

Ry > [I(%1,Un; Z|Va, Q) = 1(X0, Up; Y|V2, Q)| + H(Xa|Up, Z) + I(Uy; aZ)  (32)

Ry > H(Xi|Up, Y) (33)
Ryp > I(Va; Xo|Y) + I(Uyp; Xa| Xy, Vo, Y) (34)
Rt + Rup > I(Un; Xo| X1, Vo, Y) + H(X1|Va, Y) + I(Va; Xa|Y) (35)
Ry pec > 1(X1, Up; X|Y) (36)
Riree 2 [1(%0, Uz Z[V2, Q) = 1%, Upi Y|V2, Q)| +1(Xy, Ui X12) (37)

~ such that (23) form a Markov chain. One can limit the cardinalities to Q[ < 2, [V, <
|Xa| 4 6, and |U| < (|Xa| +6)%.

4.2. Invertible Functions

Suppose now we impose the condition that the function f(Xj, X, Y) is invertible,
i.e., we have [11,34]

H(Xy, Xo|f(X1,X2,Y),Y) =0. (38)

We provide in Lemma 2 below the exact rate region for the lossless function compu-
tation problem with two transmitting nodes when the function (X1, X5, Y) is invertible.
The proof of Lemma 2 follows from Theorem 1 by assigning U; = }?1, U, = }?2, and
constant V4 and V.
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Lemma 2. The lossless rate region R when f(Xy, Xy, Y) is an invertible function is the set of
all tuples (Rs, Ry 1, Rw2, Ry pecs Ry Eve) satisfying

Rs > [1(X1, X, Z|Q) — (X1, X2, Y[Q)] ™ + H(X4, X2/ 2) (39)
Ry1 > H(X1|Xp,Y) (40)
Ru2 > H(X;|X1,Y) (41)
Ru1 + Rup > H(X1, Xo|Y) (42)
Rypec > 1(Xq, X2; X|Y) (43)
Rypoe > [I(X1, X2, Z|Q) — I(X1, X, Y|Q)] ™ + (X1, X35 X|Z) (44)

where Q — (X1, X) — X — (Y, Z) form a Markov chain. One can limit the cardinality to
Q<2

4.3. Invertible Functions and Two Different Degraded Channels

The lossless rate region given in Lemma 2 can be further simplified by imposing con-
ditions on the measurement channel Py in addition to the function f (X1, X2,Y) being
invertible. We next characterize the lossless rate regions for two different physically-
degraded channels.

4.3.1. Eve’s Channel is Physically-Degraded
Suppose the measurement channel Py x is physically-degraded such that

Pyzx = Py|xPz|y- (45)

For invertible functions and physically-degraded measurement channels Py x as
defined in (45), we provide the exact lossless rate region in Lemma 3. The proof of
Lemma 3 follows from Lemma 2 and by using the following Markov chain for this case

(X1, X2) - X-Y-Z (46)
which follows by (45).
Lemma 3. The lossless rate region R when f(X1, Xy, Y) is an invertible function and Pyzx is

as given in (45) is the set of all tuples (Rs, Reyy1, Riw2, Ry pecs Re Eve) satisfying (40)-(43) and

Rs > H(X1, X5|Y) (47)
Rypoe > 1(X1, X5 X|Y). (48)

4.3.2. Fusion Center’s Channel is Physically-Degraded
Suppose the measurement channel Py y is physically-degraded such that

Pyzx = PzjxPy|z- (49)

For invertible functions and physically-degraded measurement channels Py x as
defined in (49), we provide the exact lossless rate region in Lemma 4. The proof of
Lemma 4 follows from Lemma 2 and by using the following Markov chain for this case
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(X1, X)) —X—-Z-Y (50)
which follows by (49).

Lemma 4. The lossless rate region R when f(X1, X, Y) is an invertible function and Pyz|x is
as given in (49) is the set of all tuples (Rs, Rey1, Rw2, Ry pecs Ro Eve) satisfying (40)-(43) and

Rs > H(X4,X3|Z) (51)
Ryppe > 1(Xq, Xo; X|Z). (52)

Remark 2. The rate regions given in Lemmas 2-4 can be plotted by computing the terms
that characterize the regions since P)~(1 XXYZ is fixed for function computation problems
considered. However, the rate region given in Lemma 1, similar to the inner bounds
given in Theorems 1 and 2, might not be easy to characterize due to the requirement
to optimize the auxiliary random variables whose cardinalities are bounded by large
terms. Thus, evaluating the rate region for a function computation problem with two
transmitting terminals is generally significantly more difficult than characterization of
the rate region for function computation with one transmitting terminal; see [23] for an
information bottleneck example for the latter problem.

We next evaluate the lossless rate region R by using Lemma 4 for specific measure-
ment channels when f (X3, Xp, Y) is an invertible function.

4.4. Lossless Rate Region Example

Suppose measurement channels in Figure 1 have binary input and output alphabets
with multiplicative Bernoulli noise components, i.e., wehave ¥ = X1 =, =2 =) =
Sl = 82 = Sz = Sy = {O,l} and

X1 =51-X%, X =5,-X, Z=57-X, Y=5y-X (53)

where 51, Sy, X, and (Sz, Sy) are mutually independent, and we have Px (1) = 0.5,
Ps, (1) = p1, Ps,(1) = B2, Ps;s,(0,0) = (1—q), Ps,s,(1,1) = qa, and Ps,5,(1,0) =
q(1—uw) for fixed B1, B2,q,« € [0,1], so (49) is satisfied; see also [35, Section IV-A]. Using
Lemma 4 for the given probability distributions, we evaluate the lossless rate region R
for an invertible function computation scenario with two transmitting nodes, in which,
e.g., p1 =02, 6 =011, a = 0.3, and g = 0.25 and obtain the lossless rate region that is
characterized by

Rs > 0.7579 bits/symbol, Ry,1 > 0.4626 bits/symbol, (54)
Ry 2 > 0.3021 bits/symbol, Ry 1+ Rw2 > 0.7686 bits/symbol, (55)
Ry pec = 0.1577 bits/symbol, Ry gye > 0.1469 bits/symbol (56)

where the sum-storage rate constraint is active since the sum of the bounds on Ry 1
and Ry is smaller than the bound on (Ry, 1 + Ry 2).

5. Proof of Theorem 1
5.1. Inner Bound

Proof Sketch. The OSRB method [32] is used for the proof of achievability by applying
the steps given in [36, Section 1.6]. Let
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(v, v ul, ug, X, Xa, X0, Y, Zm) (57)

be ii.d. according to PV1 Vol Uy X, o XY Z that can be obtained from (19) with fixed
P, % Py, ity Py %, and Py, i, such that the pair (Uy, Uz) is admissible for a function
f(X1,X3,Y),so0 (U}, Uy) is also admissible since random variables in (57) are i.i.d.

To each v} assign two random bin indices (Fy,, Wy, ) such that F,, € [1: 2"Rvi] and
Wy, € [1:2"Rv]. Furthermore, to each u! assign two random indices (Fy,, Wy, ) such
that F,, € [1:2™w] and W,, € [1 : 2"Ru]. Similarly, random indices (F,, Wy,) and
(Fu,, Wy, ) are assigned to each v and u};, respectively. The indices F; = (Fv1/ Fy, ), and
F, = (F,, Fy,) represent the public choice of two encoders and one decoder, whereas
Wy = (Wy,, Wy, ) and W, = (Wy,, Wy, ) are the public messages sent by the encoders
Ency(-) and Ency(-), respectively, to the fusion center.
We consider the following decoding order:
observing (Y", F,,, Wy, ), the decoder Dec(-) estimates V|" as \71” ;
observing (Y", \71”, Fy,, Wy, ), the decoder estimates VJ' as v,
observing (Y", 171”, VZ”, Fu,, Wy, ), the decoder estimates U} as ljli1 ;
observing (Y", ‘71", ‘72", ljl?, Fu,, Wy,), the decoder estimates U} as ljlg
By swapping indices 1 and 2 in the decoding order another corner point in the achievable
rate region is obtained, so we analyze the given decoding order but also provide the
results for the other corner point.

Consider Step 1 in the decoding order given above. Using a SW [15] decoder, one
can reliably estimate V|' from (Y", Fy,, Wy, ) such that the expected value of the error

probability taken over the random bin assignments vanishes when n — oo, if we have
[32, Lemma 1]

=W N

Ry, + Ry, > H(V1]Y). (58)

Similarly, Step 2, 3, and 4 estimations are reliable if we have

Rivz + sz > H(V2|V1/Y) (59)
Ry, + Ry, > H(Uy |V, V3, Y) (60)
Ru, + Ru, > H(U| Vi, Vo, Uy, Y) L H(U Vo, U, Y) 61)

where (a) follows from the Markov chain V; — Uy — (Uy, V3, Y). Therefore, (2) is
satisfied if (58)-(61) are satisfied.

The public index Fy, is almost independent of X7, so it is almost independent of
(}N(f, 5(3, X", y",z"), if we have [32, Theorem 1]

Ry, < H(W|X1) (62)

because then the expected value, which is taken over the random bin assignments, of
the variational distance between the joint probability distributions Unif[1:2"Rv1] . Pg, and
1

Py,

of (Vl”, )?{l), so it is almost independent of (V*, }?f, }N(g, X", y",Z"), if we have

%» vanishes when n — oo. Furthermore, the public index Fy, is almost independent
11

Ry, < H(Wh|Vy, Xy). (63)
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Similarly, Fy, is almost independent of )~(§ if we have

Ry, < H(V5|X,) (64)

and Fy, is almost independent of (VJ', X4) if we have

Ry, < H(U| V2, Xo). (65)

To satisfy (58)-(65), for any € > 0 we fix

Ry, = H(i|Xy) — € (66)
Ry, = I(Vi; X1) — I(V;Y) + 2¢ (67)
Ry, = H(V3|X;) —€ (68)
Ry, = I(Va; Xa) — I(Va; V1, Y) + 2¢ (69)
Ry, = H(Wh|Vy, X;) —€ (70)
Ru, = I(Uy; X4 V1) — I(Uy; Vi, Y|V) + 2¢ (71)
Ry, = H(Up| V3, X;) — € (72)
Ru, = I(Up; Xa|V2) — I(Up; Uy, Y| V) + 2e. (73)

Public Message (Storage) Rates: (67) and (71) result in a public message (storage)
rate Ry, of

Rw; = Ry; + Ry,

& I(Vi; Xq|Y) + H(Uy |V, Va, Y) — H(Uy Vi, X1) + 4e

b ~ ~
O 1V % Y) + I(Uy K|V, Va, Y) + de (74)

where (a) follows because V; — X; — Y form a Markov chain and (b) follows
because Uy — (V1, X1) — (V,,Y) form a Markov chain. Furthermore, (69) and (73) result
in a storage rate Ry, of

RW2 = RVZ + Ruz

@ [(Va; Xa| Vi, Y) + H(Ua|Uy, Vo, Y) — H(Ua |V, Xp) + 4e

b - -
o I(Vo; X5V, Y) + I(Up; Xo|Uy, Vo, Y) + 4e (75)

where (a) follows from the Markov chain V, — X, — (V1,Y) and (b) from U, —
(Va, X3) — (Uy,Y). We remark that if the indices 1 and 2 in the decoding order given
above are swapped, the other corner point with

R(’Vl = I(Vl?ilwb Y)+ 1(U1;21|Uz, V1,Y) +4e (76)
R, = I(Vo; Xo|Y) + I(Up; Xo| Vi, V2, Y) + 4e (77)

is achieved.
Privacy Leakage to Decoder: We have
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I(X"; Wy, Wa, Fy, B[ Y")
= [(X"; W1, Wa|Fy, B, Y") + I(X"; Fy, B[ Y")

(a)
< H(X"|Y") — H(X"|Wy1, Wy, F1, B, V', V3t UY, Uy, Y™ ) + 4ey

O Hxrymy - HX UL, U, Y") + den

91Uy, Uy X|Y) + den (78)

where
(a) follows for some €, > 0 with €, — 0 when n — oo because

I(X"; Fi, B|Y")
= I(X"; F, |Y") + I(X"; Fyy |Fop, Y") + I(X"; Fy, |Fyy, Fuy , Y)
+ I(X"; Fu,|Fv,, Fuy, Fop, Y™)
< 4e, (79)

since 1) by (62) Fy, is almost independent of (X",Y"); 2) by (63) F,, is almost
independent of (V1”,X",Y”) and because V]' determines Fy,; 3) by (64) Fy, is almost
independent of (U}, V{*, X", Y") and because (V*, U}') determine (Fy,, Fy, ); 4) by (65)
Fy, is almost independent of (V7 U}, V{*, X", Y") and because (V]', U}, V') determine
(Fvleulevz)}
(b) follows because (V{*, VJ', U}, U}) determine (W;, Wy, Fy, F,) and from the Markov
chains V' — U} — (X", Y",U},V}') and VJ' — Uy — (X", Y", U});
(c) follows because (X", U}, U}, Y") are i.i.d.

Privacy Leakage to Eve: We have

I(X"; Wy, W, Fy, B>|Z")

@ H(Wy, Wa, By, B|Z") — H(Wy, Wa, Fy, B|X")

b
(:) H(WlIWZI F11F2‘Zn) - H(Wuleunuz/ FMZIV]n/ szl‘Xfl)

+ H(V{'|W1, Wy, Fi, B>, X") + H(V3' V]!, Wy, Wa, Fy, >, X™)

—
INe

H(Wy, Wy, F1, Fo| Z") — H(Way, Fuy, Wiy, Fuy, VI, V3| X™) + 216,
H

—
[
=

(Wl/W2/ F11F2|Zn> - H(u{l/ USI Vlnl V27’1|X7’l)
+ H(u{l|wu]/Fu1/ Wuzr Fuz/ V]n/ VZnI Xn)
+ H(ug“l{lr WulrFulr Wuzlpuzr Vlnr Vznr Xn) +27’l€;,,l

(€)
< H(Wy, Wy, Fi, B|Z")—H (U}, U, Vi, V31 X™) +4ne),

Y Wy, Wa, By, B|Z7) — nH(U, U, Vi, Va|X) + dne, (80)

where (a) follows because (W, Wy, Fi, F,) — X" — Z" form a Markov chain, (b) fol-
lows since (V]', V') determine (Fy,, Wy, , Fo,, Wo,), (c) follows for some €}, > 0 such that
€, — 0 when n — oo because (Fy,, Wy, , X") can reliably recover V] by (58), and similarly
because (Fy,, Wo,, Vi, X") can reliably recover V! by (59) both due to the Markov chain
(V{,V}') = X* = Y", (d) follows because (U, U}) determine (F,,, Wy, F,2, Wu,), (e)
follows because (F,,, Wy,, V{', V!, X") can reliably recover U} by (60) and the inequality
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H(U1|Vq, Vo, Y) > H(U;1|Vp, Vo, X) (81)

that follows from

I(Uy; V1, Vo, X) — I(Uy; Vi, Vo, Y) > I(Uy; Vi, Vo, X) — I(Uy; Vi, Vo, Y, X) =0 (82)

since U; — (V1, V, X) — Y form a Markov chain. Furthermore, (F,,, W,,, V{*, V3!, U}, X™)
can reliably recover UJ by (61) and the inequality

H(Up| V1, Vo, Uy, Y) > H(U|Vy, Vo, Uy, X) (83)

that can be proved entirely similarly to (82) by using the Markov chain U; —
(V1, Vo, Uy, X) =Y, and (f) follows because (U7, Uy, V', V3!, X") are ii.d.

In (80), obtaining single letter bounds on the term H(W;, Wy, Fi, F,|Z") requires
analysis of numerous decodability cases, whereas there are only six different decodability
cases analyzed in [23] for secure function computation with a single transmitting node.
To simplify our analysis by applying the results in [23], we combine the decoding order
Steps 1 and 2 given above such that (V;, V) are treated jointly and, similarly, we combine
Steps 3 and 4 such that (U, U,) are treated jointly. Using the combined steps, we can
consider the six decodability cases analyzed in [23, Section V-A] by replacing V" with
(V{1, V') and U" with (U7, UY), respectively, in the proof. Since in (80) the second term
—nH(Uy, Uy, V3, V2| X) can be obtained by applying the same replacement to the second
term in [23, Eq. (54)], we obtain from (80) and these decodability analyses that

I(X"; Wy, W, Fy, B>|Z")
< Tl([I(Ul, Uz,’ZlVl,Vz) — I(Ul, Uz,'Y‘VL Vz) +€]7
+1(Uy, Up; X|Z) + 4e), +€)) (84)

for some €], > 0 such that €/, — 0 when n — oco.
Secrecy Leakage (to Eve): We obtain

I(}?ln/ ng, Yn/ Wl/WZI Fl/ F2|Zn)

“ H(Wy, Wa, By, B2|Z") — H(Wy, Wa, Fi, B2 X7, X3)

b SO
Y HWy, Wy, By, B|Z") — H(Wi,, Way, Euy, Fuy, VI, V3 |X0, X2)

+ H(V{'|Wy, Wa, i, B, X, X8) + H(VJ |V, Wy, Wa, Fy, B, XY, X3)

(c) -~
S H(W]/W2/F1/F2|Zn) - H(Wu1/WuZ/Pu1/Fu2/ Vlnl V2’1|X:’[1/X£l) +2n€;/1

d ~ o~
D HWL, Wa, B, Ba|Z7) — H(UL, WS, VI, VR0, X2 + 2né,

+ H(UY Wiy, Way, Fuy, Fuy, VI, V3, X7, X5)
+ H(UZ U}, Way, Wy, Fuy, Fu, VI, V3, XT, X5)

(e) -~
< H(Wy, Wa, Fy, B|Z") — H(UJ, UE, VI, VX2, X3) + 4ne),

(f) _
< HWy, Wy, By, B|Z") — nH(Uy, Up, V4, Va| Xy, X2) + 4ne, (85)
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where (a) follows from the Markov chain (Wy, Wy, Fy, F) — (X}, X4) — (Y", Z"), (b)
follows since (V]', V') determine (Fy,, Wy, , Fy,, Wy, ), () follows because (Fy,, Wy, , Xf, }?g)
can reliably recover V|" by (58), and similarly because (Fy,, Wy,, V7', )~q‘, )~(’21) can reliably
recover V}' by (59) both due to the Markov chain (V/*, V') — (55';, XE’) —Y", (d) follows
since (U}, U}) determine (F,,, Wy, , Fi,, Wy, ), (e) follows because (F,,, Wy, V{*, V!, )?’f, )~(§’)
can reliably recover U} by (60) and the inequality

H(Uy |V, Va,Y) > H(U; |V, Vo, Xy, X5) (86)

that can be proved similarly to (82) due to the Markov chain U; — (V1, Vs, X3, )~(2) —
Y. Furthermore, (F,,, Wy,, v vy Uy, Xy, X}) can reliably recover U} by (61) and the
inequality

H(Uy|Vy, Vo, Uy, Y) > H(Ua|Vy, Vo, Uy, X1, X2) (87)

that can be proved by using the Markov chain U, — (V3, V3, Uy, 551, 552) —Y, and
(f) follows because (U}, U5, V', VJ', )?{1, }?g) are i.i.d.

We remark that the terms in (85) are entirely similar to the terms in (80). One can
show that all steps of the decodability analysis from [23, Section V-A] that is applied to (
80) can be applied also to (85) by replacing X with (X, X,), so we obtain

I()qu,)?g/ynz W11W2/P1/P2|Zn)
<n[l(Uy, Up; Z|V3, Vo) — I(Uy, Up; Y| V1, Vo) + €]~
+ nI(Uy, Uy; X1, X5|Z) + 5nel,. (88)

We consider that the public indices (F;, F,) are generated uniformly at random and
the encoders generate (V/", U}') and (V}}', U} ) according to P, VI VL XD F RO, obtained
from the binning scheme above. This procedure induces a ]omt probabllity distribution
that is almost equal to P, ViVl Uy, Xp XY Z fixed as in (19) [36, Section 1.6]. Since the
privacy and secrecy leakage metrics considered above are expectations over all possible
realizations F = f, applying the selection lemma [37, Lemma 2.2], these results prove
the achievability for Theorem 1 by choosing an € > 0 such that ¢ — 0 when n — oo.
We remark that the achievable region is convexified by using a time-sharing random
variable Q such that Poy,v, = PoPy,|oPy, o, required because of the [-]~ operation. [J

5.2. Outer Bound

Proof Sketch. Assume that for some n > 1 and ¢,, >0, there exist two encoders and a
decoder such that (2)-(7) are satisfied for some tuple (Rs, Rw,, Rw,2, R¢ pecs Ry Eve)- Let

Vi & (W, YR, 2 (89)
V2i 2 (Wo, Yy, 271 (90)
B (XL W, YR, 2 (91)
-é (X, W, Y1, 2T (92)

that satisfy the Markov chains

Vi — Uy — X, — Xi — (Xo,, Yi, Zi) (93)
Vo —Upi — Xoi — Xi — (X410, Yi, Zi). (94)
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Admissibility of (Uy, Uy): Define

ney = ndy| X1|| || V| + Hy(6,) (95)

such that €, — 0 if §,, = 0. Using Fano’s inequality and (2), we obtain

new > H(f"|F7)
@vaﬂzszm

leMW) i(ﬂ%M@Y)

=

2 Z (fZ|W1,W2,Yn Xl 1 Zz 1)
i=1

—
BN

)
= Y H(filWh, Wo, YL, X1, Z071 )
i=1

(i) ZH leulzIUZZ/ z) (96)

=

=

where (a) follows from [38, Lemma 2] that proves that when n — oo, there exists
anii.d. random variable f" that satisfies both

H(f"[f") = H(f"|f") 97)

and the Markov chain

Fr— 1 — (Wh, Wy, Y (98)

(b) follows from the data processing inequality because of the Markov chain

[ = (W, Wa, Y) — f* (99)

and permits randomized decoding, (c) follows from the Markov chain

Y — (XL 2 Wy, W, Y Y — f (100)

and (d) follows from the definitions of U ; and Uy .
Public Message (Storage) Rates: We obtain

(a)
n(Rw, +0n) > log | W]
> H(Wi|Y") — H(Wq | X}, Y")
= H(X}|Y") = H(X{|Wy, Y")
n .
= H(XPY") = Y H(Xq,:| X7 Wy, Y™)
i=1
(b)

= H(X}|Y") — ZH Xy | XL Wi, YY)
i=1
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-

I
—

© o
> H(XY") = Y H(Xq, X, 270 Wy, YL Y)

—
U

) ~ ~
= nH(Xq|Y) — )  H(Xq,|Un, Yi)

M-

Il
—

I(Uy 3 Xq,4]Y5)

|

Il
MR

[1(Vy; X1,

S
=

Il
—

Y;) + I(Uy 35 X4 Y, Vi)

|
™=

{I (Va3 X0, VoY) — 1(V 35 Vo,

X1, Y) + I(Uy i Xy 3, Un | Y, Vi)

i=1
— I(Uy ;5 Uq | X, Vs, Vl,i)]
>) {I (Vi Xa,4|Ys, Vo) = IV i Vail X, Yi) + T(Us i X4 Vs, Vi, Uny)
i=1
— I(Uy ;5 Uq | X, Vs, Vl,i)] (101)

where (a) follows by (4), (b) follows from the Markov chain

Yi_l - (X:il_llwll Yjﬁ]/ i) - jZl,l‘ (102)

(c) follows from the data processing inequality applied to the Markov chain

(Xi71/ Ziil) - (Xiillwll Yﬁf’l, i) - Xl,i (103)

(d) follows from the definition of Uj ;, and (e) follows by (93). Similarly, one can
show by symmetry that we have

1(Rw, + 6n)
n
> ) [I (Vai; X2,il Y, V1) — (V15 Va,il Xa,i, i)
i=1
+ I(Us j; X1 Yi, Vo, Uy i) — 1(Unis Un 1| Xa i, Vi, V2,i)} : (104)

Now we consider the sum-rate bound such that

1(Rw, + 6n) + n(Rw, + dn)

(a)
> log([W1| - [Wa|) > H(Wi, Wa)
> I(Wy, Wo; X¥, X5) — 1(Wy, Wo; Y™)

(b & e o il i cil1 i
2y [I(Wl,WZ;XLZ-,XZ,,-\Xg L XY ) — I(Wy, Wo; Y XE1, XLy )]

7 Sit+l
i=1
(0) & ~ 1o~ ~ o~ ~ 1 i
= Z |:I(W1/W2/Xi 1/X12 1/Yl?f|»]/'X1,i/X2,i) _I(W1/W2/X11 1/X12 1/ 1’11/Y1):|
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—
[
=

v
™=

I
—

[I(Wll Wy, X1, Zi_l,Yﬁl; Xy, Xo,;) — I(Wi, W, X1, Zi_l,Yﬁl; Yi)}

S
1=

Il
-

[1 Uy, Un j; Xy i, Xoi) — I(Uy g, Un i Yi)]

I(Uy;, Uy j; Xy 4, Xo,1|Yi)

1=
™=

i=1
(®) ¢ oo oo
=) {I (Ui, Up s X1,4, Xo,i|Yi, Vi Vai) + 1V, Vo Xu,i, Xo i Yi)]
i=1
) ¢ - o 5
=), [I (Uni; X1,i, X2,i[Yi, Va,i, Vai) + 1(Usi; X1, Xo,i|Yi, Un i, Va,i)
i1
+ I(Vai Xa,i, Xo,| V) + 1(Vais Xai, Xo,il Vi Vl,i)}
n
>) [1 (Uy,i; X1,i|Yi, Vii, Vo) + 1(Ua,is X2, Y5, Un i, Vayi)
i1
+ I(Vais X0l Vi) + 1(Vayi; Xo,i Vs, Vl,i)} (105)

where (a) follows by (4) and (5), (b) follows from Csiszar’s sum identity [39], (c)
follows because (X7, X5,Y") arei.i.d., (d) follows from the data processing inequality
applied to the Markov chains

(X127 — (X X W, W, Y ) — (X, Xag) (106)

(XL X = (XL 2 W, W, V) - Y, (107)

(e) follows from the definitions of U, ; and Uy ;, (f) and (g) follow from the Markov
chain

(Vi Vo) = (Uni, Un) — (X1, Xpi) = Vi (108)

(h) follows from the Markov chain

Vii— (U, Yi, Vo) — (Uni, X Xo,i).- (109)

Privacy Leakage to Decoder: We have

n(Ré,Dec + fsn) (110)
(a)
> H(Wy, Wa|Y™) — H(Wy, W, |X™)

) I . .
Dy (W, W XX, Y ) = 1M, Wy Y, X))
i=1

n . . . .
Gy [, Wy X4 XI1, 2070, 0 ) = T(Wa, Wy il Y, X0, 201
=1
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II=
1=

Il
—

|:I(W1/W2/Xi_1/Zi_lr jn+1/'Xi) 7I(W1/W2/ j}illxi_lrzi_l;yi)}

S
1=

Il
-

[I(Ul,i/ Uy i; Xi) — I(Uyi, Ui Yi)]

1=
™=

I
—

I(Uy 4, Up i; Xi|Y7) (111)

where (a) follows by (6) and from the Markov chain (W;, W,) — X" — Y", (b) follows
from Csiszér’s sum identity, (c) follows from the Markov chain

Z0 — (XTLYR ) — (X, Yi, Wi, W) (112)

(d) follows because (X",Y",Z") are i.i.d., (e) follows from the definitions of U ;
and Uy ;, and (f) follows from the Markov chain

(U, Up;) — X; = Y. (113)

Privacy Leakage to Eve: We have

n(RZ,Eve + 571)

(a)
> [H(W1, Wa|Z") — H(Wy, Wa|Y™)] + [H(Wy, W |Y") — H(Wy, Wa | X")]

(b) i i—
Oy [I(Wl,Wz;YZ-| L ZE = T(Wy, Wo; 7] 2, ;EH)}
i=1
n . .
+ 3 [1W, Wy X4 X7 YL ) — 1O, W iYL, X |
i=1

© v i i
S Y 1V, Wo VY, 2070 = (W, W 2|20, Y )

n
+)
i=1
@ < n i—1, i—1 yn .
- Z [I(er WZ/ Yi+1/Z /Yi) - I(Wll WZIZ rLiiqs Zl)i|

—_

(W1, Wa; Xi| X YH, 2T — T(W, Wo; Y| iil/Xi_l/Zi_l)]

—_

LWy, Wo, XL Y, 205 X0) — T(Wh, Wo, YI,, XL, 20 Y)

n
+ )
i=1

S
1=

Il
-

[I V1,1, Vo Vi) = IV, Vais Zi) + 1(Uy 1, Up iV i, Vo is Xi)

— I(Uy 3, Uy, Vi,i, Vo Yi)]

|
™=

[ — I(Uy;, Uy, Vi i, Vois Zi) + I(Un i, Un i, Vai, Va i Xi)
1

+ I(Uy 1, Uy i; Zi| Va1, Vo) — I(Un i, Up i Yi Vi, VZ,i)}
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—

> (U, Upi; Xi| Zi) + [I(ul,i, Uy i; Zi|Vhi, Vi) — I(Uy;, Uy i Y| Vi, Vz,i)}

)&
=1

(114)

where (a) follows by (7) and from the Markov chain (W, W) — X" — Z", (D)

follows from Csiszar’s sum identity, (c) follows from the Markov chain in (112), (d)

follows because (X",Y",Z") arei.i.d., (e) follows from the definitions of V; ;, V,;, Uy ;
and Uy ;, and (f) follows from the Markov chain

V1,1, Vo) — (Ui, Upi) — X — Z;. (115)

Secrecy Leakage (to Eve): We obtain

> [H(Wy, Wa|Z™) — H(Wy, Wa|Y™)] + [H(Wy, Wa|Y™) — H(Wy, Wa | XT, X2, Y™)]

(b)) & i .
- Z[I(W1/W2;Yi| T, 2 = 1(Wh, Wo; Zi| 21, Y )

+ H(Xy, Xo,|Yi) —H (X, Xo, | X8 X571, Wy, W, Y, i)}

Vv
=

Il
_

LW, W, Y, Z005) — T, Wa, 2, YE 5 2)

+ H(X, Ko, [¥i) = H(X i, Ko X0, 2070 W, Wa, YL, Y9

Y)|

II=
=

Il
—_

[1 (Vi Vais i) — I(Vai, Vais Zi) + I(Uy i, Un i, Vi, Vais Xu iy X

=
1=

Il
—_

[I(Vl,i/ Voi: Vi) = I(Vi,i, Vais Zi)

+ I(Uyj, Un g, Vig, Vo i Xy iy Xog) — I(U i, Uni, Vi, Vais Yi)]

|

Il
MR

[ —I(Unj, Upi, Vii, Va,is Zi) + 1(Un iU, Vi i, Vais X, Xai)

+ (U3, Uy ; Zi| V13, Va,i) — I(Uy i, Up i Yi| VA, Vz,i)}
(f)
>

3

n
i=1

LUy, Us i3 Xy i, Xoi|Z:) + [I (Ui, Upi; Zi) Vi i, Vo) — T(Un 3, U i; Y| Vi, Vz,i)] ]

(116)

where (a) follows by (3), (b) follows because (X!, X},Y") are i.i.d., and from
Csiszar’s sum identity and the Markov chain

1

Y (X, XS, Wy, Wa, YL, ) — (X, Xa,i) (117)

(c) follows because (Y",Z") are i.i.d. and from the data processing inequality
applied to the Markov chain

(X 2N = (XL X5 Wi, W, YI L Y — (X Xa ) (118)
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(d) follows from the definitions of V;;, V,;, Uy, and Uy, (e) follows from the
Markov chain given in (108), and (f) follows from the Markov chain

(Vi Vo) — (Upi, Uny) — (X1, Xoi) — Zi. (119)

Introduce a uniformly distributed time-sharing random variable Q ~ Unif[1: ] that
is independent of other random variables, and define X = X, X1 = X1 g, X2 = X5 o,

Y=Yq, Z=2Z0, Vi=Viq, Vo=V 0, U1 = (U1,0,Q), U2 = (Up,,Q), and f = fp, so

QVI)—U — X4 —X—(Xp,Y,2) (120)
QW)= Uy —Xp — X — (X1,Y,2Z) (121)

form Markov chains. The proof of the outer bound follows by letting 6, — 0.
Cardinality Bounds: We use the support lemma [39, Lemma 15.4] to prove the
cardinality bounds and apply similar steps as in [20,23], so we omit the proof. [

6. Conclusion

We considered the function computation problem, where three nodes observe
correlated random variables and aim to compute a target function of their observations
at the fusion center node. We modeled the source of the correlation between these
nodes by positing that all three random variables are noisy observations of a remote
random source. Furthermore, we imposed one secrecy, two privacy, and two storage
constraints with operational meanings on this function computation problem to define a
lossless rate region by considering an eavesdropper that observes a correlated random
variable. The lossless function computation problem was extended by allowing the
function computed to be a distorted version of the target function, which defined the
lossy function computation problem.

We proposed inner and outer bounds for the lossless and lossy rate regions. The
secrecy leakage and privacy leakage rates that are measured with respect to the eaves-
dropper were shown to be different due to the remote source considered, unlike in the
literature. Furthermore, we characterized the exact rate region for functions that are
partially invertible with respect to one of the transmitting node observations as well as
for invertible functions. Moreover, we considered two different physical-degradation
cases for the measurement channels of the eavesdropper and fusion center when the
function computed was invertible. We derived the corresponding exact rate regions,
one of which is evaluated for an example scenario, and proved that no auxiliary or
time-sharing random variable is necessary to characterize these regions.

In future work, we will propose inner and outer bounds for the lossless and lossy
multi-function computation problems with multiple transmitting nodes and character-
ize the rate regions for multi-function computations when the function computed is
invertible.
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