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Abstract: Identifying and anticipating potential failures in the cloud is an effective method for
increasing cloud reliability and proactive failure management. Many studies have been conducted
to predict potential failure, but none have combined SMART (Self-Monitoring, Analysis, and
Reporting Technology) hard drive metrics with other system metrics such as CPU utilisation.
Therefore, we propose a combined metrics approach for failure prediction based on Artificial
Intelligence to improve reliability. We tested over 100 cloud servers” data and four Al algorithms:
Random Forest, Gradient Boosting, Long-Short-Term Memory, and Gated Recurrent Unit. Our
experimental result shows the benefits of combining metrics, outperforming state-of-the-art.
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1. Introduction

Cloud computing which has emerged as the fifth utility over the decade, is a
backbone to the modern economy [1]. It is a model of computing that allows the flexible
use of virtual servers, massive scalability, and management services for the delivery of
information services [2]. With the low-cost pay-per-use model of on-demand computing
[3], the cloud has grown massively over the years, both in terms of size and complexity.

Today, almost everyone is connected to the cloud in one way or the other because
of cost-effectiveness with pay-as-you-go or subscription-based service model for on-
demand access to IT resources [1], [3]. Industries rely on the cloud for its operations,
academicians to accelerate and conduct scientific experiments, and ordinary end-users
by using cloud-based services knowingly or unknowingly like Google Drive, Gmail,
Outlook, and so on. Furthermore, the cloud today is more important than yesterday;,
as it supports smart city construction [4], smart manufacturing [5], enterprise business
[6], scalable data analysis [7], [8], healthcare [9], [10] and also new evolving computing
paradigm like Fog and Edge computing [11].

To date, despite the significant improvement in the performance of the hardware
elements of the cloud infrastructure, the failure rate remains substantial. Moreover, the
cloud is not as reliable as the cloud service provider claimed, which is more than 99.9%
[12]. There have been multiple instances of failure reported, such as Amazon’s cloud
data servers went down, collapsing Reddit, Airbnb, and Flipboard in early October 2012,
loss of Amazon AWS S3 on February 28, 2017, crashing of Microsoft cloud services on
March 22, 2017 [12]. Such failures show that cloud service providers are not as reliable
as they claim.
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The public cloud vendor revenue is forecasted to be around 500 billion by 2026!.
The majority of this revenue goes to platform-as-a-service (PaaS) and infrastructure-
as-a-service (IaaS) 298.4 and 126 Billion, respectively. Any occurrence of the cloud’s
failure impacts the cloud-based environment and services it supports, its users, and the
economy. Therefore, maintaining reliability is essential, and failure prediction is one
of the mechanisms to obtain it. In this study, taking advantage of the advancement of
artificial intelligence (AI), we focus on failure prediction based on artificial intelligence
techniques Random Forest (RF), Gradient Boosting (GB), Long-Short-Term Memory
(LSTM), and Gated Recurrent Unit (GRU).

Al has the ability to learn patterns and make future predictions accordingly. Al
can be manifested as machine exhibiting human intelligence [13] and is utilised in
diverse domains such as healthcare, autonomous systems, in monitoring applications,
predictive maintenance because it allows solving problems that before seemed to be
unsolvable by computational processes alone[14]. The tremendous advancement in
artificial intelligence today has resulted in state-of-the-art performance for many practical
problems, especially in areas involving high-dimensional unstructured data such as
computer vision, speech, and natural language processing [15]. This ability of Al to
make future predictions based on learned patterns and advancement, we make use of it
in our study.

1.1. Motivation

Today, the majority of businesses rely on cloud services to run their daily operations.
Any failure of cloud services directly impacts the business, and repeated failures result
in reputation damage. Reputation is an intangible asset that accounts for 85% of the
value of a business [16], [17]. Significant effort has been made to increase the reliability
of cloud services. For failure prediction, the studies (see Section 2) either use hard drive
SMART (Self-Monitoring, Analysis and Reporting Technology) metrics or other system
metrics such as CPU and memory utilisation. However, despite the demonstrated ability
of SMART hard drive metrics and other system metrics such as CPU and memory
utilisation to predict failures, to our knowledge, no study has combined both metrics.
We hypothesised that combining both metrics will give us more information and, as a
result, can help improve reliability further. The identified existing research gap on the
combined use of SMART metrics and other system metrics, which we in our study refer
to as combined metrics, to improve reliability is the main motivation for this study. The
other motivation includes the limited number of studies in the direction of server failure
prediction, the use of a traditional rule-based tool such as Prometheus [18].

1.2. Goal

The ability to accurately predict failure is an essential factor for reliable performance.
This is because it allows us to take action that is proactive. The reliability of a process
depends on how well we predict failures. The aim of this study is to improve the
reliability of cloud services by improving cloud server failure prediction using selected
Al techniques and the combined metrics approach.

1.3. Contributions

Based on our motivation and goal to achieve, the main contributions of our study
can be summarised as follows.

¢  Anovel approach to server failure prediction based on combined metrics.

e Use of Al approach to overcome dis-advantage rule-based failure prediction.

¢ A comprehensive evaluation of multiple artificial intelligence techniques like RF,
80 GB, LSTM and GRU with the use of real data from more than 100 cloud servers.

1 https:/ /wikibon.com/wp-content/uploads/Wikibon-BGracely-Cloud-Computing-Nov-20152.pdf
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The rest of the paper is organised as follows. In Section 2, we present review of the
state-of-the-art. In Section 3, we present our methodology and in Section 4 we present
the performance evaluation. Finally, we conclude the paper in Section 5.

2. State-of-the-art

In this section, we present a brief survey of recent works in failure prediction in the
domain of cloud computing.

2.1. Server-level Failure Prediction

Mohammed et al. [19] conducted a study on high-performance computing (HPC)
system failure prediction using machine learning algorithms and evaluated on accuracy.
The study makes use of hardware, software, human error, network and undetermined
as a failure source. Using such, we cannot say if the system failed actually or there was
human intervention. Further, it is not clear the scope of the undetermined error source.

Xu et al. [20] predicted the disk error using a ranking based machine learning
approach. The early prediction allowed migration of a virtual machine (VM) to a healthy
node, thereby improving the service availability of Microsoft Azure. However, this study
is limited to only using disk information.

Lai et al. [21] using machine learning conducted a study to predict server failure
within 60 days using hard drive data collected from SLAC Accelerator Laboratory? and
maintained failure logs over 10 years. The authors also introduced a derived metric
time_since_prev_failure that represents the time since the previous failure. This study is
only based on hard disk data.

Das et al. [22] using long short term memory (LSTM) predicted failing nodes to
migrate computation to healthy nodes. This study makes use of the data from Cray
XC30, Cray XE6, Cray XC40, Cray XC40/XC30 and error phrase form the system log.

The study by Chigurupati et al. [23] focuses on predicting communication hardware
failure 5 minutes ahead using machine learning. While the study by Tehrani et al. [24]
using a support vector machine (SVM) makes failure prediction. This study uses metrics
temperature, CPU, RAM, and bandwidth utilization and lacks the benefit of other
attributes like hard drive information as in our study.

Adamu et al. [25] conducted the study using SVM and data collected from Com-
puter Failure Data Repository (CFDR) of the National Energy Research Scientific Com-
puting Center (NERSC)?. The author presents the prediction of a disk, a dual in-line
memory module (DIMM), CPU, and other failures separately. However, it is not clear
the scope of failure, and also the network information is not used, which is also one of
the reasons for failure.

2.2. VM-level Failure Prediction

Meenakumari et al. [26] conducted a study for earlier VM failure prediction using
dynamic threshold approach. The study uses metrics CPU utilization, CPU usage,
bandwidth, temperature and memory but no machine learning approach as our study.

Alkasem et al. [27] conducted a study on VM failure to start-up using machine
learning and Apache Spark? streaming. The study, however, only makes use of the
metrics CPU Utilization, Memory Usage, Network Overhead, 10 Storage usage.

Qasem et al. [28] conducted a VM failure study using simulated data from cloudsim
and neural network approach. Similar to Qasem et al., Liu et al. [29] conducted a study
using a recurrent neural network (RNN) and hard drive SMART metrics.

2 https:/ /wwwé.slac.stanford.edu
3 https:/ /www.nersc.gov
4 https://spark.apache.org
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2.3. Task-level Failure Prediction

Shetty et al. [30] conducted a study on task failure prediction using Google cluster
dataset and XGboost classifier. Similarly, Jassas et al. [31] also uses the Google cluster
trace dataset for job failure in the cloud computing environment. These studies, however,
only focus on task failure prediction.

Bala et al. [32] using Naive Bayes, Random Forest, Logistic Regression, and Artificial
Neural Networks (ANN) conducted a task failure prediction for scientific workflow
applications. Similar to previous studies by Shetty et al. [30], Jassas et al. [31], this study
also focuses on task failure prediction.

Rosa et al. [33] conducted a study on job failure prediction using metrics like CPU
utilization, Memory utilization, Disk utilization, and data from Google cluster traces.
The study makes use of a Linear Discriminant Analysis (LDA), Quadratic Discriminant
Analysis (QDA), and LR. Similar to other task failure studies, it is also focused on the
failure of the task only.

Similar to previous studies, Gao et al. [34] also uses Google cluster trace, and a
multi-layer Bidirectional Long Short Term Memory (Bi-LSTM) to identify tasks and job
failures in the cloud. This study makes use of the deep learning approach but is focused
on task and job failure.

3. Materials and Methods

This section details our approach. Section 3.1 contains information about data
collection, Section 3.2 contains information about the metrics used in our study, and
Section 3.3 contains information about data preprocessing. Similarly, Sections 3.4, 3.5,
and 3.6 discuss our implementation of random forest, gradient boosting, and LSTM and
GRU algorithms. Figure 1 shows our methodology.

3.1. Data Collection

There are various datasets available, including Google job failure dataset’, SMART
hard drive dataset®. However, these datasets either contain information for job failure or
hard drive failure and lack information on other system metrics such as CPU utilisation
for failure, necessitating data collection. Our data collection step entails downloading
data from Prometheus’-monitored University of Tartu High-Performance Centre [35]
cloud servers. Fig. 2 depicts the data collection process. A Python script converts the
downloaded JSON® data to CSV (Comma-separated values).
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Figure 2. Data Collection

3.2. Metrics Selection

Prometheus logs a wide range of system information. All the data collected by
Prometheus might not be useful. Random selection of metrics will not guarantee a precise
result. Therefore, a careful selection of metrics should be made. We selected metrics
shown in Table 1 by performing a detailed assessment of the available metrics and in-
depth analysis of their effect on the system. The only selected metrics were downloaded

https://github.com/google/cluster-data
https:/ /www.backblaze.com /b2 /hard-drive-test-data.html
https:/ /prometheus.io/docs/introduction/overview /

https://www.json.org/json-en.html
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Figure 1. Methodology

SN Metrics Description
1 CPU Utilisation Host CPU usage in %.
2 | Memory Utilisation Memory usage in bytes
3 | Network Overhead Network usage in bytes
4 IO Utilisation IO usage in time
5 Bits Read Data written out from disk in bytes
6 Bits Write Data written into disk in bytes
7 Smart 188 Command time out
8 Smart 197 Current pending sector count
9 Smart 198 Uncorrectable sector count
10 Smart 9 Power-on hours
11 Smart 1 Read error Rate
12 Smart 5 Reallocated sectors count
13 Smart 187 Reported uncorrectable errors
14 Smart 7 Seek error rate
15 Smart 3 Spin up time
16 Smart 4 Start/stop count
17 Smart 194 Temperature
18 Smart 199 UltraDMA CRC error count

Table 1: Selected Metrics (Features)

during the data collection phase. The downloaded data is then preprocessed, which is
discussed in Section 3.3.

3.3. Data Preprocessing

Machine learning and deep learning algorithms are highly dependent on data to
function properly. The quality of the data affects the accuracy of the algorithm. But
the real-world data is often noisy, inconsistent and incomplete. In order to improve the
result, better data is needed, or the quality of data has to be improved. Therefore, in
an attempt to improve the quality of the data, we preprocess the data. To compensate
for the missing failure information, we performed label generation as the first data
preprocessing prior to any other preprocessing, as Das et al. [22], Jassas et al. [31],
and Qasem et al. [36]. Algorithm 1 was utilised to generate the target label. Table 2
shows the threshold value in our target label generation algorithm. The threshold was
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defined using information available from hardware manufacturers as well as findings
from the state-of-the-art. As shown in Algorithm 1, when the value of the metrics is
within the threshold, we represent it as 0; otherwise, we represent it as 1. The 0 denotes
that there is no failure, whereas the 1 denotes that there is a failure. The value 0 or 1
is then appended to the list targetValue via the AppendTotargetValue. The targetValue
is then used to create a new target column, which is then combined with existing data
columns and returned. Further, the preprocessing techniques that handle missing values,
non-standard values were employed. Missing values and non-uniform values were
handled by applying the scikit-learn® preprocessing module.

Algorithm 1: Label generator

Data: ipData < input data without target label in dictionary format
Result: Data with target label
1 data < ipData;
2 targetValue < Initialize with an empty List;
resultdata < Copy of data;
4 N < len(data);
5 fori=0to N do
6 if selected metrics within defined threshold then
7
8
9

w

AvppendTotargetValue(0
pp 8

else
| AppendTotargetValue(1)
10 end
11 end

12 resultdata < add targetValue to new target column;
13 return resultdata;

3.4. Random Forest

Random Forest (RF) is an ensemble learning method and learns using the ran-
domised decision tree. Breiman [37] defines random forest as a classifier consisting of
a collection of tree-structured classifiers {h(x,6;),k = 1,...} where the {6} are inde-
pendent identically distributed random vectors, and each tree casts a unit vote for the
most popular class at input x. The best split is chosen by optimising the Classification
and Regression Trees (CART) split criterion, which is based on the Gini impurity for
classification and prediction squared error for regression [38], [39].

REF, due to its ensemble nature, provides higher accuracy and is also robust against
overfitting. Furthermore, RF is capable of dealing with higher-dimensional data. RF
is one of the robust general-purpose algorithms. Studies such as [38], [40], [41] and
[42] have demonstrated the robustness of RF in different domains. We chose RF in our
study because of its robustness against overfitting, outliers, and ability to produce better
results.

In our study, we used the scikit-learn library to implement the RF algorithm!°.
The scikit-learn implementation, on the other hand, differs little from Breiman’s [37]
original RF. Instead of allowing each classifier to vote for a single class, the scikit-learn
implementation of RF combines classifiers by averaging their probabilistic predictions!!.

Furthermore, the scikit-learn GridSearchCV'? was used to optimise hyperparame-
ters, which also uses the K-Fold cross-validation technique to control overfitting. Data is

10

11
12

https:/ /scikit-learn.org/stable/

https:/ /scikit-learn.org/stable/modules/generated /sklearn.ensemble.

RandomForestClassifier.html

https:/ /scikit-learn.org/stable/modules/ensemble. html#forest
https:/ /scikit-learn.org/stable/modules/generated /sklearn.model_selection.

GridSearchCV.html
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SN Metrics Threshold

1 CPU Utilisation > 101

2 | Memory Utilisation > 1000000000

3 | Network Overhead > 5000000000

4 10 Utilisation > 16089590032253278.0
5 Bits Read > 38775016960.0
6 Bits Write > 3189693620224.0
7 Smart 188 <10

8 Smart 197 <10

9 Smart 198 <10

10 Smart 9 <10

11 Smart 1 <51

12 Smart 5 <10

13 Smart 187 <10

14 Smart 7 <10

15 Smart 3 <21

16 Smart 4 <10

17 Smart 194 > 96

18 Smart 199 <10

Table 2: Metrics and threshold used in algorithm

divided into k disjoint folds of approximately equal size in K-Fold cross-validation, with
each fold used once as validation and the remaining k-1 fold as training.[43], [44], [44].
In our RF experiment, a value of 3 for K-fold cross-validation yielded the best result.
Table 3 displays the selected hyperparameter and its value. Similarly, Table 4 displays
the optimised values for the selected RF hyperparameters after experimenting.

Parameter Name Value
n_estimators [100,200,300,500]
max_features [auto’,'log2’,’sqrt’]

criterion ['gini’,’entropy’]
min_samples_split [3,5,8,9,10,30,50]

Table 3: Random Forest Hyperparameter

3.5. Gradient Boosting

Gradient Boosting (GB) is another tree-based ensemble method that we used in our
research due to its superior performance in a variety of domains, including medicine for
predicting RNA protein interactions, flight delays, and sentiment analysis [45], [46], [47],
[48].

GB applies the boosting principle by shifting the focus to problematic observations
that were difficult to predict in previous iterations and executing an ensemble of weak
learners, typically decision trees[46], [48]. The GB model is built iteratively, with each
new model relying on the previous one. Figure 3 depicts a visualisation of the GB
algorithm, learning a weak learner. The GB algorithm consists of three major components:
(i) a loss function, (ii) a weak learner, and (iii) an additive model [48]. The loss function
optimises the loss, which is deviance by default in scikit-learn, also known as negative
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Parameter Name | Value
n_estimators 300
max_features "auto’

criterion ‘gini’
min_samples_split 8

Table 4: Tuned Random Forest Hyperparameter

log-likelihood loss'® . For making predictions, the decision tree is used as a weak
learner. The additive nature of the algorithm adds trees sequentially on each iteration,
minimising loss.

In our study, we use the scikit-learn library to implement GB, as we did in RF.
GridSearchCV was used to optimise hyperparameters in the same way that RF was
used. Table 5 displays the selected hyperparameters for the GB algorithm, while Table
6 displays the value of the optimised hyperparameter. Interestingly, similar to RF, we
achieve the best results for GB using K fold cross-validation with k equals 3.
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Figure 3. Visualisation of gradient boosting algorithm

Parameter Name Value
loss ['exponential’,’deviance’]
learning_rate [0.001,0.01,0.0001]
max_features [2,3,5,7]
min_samples_split [3,4,5,7,9]
n_estimators [100,200,300,500]

Table 5: Gradient Boosting Hyperparameter

229

13 https:/ /scikit-learn.org/stable/modules/generated /sklearn.ensemble.

GradientBoostingClassifier.html

1 https:/ /scikit-learn.org/stable/modules/ensemble.html
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Parameter Name Value
loss deviance
learning_rate 0.01
max_features 5
min_samples_split 3
n_estimators 500

Table 6: Tuned Gradient Boosting Hyperparameter

3.6. Recurrent Neural Network

Over the years, deep learning technology has advanced significantly, outperforming
cutting-edge machine learning techniques. Deep learning is now used to solve complex
tasks in areas such as computer vision, autonomous systems, and climate analysis due
to its performance [49]. However, the neural networks assume data independence and
break with sequential data [50]. The reason being that the standard neural network
cannot account for temporal conditions and thus cannot make accurate predictions in
cases of sequential data such as weather forecasting, a time-series event [51]. Recurrent
neural network (RNN), on the other hand, incorporates a new design architecture with
hidden state or memory to account for missing dependency in standard neural networks.

Figure 4 illustrates the RNN structure. Similarly, Equations 1 and 2 mathematically
represent RNN, where U is the input weight, W is the recurrence weight, and V is the
output weight. In equations, h; and x; represent the hidden vector h and the input x
at time t. Tanh is a nonlinear activation function that aids in overcoming vanishing
gradients, and y; is the output vector obtained by using the softmax activation function.
The RNN, however, still suffers from the problem of vanishing and exploding gradients
as the sequential dependency grows larger. RNN is only concerned with learning and
not with selective forgetting [51]. The vanishing and exploding gradient issues occur
when |[W| < 1and |W| > 1 or eigenvalue p < 1 and p > 1 for the scalar and matrix
representations of the weight W, respectively [52]. The exploding gradient problem
occurs when the accumulation of the gradient becomes so large that it exceeds the
range. As a result, the weights become NaN and can no longer be updated. And, as
the gradient decays over time and becomes very small, it is overshadowed by the most
recent gradient, rendering it unable to look back and remember the past efficiently.

Long short-term memory (LSTM) and Gated Recurrent Unit (GRU) are RNN-based
specialised techniques specifically designed to address the RNN problem. We use LSTM
and GRU in our study, and the details of how we used LSTM and GRU are discussed in
Sections 3.6.1 and 3.6.2 respectively.

ht = tanh(W X ht,1 + U X xt + bh) (1)

yr = softmax(V x hy + by) ()

3.6.1. LSTM

Figure 5 depicts the architecture of the LSTM, and Equations 3 - 8, the computation
steps involved in the LSTM [53]. The C; in Figure 5 represents the cell state, which is
an additional computational unit that LSTM uses to solve the RNN problem. The other
gates are input gate, output gate, and forget gate, denoted by i;, 0; and f;, respectively.
The t represents the time.

The forget gate is used to forget information, deciding whether to keep or remove
information from the cell state based on the activation function sigmoid value. Tanh, on
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Figure 4. Recurrent Neural Network

the other hand, is an activation function that is used to add non-linearly. The output
gate, which is also controlled by the sigmoid function, determines which value to take
from the cell state and output. Similarly, the input gate is used to update the cell state
with the new value.

ft = c(Wypxt + Wyghe 1+ by) ®)

it = o (Wyixy + Wiihi—1 + b;) 4)

ot = 0(Wxoxt + Wiohi—1 + bo) ®)

Ct = fi ©Cr_1 + it © tanh(Wyexs + Wichi—1 + be) (6)
hy = o © tanh(Cy) (7)

Output(y¢) = softmax(Uhy) 8)

where in the Equations 3 - 8, x denotes input, h the hidden state, W the weights,
x* (x denotes f,i,0) for weight W is the input-to-hidden layer, i+ for weight W is the
hidden-to-hidden layer, U is the hidden-to-output layer weights.

Tensorflow!® is used to implement LSTM in our study. The implemented LSTM
architecture consists of 8 LSTM layers and 6 Dense layers, followed by one input and
one output layer. The LSTM layer has 2048 hidden units, while the Dense layer has
1024 units. The activation function ReLU, a dropout layer with a dropout of 0.5, and L2
regularisation for the kernel regulariser are all included in each LSTM layer. The dropout,
which functions as a switch, turns off the neurons based on the provided dropout value,
effectively controlling overfitting [54]. On the other hand, regularisation, such as L2
regularisation, controls the overfitting issue by penalising the model. Furthermore, we
used additional overfitting control measures, such as early stopping. The use of an
additional overfitting measure was driven by the observed high overfitting during the
experiment. Early stopping monitors the specific metrics that have been specified to
monitor and terminates training when the model begins to overfit. In our experiment,
we observed validation loss.

The learning rate is another critical parameter in deep learning algorithms. The
learning rate indicates how far the algorithm should progress in the learning process.
The learning rate is important because the model’s accuracy is determined by how well
it learns. If the learning rate is too low, the learning process will become stuck in the local
minima and diverge if it is too high, both of which we want to avoid. The learning rate
can be set either statically or dynamically. A static learning rate value, on the other hand,
would not be adaptable to changing circumstances such as as increasing or decreasing
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loss. As a result, in our study, we chose an adaptive learning rate to make the learning
process more dynamic. We also included a learning rate scheduler to make it more
dynamic. Tensorflow’s InverseTimeDecay'® learning rate scheduler was used, with an
initial learning rate of 0.001, decay steps of 2000, the decay rate of 1, and staircase False.

hy
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Figure 5. LSTM

3.6.2. GRU

GRU is another RNN-based model that is designed to address the long-term depen-
dency issues of RNN. GRU, like LSTM, adds new gates; however, unlike LSTM, GRU
only has a reset gate ¢, an update gate z;, and one hidden state /;. The t in reset gate,
update gate, and hidden state represents time. The GRU has fewer gates and is faster
than LSTM, and is often referred to as the simplified version of LSTM. Figure 6 depicts
the architecture of the GRU cell, and Equations 10 - 12 represent the computational steps
involved in GRU [53].

hy
ht4 A X \T hy

\Xf \+/
A
\X a-H

X¢

Figure 6. GRU
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re = 0(Wyrxt + Wi,y 1 + by) 9)
zt = 0(Wxzxe + Wyzhi—1 + bz) (10)
e = (1—z) ©hyq + 21 © tanh(Wyxr + Wiy (r: © 1) + by,) (11)
Output(y¢) = softmax(Uhy) (12)

where in the Equations 10 - 12, x denotes input, i denotes the hidden state, and o
denotes output, W the weights, b is the bias, x* (* represents z,r) for weight W is the
input-to-hidden layer, h* for weight W is the hidden-to-hidden layer, ® is element wise
multiplication, U is the hidden-to-output layer weights.

The reset gate r, which is similar to the LSTM forget gate, decides what to keep
from the previous layer, and the update gate z decides what to move on to the next step.
The reset gate and the update gate decisions are based on the sigmoid function value, as
shown in Equations 9 and 10, respectively. The GRU performs the same function as the
LSTM, and the reason for considering GRU is its comparable performance to the LSTM
[50], [51]. As a result, our GRU implementation has the same architecture as LSTM, with
the exception that the LSTM layer has been replaced by the GRU layer.

4. Performance Evaluation

This section details our experiment, describing how the experiment was conducted
and details how the experiment was evaluated. Section 4.1 contains the details for
experimental setup and the conduct of the experiment in Section 4.3, the evaluation
metrics that will be used in Section 4.2 and experimental results in Section 4.4.

4.1. System Setup

The information in this section provides a complete breakdown of our system and
the software used for conducting an experiment.

Computation-intensive tasks like training of machine learning algorithms require a
lot of processing power. Due to this machine learning training is almost always done
using high-performance computing facilities, such as AWS (Amazon Web Service), and
cloud service providers, such as Google Cloud. We have, however, in our experiment,
utilised our system. Our study’s system consists of 62 GB of random access memory
(RAM) with a 16 core Intel i7 3.8 GHz processor. Additionally, the system has two Nvidia
RTX 2080 Ti Graphics Processing Unit (GPU). The GPU has 4352 CUDA cores, with 11
GB of GDDR6 Standard Memory, and supports the Base Clock of 1350 MHz for CUDA
cores and 14 Gbps memory speed and 616 GB/sec memory bandwidth!”.

The implementation can be performed using many different languages like Python'®,
RY and libraries such as Tensorflow!®, Keras?, Scikit-learn?!. The experiment was
conducted using Python version 3, along with libraries such as Scikit-learn 0.22 and
TensorFlow 2. The Scikit-learn library was employed in the design and implementation
of random forest classifier and gradient boosting classifier. As in the implementation of
LSTM and GRU, the implementation of TensorFlow was used.

The Tensorflow is able to take advantage of the available GPU. Tensorflow, however,
can be further accelerated by using TensorRT?2. TensorRT is a C++-based library pro-
vided by Nvidia that help with high-performance inference on NVIDIA GPUs (GPUs).
TensorRT is typically used to enhance and expedite the deep learning training process.
Furthermore, TensorFlow includes TensorRT?2. So, in order to use the GPU as efficiently
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as possible and to optimise and accelerate the deep learning training process, we also
use TensorRT. Our study used the TensorRT version 6.0.1. TensorRT additionally needs
CUDA, a parallel programming platform. In order to allow for TensorRT, we installed
CUDA 10.0.130.

4.2. Evaluation metrics

In this section, we will go over evaluation metrics and explain why they are neces-
sary, as well as which evaluation metrics were chosen and why they were chosen.

Evaluation is one of the important steps of any implementation. It helps to under-
stand the quality of implementation. In machine learning, evaluation helps to under-
stand the model’s quality and is performed using evaluation metrics. It tells us how well
the model will perform in a similar unseen scenario. Therefore, the correct use of model
evaluation is vital in academic machine learning research, and many industrial settings
[55].

Studies such as [56], [57] and [58] have shown that relying on single evaluation
metrics, especially in the case of unbalanced data is not safe as they can sometimes be
misleading. Because of this reason, other studies such as Das et al. [22], Islam et al. [59]
also makes use of multiple evaluation metrics. Therefore, we have selected multiple
evaluation metrics for our work: precision, recall, accuracy, F1 score, and adjusted F1
score (AGF).

4.2.1. Accuracy

Accuracy is the measure of correct overall predictions. Accuracy can be calculated

by:
TP+ TN

TP+ TN+ FP+FN
where, TP is true positive value, TN is true negative value, FP is false positive value and
FN is false negative value.

Accuracy = (13)

4.2.2. Precision

The precision, also known as positive predicted value (PPV) is a measure of a
model’s exactness and a higher precision value for a classifier is preferred [56]. The
precision can be calculated using Equation 14.

TP

TP+ FP 14

precision =

4.2.3. Recall

The recall is also called sensitivity or true positive rate, evaluates the classifier’s
effectiveness on the positive/minority by measuring the accuracy of positive cases [56].
Recall can be calculated using Equation 15.

TP

T’ecall - m

(15)
4.2.4. F1 Score

F1 Score, also called F-measure, is the harmonic mean of precision and recall [60]
and is calculated using Equation 16.

4.2.5. Adjusted F-measure

The Adjusted F-measure (AGF) is an improved version of the F1 Score, can account
for data imbalance and thus tell us how well our model performs.

precision X recall

F1 Score =2 x —
precision + recall

(16)
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Equation 19 can be used to calculate AGF [56]. The AGF calculation is followed by two
intermediate equations, Equation 17 and Equation 18. Equation 18 calculates the inverse
F-measure by switching from positive to negative classes and vice versa, resulting in a
new confusion matrix that is then used to calculate AGF [56].

precision X recall

=5
2 X (4 x recall) + precision

(17)

InoFa e — 5 " precision X recall
057 4 7 (052 x recall) + precision

AGF = v/ InvFys x F (19)

(18)

4.3. Training and Testing

In this section, we describe how we trained and tested our model.

As described in Section 4.1, the system we used has two GPUs. As a result, to
make the best use of the available resources and accelerate the training process, we
used the distributed training strategy for LSTM and GRU. We used MirroredStrategy
out of the available distributed training strategies such as MultiWorkerMirroredStrat-
egy, TPUStrategy, and CentralStorageStrategy®. The reason being the MirroredStrategy
supports synchronous distributed training on multiple GPUs on one machine, and our
system has both GPUs on the same machine. Further, we used the batch size of 556
and 430 epoch for training. Similarly, for the training of random forest and gradient
boosting, we used Joblib?* with 12 parallel jobs using selected hyperparameters and
K-Fold cross-validation as described in Section 3.4 and 3.5. Further, the details on used
parameters for LSTM and GRU is presented in Sections 3.6.1 and 3.6.2 respectively. The
experiment was conducted with a 60% :40% , 55% :45% , 70% :30% , and 80% :20% train
test split. However, only the best result was recorded following the observations from
the studies such as Bala et al. [32], Liu et al. [29] where the reported result is from only a
combination of train test split. We obtained with a train test split of 60% :40%, which
will be discussed in Section 4.4.

4.4. Results
W RancomForest W LSTM B GRU  Gradient Baosting 100 1.00
1.00
078 075
075
0.50 050
0.50
025 028
0.5
0.00 200
0.00 Random LSTM  GRU  OCradient FACS RTMBAS FPHPC  DESH
Accuracy Precision Recall F1 Score AGF Forest Boosting Random Forest  LSTHM GRU  Gradient Boosting FPHPC DESH
(a) Experimental result (b) Comparison of Accuracy (c) Comparison of Recall

Figure 7. Experimental result and its comparison to the state-of-the-art.

In Fig. 7a, the Y-axis represents the percentage, and the X-axis includes the evalua-
tion metrics accuracy, precision, recall, F1 score, and AGF for each of the four algorithms.
Overall, we see high accuracy, precision, recall, F1 score, and AGF with all four algo-
rithms tested using our combined metrics approach, with results averaging at least 95%
for each evaluation metric. The consistent high value of all evaluation metrics with all
four selected algorithms demonstrates the benefits of the combined metrics, validating
our claim. Furthermore, the high value of F1 score and AGF demonstrate that our
approach will perform well even with unbalanced data (or minority class). However,
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(a) Comparison of F1 score
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(b) Comparison of Precision
Figure 8. Experimental F1 score and precision versus state-of-the-art.

when we examine the results at a finer level, we can see that RF outperforms GB, LSTM,
and GRU. The GB comes in second on the list, with accuracy as close to RF as possible.
The GB, on the other hand, falls short in precision by nearly 4% when compared to the
RF. LSTM and GRU have comparable performance, but GB and RF outperform them
by about 4-5% in terms of accuracy and precision and by about 2-3% in terms of F1
score. The difference between the F1 score and the AGF is very small, ranging from 1-2
percent and averaging to 97 percent. In terms of recall, we can see that all four algorithms
produced the same result.

The consistent high value of the evaluation metrics demonstrates the advantages of
our approach. However, we cannot say how good our approach is unless we compare
it to relevant state-of-the-art studies. As a result, in order to understand where our
approach stands in comparison to existing studies, we compared our findings to those
of cutting-edge research. Fig. 7b, 7c, 8a and 8b shows the comparison of our accuracy,
recall, precision and F1 score with the closest state-of-the-art studies, namely, FACS [59],
RTMBAS [27], FPHPC [19], DESH [22] and PSFML [21]. When we compare accuracy,
recall, precision and F1 score, we can see that all of our tested methods using combined
metrics outperform the existing state-of-the-art. In terms of accuracy, our combined
metrics approach outperforms others by up to 11% and recall by up to 32%. Similarly,
the F1 score demonstrates that our approach outperforms the compared state-of-the-art
by nearly up to 5% and precision by up to 10%.

Finally, the results from our experiment and comparison to state-of-the-art studies
substantiate our claim that using SMART metrics in conjunction with other system met-
rics such as CPU and memory utilisation can improve failure prediction. Furthermore,
with improved failure prediction, we can detect potential failures accurately before they
occur, allowing us to take proactive action and, as a result, improve reliability.

5. Conclusion

We hypothesised that the combined metrics approach would improve failure pre-
diction and presented our work on cloud server failure prediction in this paper. Further-
more, we substantiated our hypothesis and demonstrated the competitive advantage of
combined metrics by comparing our results to state-of-the-art studies based on the ex-
perimental results. Future work would involve expanding on this approach of combined
metrics with additional data and implementing the production method.
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Abbreviations

The following abbreviations representing the research studies are used in this manuscript:

FaCS: Toward a Fault-Tolerant Cloud Scheduler Leveraging Long Short-Term Mem-

FACS
ory Network
Cloud Computing: A model Construct of Real-Time Monitoring for Big Dataset
RTMBAS . .
Analytics Using Apache Spark
FPHPC Failure prediction using machine learning in a virtualised HPC system and applica-
tion
DESH Desh: deep learning for system health prediction of lead times to failure in HPC
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