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Abstract: Socio-ecologic, socio-economic, and socio-technical transitions are opportunities that require1

fundamental changes in the system. These will encounter matters associated with security, service adoption2

by end-users, infrastructure and availability. The purpose of this study is to examine and overcome the risks3

to take advantage of opportunities through the novel Risky-Opportunity Analysis Method (ROAM). A novel4

quantitative method is designed to determine when, after making some changes, the risks become acceptable5

so that the opportunity does not deviate from the objectives. The approach provided a quantitative evaluation6

of the possible changes in parallel with digitization, towards providing a green Service Supply Chain (SSC).7

The result of ROAM shows that the most cost-effective change to increase the resilience of the system is8

a solution (SMS) which is different from that identified by a TOPSIS multi-criteria method. Real-word9

decisions in change management should tackle the complexity of systems and uncertainty of events during10

and after transition through a careful analysis of the alternatives. A case-study was carried out to evaluate the11

alternatives of an ancillary service in the Payment Service Providers (PSP). The comparison of the ROAM12

results with the traditional TOPSIS of the case-study unveils the priority of the ROAM in practice when13

the alternatives are Risky-Opportunities. The existing risk assessment tools do not take advantage of risky14

opportunities. To this aim, the current article introduces the term Risky-Opportunity, and two indexes Stress15

and Strain of the alternatives that are designed to be employed in the new quantitative ROAM approach.16

Keywords: Resilience; Risky-Opportunity Analysis Method (ROAM); Socio-Ecological Transition; Socio-17

Technical Transition; Cyber-Physic-Social Systems; Change Management; Risk Management; Critical18

Infrastructure Resilience; Critical Entities Digitization; Risky-Opportunity (RO); Payment Service Providers19

(PSP); Stress, Strain20

1. Introduction21

Innovation and change are the foundations of sustainable development and contribute to22

creating a resilient future. To this aim, it is crucial to consider a risk-based approach to carry23

out transformation in real-world complex systems Holton (2020); Waddock et al. (2015). The24

scope of this study is Critical Infrastructures (CI) and their role in the transformation of complex25

systems. Digitization of CI is a hot trend that bonds society with technology Holton (2020);26

Pidgeon (2020); Stasik and Jemielniak (2021) and leads to the transformation of complex systems27

into Cyber-Physic-Social Systems (CPSS). However, as CIs provide a vital service to society, their28

transformation needs responsible involvement Glerup and Horst (2014): the changes should not29

interfere with service continuity of CIs, but new ways of delivering services should be accepted30

by society Gravesteijn and Wilderom (2018). Payment Service Providers (PSP) are CPSS that31
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can be considered both as a critical entity of society and pioneers of digitization. However, such32

transformation is a risky process, and the complexity of CPSS escalates the uncertainty and risks33

respectively Pidgeon (2014); Schweizer (2019).34

Digitization is a sustainable solutions for the future that aims to exploit opportunities behind35

automation of system, but it needs some changes in the main service or its ancillary services;36

these changes are associated with risks concurrently Johannes and Sijm (2021). There is a gap37

in transformation studies of critical and complex service systems. Extensive research has been38

focused on risks in the production sector, while far fewer studies have investigated the transition39

to risk-free services Asenova et al. (2011). Socio-ecological, socio-economic, and socio-technical40

transformation Bechtold et al. (2017); Hietala and Geysmans (2020); Jean-Jules and Vicente (41

2020) is essential to produce a systematic change towards the concept of sustainable service. This42

was the main motive of carrying out the case study on a critical entity.43

E-Payment has been considered a traditional complimentary service in financial systems44

which is provided by PSP companies. This service creates hazardous waste in the service supply45

chain of PSP companies through payment receipts. Thermal papers, which are widely used in the46

e-Payment service as receipts, are indeed toxic Ehrlich et al. (2014) because they contain non47

negligible quantities of reactant acid (usually bisphenol A - BPA) Braun et al. (2009); Ullah et al.48

(2018); Vandenberg et al. (2007); Zhou et al. (2019). Thermal paper is not only a cause of health49

issues, but it must also be recycled separately from other papers. Therefore, a change in the way50

this service is provided is necessary for PSP companies to move towards green service.51

The main objective of this research project is to design a novel quantitative method to52

determine when, after making some changes, the risks become acceptable, so that the opportunity53

does not deviate from the objectives. With this aim, the ROAM approach is proposed, and the54

objective of the case study is to carry out a multi-dimensional analysis employing ROAM in order55

to find the most effective way for a transition towards sustainable service in PSP companies.56

Indeed, different solutions to eliminate, reduce, or manage the waste in the life cycle of57

thermal papers are possible. Nevertheless, different methods provide different ecological and58

economic benefits, but they are also associated with some risks and resource requirements to59

enable the change in the company’s activity and processes. Resource allocation is crucial when the60

available resource are limited Chen and Dong (2018). The Risky-Opportunity Analysis Method61

(ROAM), based on an Analytic Network Process model, compares the resource consumption62

and assesses risks for substituting the existing receipting system with an eco-friendly one. The63

outcome of this method is the most feasible way of introducing a change in the PSP for its64

transition towards sustainability Dos Santos Paulino (2009).65

1.1. Resilient and sustainability of PSP service supply chain66

The electronic payment service is a developed digitalized sector of e-commerce that enact on-67

line payment methods Andersen et al. (2004); Eduardsen (2018); Goel and Venkat Narayana Rao68

(2019). Notwithstanding, the security and reliability risks are evident in e-commerce Rehman69

et al. (2012); Salama et al. (2011); yet, this service provider aims to facilitate e-payment through70

providing digital transactions methods instead of cash payment Rajesh et al. (2017). Due to the71

nature of this service, the payment service provider (PSP) employs outsourced suppliers for a part72

of the required ancillary service such as telecommunication service providers, internet service73

provider Choi et al. (2006); Ma (2013).74

PSP perform other activities like providing POS-terminals for intermediary role players such75

as shop owners, and documenting the transactions by printing a receipt at the payment point. In a76

nutshell, the payment service providers along with third parties, end users and intermediary role77

players inaugurate a network of cyber-physic-social system within the e-payment supply chain.78

The final users of this service are the whole nation in the country, therefore this sector79

is vital for society and needs a social engagement too El Bassiouny et al. (2018); Gravesteijn80

and Wilderom (2018). This means that the PSP is a critical entity and the study of resilient and81

sustainable functioning of this ‘system of systems’ is crucial. In this article we adopt a process82

perspective Azapagic (2003 2010). Since PSP is a service-based business Pallaro et al. (2017),83

the aim is to devise a more sustainable process by specifically focusing on an ancillary service of84
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the system, which is providing payment receipts. This service can be investigated as an instance85

of supply chain.86

The investigation of resilience of a service supply chain has started on 2002, and have87

been focused on redundancy and reserving a part of the available resources of the enterprise to88

be utilized after a disruption Sheffi and Rice Jr. (2005). Indeed, most of the studies about the89

resilience of the supply chain have explored disruption risks Blos et al. (2010); Ji and Zhu (2008),90

logistics Karimi (2009); Wang and Ip (2009) and security Engelhard and Böhm (2013); Weber (91

2010) until 2014, when Winston (2014) raised the issue of resilience and climate change. After92

that, the resilience of service providers and the environmental pillar of sustainable development93

have been common research topics Paterson et al. (2014).94

Even if many studies have had the core services as investigation targets, some have been95

focused on ancillary services. For instance, in 2017 a case study of a cement factory focused on96

ancillary services of the cement producer and studied the service resilience with environmental97

aspects and considered green supply chain as a factor of resilience in competitive international98

markets Jamali et al. (2017). In all of the above mentioned studies, emission and climate change99

were key points of resilience and sustainability of the service supply chain. The present paper100

investigates the opportunity to make a service supply chain (i.e. PSP) more resilient Arva et al.101

(2020) by changing the way in which one ancillary service (printing the receipt using thermal102

paper, a toxic solid waste – Akilarasan et al. (2018)) is presently performed. This transition must103

consider the risks of substituting the old ancillary service with a resilient one, the possibility to104

improve the risk-taking capability of the supply chain, and the resources required to make the105

transition. In the next subsection the research on risk assessment and resource consumption in106

risky transitions will be summarized.107

1.2. Risk and Resource Consumption Evolution in the Literature108

In the introduction, risky-opportunities were defined and a new method was suggested as109

a solution that offers a different view on opportunity management and resource allocation. A110

survey of the literature has been conducted and the results prove the importance of carrying out111

an investigation on risky opportunities and resource allocation, as studies on these are currently112

lacking.113

Hetrick (1969) stressed the need for a screening definition of an opportunity; he used the114

Monte Carlo method and the balancing of risk on different projects. Some studies emphasize115

the need to use the positive effects of uncertainty, and there are case studies which focused on116

opportunity management besides the risks Peker et al. (2016); Saaty (2015); Wiratanaya et al.117

(2015). In particular, Hillson (2003); Ivascu and Cioca (2014); Olsson (2007) investigated the118

kinds of opportunities associated with different levels of threats that could provide an advantage119

to companies or projects.120

‘Risk-taking’ is not a new concept. Research on risk-taking started in 1944 in a study on121

proportional income taxation Domar and Musgrave (1944), then in 1965 on individual risk-taking122

Lefcourt (1965), and in 1970 group risk-taking was studied by other researchers Teger et al. (123

1970). At the personal level, one who believes he is competent in making decisions tends to see124

more opportunities in future uncertainty than threats Krueger Jr and Dickson (1994). However, at125

the management level, it is necessary to consider both sides; so an effective project manager needs126

to effectively manage risks while taking into account both threats and opportunities Steed (2000),127

and, in general, the management of uncertainty for projects should include risk management and128

opportunity management Ward and Chapman (2008).129

At the project level, the objectives should be protected from any deviation caused by130

the negative effects of a future risk. This mitigation will be the result of specific measures131

implemented in advance. Therefore, some resources should be assigned to put the measures in132

place. In light of the existing literature, resource allocation is of paramount importance for risk133

acceptance. From a decision making viewpoint resource allocation is a very important step of a134

structured decision-making process.135

The first research on resource allocation decisions in risky environments was conducted at136

Victoria Hospital in 1975 and published in 1979 Kirudja (1978). Nowadays, resource allocation137
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analysis is more popular and it is discussed in studies on uncertainty and risk management, such138

as in risk-based surveillance Alban et al. (2020), resilience-based studies Lenjani et al. (2020),139

safety Vamvakas et al. (2019), healthcare Grant et al. (2019) and others. The two most-cited140

articles which consider resource consumption in risky environments are in the cloud-computing141

subject area Buyya et al. (2008 2009). All these papers confirm the significance of resource142

consumption planning in risk management.143

From a risk management methodological point of view, one of the most important methods144

supporting the analysis of opportunities and threats, is the Benefits, Opportunities, Costs and145

Risks (BOCR) approach Saaty (2001). Projects are evaluated from all aspects: risks, opportunities,146

costs and benefits, by means of the Analytic Network Process (ANP) to select the best project147

or portfolio Mohammadi et al. (2015); Tchangani (2015); Wijnmalen (2007). This approach is148

criticized by some scholars. For instance, the ratio B
C·R is criticized because some researchers149

believe that ‘the product of costs and risks is not meaningful’ Millet and Wedley (2002) or150

‘opportunity and risk priorities could be regarded as probabilities’ Wijnmalen (2007). However, in151

practice, pairwise comparisons are done with respect to importance, preference or likelihood, so152

the priority vectors derived from them are for Importance, Preference, or Likelihood. The concept153

of ‘likelihood’ is very similar to that of ‘probability’. Wijnmalen’s point was that opportunity and154

risk refer both to the future, and we are on much shakier ground when making judgments and155

deriving priorities there.156

Resource allocation can be performed effectively if it is supported by a quantitative evalua-157

tion. Several Multi-Criteria Decision-Making (MCDM) tools have been employed to this end158

Li et al. (2016); Saaty (2008); Saaty and Peniwati (2013); Tulasi and Rao (2015). The method159

proposed here is also a MCDM method that can be used to evaluate the risk-taking capability of a160

company, with the aim of accepting a certain level of risk to seize an opportunity and at the same161

time specify the quantity of resources needed to seize the RO at the project level. In the following162

sections, the methodology will be illustrated.163

2. Materials and Methods164

2.1. Materials165

Aghazadeh Ardebili (2020); Aghazadeh Ardebili et al. (2019 2020) investigated the service166

supply chain of a PSP company. In those papers, the Technique for Order of Preference by167

Similarity to Ideal Solution (TOPSIS) was used to prioritize the alternative solutions; in the168

current study the same alternatives will be assessed through the ROAM approach; the final results169

will be compared with the results obtained from the traditional analysis of the alternatives that170

does not consider the ROs and risk acceptance. The data for the comparison matrix were collected171

through semi-structured interviews with four group of technical staffs including hardware and172

software developers, which have experience of working in PSP sector, along with R&D experts173

and Data analysts.174

2.2. Supporting software tools175

The decision support tool Super Decisions V3.2 is used for the Analytic Network Process176

analysis. Figures 3 and 4, and Table 3 were produced by means of this software. The tool can be177

used to implement Analytic Hierarchy Process (AHP) and ANP models for combining judgment178

and data to effectively rank options and predict outcomes.179

2.3. Terminology and Definitions180

This section aims to clarify the key terminology.181

Risky-Opportunity (RO)182

First of all, it should be reaffirmed that some of the terms used here, such as ‘project’, ‘risk183

management’ and ‘risk management plan’, are accepted definitions in the literature. However,184

‘risky-opportunity’ (RO), which is used in this paper, does not mean an uncertain event with pure185

threats or an uncertain event with pure opportunities. ROs are future uncertain events that can186

have both positive and negative effects on the project objectives at the same time.187
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Main and Secondary Goals188

In project management the word ‘outcome’ signifies the results of a work-package. The final189

outcomes are the deliverables of the project. Objectives and requirements are necessary to assess190

the quality of an outcome. For example, the outcome of the digitalization project is a service191

that passed all the service quality requirements and it is ready for functioning. The term ‘goal’192

in this study is used in two ways. There are two kinds of goals for a new risk management plan.193

The main goal is achieving the best outcomes for the project. All of the activities are planned194

and undertaken for this reason. In general, a risk management plan is followed to control future195

uncertain events so there will not be any deviation from the main goals. The secondary goals196

include achieving the objectives of the decision maker even if it means going ahead with an RO197

and accepting the risks it may bring to the main project. This group of objectives should parallel198

the main project objectives. In short, it includes the objectives of a new decision, which was not199

originally a part of the main project plan but which must be made for seizing some opportunities.200

Risk Response201

Risk response is the strategy whereby decision-makers plan how to deal with each risk they202

can foresee. The four kinds of response to risk are: avoid, mitigate, transfer, and accept.203

Pure Threats204

The term ‘pure threats’ of an RO stands for the disadvantages of the RO, which could cause205

possible deviations from the objectives associated with each alternative way of accepting the RO.206

Pure Opportunities207

‘Pure opportunities’ of an RO are the benefits that might be gained by accepting the risk of208

the RO, e.g. hiring a new contractor, the main goal in this method is taking advantage of RO by209

achieving these opportunities.210

Alternative211

The alternatives are the different actions that can be taken in order to accept the risk. For212

each alternative, the weights of an RO are calculated by means of the ANP.213

Stress214

We use the term ‘Stress’ in a novel way in this study. The major difference between this215

term and the usual similar terms, like risk, threat and hazard, is that Stress quantitatively includes216

likely threats, costs, opportunities and benefits of an event, which is going to be implemented217

in the new method based on risk acceptance. Thus, Stress as a novel index to show the relative218

importance of opportunities and benefits of an alternative to the threats and costs of it to be able to219

accept an RO. Mathematically, Stress is the ratio of the sum of the weights of all threats and costs220

to the sum of the weights of the opportunities and benefits of an alternative. These weights are221

calculated by ANP in the step 5 of the process (Figure 1). The Stress value changes if any changes222

affect the weights of the threats, costs, opportunities or benefits: their weights indeed depend on223

the elements of each cluster during the project life-cycle. This makes the index dynamic as it is a224

parameter dependent on variables, it is different from the traditional static concept of risk. The225

Stress value will also change if the amount of resources required for the alternatives varies due to226

changes in the variables.227

Resources228

Any project will have an initial specific amount of resources to get work done successfully229

including people, capital, knowledge, and/or material goods. In this method, resources are the230

part of the resources for the whole project that can be employed to make the changes; that is, they231

can be allocated to the new alternatives in order to take advantage of the ROs. They may include232

human resources, budget shifts, assets, material resources including consumables, and time.233
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Basic consumption234

Each alternative way to seize ROs implies performing new actions that consume specific235

amount of resources. Basic consumption stands for the cheapest alternative; in other words, basic236

consumption is the sum of all of the resources needed to take the new actions which constitute237

the alternative with the lowest cost.238

Strain239

Strain is the ratio of the amount of resource consumption to basic consumption (see Equation240

8).241

2.4. Outline of the Steps242

Risk management is a process that typically includes 4 main steps that are updated as a243

cycle during the project life-cycle Conroy and Soltan (1998). However, many practitioners prefer244

to customize the general 4-Step Risk Management Plan with further detailed steps Burnaby and245

Hass (2009); Mazareanu (2011); Ward and Chapman (2008).246

Figure 1 is an illustration of the cutting edge logical flow of the new method within the247

general 4 step model of risk management. This flowchart divides the action plan of complex248

processes into manageable steps. The project starts with identifying the scope and project planning:249

the classic risk management model is shown inside the green box. RO analysis method begins250

after the first step of the risk management plan – risk identification. Defining risky-opportunities251

takes the opportunities into consideration according to the project scope and objectives. As252

previously discussed, uncertain events associated with threats may include some opportunities253

and some positive effects. Then, different alternative ways to address the threats and seize the254

opportunities of ROs can be devised. Other RM methods do not consider changes, and uncertain255

opportunity remains unavailable.256

In the following the outline of the steps of the evaluation procedure proposed in this paper is257

presented.258

1. Implementation of the RO analysis method (ROAM) at the project level starts after defining259

the work breakdown structure (WBS) of the project. The first step is the definition of260

the main project objectives and scope, followed by clarifying the project sub-objectives,261

requirements, and required resources. In the case-study here discussed, the main project is262

digitalization of the PSP service supply chain and the sub-project is the transformation of263

the transaction report production into an eco-friendly method.264

2. Next step is to identify alternative solutions to the traditional thermal paper receipt.265

3. It is crucial to choose the feasible and most effective alternatives to continue the analysis.266

The following criteria will be employed to select the most advantageous alternatives:267

• Economic criterion,268

• Importance of achievement,269

• Feasibility,270

• Congruence.271

4. In this step the threats associated with the selected alternatives, which are defined as ROs,272

are identified. The output of this step is a probability-impact scheme for the threats and273

impacts of each RO.274

5. This step includes five sub-actions to calculate the required parameters through the ANP;275

the results are then employed in the next step in order to calculate Stress and Strain of the276

Alternatives.277

(a) Identify the decision criteria for ANP.278

(b) Clustering.279

(c) Identify relations between clusters, and between the elements of the clusters.280

(d) Construct the network.281

(e) Pairwise comparison and solve the ANP Saaty (2004 2005). In this paper Super282

Decision 3.2 was employed to calculate the overall priorities for the threat. The283
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Figure 1. General process of the digitalization risk acceptance evaluation employing ROAM
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Table 1: Random Consistency Index

Figure 2. Unweighted Supermatrix. C is the cluster when k = (1−n) and Wi j is the priority vector extracted
from pairwise matrix

procedure of ANP can be summarized as follows Barzilai (1997); Piantanakulchai (284

2005); Saaty and Vargas (2006):285

• Construct a pairwise matrix through quantifying the preference of the decision286

makers using 9 scale ranking Barzilai (1997). If n objects should be compared,287

the number of comparisons is n(n−1)
2288

• If i represent the row number and j represents the column number of the matrix,
the lower diagonal should be equal to (aij > 0):

a ji =
1

ai j
(1)

Check the consistency ratio of the matrix using the following equations:

λmax = Σ(EigenVector) ·Σ(Col jo f reciprocal matrix) (2)

CI =
λmax−n

n−1
(3)

Extract RI (Random Consistency Index) from Table 1 and calculate CR.289

CR =
CI
RI

(4)

• Measure the consistency from Equation 4 Koczkodaj (1993); Saaty and Vargas290

(2006).291

• Construct the Unweighted Supermatrix Figure 2 of the network and then292

multiply the weights.293
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• Raising the Weighted Supermatrix to the limiting power the global priority
vectors are obtained.

lim
k→∞

wk (5)

In case of cyclicity effect, the Equation 6 is used

lim
k→∞

(
1
n

) w

∑
i=1

W k
i (6)

6. This step includes two sub-actions.294

(a) Stress is calculated as follows:295

Stressalternative =
∑TW ·CW
∑OW ·AW

(7)

where:296

OW, the benefit subnetwork will calculate the weight of all of the pure opportunities297

for each alternative. To calculate the denominator of the stress of each alternative298

(Ai), the pure opportunities associated with that alternative will sum up and multiply299

to the alternative weight.300

AW, the opportunity subnetwork will calculate the weight of alternative-i (Ai) related301

to ROj according to the objectives.302

TW, the risk subnetwork will calculate the weight of all of the pure threats for each303

alternative. To calculate the numerator of stress for each alternative (Ai), the pure304

threats associated with that alternative will sum up and multiply to the cost weight.305

CW, the cost subnetwork will calculate the weight of alternative-i (Ai) related to306

ROj according to resource consumption.307

(b) Strain is calculated as follows:

Strainalternative =
∑ARR

BC
(8)

where:308

ARR, Available Required Resources to perform the activities of an alternative309

BC, Basic Consumption, i.e. the resources needed by the cheapest alternative310

7. In the last assessment step, Stress and Strain of each alternative are used to find the position311

of the Ai in the Stress-Strain coordination system. Each alternative has a specific point in312

the space.313

8. After the assessment, a sub-project will be introduced in the form of an operation plan in314

order to meet the selected alternative work-package.315

3. Outline of the Steps of the ROAM in the case-study316

In this section, ROs analysis of the PSP company employing ROAM will be explained317

systematically. The procedure of calculations is explained in the previous section.318

3.1. Goal of the project319

The main goal of this project is to analyze the ROs related to the socio-economic and320

socio-ecologic transition of a PSP company towards a green supply chain. A recent study on the321

PSP supply chain Aghazadeh Ardebili et al. (2020) showed that the elimination of thermal paper322

from the supply chain ancillary service could bring about environmental, social and economic323

opportunities. Specifically, the following opportunities can be mentioned: eliminating the produc-324

tion of toxic waste during the service supply chain, reducing the traffic caused by maintenance325

shuttles of the POS devices, reducing the burden of maintenance activities through digitization of326

the system Plesner et al. (2018); Plesner and Raviola (2016), and finally eliminating the delivery327

of the thermal paper to the end-users of PSP service to avoid its dangerous consequences on328

social health.329
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3.2. Identification of the alternatives330

In the previous studies Aghazadeh Ardebili et al. (2019 2020), two kinds of alternatives were331

identified in this supply chain. Using e-Receipt to eliminate thermal paper receipt production, and332

using a combination of e-Receipt and paper to reduce thermal paper production. Both alternatives333

are associated with some threats, therefore they can be considered as key ROs in this analysis.334

3.3. Feasible alternatives335

The above cited studies showed that three of the ROs are not feasible because of the cost, or336

high impact and probability of threat occurrence. Table 2 displays the probability and impact of337

the threats for each alternative. Alternatives 5,8,9 were already removed from the analysis; for338

the next steps of the analysis six alternatives will be considered:339

RO1 includes the e-Receipt methods340

A1. SMS341

A2. Email342

A3. Application notification343

RO2 includes the combination of e-Receipt and paper in case of transaction failure344

A1. SMS or Print345

A2. Email or Print346

A3. Application notification or Print.347

3.4. Probability-Impact348

The assessment of Probability-Impact of the issues related to the alternatives is necessary to349

support pairwise comparison. In Table 2 all of the issues, including the Threats (T), Opportunities350

(Op), Benefits (Be), Costs (Co) of the ROs, and their alternatives are listed. Regarding the351

identified costs, HRM, assets of the company (servers), and budget in cash are the resources352

that this company needs to implement these alternatives. As can be seen in Table 2, there is no353

opportunity or benefit that is not likely or has a negligible impact on improving the service if the354

sustainability pillars are considered. In addition, there is no threat or cost that is highly likely and355

has an extreme impact on making problem in the service. Therefore, we will not eliminate any356

alternative.357

3.5. Parameters Calculation358

This step includes different sub-steps to construct the network and solve them by the ANP.359

3.5.1. Decision criteria360

The decision criteria in the current analysis are chosen according to all three sustainability361

pillars, because the main goal of accepting RO aims at transforming the supply chain ecologically,362

economically, and socially towards a green supply chain. However, the key to this transition is the363

digitalization process Jedynak et al. (2021); Liu et al. (2021); therefore, the technological aspect364

is also included among the criteria in this analysis.365

3.5.2. Clustering366

The elements for each cluster are listed in separated table similar to the example of the367

threats in Table 2 (the tables for opportunity, cost, and benefit are available in the Appendix – see368

A). The criteria column in the table illustrate how each element is related to decision criteria.369

3.5.3. Relations370

The relation between the T, Co, Be, Op, and the alternatives are shown in Figure 3. The371

colored box emphasizes a relation between the issue in the Column and the ROiAj in the row. For372

instance, T1 is a threat that has impact on RO2A2, and RO2A3 . This relation will be used in373

constructing the network and pairwise analysis of the ANP. Moreover, Alternative no. 5, 8, and 9374

were already eliminated in the Step 3 of the current procedure.375
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Table 2: "Pure Threat" cluster elements

3.5.4. Network construction376

In Figure 3, the general Risk network, which refers to pure threats cluster, and the constructed377

network for ranking the threats regarding the socio-economic transition problem in SuperDecision378

V3.2 are shown.379

3.5.5. Pairwise comparison380

The pairwise comparisons were made through data collected in semi-structured interviews,381

and the geometric mean of all values were used for building the pairwise matrix. The tables in382

Figure 3 show the unweighted supermatrix and the limit supermatrix of the risk network to define383

the priorities of the pure threats. The final normalized priorities of all parameters are shown in384

Figure 4.385

3.6. Stress and Strain calculation386

Stress and Strain were calculated for each alternative employing the parameters produced in387

the previous step, and they are reported in the next two subsections.388

3.6.1. Stress389

Stress is calculated through Equation 7 in Section 2 and the information extracted from390

the relation table (see Figure 3 – a). The results are listed in Table 4. In the following the391

implementation of the Equation 7 is shown for Stress RO1A1. From the table of Figure 3 (a),392

the threats which are related to alternative RO1A1 are T11, T13, and T14. The results of ANP393

in Figure 4 show that the weights of these threats are all equal to 0.060691. In the same way394

and using the results of the ANP analysis in Figure 4, the related resources are Co1=0.276495,395

Co2= 0.432281, and Co3=0.291225; Opportunities are Op6= 0.028055 and Op8=0.045125, and396

benefits are Be1=0.052110, Be2=0.506275, Be3= 0.72325, Be4=0.369290. All of the other Stress397

values in Table 4 are calculated in the same way.398

While Stress is a dimensionless value, Strain is measured in currency in this study. The399

amount of Strain for different alternatives could be very different. Therefore, to express all the400

values of numeric columns in a common scale, we normalize them. These values will be re-scaled401

to make all the elements lie between 0 and 1 (Table 4). Linear normalization is used to normalize402

the final Stress and Strain values employing ni j = ri j/∑ ri j Vafaei et al. (2016).403
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(a) The relation between T, Co, Be, Op and alternatives. (b) Risk Network map.

(c) The Risk network (Elaborated by Super decision Version 3.2.

Figure 3. Risk Network of the current study

Table 3: Threats unweighted supermatrix (exported from SuperDecision V3.2)
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(a) Priorities for the Benefits. (b) Priorities for the Threats.

(c) Priorities for the Resources (d) Priorities for the Opportunities

Figure 4. Overall priorities produced by SuperDecision Version 3.2)

Table 4: Stress table

3.6.2. Strain404

The Strain calculation table is shown in Table 5. The costs are in Iranian Rial, the salary405

is the average salary for an expert with 10 years of experience in the Persian year of 1398. The406

price of the thermal paper is referred to 7 January 2020; however, this price is subject to high407

fluctuation due to the fact that it is not produced internally but imported. National Internet cost is408

negligible in Iran because the National Internet is very cheap in order to encourage companies409

and users to use National Internet instead of a global system of interconnected computer networks410

(Internet). The costs in the following table include the cost of establishing a new service and the411

first month of implementing the service. To calculate the Strain of each alternative Equation 8412

from Section 2 is employed.413

4. Results and Discussion414

In Figure 5, considering that the vertical axis in the coordinate plane is Strain, the significant415

high Stress and Strain of the RO2A3 shows that the benefits and opportunities of this alternative416

do not outweigh its threats and costs; it is very expensive alternative in comparison with the other417

alternatives. The other alternatives have better performances, so this alternative can be removed418

from further analysis. Blue and red points show that the transitions from RO2A2 and RO1A2419
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Table 5: Strain calculation table

Developer Salary per hour (DS)= average 40000000 IR / 196 h = 200000
CostRO1A1 = (80*4*2*31973) + (2*160*200000)+(20*200000)= 88462720
StrainRO1A1 = CostRO1A1 / CostRO1A2 = 1.38223
Normalized StrainRO1A1 = StrainRO1A1 / ∑

2
i=1 ∑

3
j=1 StrainROiAj
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Figure 5. Strain Stress illustration

towards the other alternatives increase the Strain but decrease the Stress. RO2A2 and RO1A3420

are cheaper alternatives but they have a high stress. Therefore, RO2A1, RO1A1 and RO1A3421

are better to accept; because in comparison with the stress of RO2A2 and RO1A3, imposing422

some changes and considering the cost of the changes will cause increase of strain, but the stress423

decreases sharply and it provides safe condition to accept the ROs.424

Since RO2A1 has higher Stress, we focus on the transition from this alternative towards425

RO1A1 and RO1A3. The Strain of RO1A3 is higher than RO2A1. It points to the fact that426

with a small amount of higher resource consumption, the Stress of the target alternative will427

decrease. Nevertheless, the strain of RO2A1 is almost equal to the Strain of RO1A1 and this428

proves that the cost for establishing the ancillary service of e-Receipt by ‘SMS’ is almost equal429

to ‘SMS and paper receipt’. The weight of the threats and costs of providing e-Receipt by SMS430

in case of successful transaction and paper receipt in case of transaction failure is higher than431

its opportunities and benefits. This Strain and Stress values confirm that providing e-Receipt by432

SMS in all scenarios is the best alternative. RO1A1 has less Strain than RO1A3; however, the433

Stress is not significantly higher; this supports the choice of RO1A1 as the best alternative. In this434

particular case, RO1A2 (the cheapest) and RO2A2 have the lowest resource consumption rate;435

and RO1A3 has the lowest Stress. However, RO1A1 might be selected regarding the transitions436

that discussed.437

5. Conclusions438

Practical sustainable development is a multidisciplinary innovative/collaborative approach439

that ensures a reliable future for next generations. Digitalization is an eminent example of440

innovative trends that is taking place in CPSS. Nevertheless, with all opportunities behind socio-441

ecological, socio-economic, and socio-technical transition, the transition is not free of risk. The442

complexity of the CPSS and the significance of continuity of functioning of an infrastructure,443

boost the risks of sustainable transformation of a PSP. Therefore, this transition is a RO: the444

pure threats it will pose should be considered alongside the unique opportunities. The ROAM445

method showed a high capacity in dealing with risk-based decisions that should be made in order446

to establish hazard free service.447

The results of the case study support the conclusion that RO1A1 (SMS) is the best alter-448

native to accept because the Stress decreases significantly with small resource consumption,449

meaning that the risk-taking capability of the company for establishing the ancillary service of450

providing e-Receipt is higher than that provided by the other alternatives. In a previous work,451

Aghazadeh Ardebili et al. (2020) employed an MCDM TOPSIS model to assess the same al-452

ternatives regardless of the uncertainty and possibility of taking the risks. That model showed453

that RO1A3 (Application Notification) was the preferable option. This significant contradiction454

reveals the importance of taking the positive and negative effects in account when the alternatives455
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of analysis are risky-opportunities. In fact, when we consider the risk-taking capability of a456

company confronting a Risky-Opportunity, the result of the evaluation in conditions of certainty457

could differ from that obtained when uncertainty is taken into consideration.458
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Appendix A Future issues470

(Risks, Opportunities, Benefits, Costs are categorized and listed)471

In the Tables whose links are reported below, the probability is a percentage between 0 and472

100, in which 0 means the issue will not happen, and 100 means the issue will certainly happen.473

The impact is an integer between 0 and 10, in which 0 means the issue has no impact on the474

project and its goals, and 10 means the issue has an extremely strong impact on the project and its475

goals.476

Information Security is an issue related with security. It has a low probability of occurrence477

and a very strong impact when one of the alternatives of RO1 is implemented.478
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Future Issues Table 1480
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