Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 6 December 2021

doi:10.20944/preprints202110.0136.v2

Article

Promise of AI in DeFi, a Literary Analysis
Nafiz Sadman 1 , Abdur Rahman 2 and Kishor Datta Gupta 3, *
1
2
3

*

Silicon Orchard Ltd, Bangladesh; nafiz@siliconorchard.com
Silicon Orchard Ltd, Bangladesh; a.rahman@siliconorchard.com
University of Memphis, Memphis, TN USA; kgupta1@memphis.edu
Correspondence:kgupta1@memphis.edu;

Abstract: Decentralized Finance (DeFi) is an emerging and revolutionizing field with notable uncertainties of reliability to be used on a mass scale. On the other hand, Artificial Intelligence (AI)
has proved to be a crucial helping tool in numerous domains. In this study, we present a systematic
review of the utility of AI in Defi in terms of impact, reliability, and security and conduct exhaustive
analysis. We further conclude from our extensive literature review that we can identify possible new
research opportunities in AI to bridge the gap of trust between peers and make the integration of
DeFi more agile in the near future.
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Decentralized Finance (DeFi) is inspired by FinTech1 and the practical applicability of
blockchain technology. Blockchain technology offers a decentralized, transparent platform
for finance with no intermediaries for exchanges ([1]). [2] in their journal defines FinTech
and disruption of FinTech in modern times: the digital evolution of financial services
provided to customers. The authors uphold some contemporary challenges of FinTech,
such as offering incentivized packages to customers and making the payment process more
manageable. The emergence of alternative peer-to-peer (P2P) lending, digital banking,
mobile banking, smart contracts, and open banking APIs all come to offer additional options
to customers. However, FinTech is vulnerable to cyberattacks and security breaches. Thus
a decentralized system can help mitigate some of the existing problems of traditional
FinTech. This decentralization is what we term as Decentralized Finance or DeFi in short.
The decentralization and transparency provided by blockchain technology have led to
disruption of DeFi (2020). It can provide transparency, innovation, low cost of a transaction,
and borderlessness among peers from different geography. However, the counter to these
facilities can be overexposing of privacy, open-source could lead to new manipulation
technologies, and no specific body to be held accountable for if the system is abused.
Malicious smart contracts and exploited audit protocols ([4–6]) are a few of the many
primary concerns of DeFi users. The acceptance of DeFi is challenged by its very own
characteristics. Absolute transparency is questionable to many legal terms till date since
it seeks to demolish a controlled (centralized) system. [1] dived into uncharted waters of
DeFi where they proposed it requires regulation as any other financial body. The authors
pointed three perspectives from which DeFi faces legal obstacles: "Legal jurisdiction and
applicable law, enforcement, and data protection and privacy". Despite falling short on such
terms, interest in DeFi has been ever increasing and led to the derivation of conceptually
useful applications like DEX (decentralized exchange platforms) (2019) for instance, where
cryptocurrencies or crypto assets (2021) can be exchanged. Unsurprisingly, DEX is not
protected from security concerns such as replication of the platform to fool users (2020).
Risk and hostility of crypto-assets ([10]), POW (proof-of-work) and POS(proof-of-stake)
([11]) fall under the same radar. Some scholars ([12–14]) have studied possible attacks on
DeFi, while some scholars ([15–17]) have studied secure trading on DEX.

FinTech: Financial Technology; Any technology that delivers financial services through software.
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Artificial intelligence (AI) has helped many technologies mitigate security issues,
which also includes blockchain. Utilizing artificial intelligence on the blockchain has
been around for quite some time. A survey analysis by [18] of different machine learning
adoption in blockchain technology discusses how specific ML techniques can be applied to
counter the attacks on the blockchain network and also noted some practical use cases of
these two technologies in autonomous vehicles, smart cities, and healthcare. A systematic
survey following a detailed taxonomy of goal-oriented, layers-oriented, counter-measures,
and applications of machine learning and blockchain technology has also been presented.
Another work by [19] proposed an incentivized approach to build a decentralized data
sharing and incremental model learning platform for users. The framework encourages
quality data to be provided by the users for more accurate model training. However, the
framework is vulnerable to data manipulation and hacks. The framework requires 10%
of data shared to be pre-exposed for validation by each user of the blockchain network.
Moreover, the model that will be trained will also be exposed to the network. This creates
a loophole for adversary attacks. Some scholars have studied applications of deep learning
in blockchains ([20,21]), while others ([22,23]) have discussed the integrative perspective of
one another and the convergence of two technologies that can be beneficial for improved
services.
However, privacy remains a persisting issue in such kinds of settings and thus exists as
a researchable topic as of today. [24] introduced decentralized training of machine learning
algorithms that follows the concept of blockchain technology, with a new concept of
gradient calculation which they termed as LearningChain. They propose their architecture
combined with an ‘l-nearest aggregation’ algorithm is resilient to byzantine attacks. The
authors evaluated their architecture on three different datasets and concluded that their
system would work as long as Byzantine attackers do not exceed 51% in numbers. The
paper does not provide any practical implementation in the domain of decentralized
finance, however, their research can act as a building block towards ‘better AI’ in DeFi.
One such technology is “RegTech” (2018), a regulatory technology driven by AI, that can
prevent such attacks.
In this study, we perform a literary analysis on some of the recent research on the
use of artificial intelligence in decentralized finance in terms of impact, reliability, and
security. We also compute a relevance score that utilizes citation, year of publication and
the ranking of the publication platform. While proceeding with this study, we have seen
that integration of AI in DeFi is still at the infant stage of research. There are few several
methods ([25–27]) to measure relevance and impact of scientific research. However, we
demonstrate our own criteria. We further conclude from our extensive literature review
that we can identify possible new research opportunities in AI to bridge the gap of trust
between peers and more agile the integration of DeFi in the near future.
The contribution of this study includes:
•
•

•

A systematic study of various recent research publications based on the use of artificial
intelligence in decentralized finance.
Insights to such research publications according to impact, reliability, and security. A
relevance score calculated on the basis of year of publication, citation, and ranking of
the publication platform.
A trend analysis as to where DeFi could be heading with AI.

The organization of this research is as follows. In section II, we briefly define some
technical backgrounds related to the paper. Few relevant works that we have identified
during our study are presented in section III. In section IV, we present our methods of
conducting this study. In section V, a literary analysis is presented. A summary of key
takeaways are distinctly presented in section VI We conclude our study in section VII with
a future possibility of AI in DeFi.
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2. Materials and Methods
2.1. Technical Backgrounds
In this section, we briefly talk about three technical terms relevant to our research topic
for the convenience of the readers. Table 1 can assist readers in understanding abbreviations
used in this paper.
Table 1: List of Abbreviations used throughout the paper.
Term
FinTech
DeFi
DEX
DLT
AI

Full form
Financial Technology
Decentralized Finance
Decentralized Exchange
Distributed Ledger Technology
Artificial Intelligence

2.1.1. Blockchain
Blockchain is a method of storing data in such a way that it is difficult or impossible to
change, hack, or deceive it. A blockchain is a digital log of transactions that is duplicated
and distributed across the blockchain’s complete network of computer systems. Each block
on the chain contains a number of transactions, and whenever a new transaction occurs
on the blockchain, a record of that transaction is added to the ledger of each participant.
Distributed Ledger Technology is a decentralized database that is administered by various
people (DLT). Blockchain is a sort of distributed ledger technology in which transactions
are recorded using a hash, which is an immutable cryptographic signature.
2.1.2. FinTech
The term "fintech" refers to new technology that aims to improve and automate the
delivery and usage of financial services. Fintech, at its most basic level, is used to help
organizations, company owners, and individuals better manage their financial operations,
procedures, and lives through the use of specialized software and algorithms that run
on computers and, increasingly, smartphones. The term "fintech" is a mix of "financial
technology" and "financial innovation." Fintech was coined in the twenty-first century to
describe the technology used in the back-end systems of established financial organizations.
However, since then, there has been a shift toward more consumer-focused services and,
as a result, a more consumer-focused definition. Fintech today spans a variety of sectors
and industries, including education, retail banking, nonprofit fundraising, and investment
management, to mention a few.
2.1.3. Decentralized Finance
Decentralized finance, in its most basic form, is a system in which financial items are
made available on a public decentralized blockchain network, making them accessible to
anybody rather than going through intermediaries such as banks or brokerages. Unlike a
bank or brokerage account, DeFi does not require a government-issued ID, Social Security
number, or proof of address. DeFi refers to a system in which buyers, sellers, lenders, and
borrowers connect peer to peer or with a strictly software-based middleman rather than a
firm or organization conducting a transaction using software developed on blockchains. To
achieve the goal of decentralization, a variety of technologies and protocols are employed.
A decentralized system, for example, might be made up of open-source technologies,
blockchain, and proprietary software. These financial products are made possible by smart
contracts, which automate agreement terms between buyers and sellers or lenders and
borrowers. DeFi solutions are designed to eliminate intermediaries between transacting
parties, regardless of the technology or platform used.
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2.2. Methodology
Compared to research on AI in blockchain and its various applications, AI in DeFi is
still at its infant stage. Since the emergence of Bitcoin in 2009, many other cryptocurrencies
have followed. However, cryptocurrency is one of the many applications of DeFi. To truly
understand the current status of Defi-AI, we have used the global research publication
search engine "Google Scholar"2 to research published work on the field. Interestingly, not
much work has been done related specifically to AI in DeFi. Our search keywords were
combination of "Artificial Intelligence", "Decentralized Finance", "Machine Learning" , "AI",
and "DeFi". About 103,000 results came in from which maximum publications were not
related to the topic of this study but were more related to blockchain technology and AI.
For this study, our scope of search was confined to Google Scholar since it is by far the first
go-to place to look for research articles compared to Scopus or WoS according to Google
Trends shown in Figure 1.

Figure 1. Google Trends comparison between Google Scholar, Scopus, and WoS.

To narrow our search, we surfed the first 50 pages of the results as they were arranged
in order of relevance. Moreover, we maintained some ground rules. A publication is
selected if it met the following criteria:
1.
2.
3.

Published from the year 2011 till 2021.
Publicly available.
Published in conferences or journals.

The reason for selecting 2011 or later was due to the massive advancement of blockchain
technology and artificial intelligence in terms of computation and security since that period
([3]). Even though the implementation phase took time to come to light, much theoretical
research was already being conducted. In this study, we aimed to look at the advancement
of AI in DeFi over the last decade.
Each of the collected publications is thoroughly read to interpret the impact, reliability,
and security of the use of AI in DeFi. These three categories are not scored; rather they
are based on a summarized understanding of the paper to minimize the probability of
interpretation bias. Figure 2 shows a workflow of what we have considered from a
publication while grading them according to the aforementioned categories. Moreover, a
relevance score is computed using citations, year of publication, and the ranking of the
publication platform.
2.2.1. Grading Impact, Reliability, and Security
A publication proposal is graded to have Impact if the authors introduced wellstructured and reproducible experiments, addressed the economic, community, organizational impact of their work which all parties can be benefited in some ways. These may
2

scholar.google.com
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Figure 2. Mental map to grade impact, reliability, and security of a publication.

be directly or indirectly addressed in their research. Reliability of a publication depends on
many factors. However, we focus on the reproducibility of the experiments, hypothesis
testing, result analyses to support the experiments and hypothesis, and implementation
stability. Security is by far the most significant concern of any new research involving
human participation. Therefore, we looked for the presence of resilience to adversaries and
architectural strengths in publications. Adversaries may include machine learning model
attacks and possible misuse of the system proposed by the authors. Architectural strengths
include a well-rounded system design that can protect its users and has a backup strategy
in case of system failure.
All of these three criteria are graded according to:
•
•
•

Yes: All the points are met.
Subject to experiment: Authors addressed the points partially, which can be overcome
with more experiments.
No: None of the points were addressed in the publication.

We are aware that some interpretation bias will be present due to variance in human
interpretation. However, we have tried to maintain fairness with due diligence to the
respected authors. The summaries are checked with two university professors and five
undergraduate students from the computer science department (specifics were requested
to be anonymized). This grading system does not undermine the contribution of the
publications to any extent; instead, it might be used to improve upon for a better future.
There are few several ways to rank scientific literature. Citation counts ([28–30]) and
graph-based ranking ([31,32]) are more popular ways to rank articles. There are also deep
learning and reinforcement learning based ranking systems ([33,34]). [35] tested several
ranking algorithms and concluded that citaion-based ranking are best next to PageRank
ranking algorithms. However, all these algorithms view articles as an interdependent
network. In our study, we viewed each article as individual contributing entity which
comes at a cost of some level of subjectivity.
2.2.2. Scoring relevancy of a publication
We apply a generalized equation 1 to measure the relevance of a published paper
depending on the impact of the medium(conference or journal) of publication and the
number of times it was cited. However, we do not want to undermine the fact that recent
publications are more often likely to have fewer citations or none. Therefore, we consider
the year of publication and length of time since then till the current year of this study, i.e.,
2021 as the normalizing factor. However, we add β to avoid division by zero. In this study
we consider β = 1.
relevancescore =

impact + citation
β + (2021 − publicationyear )

(1)
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The impact of conference papers is measured differently than that of the journal papers.
Conference papers are ranked from A* to C3 . Journals on the other hand, have impact
factors categorized from Q1 to Q44 . To bring them together under our term (impact), we
used the following marking scheme:
•
•
•
•
•

Conference (A*) and Journal (Q1): 9.0
Conference (A) and Journal (Q2): 8.0
Conference (B) and Journal (Q3): 6.0
Conference (C) and Journal (Q4): 4.0
Unranked: 0.0

The scale ranges from 0.0 to 9.0. A score close to 0 means less relevance. A score close
to 9 represents high relevance as well as impact.For preprints or arXiv papers, we will
only consider recent 2021 papers, and we shall assign 0 for impact. This formulation is
our personal contribution which can be used as standardized evaluation for a publication.
A* and Q1 publications are harder to achieve compared to B and Q3 publications. The
difference in scoring therefore can be justified with this hypothesis. However, we have
also cross verified that the number of B and Q3 publications per year far exceeds than the
number of A* and Q1 publications. A and Q2 publications are somewhat considerably
closer to A* and Q1 publications, therefore can be assigned with a score closer to latter.
We would also like to assert that the scoring system does not personally undermine
any publisher of any degree. This is to be only used as an assistance to evaluating metric
for the relevancy of a publication. We would also like to assert that the relevance score is
computed considering the date of writing this paper. In future, the score is subjected to
change with citations and year.
3. Literary Analysis
3.1. Publication Overview
In this section, we review and try to excavate some of the relevant research publications
of Artificial Intelligence in Decentralized Finance. We summarize our literary analysis in
Table 2.
[36] proposed a compact architecture that combines several machine learning predictive models with distinct tasks like portfolio planner, strategy evaluator, pool weighting,
signal generator, and sentiment watcher to construct an automated agent for active portfolio management in decentralized finance. Together they form an intelligent profile for an
investor using CEX or DEX for trading. The authors tested their architecture on Binance
CEX data with incremental training and prediction. However, their architecture oversimplifies the behavior of real market scenarios. The runtime of their architecture may pose
a problem to few investors as enough time needs to be given for training on historical
data. No specific time has been described in the paper. [37] identified usage of AI-driven
prediction mechanisms (deep learning) coexisting with decentralized financial platforms
to support consumers in making their calls. The article addressed two aspects of using
blockchain in forecasting financial markets using "collective knowledge" and digitizing
assets of market participants based on blockchain. To observe market fluctuations, the
authors studied Augur and Stox, a forecasting interface that leverages crowd forecasts. The
machine learning algorithms used for forecasting in Augur are comparatively effective.
The authors’ purpose was to concentrate on the rise of forecasting tools used in distributed
ledger technology. Another work by [21] mentioned in Chapter 5 that deep learning
algorithms are needed for the modern blockchain-based crypto secured data which is
rendered trustable and interoperable through standardized formats and validation. The
machine learning algorithms can be used for setting fees, and peer-to-peer nodes might
provide deep learning services as they provide transaction hosting and confirmation, news
hosting, and banking services. The author also asserts the convergence of AI and DeFi
3
4

http://portal.core.edu.au/conf-ranks/
https://www.scimagojr.com/journalrank.php?order=sjr&ord=asc
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Table 2: Literary Analysis of different research publication related to AI in DeFi. The table
is organized according to the proceeding description.
Publications

Year

Impact

Reliability

Security

[36]

2021

No

[37]

2018

Subject to experiments
Yes

[21]

2018

Yes

[38]

2019

Yes

.[39]

2019

[40]

2018

[41]

2020

Subject to experiments
Subject to experiments
Yes

Subject to experiments
Subject to experiments
Subject to experiments
Subject to experiments
Subject to experiments
Yes

Subject to experiments
No

[42]

2019

Yes

Yes

[43]

2017

[44]

2019

Subject to experiments
Yes

[45]

2018

[46]

2021

[47]

2020

[48]

2014

Subject to experiments
Yes

[49]

2019

Yes

[50]
[51]

2020
2018

Yes
Yes

[52]

2019

Yes

[53]

2020

Subject to experiments

Subject to experiments
Subject to experiments
Subject to experiments
Subject to experiments
Subject to experiments
Subject to experiments
Subject to experiments
Yes
Subject to experiments
Subject to experiments
Subject to experiments

Subject to experiments
Yes

Relevance
Score
0.00
2.00

Subject to experiments
No

18.00

Yes

4.33

Subject to experiments
Subject to experiments
Subject to experiments
No

70.75

Yes

5.0

Subject to experiments
No

5.75

Yes

1.0

No

27.75

Yes

4.00

Yes
Yes

12.00
41.00

Subject to experiments
No

2.33

9.33

2.50
2.33
28.80

2.0

2.50
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by stating that the mutual symbiosis is played by one another. An application by [38]
proposed a deep learning stock prediction system using LSTM in a blockchain setting of
stock data distributed among buyers and sellers, where a transaction between two peers
is initiated by calling a smart contract. The predictive modeling is kept separate from the
smart contract. However, it can only be activated through transactions via a smart contract.
The outcome of the model is fed back to an agent that monitors the transaction and allows
change before committing to the network. The authors experimented on an open-source
data set and concluded with about 99% accuracy. The authors state this methodology of
encapsulating the stock market in a blockchain technology assisted by machine learning
predictive modeling is more secure than existing online centralized stock markets. Similar
work has been done by [39] on Bitcoin, a widely used cryptocurrency, to evaluate how
well machine learning techniques such as Support Vector Machines (SVM) and Artificial
Neural Networks (ANN) can predict prices and if abnormal risks can be adjusted using
aforementioned strategies. Their study found that traders can earn returns on the riskadjusted strategy. The techniques can identify short-term complex and non-linear patterns.
Their experiments demonstrated that SVM performed better in return than ANN, thereby
concluding investors can utilize SVM who are willing to achieve conservative returns.
However, the authors do not address the downfalls of bitcoin and the drawbacks of possible attacks in machine learning techniques. Moreover, given their length of experiments,
the risk factor is significant to decide whether the techniques can be reliable in the long
term. [40] used Bayesian recurrent neural network and long short term memory network
to predict Bitcoin prices. The models are compared with ARIMA, a forecasting tool, and
it was found that the models outperformed the tool with a classification accuracy of 52%.
The authors need to address security issues with their model with elaborated experiments
and the scope of their work in the advancement of AI in DeFi.
[41] studied integration of AI with Distributed Ledger Technology (DLT) to assist the
end-to-end lending process. They proposed a renovation of end-to-end lending design
and assessed the impact of the framework in terms of 9 different criteria, which ranges
from standardization, automatization, data frequency and sensitivity, process patterns,
interaction, and others. A comparative overview of the impact on the respective subprocesses has been elaborated to conduct principles for the design and development of
future distributed-ledger-based AI applications. Their study is sufficient to prove the convergence of DLT and AI, but they conclude with an open-ended regarding the applicability
of their proposal on autonomous services and organizations. [42] proposed a tree-based
classification method for predicting whether the quality of a loan is to be approved. They
developed a Binary Particle Swarm Optimization with SVM with Extremely Randomized
Tree (ERT) and Random Forest (RF) as the classifiers. The authors concluded that the
algorithm outperformed random forest in terms of execution time, with the reduction of
time needed being approximately 46%. An intelligent portfolio management system for
trading is proposed by [43], where they used a reinforcement learning agent trained with
convolutional neural network (CNN) on stock price data with the promising outcome.
Moreover, it can be re-trained on recent data to stay relevant. The drawback came from
limited testing, and cannot practical usability cannot be determined with a small sample
size and constrained scenario.
Cryptocurrency exchange platforms are the new ’currency exchange bank’ of DeFi.
[46] explored profits that can be earned from decentralized cryptocurrency exchange platforms (DEX) and propose the arbitrage system that can reveal the profits from trading
token routes on different DEXs. Statistical arbitrage is a technique to find an opportunity
for profitable trading. The automatic arbitrage system applies the procedures by adapting the state space-search algorithm. It is capable of searching every possible route of
the listed tokens and finding the maximum profit route. [47] introduced an automated
market marker that aims to bridge the gap between on-chain transactions and trust-based
decentralized exchanges by applying ARDL and VAR on Uniswap V2 exchange containing
154 days of Ether-Tether trading data. The model is robust and reserves the ratio of Ether
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and USDT, which moves towards the model equilibrium at 99.9% statistical significance.
The authors signify the requirement to emphasize the decentralization of blockchain and
its applications in DEX. The paper is well established on aspects of security. The need for
AI systems for information translation in smart contracts and DEX has also been addressed
by [48], which paved the way for digitized legislation. Numerous scams and misuses are
present in smart contracts, which can be leveraged to loot millions of dollars worth of
cryptocurrencies. SoliAudit (Solidity Audit) (2019) is a machine learning and fuzz testing
is driven vulnerability check for smart contracts to classify 13 types of vulnerabilities using
Solidity machine code as learning features. Moreover, the authors constructed a gray-box
fuzz testing mechanism for online transaction verification. The results showed that SoliAudit’s accuracy can reach 90 percent and that fuzzing can help identify potential flaws such
as reentrancy and arithmetic overflow. A similar work by [50] leveraged and customized
Graph Neural Networks to detect vulnerabilities in Smart Contracts, which they refer to as
contract graph. It consists of a degree-free graph convolutional neural network and temporal message propagation network to normalize and detect vulnerabilities through graph
nodes. Infamous Ponzi scheme detection method is proposed by [51] using data mining
from sampled Ponzi smart contract code and XGBoost for classification. The classification
used account features and code features. The findings revealed that code features contributed more towards accurate classification with gas limit as the dominant feature. The
authors also identified 400 possible Ponzi schemes on the Etherium network and proposed
to create a unified platform to detect further scams. Another framework called DOORchain
(2019) aims to combine Deep learning, Ontology, and Operation Research for detecting
intrusions and maliciousness. DOORchain formalizes and detects network maliciousness
using operation research and detects behavioral maliciousness using ontology. The result
is fed to deep learning for transaction classification in the blockchain.
In terms of algorithmic design, [44] proposed a novel design to accommodate realworld events (oracles) in a decentralized, trustless, and transparent Ethereum blockchain
which they term as Infochain. Infochain is an incentivized gamified approach towards peer
consistency that can elicit valid information from peers (termed as agents) and discourage
any misinformation being fed to the network. The interesting fact is the proposal of
providing incentives to peers for being truthful. This process is done by an individual
peer who updates "beliefs" about another peer for providing correct information. Tracking
malicious accounts is equally important as tracking malicious transactions on a blockchain
network. Several works question the anonymity of users in cryptocurrency. One such work
by [45] addressed features (address statistical by features and address transaction history
features), which is fed to a deep neural network Gated RNN after being transformed to
vector representations and normalized. The authors construct a 3-layered fully connected
called MainNet to achieve address-user mapping on Bitcoin users. The authors identified
owners of addresses through address verification, recognition, and clustering, where the
implementation relies directly on the distance between address feature vectors. The aim of
the paper is to map individual owners of a certain address and excavate patterns of the
users.
[53] in their paper presented an overview of theoretical and empirical studies of the
introduction of decentralized finance in the banking sector in Russia. Moreover, an analysis
of official statistics of the Bank of Russia was carried out in their paper by which the
authors concluded that there is an increase in the need for modernized banking solutions.
Their work, despite portraying just one use case of blockchain-AI in bank, shows that
the application of DeFi-AI is indeed possible. However, it cannot be determined if the
application of DeFi-AI has led to any security concerns.
For each of the publications studied in this section, we have computed the relevance
scores using equation 1. The scores can be normalized between 0 to 1; however, we have
decided not to change it for this study. The scores give us a brief idea about the relevance
and importance of the paper in terms of where it was published and the number of times
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it was cited. Moreover, it also gives us a hint where the knowledge of AI-DeFi is mostly
based. In the next section, we will summarize our findings from this literary analysis.
3.2. Key Takeaways
The literature we reviewed in this study to grasp where the future is headed for AI in
DeFi is limited. However, we can point out some critical information as noted below:
•
•

•

•

•
•
•

Security concern remains the most persisting problem. This could be a major barrier
to entry for DeFi itself, and with AI.
Not enough subsistent experiments are being conducted to support applicability in
financial institutions. Again, this could be a byproduct of security concerns which
does not permit for such experiments.
The relevance score does not necessarily imply the importance of the literature studied
in this paper, but it can also give us a brief idea of where the knowledge of DeFi-AI is
mostly based.
Higher relevance score does not necessarily imply that the publication satisfies the
criteria mentioned in Section 2.2.1. The relevance score is significant on the number of
citations and the year of publication. The same is true for vice-versa.
About 63% of the publications completely satisfied Impact, 16% satisfied Reliability,
and 21% satisfied Security.
Reliability and Security are mutually inclusive in the studied domain. Investing
research on security will subsequently increase the reliability of the work.
Compared to DeFi as a standalone entity, utilization of AI has proved to be more
significant in driving integration and bridging the gap of reliability.

4. Concluding Remarks
This study presents a systematic literary analysis of various research publications
related to Artificial Intelligence(AI) in Decentralized Finance (DeFi). We observe that the
field is still at an infant stage but increasing nevertheless. We have designed some criteria
to grade the literature in terms of impact, reliability, and security. To help minimize the
bias, we formulated a generalized equation. The analysis shows that the concern of security
has persisted compared to the impact and reliability of the proposals. Even though AI
has been around for quite a long time, the convergence of AI and DeFi is under dark
waters, given DeFi itself poses few uncertainties, as discussed in the introduction. Most
of the research publications demonstrated how AI could assist one or more functions of
DeFi. However, we believe AI can also bridge the gap of security concerns of DeFi. For
instance, a distributed reinforcement learning agent can communicate with each other to
govern transactions and monitor peer-to-peer activities. A research problem does exist
when we talk about DeFi and AI. The concept of decentralized finance is yet be trusted
by governments given its previous records of scams and thefts, and AI is yet to reach
absolute interpretability for the general people. Such issues create barrier to entry for
revolutionizing technologies. But these barriers are also being addressed in recent research
([54–56]).
In the future, we shall extend our research to propose a deep reinforcement learning
framework for DeFi to strengthen the design security of DEX, and make the integration of
DeFi more agile to organizations.
5. Related Work
Surveys are vital to research as they contribute to various insights into a research
topic. Our study on the use of AI in DeFi is a systematic analysis on a trending topic that
holds future uncertainties as of yet. There has been previous collective research on DeFi.
The benefits of DeFi and its limitations are studied by Chen et al. [3]. A similar work is
presented by Zetzsche et al. [1], where they demonstrated several perspectives of how
DeFi differed from traditional financial systems. They have gathered resources to architect
the security concerns that DeFi poses to institutions and people and summarizes how DeFi
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can be regulated. A systematization of knowledge is presented by Werner et al. [57] where
they detailed DeFi protocols according to operation types and the security in technical
and economic perspectives. Lockl et al. [58] conducted a behavioral study where they
accumulated several propositions of prior studies in the context of DeFi to understand the
distrust that people have in banks. They also proposed the existence of a trust paradox in
distributed ledger technology (DLT) and found no evidence to support that this distrust
had led to the adoption of DeFi.
On the other hand, several research [2,18,19,24] have shown that AI can be useful to
blockchain applications. On the opposite, Salah et al. [59] review different literatures of
blockchain applications of AI and how blockchain can benefit AI systems. Research on AI
in Defi, however, is apparently rare to find. In this study, we analyze existing research on
AI in DeFi in a systematic way that can provide insights to where DeFi is headed.
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