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Abstract: The emergence of existing and novel vector-borne disease pathogens is highly unpredict-
able because there are so many possible causal factors of sociological, ecological, biological, behav-
ioral and political origin. Traditional data-driven forecasting tools have limited use in circumstances
featuring low-probability crises for which trend data is unreliable and non-predictive. Commercial
and security sectors have been quick to adopt various forms of wargames to address this gap and
provide intelligent insights on possible outcomes in the short, mid and long term future. The lack
of commitment and action against vector-borne diseases by governments and local authorities re-
quires a new approach that presents risk in terms of potential actions, possible outcomes and result-
ing consequences.
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1. Introduction

The year 2020 was notable for the SARS-CoV-2 pandemic with 83,927,835 reported
cases and 1,834,358 deaths, but few people beyond infectious disease experts were aware
that in the same year, hundreds of millions were afflicted by vector-borne diseases, such
as malaria and dengue, that killed over 700,000 people [1].

Vector-borne diseases (VBD) have been a threat to human health for centuries and
while many people consider diseases like malaria to be an African problem, arboviruses
such as West Nile virus, Dengue fever, Zika virus and Chikungunya virus have emerged
and spread in North America. Virtually all arboviruses have their origins in wildlife trans-
mission cycles and human infection occurs in three ways. Firstly, a bridging vector, living
between wildlife and humans, may become infected by the wildlife cycle and bring a path-
ogen over to the human side (e.g. Yellow fever). Second, a virus may amplify in domestic
animal reservoirs to the extent that humans living nearby become incidentally infected
(e.g. Japanese encephalitis). In this situation, humans are an end-point for the pathogen
and do not contribute to further transmission. Thirdly, a pathogen may move from a wild-
life cycle to a distinct human cycle involving anthropophilic vectors that live in urban
settings (e.g. dengue). This category generates the most human disease and is a critical
focus for public health interventions.

2. Predictability of vector-borne diseases in the US

Pathogen emergence is highly unpredictable because there are many possible causal
factors. Humans have become more susceptible to infection through these three possible
transmission pathways for two main reasons. Changing ecological contexts due to glob-
alization, climate change and human modification of ecosystems have resulted in shifting
habitats, exposure to new vectors, and the movement of vectors around the world into
new habitats facilitated by globalization. Changing social contexts due to evolving popu-
lation demographics and increasing population movement have increased exposure to
new vectors and new wildlife cycles, as well as made it easier for pathogens to spread
around the world in human hosts. Long-term behavioral changes in human movement
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and aggregation due to the COVID-19 pandemic may have a further impact on the way
that arboviruses transmit.

For instance, West Nile virus (WNV) did not exist in the United before 1999, and
nobody predicted that it would become the most common vector-borne disease in the US
[2]. The presence of culicine mosquito vectors and many species of avian vertebrate hosts
enabled the virus to spread across the country in five years [3]. From its introduction into
the US in 1999 to 2017, there have been 7,000,000 infections with 22,399 cases of neuroin-
vasive disease and 2,034 deaths. Although WNYV outbreaks often occur during heat waves,
they are otherwise unpredictable [4,5]. Communities have often fail to implement ade-
quate surveillance, and neglect mosquito control due to a lack of skilled personnel, fund-
ing and concerns about pesticide use [6].

Dengue fever (DF) is the most common arbovirus disease worldwide and has posed
an important public health threat in the US since 2009 due largely to several thousand
dengue-infected tourists and travelers entering the US annually [7]. During 2010-2017,
totals of 5,009 travel-associated and 378 locally acquired confirmed or probable dengue
cases and 3 deaths were reported to ArboNET [8]. The preferred habitat of its primary
vector, Aedes aegypti, generally lies between the 10° isotherms above and below the equa-
tor, however, it has been known to emerge, totally unexpected, in temperate states such
as New York. Further, dengue is growing in endemic areas, such as Puerto Rico and the
US Virgin Islands [3].

Chikungunya virus made its first surprising appearance when it was locally trans-
mitted in the Americas in the Caribbean in 2013 [9]. Spreading via the same vector as
Dengue, this pathogen caused over a million infections in throughout Latin America and
2,400 cases in the US within a year [10]. Chikungunya virus is now a health concern in US
where mosquito vectors exist and autochthonous transmission regularly occurs in Puerto
Rico [11].

Zika virus is spread by the same vectors that transmit Dengue and Chikungunya, but
it sparked great concern when it was found to cause infection by passing from a pregnant
woman to her fetus, passing between sexual partners, and rarely passing between non-
sexual partners. The common symptoms akin to mild Dengue were expected but the
world had never seen an arbovirus that caused fetal infection resulting in brain abnormal-
ities, such as microcephaly.

3. Traditional forecasting fails when faced with complex, unpredictable crises

As we face these highly unpredictable occurrences of pathogen emergence and ef-
fects, we have almost no new vector control methods, very few cures or vaccines for ar-
boviruses and other vector-borne pathogens, drug resistance is growing, insecticide re-
sistance is growing, and scientists with the necessary skills to do these things are decreas-
ing day by day. When WNV emerged in the US, arboviral disease surveillance systems
received a boost in support. However, when WNV infection became a “new normal,” at-
tention to and investment in surveillance, research, and prevention all deteriorated and
the gap between capacity and ability to respond has grown ever since [12]. Fortunately,
large outbreaks of Dengue, Chikungunya and Zika have not occurred in the past few
years, but this only leads to diminished resources, complacency and the loss of workplace
skills and trained personnel.

Vector-borne diseases disrupt health security as they are an important episodic cause
of death, disease burden and health inequity. They hamper socioeconomic development
and place a strain on health services. Controlling these diseases and gaining insight into
how they might behave in the future is vital to health security. However, the constantly
evolving, volatile, complex and changing world often presents challenging impacts to the
crisis management community.

The use of mathematical models, the mainstay of forecasting endeavors, is only pos-
sible in environments in which curve balls and black swans don’t exist, and where prob-
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ability of occurrence is high, when outcomes are well-known, and future trends are de-
pendable. Crisis scholars don’t use them because none of these conditions exist for real
crises. Mathematical forecasting fails when major crises are typically one off events for
which there are little data. Every pandemic is different and every hurricane is accompa-
nied by a unique set of challenges. The solutions to these crises do not exist on a shelf of
best-practices. If no commitment has been made to proactively thinking about possible
crises, all responses are completely reactive trial and error affairs. Gaining insights into
possible future vector-borne events requires not only an understanding of complex bio-
logical and ecological interactions, but creative and collaborative systems thinking. It re-
quires a commitment to new thinking.

4. Providing valuable future insights to decision-makers

As our crises grow in frequency, intensity and complexity, decision-makers are faced
with rapidly accumulating piles of data that quickly diminish in reliability and usefulness
as a crisis progresses. The challenge for them is how to gain insight into what crises are
coming in the short term future (1 to 5 years) when a decision needs to be made now to
prepare for them. The question is, when traditional approaches fail, how can we generate
sufficient competitive intelligence to make intelligent decisions that address short-term
threats?

The need to forecast in uncertain situations and the failure of traditional forecasting
tools have driven the commercial sector towards Business Wargaming and the defense
sector towards Competitive Security Gaming [13.14]. These are quite different from stra-
tegic foresight, which is a common methodology for gaining insights beyond 5 years [15].
Competitive Security Games reframe wargaming in terms of strategic, operational and
tactical competition rather than conflict, and their indicators of success relate closely to
national security. They can just as easily be used to address the threat imposed by emerg-
ing VBDs.

The games for evaluating complex threats have themselves emerged from various
sectors as a consequence of the type of challenges they face. Some migrate from the mili-
tary into business and politics while most originate in the highly competitive business
environment. Succeeding in these games requires systematic, multiple-source data collec-
tion, appraisal to collate valid information, fusion to create actionable intelligence, and
making sure the decision makers are informed. In the absence of sound quantitative mod-
els, the intent is to develop “strategic choices driven by insights rather than by gut feeling,
conventional wisdom, or the loudest voice in the room [16].”

In wargames, natural disasters and pathogens can be injected by game controllers, or
they can be played by a person or a team. The former construct typically promotes the
implementation of standard, familiar responses, but the latter can result in constant pres-
sure applied by out-of-box, emergent thinking. Providing that the time setting is set for a
more strategic game, this pressure drives novel thinking by forcing people to face threats
they have never faced, which provides them with the opportunity to devise approaches
they have never considered. They game environment is not only safe, it is cheap and all
imaginable approaches can be trialed and considered.

In the context vector-borne diseases, a Competitive Security Game would test the
behavior and outcomes (strategy) presented by a novel emerging VBD by exposing it to
three distinct lines of force (representing different interest groups — e.g. medical, govern-
ance, scientific). These forces operate independently and in concert as they challenge the
VBD strategy in an environment where various uncontrollable factors may arise (due to
player actions, action consequences, and control injects) to render the situation more com-
plex, urgent and risky. These three forces must be limited to entities that have a direct
bearing on the strategy under review.

In addition to control and assessment cells, there are typically four active player cells.
One represents the VBD that is “testing its strategy” (Strategist Cell), and three represent
competing nations or entities that challenge that strategy (Competitor Cells). Other sub-
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strategist or sub-competitor cells may be involved if they are essential to testing the strat-
egy under investigation. Figure 1 shows the game flow of a VBD Competitive Security
Game.
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Figure 1. Cell roles and flow of a Competitive Security Game as it runs in practice [17].

Success can be evaluated by determining the impact of player actions on the VBD in
terms of: Protection: Level of threat to national population; 2) Economics: Cost/Level of
resources required/available; 3) Stability: in terms of population compliance with medical
and scientific advice; 4) Internal influence: in terms of public opinion; and 5) External in-
fluence: in terms of the impact of the VBD and national actions on alliances, partnerships,
and international reputation.

5. Benefits of competitive gaming for vector-borne disease forecasting

Competitive Security Gaming reframes the struggle to manage disease pathogens in
terms of strategic, operational and tactical competition rather than man versus non-think-
ing pathogen. Like business wargames, they can generate high-end, qualitative analytics
that ensure quality outcomes and insights. But unlike business games, they focus on
higher-level strategy and are not solely focused on financial gain. They also increase the
chance of success in many other ways by: challenging assumptions; revealing action con-
sequences; allowing the exploration of alternative strategies; stimulating innovative
thinking; uniting ideas, people and plans; improve interagency coordination; identifying
blind spots; promoting resilience; raising issue awareness; team building; and spotlight-
ing talent.

One of the greatest assets of competitive security games is their ability to reveal the
strengths and weaknesses of the entity sitting in the Strategy Cell. Fresh thinking on po-
tential pathogen capacities, mechanisms, and blind spots is the highest form of intelli-
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gence analysis [18]. Information on faulty assumptions is an added bonus that is partic-
ularly helpful when it comes to modifications in VBD management strategies that can
correct internal deficiencies and neutralize external threats.

6. Usefulness of this information to the Defense sector

The evolving socio-ecological environment is likely to require ministries of defense
to assess potential impacts of future vector-borne diseases on assumptions, doctrine and
operational constructs [19]. In times of peace and war, nations gain goodwill from crisis
assistance operations and militaries get the opportunity to test various systems and joint
service interoperability. Many of these operations take place in disease endemic areas that
have consequences for force protection and level of commitment.

The coordination of international military training exercises will become increasingly
difficult as they deal with VBD changes due to climate change and increasing global pop-
ulation movement. Military VBD units will become more integrated with planners as the
demand for VBD skills and training increases. Health protection considerations in these
training program will increase. Surges in VBDs will alter the parameters and requirements
for exercises, wargames and training for multiple, simultaneous crises.

More Defense personnel will be operating in VBD-degraded environments. The
threat of VBDs and their actual spread will require medical care, prophylactics, personal
protective equipment and support for psychological well-being.

Climate change may result in some Defense installations being located in environ-
ments that become more attractive to and supportive of disease vectors. Infrastructure
and vehicles may require modification to reduce exposure to disease vectors thus increas-
ing energy footprints and environmental impact. Degradation of infrastructure may also
pose a risk if it provides more vector breeding sites.

Ensuring public buy-in is fundamental when disease vectors rely on public behaviors
for survival and dissemination. Creating social narratives that enlist public support has
always been important in changing people’s behavior and getting them to advocate for
more governmental resources and commitment to action. Internationally, nations seen to
be taking proactive steps to minimizing the threatening outcomes of a changing climate
will be able to project more diplomatic influence.

The shrinking number of scientists capable of preparing for episodic VBD outbreaks
could be braced by a corresponding increase in personnel, roles and activities for the mil-
itary. The potential for VBDs to become national crises speaks to the need for a larger
skilled civilian force, however, the episodic nature of the threat renders it more suitable
for the military, who constantly operate internationally in endemic areas exposed to the
same threats.

These endeavors combined with the transboundary threat posed by VBDs requires
joint-force action, inter-agency collaboration, and international interoperability. Humani-
tarian assistance and disaster relief exercises and operations have been a mainstay for
practicing interoperability, but as nations become more self-sufficient, pathogen response
may grow in importance.

Precautions against VBDs may even be useful when it comes to reducing vulnerabil-
ity to miniature airborne drones.

Ultimately, any VBD wargaming effort should aim to establish the existing level of
government knowledge, characterize the context, drivers and goals of VBD policy, iden-
tify and prioritize challenges and opportunities, and suggest policy actions to resolve the
issues and their consequences.

Vector-borne diseases continue to evolve and to disrupt nations around the globe
and they are being exacerbated by climate change and changing socio-ecological behav-
iors and conditions. Resilience depends on our ability to gain insight into how the various
driving forces will play out in the years to come. In facing this challenge, governments
must develop more insightful and coherent policies that include a role for security sectors.
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Considering what is coming in the future must become integral to our management prac-
tices so that we can demonstrate thought leadership as we strive to mitigate and prepare
for vector-borne black swans [20].
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