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Studies have found critical software malfunctions responsible for some of the worst accidents in recent times. These malfunctions are often only minor defects that snowball into
large problems; a few lines of code is all it takes. Complexity, safety, quality, and resilience
are among the key attributes defining a software’s operational success. There are many
leading factors for complexity, such as increases in the product size, the rate of require-
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efficiently always has the same consequence, i.e., massive failure and sometimes technolog-
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ical catastrophe. This work analyzes some of the architecture, design, and implementation
guidelines used as detection and mitigation techniques. It also discusses the safety considerations, as considering how the steam industry has handled safety issues could offer some
guidance for ensuring safety. Complexity in such systems also causes some of the worst side
effects from the quality auditor perspective. While failures in software are hard to predict,
one of the most significant ways of showing preparedness is practicing software resilience.
New mitigation areas, such as the fragility spectrum and failure obviation, and their usage
for building a safer system are analyzed. Also discussed are various architecture styles in
practice and the dramatic effect human factors can have on the success of the software
being developed.
KEYWORDS:

Complexity Analysis & Mitigation, Software Architecture & Design, Safety, Quality,
Fragility, Failure Obviation.

1

INTRODUCTION

Failures in software systems can be fatal. Consider the following catastrophic accidents; there have been many more, but these examples signiﬁcantly impact our lives and many precious lives have been lost/aﬀected. These failures are directly attributed to failures in the underlying software
systems. The fall of the Knight Capital Group 1 - The company’s stock trading software algorithm placed erroneous bids and caused a major stock
market disruption on the 1st of August 2012. This resulted in a loss of over 440 million dollars to the company in under forty-ﬁve minutes. Healthcare.gov debacle - Reference 2 stated "Healthcare.gov was a case with signiﬁcant political impact, which attracted enough attention from mass
media and opinion makers, who were willing to comment on or discuss such a failure on Twitter. This high-impact case is not common for most egovernment project failures...the Obama administration has spent roughly $840 million on HealthCare.gov, including more than $150 million just in
cost overruns for the version that failed so badly when it launched". Mt. Gox bitcoin debacle: huge heist or sloppy glitch? 3 - In February of 2014, the
CEO of Mt. Gox, Mr. Mark Karpeles, ﬁled for bankruptcy at a Tokyo district court. According to his lawyers, hackers had stolen all of the company’s
approximately 850,000 bitcoins, amounting to $473 million. At that time, Mt. Gox was handling over 80% of the worlds bitcoin trades. The Patriot
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Missile Failure 4 - A Report of the general accounting oﬃce indicated that a software problem had led to the failure of the Patriot Missile Defense
system at Dhahran, Saudi Arabia. As a result of this failure, a scud struck an army barrack killing 28 and injuring more than 100 soldiers. Computer
problems hit CSA payouts 5 - In 2003, a British multi-million pound computer system intended to automate child support payments missed paying
thousands of single parents while overpaying others. The over payed amount was approximately $1.9 million, while 700,000 parents had uncollected child support payments of approximately $7 billion. Ariane 5 Flight 501 Failure 6 - A report by the inquiry board concluded that the reviews
and tests carried out had not included adequate testing of the ﬂight control system, which could have detected the potential failure. This failure
resulted in the loss of money spent to develop the system, which was approximately $8 billion, in addition to the cost of the satellite, which was
half a billion dollars. Mars Climate Orbiter Failure Board Releases Report 7 - The failure board report stated that errors within some of the groundbased computer models were undetected. Among other ﬁndings, it was also established that the systems engineering function that was suppose
to double check all the integration aspects of the mission was not suﬃciently robust. The system cost approximately two hundred million dollars
to build this. Bashkiria train-gas pipeline disaster 8 - In 1989, a propane pipe explosion destroyed two passenger trains in the Bashkirian Republic
of the then Soviet Union killing over 400 passengers and leaving another 806 with severe thermal injuries. The failure reports of these disasters
show that a malfunction in critical system software can be devastating; thus, there is absolutely no room for error.
This study features low complexity, safety, excellent quality, and resilience as key characteristics of a successful and safe software system. It
examines some of the architecture, design, and implementation guidelines used as complexity detection and mitigation techniques in sections two,
three, and four. Section ﬁve concentrates on safety considerations, and an assessment of how the steam industry has handled safety issues could
oﬀer some guidance for ensuring safety. Furthermore, how complexity in these systems causes some of the worst side eﬀects from the quality
auditor’s perspective is considered in section six. Section seven analyzes new mitigation areas such as fragility spectrum and failure obviation and
their usage for building a safer system.

2

ISSUES WITH COMPLEXITY IN SOFTWARE

Complexity in software is one of the leading causes of failure because of the nature of the problem of automation and the inherent complexity
of a software system. It causes risk, safety, and security issues and displays an emergent behavior. While there have been models and mitigation
techniques, there is no deﬁnitive theory or industry standard. Emergent behavior is an undesired state of a system not dependent on its individual
parts but on their relationship with each other 9 . They say "Emergence is when some totally new phenomenon emerges out of the collective behavior
of much simpler parts where the individual simpler parts are responding through simple rules to their local environment". This is an unexpected
outcome that manifests when all the individual composing systems are brought together in production. Software systems automate some part of or
the entire real or imaginary world, and hence, they are at least as complex as the domain. This is ‘essential complexity’, i.e., the inherent complexity
of the domain plus the additional complexity from the software code owing to the structure and process formalization 10 11 . Measuring the essential
complexity contained in a software system is an ambitious task since software systems can inherit an inﬁnitely large number of problem domains
and deﬁning complexity means arriving at a universal complexity theory. There have been a few attempted measures of software complexity that
can potentially lead to good progress, but no deﬁning theory has emerged.
Information ecosystems are made of algorithms, networks and software systems 12 . As seen in the next sections, algorithms are mathematically
veriﬁable through complexity theories and network through information in a communication channel. However, unlike these two, there is no veriﬁable comprehensive theory for software system complexity. Many factors inﬂuence software complexity. It arises due to increase in size, changes
in requirements, inherent complexity of the business domain being automated, certain numbers or types of stakeholders, etc 13 10 . While there may
be additional causes, these normally remain hidden during the initial engineering phases. Only during production or later running phases do they
eventually display emergence. Software projects are like terrifying werewolves 10 . They might seem benign and under control until something goes
terribly wrong; then, in no time, the situation spirals into an unmanageable nightmare. Unlike werewolves, there is no silver bullet for this beast
nor are there any on the horizon. There is no agreed upon development strategy that can inﬂuence considerable improvement in the design and
development of software.
Complexity in software is due to its essence – the inherent diﬃculties in building software and accidents – something a running software is
susceptible to in addition to its inherent complexity 12 10 . Essential complexity is compounded by the complexity of the solution 14 11 , which is due
to the cognitive complexity i.e., the increased eﬀort involved in understanding the problem domain, and algorithmic complexity of the solution.
While complexity is one of the main inherent properties, others include conformity, changeability and invisibility 10 . The size of software projects
is much larger than the size of other engineering constructs. Unlike other engineering ﬁelds, the concept of repeating entities is relatively less. The
volume of the unknown and the number of states handled are massive. Some of the real-world problems represented in algorithms involve exponential increases in states and data with respect to the inputs. Problems of complexity are not merely technical; they also aﬀect the coordination
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and working of teams, software delivery schedules, timelines, time required for the product to go from test bed to market, revenue, conformity to
local regulatory compliance, system security, data security, research, and much more.
Enterprise architectures consider complexity as something that is diﬃcult or impossible to address. Reference 15 stated the following: “In the
context of EA, complexity involves coping with situations that are either very diﬃcult or utterly impossible to comprehend in their entirety.” They
further say that when addressing complexity issues, it is seldom possible if not impossible to address all possible scenarios. This leads to uncertainty.

3

REVEALING COMPLEXITY

Complexity can exist at the architectural, design or code level. This section mostly covers revealing code complexity and a small part of design
complexity. The next section addresses architecture and design complexity in more detail. As stated in previous sections, there is no standard way
of identifying complexity. Some of the tools and techniques described in this section provide a way to identify problem areas. Each approach is
speciﬁc to the enterprise, domain, technology, architecture, design and code being implemented. A combination of this along with the mitigation
techniques prescribed in the following section helps identify problem areas very early in the software development life cycle. Identifying these
issues early on and addressing them before they spiral out of control are the ideal way of dealing with inherent, algorithmic, and solution complexity.
The objective of this research is to establish improvement techniques for reducing complexity. This study does not address their implementation
details since there are many studies detailing them, for example, while documenting this research, there were 798 citations of Halstead’s complexity
theory.

3.1

Domain specific modeling

Depending on the intent and software engineering phase, a model-driven engineering approach is used for constructing, supporting, analyzing,
and improving the modeling of complex system engineering projects, and a domain-speciﬁc modeling approach is used for revealing or explaining
the complexity in a system 16 .

3.2

Unified Modeling Language (UML) and Systems Modeling Language (SysML)

UML is a semi-formal syntactic and semantic modeling language for software architectures and designs 17 . It describes two families of diagrams:
behavioral diagrams that model what happens in the system being modeled and structural diagrams that serve as representations of the system
being modeled. Reference 18 shows it is possible to measure the complexity of a system from its UML model, it states the following: "...fractal
complexity measure α can be used to assess the complexity of a software system, and on the proposition that α is somehow related to the amount
of intellectual energy built into the software artifacts, we tested a hypothesis that by measuring the complexity of UML model of a software system,
the complexity of the system’s implementation can be foreseen". SysML is an extension of UML 19 ; it is a proﬁle of UML2 with additional modeling
features for system engineering developed by OMG, INCOSE, and AP233.

3.3

Program complexity - Algorithms and data structures

While it is possible to ﬁnd tools that perform a static analysis of the code for cyclomatic complexity or other kinds of static analysis, there is another
dimension to complexity that still cannot be addressed: use of the appropriate algorithm and the correct data structure. For program complexity,
the average or worst case (Big O) needs to be used to identify the optimum complexity 20 . This is further categorized into runtime or memory
complexity, for example, an algorithm requiring much memory could operate extremely fast compared to one that uses memory eﬃciently. This
could be acceptable in large machines or embedded systems but not on mobile devices. Mitigating code complexity in these scenarios is speciﬁc
to the type of automation being carried out.

3.4

Halstead

Halstead established that the diﬃculty in programming algorithms increases as the number of operators increases and as the number of operand
occurrences increases 21 12 . He proposed that the longer version of the same algorithm is more diﬃcult and requires more time to code than its
shorter version. He also proposed that the algorithmic complexity and cognitive complexity are proportional to the diﬃculty and size of the code.
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3.5

McCabe

McCabe’s cyclomatic complexity analyzes all the independent paths an execution takes while a particular program is running 22 . This can be laid
out as a series of circuits from program start to end, and the total number of paths taken will be the number of circuits formed. The mathematical
equivalent of this is complexity = E − N + 2P , where E is the number of edges, N is the number of nodes and P is the number of partitioned
programs. There is also a graphical way of arriving at the same result, which involves writing connected graphs of the program, and the complexity
is the total of all the cyclic graphs (considering the start and end of the parent as a cyclic graph).

3.6

Henry and Kafura

Henry and Kafura suggested a structural complexity theory that measures the inter-component information ﬂow. As per this theory, the procedure, module and interface measurements reveal potential design and implementation diﬃculties 23 . The total complexity of these modules
Cp = length ∗ (f an − in ∗ f an − out)2 , where length is the length of the procedure in terms of the number of lines of code, fan-in is the amount

of information ﬂow into the module, and fan-out is the amount of ﬂow out of the module.

3.7

Chidamber and Kemerer

Chidamber and Kemerer identiﬁed six metrics for OO (Object Oriented) programs 24 . These were put forth to measure the eﬃciency of OO
programs, and failure to meet them will increase the complexity of the programs. Their metric have dominated the measure of all OO features
since this is the ﬁrst complete design metric. Their metrics are as follows:
WMC: Weighted method per class.
DIT: Depth of the inheritance tree.
NOC: Number of children.
CBO: Coupling between object classes.
RFC: Response for a class; and
LCOM: Lack of cohesion of the methods.

MITIGATING COMPLEXITY

4

The previous section detailed the identiﬁcation and mitigation of code-level complexity. Depending on the area of existence, there are mitigating
techniques in the form of best practices, patterns, and frameworks. Some of the most prominent mitigation techniques under each category are
introduced in this section.

4.1

Design level

Design patterns are standard solutions for standard problems. Reference 25 26 describes many uses of design patterns, which they believe reduce
software complexity in particular by naming and deﬁning abstractions. Patterns form a repository of experience for building reusable software and
act as building blocks for constructing more complex designs. Thus, many other domain or implementation-speciﬁc design patterns have emerged,
e.g., Java 27 28 29 , C# 30 31 and python 32 33 design patterns. Adhering to these implementation-speciﬁc patterns enables the management, modeling
and mitigation of complexity.
Reference 34 describes four primary symptoms of a degrading design: rigidity - a tendency of a software that makes it diﬃcult to change; fragility
- a characteristic that causes even a small change to break the system; immobility - a feature that makes it diﬃcult to move code or modules
around even within the same project; and viscosity - the increase in diﬃculty to make design-preserving changes to the software. A good design
that follows OO principles and techniques, as per 35 36 , does not degrade, and the principles are as follows (also referred to as SOLID principles):
SRP: The Single-Responsibility Principle.
OCP: The Open-Closed Principle.
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LSP: The Liskov Substitution Principle.
ISP: The Interface-Segregation Principle and
DIP: The Dependency-Inversion Principle

4.2

Architecture level

There are a few enterprise architecture analysis and formalization techniques, such as DoDAF, TOGAF and Zachman 37 . The following section
covers these approaches brieﬂy. They address how diﬀerent systems must be aligned to meet an enterprise’s or organization’s needs 38 . Good
architecture and design have a lasting impact on the complexity of a software system. However, these are extremely complex theories. One requires
considerable experience with software architecture techniques to eﬀectively practice them because they not only deﬁne how to build architectures
but also suggest how to reorganize them correctly at the organization level (TOGAF). This process requires buy-in from many diﬀerent organizations
within an enterprise. Coordination among organizations within the enterprise is another logistical challenge.

4.2.1

Enterprise architecture

Enterprise architectures (EAs) align enterprises to solve collective business and technology needs 38 . The various frameworks described below have
a speciﬁc deﬁnition that loosely translates to this general meaning. EA has been recommended as a discipline to manage the complex amalgamation of IT and business 39 by ensuring a coherent software structure to provide a clear view of the organizational system and pave the way for
change. EA has a considerable impact on the success of a software system. While EA does not solve the problem of software complexity directly,
having a planned enterprise enables the management and mitigation of complex. Managing EA is the practice of continually improving the EA to
control complexity and change 15 . Reference 40 establishes another dimension to EA intended at better management: technical EA - targeted at the
betterment of the software development process; operational EA - targeted at smooth and eﬃcient operation; and strategic EA - linking strategy
and execution by driving enterprise strategies.
All EA frameworks propose three broad phases of automation: As-Is architecture deﬁnition phase, To-Be architecture planning phase, and a
migration phase. The following are some of the leading enterprise architecture frameworks.

TOGAF - The Open Group Architecture Framework

Reference 38 describes TOGAF as an EA framework. They deﬁne it as a tool for assisting with acceptance, production, use, and maintenance of EA.
TOGAF is an iterative process model backed by best practices and many reusable reference architecture assets.

ZEAF: Zachman Enterprise Architecture Framework

This is a framework for an information systems architecture. It was established by studying ﬁelds of engineering external to software, such as
architecture, construction, and manufacturing, and hypothesizing by analogy a set of architectural representations for IT systems 41 . There are also
approaches in ZEAF targeted at handling complexity, such as Complex Adaptive Systems; Cyneﬁn - a framework that models complexity domains
as Obvious, Complicated, Complex, Chaotic and Disorder and oﬀers generic solutions to each of these; High Reliable Organizations; Systems
Thinking; and Open Systems Theory 15 .

EAP: Enterprise Architecture Planning

EAP was ﬁrst published in 1992 and had experienced widespread adoption. It is considered one of the foundational works in the area of documentation of the system of systems and was later called EA practice 42 . It is used on its own or in combination with other EA frameworks like
ZEAF 43 .

DoDAF: Department of Defense Architecture Framework

This is a military-based EA framework. Reference 37 44 45 describes DoDAF as a common way of documenting and establishing DoD architectures. DoDAF has selected applicability to the military framework of an organization 44 46 , with fundamental diﬀerences in the type of products,
architectures, and military perspective in comparison to other EA frameworks.
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Gartner EA

Reference 47 48 describes Gartner EA as follows: "Gartner EA Process Model provides organizations with a logical approach to developing an EA.
It is a multi-phase, iterative and nonlinear model, focused on EA process development, evolution and migration, and governance, organizational
and management sub-processes. It represents key characteristics and a synthesis of best practices of how the most-successful organizations have
developed and maintained their EA."

FEA: Federated Approach to Enterprise Architecture

FEA is primarily an EA management tool. It is a federated approach for keeping the EA models up to date by having an EA repository designated
to store a copy of model data from specialized architectures for EA 49 50 .

4.2.2

Architecture styles

Choosing the right architecture style could signiﬁcantly impact complexity. Reference 51 states "architecture styles narrow the solution space:
First, styles deﬁne what elements can exist in an architecture (e.g. components, connectors). Second, they deﬁne rules for how to integrate these
elements in the architecture". Diﬀerent kinds of architecture styles identiﬁed by 52 51 are as follows:
• Pipe-and-ﬁlter style for data-intensive systems
• Client-server style for synchronous systems.
• Blackboard style for data centered systems.
• Layered style for a higher level of abstraction.
• Interacting processes style for event-based systems.
Since styles exhibit known qualities, it is possible to estimate and address nonfunctional issues even before the system is built. However, the
reason style choice can eﬀect complexity is that there is no system or standard for style application. This is usually dependent on the architect or
architecture team.

5

ACHIEVING SAFETY

Software safety is focused on the software system and how to operate the system successfully, concentrating on the system alone, and on a
mathematical analysis and a model-based approach. The correctness of the software does not guarantee the operational safety of the system 53 .
Complexity makes achieving safety even more diﬃcult since the emergent behavior might not occur under the traditional safety techniques.

5.1

High-pressure steam engines and computer software

There have been many instances in history where humans have invented a potent technology that has signiﬁcantly impacted the way things are
carried out. Almost every time, the technology starts out and explodes into something with little or no control. It takes time, extensive research,
awareness, regulation, and practice to gain control of and operate these technologies in a controlled environment. The high-pressure steam engine
is one of these inventions. Looking at how steam power was controlled and harnessed from chaos could provide insight into software safety. After
all, the computing advancements of today are synonymous with the technological breakthrough of steam engines in the 19th century.
In the 1800s, steam engines gained much use and, hence, popularity. Their widespread application very frequently resulted in disastrous accidents,
killing and injuring many, and causing losses worth thousands of dollars, but they only became more widely used owing to their use and lack of a
viable alternative. By the mid-1800s, in the US alone, steam engines were estimated to have caused 233 steamboat explosions killing 2,562 and
injuring another 2,097, with property damage in excess of $3,000,000 54 . The inferior materials used, low standard of workmanship, untrained
professionals, and lack of quality control were believed to be the problems. Later, it was identiﬁed that boiler explosions were the main cause of
most accidents. Boilers quickly became technologically advanced, but little was discovered about the steam pressure build-up in these boilers and
other operational challenges of the boilers. While ﬁxes were introduced in the form of safety valves and fusible lead plugs, they were not very
successful. Lack of knowledge about steam boilers coupled with an underestimation of the working environment and quality of operators were
the two main reasons for this. Only a Congress regulation in 1852 corrected the problems with steam engines, signiﬁcantly reducing the number
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of fatalities. The need to observe standards was realized, and organization and insurance companies were fully operationalized to strictly observe
these protocols. Reference 54 states that "through the eﬀorts of the American Society of Mechanical Engineers, uniform boiler codes were adopted".
Drawing parallels with the lessons learned oﬀers the following clues:
• Legislation regulating compliance in developing software that always operates safely and in a controlled manner was formed.
• It is advisable to start small and achieve small manageable wins, thereby resulting in higher-order complexities while applying lessons from
previous experiences.
• A deeper understanding of the scientiﬁc foundation of our craft will signiﬁcantly impact this quest for software safety.
• A better understanding of operational errors is crucial in understanding failures. The cognitive aspect is a less researched but important
factor inﬂuencing safety.
• Organizations and managers need to be fully on-board and eager to oﬀer safer software. This has been shown to be lacking in some of the
major disasters of the past.
• The end users and engineers of software systems need to be involved in the safety design. Since they are the end users, they can oﬀer a
better insight into safety.
• Trained professionals and engineers with an in-depth knowledge of safety and software need to be involved in the development process.

5.2

Systems-theoretic process analysis (STPA)

Software failures are not random, and software does not wear out like mechanical or hardware components 53 . Software can enforce or compromise
system safety by putting it into a hazardous state 55 . Engineering software safety hence requires a good understanding of how the software operates
in the system. The following are some of key areas of safety:
• Hazard analysis
• Safety-speciﬁc requirements elicitation
• Making safety part of the design objective
• Testing exclusively for safety
• Safety-speciﬁc protocol adherence
• Appropriate usage of models and design tools such as fault tree analysis, failure mode eﬀective critical analysis, hazard and operability
analysis, etc
• Safety in the commercial – Commercial oﬀ the shelf (COTS) - tools used
• Testing and evaluation
• Runtime monitoring and alerting
Safety is unique to each system. Safety for a piece of banking software is diﬀerent from that for medical equipment. Each has its own safety
protocols, and the onus is on the engineering team to identify the right needs and gain the required acumen for automating the system. While
this might constitute a requirement problem, there is also an implementation consideration. If this has to be implemented reasonably well, there
must be enough checks in place to ensure that the safety levels are maintained. Reference 53 through their research, proposed a safety engineering
approach based on STPA, which is a systematic process for engineering safe software. According to them, this is divided into three activities:
"(1) deriving software safety requirements at the system level; (2) constructing the safe behavior model of the software controller; (3) software
safety veriﬁcation performed with two complementary activities: (3.1) formally verifying software design and implementation against its safety
requirements at the design and code levels, and generating safety-based test cases, and (3.2) testing the generated safety-based test cases using
the safe behavior model of the software controller". This can be applied to newly developed software and software that is already in service.
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ENSURING QUALITY

There are two broad deﬁnitions of quality: conformance to specs - A quality deﬁnition spec is formulated and ratiﬁed, and the software product is
put through this spec for conformance; meeting customer needs - This has no formal or speciﬁc rules or guidelines. If a product matches customer
needs, it is supposed to meet the expectations 56 . Quality is a widely discussed and researched topic. There are several materials that give us a
good deﬁnition of quality; hence, analyzing them gives us good insight into quality measurement. The following are some of the most prominent,
ﬂexible, and qualitative ones:
Crosby: Quality is prescribed as an inherent feature to be delivered with zero defect rather than an external attribute.
Deming, Feigenbaum, and Ishikawa: There is a strong emphasis on customer satisfaction, with everything centered on it.
Shewhart: His view of quality is abstract, with quality being regarded as having objective and subjective qualities.
Some of the most prominent models of quality measurement are McCall’s quality model, Boehm’s model, FURPS, Bromey’s model, ISO, IEEE,
CMM, and Six Sigma. Although at a higher level it seems like two broad schools of thought exist, the real situation is actually more elusive and
complex. Point of view plays a vital role in this matter, e.g., the above two schools of thought represent a transcendental and a product view
of quality, but there is also an industry-speciﬁc and a value-based measure. A quantitative measure makes it easy to measure quality but might
represent only a lean and narrow perspective. The transcendental view lacks a measure and hence is diﬃcult to gauge and enforce.
Reference 57 compares excellent, average, and poor software results from the quality standpoint. It clearly shows that cost doubles between an
excellent and poor software execution. Bypassing quality is counterproductive; it actually slows down the project. The main reason for schedule
slippage is starting testing with many bugs. Finding and ﬁxing bugs has been the leading cost drivers for the entire software industry. Idealistic
approaches such as defect prevention, pretest inspections, and static analysis are fast, inexpensive, and most eﬀective against these issues. Companies with excellent quality control have rigorous quality methods such as formal estimation before starting, full defect measurement and tracking.
They also tend to have low levels of code cyclomatic complexity and high test coverage, i.e., >95% of the path and risk areas. Average projects do
not determine the defects by origin, and hence, requirement and design defects are under-reported or unknown. Poor projects are categorized by
the total omission of pretest defect removal; they have poor quality data; and maintenance requires 2 to 3 times the planned schedule. The best
long-term strategy for achieving consistent excellence at high speed is to favor construction from certiﬁed reusable components. These eliminate
over 80% of the construction cost and shorten schedules by more than 60%; however, they have tax implications. The following learning from 57
is a good step towards reducing complexity and increasing eﬃciency:
• A team software process and rational uniﬁed process have been the most eﬀective for large (>10000 function points) projects.
• Software excellence has low defect potential (2.5/function point) and a high DRE (defect removal eﬃciency) of 99%.
• Bypassing quality control does not speed up a project but rather slows it down. Defect prevention, pretest, inspections, and static analysis
are fast and inexpensive.
• Starting testing with many bugs is the main reason for enormous slippage. Finding and ﬁxing bugs is the leading cost driver for the entire
industry.
• A team software process and rational uniﬁed process are among the best methodologies for large projects, while agile is mediocre.
• Tracking defect by origin is the best way to track requirement and design defects.
• While it is possible to achieve these, moving toward libraries from well-formed standard reusable components seems to be the best way
forward.
Continuing the discussion on the architecture and design level complexity vs the code level complexity in the previous section, design level
complexity lays a foundation for analyzing quality in the next phases of the development life cycle 58 and is important for predicting the quality
of the product being implemented. There is a relationship between design complexity and external quality attributes, i.e., a cognitive complexity.
Reference 59 deﬁnes this as "the mental burden of the individuals who have to deal with the component, for example, the designer, developers,
testers and maintainers”. A complex system with a high degree of cohesion, coupling, inheritance and a massive code base increases the cognitive
complexity by inducing undesirable external quality attributes. As seen in 58 , fault proneness – the probability of ﬁnding a defect and reduced
maintainability – and the eﬀort needed to correct bugs, seem to be among the worse side eﬀects of this. Other external quality attributes inﬂuencing
complexity are as follows 58 60 ;
Defect density: Ratio of the total number of defects to the size and design complexity of the software.
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Vulnerability, Security: The number of defects due to security failure.
Testability: The ease with which a piece of software can be tested.
Volatility: Ratio of the number of enhancements to the design complexity.
Debugging cost: Eﬀort and time required to ﬁx a problem inherent to the class.
Development eﬀort: Eﬀort and time required to build a component.
Refactoring eﬀort: Eﬀort and time required to refactor a class.
There are diﬀerent ways to ensure quality in software systems, and this is multidimensional. Veriﬁcation and validation are two of the most
important steps in ascertaining software quality. These are achieved through the process of software testing. Testing evaluates if the software
meets the required guidelines, checks if the system under test responds to all kinds of inputs in the way it is required to respond, evaluates if
the amount of time taken to process the inputs is well within the required time range, checks if the software can be installed and run in diﬀerent
environments, and validates if the software is usable. Through testing, software can be exposed to its live working environment, which gives us
a sense of how the product reacts in production. Several use cases that were not thought through in the design phase can be exposed through
testing. Making this part of the development cycle ensures that all issues, use cases, and environment scenarios are mocked and dry run as much
as possible before a product is actually implemented in the real world. This is preemptive, increases conﬁdence regarding a product, and uncovers
scenarios that might have been missed.

7

BUILDING RESILIENCE

We are heavily dependent on software; in some situations, it is necessary even for the air we breathe. Because we have back-up plans for everything,
we absolutely need to have one for software failures. Fixing failures in critical systems calls for expertise in software and mathematics and an ability
to remain calm under dire situations since much time may be required. Compared with any external threat, internal software failures are by far
more concerning. One of the most signiﬁcant ways of showing preparedness against software failures is practicing software resilience 61 . Resilience
is the ability to achieve operation success in the direst situations; it is a system’s ability to adapt to changing conditions while maintaining a fully
functional operational state at all times to ensure habitability and engineering functionality. It is possible to plan well in advance for dire software
scenarios, referred to as resilience engineering. This has to be practiced early in the development process and has to continue into the operations
phase. It has safety as its core value and continually anticipates potential failure of the software. This not only prevents failure proactively but also
prepares an organization to address failure scenarios. In addition to resilient software engineering, team-centric emergency software management
is necessary to avert failure and maintain functionality in the interim.
In extremely critical missions such as those involving a spaceship, software failure is the greatest threat 62 . Software is involved in the operation
of the entire ship, not only its safety systems. A software malfunction in critical systems such as those that produce breathable air can jeopardize
the entire crew. External threats can be averted, e.g., an escape maneuver could be performed to avert danger, but such actions cannot be used
against something internal such as corrupted software.
Software safety: This is focused on the software system and how to operate a system successfully without considering past or future learning,
concentrating on the system alone, mathematical analysis, and the foundational model. Resilience and software safety are diametrically opposed
to each other, not competing with each other but rather complementary aspects. Resilience is organization-centric and involves failure anticipation
and foresight, while software safety is system-centric.
Reliability: This is the characteristic of a system that operates safely as desired under speciﬁed conditions for a required duration. Safety is one
aspect of reliable software.
Failure obviation: This is the opposite of reliability. It involves studying and learning failure to increase our understanding of the development of
anti-patterns that cause failure. Software safety on the other hand is related to the successful functioning of the software system, its patterns, and
best practices 61 .
Traditional software models take only safety and reliability into consideration. Newly introduced models include failure obviation and resilience,
which are opposite yet complimentary. While one considers success and the speciﬁc system and builds around it, the other takes failure and
the whole organization into consideration, builds anti-patterns, and learns from it. Safety and resilience together provide a measure, a model,
importance, and guidance to a less fragile system. Reliability and failure obviation together provide the correct measure of availability and safety
as well as techniques to avoid failures or, at worst, bounce back from failure quickly to attain a normal and safe stable state.
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Software safety cannot be improved if the software is not resilient; however, it is not the only thing that will improve resilience. Reliability also
has to be improved. All the failure scenarios and anti-patterns need to be studied, and there should be better preparedness for failure scenarios.
Organizational-level improvement is needed during the development of software and during its operation. Safety models use mathematical models
and processes and employ extensive testing cycles to ensure that a system has a good degree of safety. Resiliency is what puts this procedure in
the context of the bigger picture. The safety of a component is not enough to drive the whole system or an organization to have safety at its core.
External forces and other failures will have a cascading eﬀect and ultimately fail the system.
As we saw in the introduction, software failure can cause catastrophic damage and result in the loss of precious lives. The study of those failures
shows that they are often only minor defects that snowball into large problems; a few lines of code is all it takes, as software is fragile. Increased
fragility means increased susceptibility to failure; thus, our goal should be to produce software with a low degree of fragility. The fragility spectrum
is a good measure, serving as a guideline to classify the fragility of a software system. It shows how this works toward the resilience or brittleness
of a system. It has varying degrees of software imperfections along the x-axis. As we move toward the positive side of the axis, we tend toward
more resilient (less fragile) software, which is what is needed. Toward the negative side of the x-axis is increasing brittleness i.e., fragile and unstable
software 61 .

8
8.1

DISCUSSION
Architecture patterns

In addition to the architecture styles described in section 4, there is another constantly evolving dimension to software architecture that oﬀers
predetermined solutions for common architecture problems and, hence, could be visualized as patterns. The SOA (service-oriented architecture),
message-oriented architecture, ﬁle-/database-based integration, monolithic applications, microservice architecture, event-driven architecture, etc.,
are among the most widely used architecture patterns. Each pattern is a combination of previously mentioned architecture styles. A decade ago,
SOA was considered a cutting-edge architectural pattern. In the last few years, it has been dethroned by microservice architecture combined with
asynchronous architectures. Although experts suggest favoring a pattern that best ﬁts the problem, a pattern in vogue normally ﬁnds the greatest
applicability. The rise of the Internet of things, data science, and artiﬁcial intelligence and machine learning (AI & ML) inspired a surge of new
architectures moving toward asynchronous integration.

8.2

Software development methodology and quality

As seen in section 6, agile, while being popular, is not the best defense against quality issues in large projects; it is only reasonably successful 57 .
A team software process and rational uniﬁed process are among the best methodologies for large projects. Pair programming and extreme programming are fairly more eﬀective. This is an open list; there are many other areas of study, such as test-driven development and a microservice
architecture combined with extreme programming, that have been shown to reduce bugs and produce high-quality deliverables at a fast pace.

8.3

Human influence on quality

Humans are the main resources for software projects. Human factors can have a dramatic eﬀect on the success of the software being developed,
but studies on the human inﬂuence on quality and other aspects of software engineering have been sporadic 63 . The quality of people has been
the prime driver for software quality and productivity and not the development process, which the software industry appears to be focusing on
excessively. Reference 63 categorizes the following as the key sources inﬂuencing human factors.
Technological improvement and evolution: Research shows sophisticated tools coupled with adequate training could lead to a signiﬁcant reduction
in eﬀort, while a basic tool would actually drive up the eﬀort. While identifying the right tool and related training is a challenging task, more than
70% of the managers believe that a new appropriate tool would eventually become an enormous advantage.
Environment and personnel: Environment and people go hand in hand, more so in some of the recent development methodologies such as agile.
Personnel competency, talent, skill, and communication are of utmost importance since working close to one another is among the methodology
manifesto. Another study by the authors indicated that the expertise of the project team also aﬀected the management’s response in terms of
being predictable, proactive, and increasingly supportive.
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CONCLUSIONS

Low complexity, safety, excellent quality, and resilience are among the key characteristics of a successful and safe software system. While complexity is not a desirable characteristic, it cannot be separated from software systems. The alternative is to monitor and mitigate the problems with
complexity using the available techniques described in this paper. There are ways to achieve safety in this ever-changing, complex software engineering environment. Maintaining safety, quality, and resilience are of the utmost importance; otherwise, the failure of a running software could
be disastrous and even catastrophic depending on the nature of the business involved.
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