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Abstract Artificial intelligence (AI) techniques have
grown rapidly in recent years in the context of com-
puting with smart mobile phones that typically allows
the devices to function in an intelligent manner. Pop-
ular AI techniques include machine learning and deep
learning methods, natural language processing, as well
as knowledge representation and expert systems, can be
used to make the target mobile applications intelligent
and more effective. In this paper, we present a compre-
hensive view on mobile data science and intelligent apps
in terms of concepts and Al-based modeling that can be
used to design and develop intelligent mobile applica-
tions for the betterment of human life in their diverse
day-to-day situation. This study also includes the con-
cepts and insights of various AI-powered intelligent apps
in several application domains, ranging from personal-
ized recommendation to healthcare services, including
COVID-19 pandemic management in recent days. Fi-
nally, we highlight several research issues and future
directions relevant to our analysis in the area of mobile
data science and intelligent apps. Overall, this paper
aims to serve as a reference point and guidelines for the
mobile application developers as well as the researchers
in this domain, particularly from the technical point of
view.
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1 Introduction

Due to the recent development of science and technol-
ogy in the world, the smartphone industry has made ex-
ponential growth in the mobile phone application mar-
ket [79]. These devices are well known as one of the most
important Internet-of-Things (IoT) devices as well, ac-
cording to their diverse capabilities including data stor-
age and processing [33]. Today’s smartphone is also
considered as “a next-generation, multi-functional cell
phone that facilitates data processing as well as en-
hanced wireless connectivity”, i.e., a combination of
“a powerful cell phone” and a “wireless-enabled PDA”
[128]. In our earlier paper [92], we have shown that
users’ interest on “Mobile Phones” is more and more
than other platforms like “Desktop Computer”, “Lap-
top Computer” or “Tablet Computer” for the last five
years from 2014 to 2019 according to Google Trends
data [2], shown in Figure 1 .

In the real world, people use smartphones not only
for voice communication between individuals but also
for various activities with different mobile apps like e-
mailing, instant messaging, online shopping, Internet
browsing, entertainment, social media like Facebook,
Linkedin, Twitter, or various IoT services like smart
cities, health or transport services, etc. [33] [78]. Smart-
phone applications differ from desktop applications due
to their execution environment [36]. A desktop com-
puter application is typically designed for a static ex-
ecution environment, either in-office or home, or other
static locations. However, this static precondition is
generally not applicable to mobile services or systems.
The reason is that the world around an application is
changing frequently and computing is moving toward
pervasive and ubiquitous environments [36]. Thus, mo-
bile applications should adapt to the changing environ-
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Fig. 1: Users’ interest trends over time where x-axis represents the timestamp information and y-axis represents the popularity

score in a range of 0 (min) to 100 (max).

ment according to the contexts and behave accordingly,
which is known as context-awareness [27].

Artificial intelligence (AI) techniques have grown
rapidly in recent years in the context of computing
with smart mobile phones that typically allows the de-
vices to function in an intelligent manner. Al can be
applied to various types of mobile data such as struc-
tured, semi-structured, and unstructured [46]. Popu-
lar AT techniques include machine learning (ML) and
deep learning (DL) methods, natural language process-
ing (NLP), as well as knowledge representation and ex-
pert systems (ES), can be used according to their data
characteristics, in order to make the target mobile ap-
plications intelligent. Al-based models and their usage
in practice can be seen in many intelligent mobile appli-
cations, such as personalized recommendation, virtual
assistant, mobile business, healthcare services, and even
the corona-virus COVID-19 pandemic management in
recent days. A brief discussion of these apps and their
relation with Al techniques within the area of mobile
data science has been conducted in Section 6. This
made a paradigm shift to context-aware intelligent com-
puting, powered by the increasing availability of contex-
tual smartphone data and the rapid progress of data
analytics techniques. The intelligent smartphone ap-
plications and corresponding services are considered as
“context-aware” because smartphones are able to know
their users’ current contexts and situations, “adaptive”
because of their dynamic changing capability depend-
ing on the users’ needs, and “intelligent” because of
building the model based on data-driven artificial intel-
ligence, which makes them able to assist the end-users
intelligently according to their needs in their different
day-to-day situations. Thus Al-based modeling for in-

telligent decision making, is the key to achieve our goal
in this paper.

Based on the importance of Al in mobile apps, men-
tioned above, in this paper, we study on mobile data
science and intelligent apps that covers how the arti-
ficial intelligence methods can be used to design and
develop data-driven intelligent mobile applications for
the betterment of human life in different application
scenarios. Thus, the purpose of this paper is to provide
a base reference for those academia and industry peo-
ple who want to study and develop various AI-powered
intelligent mobile apps considering these characteristics
rather than traditional apps, in which we are interested.

The main contributions of this paper are listed as
follows:

— To provide a brief overview and concept of the mo-
bile data science paradigm for the purpose of build-
ing data-driven intelligent apps. For this, we first
briefly review the relevant methods and systems, to
motivate our study in this area.

— To present Al-based modeling for intelligent mo-
bile apps where various machine learning and deep
learning algorithms, the concept of natural language
processing, as well as knowledge representation and
rule-based expert systems, are used.

— To discuss the usefulness of various AIl-powered in-
telligent apps in several application domains, and
the role of Al-based modeling in practice for the
betterment of human life.

— To highlight and summarize the potential research
directions relevant to our study and analysis in the
area of mobile data science and intelligent apps.
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The rest of the paper is organized as follows. Section
2 motivates and defines the scope of our study. In Sec-
tion 3, we provide a background of our study including
traditional data science and context-aware mobile com-
puting, and review the works related to data-driven mo-
bile systems and services. We define and discuss briefly
about mobile data science paradigm in Section 4. In
Section 5, we present our Al-based modeling within the
scope of our study. Various Al-powered intelligent apps
are discussed and summarized in Section 6. In section
7, we highlight and summarize a number of research
issues and potential future directions. In Section 8, we
highlight some key points regarding our studies, and
finally, Section 9 concludes this paper.

2 The Motivation and Scope of the Study

In this section, our goal is to motivate the study of ex-
ploring mobile data analytics and artificial intelligence
methods that work well together in data-driven intelli-
gent modeling and mobile applications in the intercon-
nected world, especially in the environment of today’s
smartphones and Internet-of-Things (IoT), where these
devices are well known as one of the most important IoT
devices. Hence, we also present the scope of our study.

We are currently living in the era of Data Science
(DS), Machine Learning (ML), Artificial Intelligence
(AI), Internet-of-Things (IoT), and Cybersecurity, which
are commonly known as the most popular latest tech-
nologies in the fourth industrial revolution (4IR) [101]
[110]. The computing devices like smartphones and cor-
responding applications are now used beyond the desk-
top, in diverse environments, and this trend toward
ubiquitous and context-aware smart computing is accel-
erating. One key challenge that remains in this emerg-
ing research domain is the ability to effectively process
mobile data and enhance the behavior of any appli-
cation by informing it of the surrounding contextual
information such as temporal context, spatial context,
social context, environmental or device-related context,
etc. Typically, by context, we refer to any information
that characterizes a situation related to the interaction
between humans, applications, and the surrounding en-
vironment [92] [29)].

For Al-based modeling, several machine learning and
deep learning algorithms, the concept of natural lan-
guage processing, as well as knowledge representation
and rule-based expert systems, can be used according to
their data characteristics, in order to make the target
mobile applications intelligent. For instance, machine
learning (ML) algorithms typically find the insights or
natural patterns in mobile phone data to make bet-
ter predictions and decisions in an intelligent systems

[102] [124]. Deep learning is a part of machine learning
that allows us to solve complex problems even when
using a diverse data set. Natural language processing
(NLP) is also an important part of AI that derives in-
telligence from unstructured mobile content expressed
in a natural language, such as English or Bengali [103].
Another important part of Al is knowledge representa-
tion and a rule-based expert system that is also consid-
ered in our analysis. Expert system (ES) typically em-
ulates the decision-making ability of a human expert in
an intelligent system that is designed to solve complex
problems by reasoning through knowledge, represented
mainly as IF-THEN rules rather than conventional pro-
cedural code.

Thus, the overall performance of the Al-based mo-
bile applications depends on the nature of the contex-
tual data, and artificial intelligence tasks that can play
a significant role to build an effective model, in which
we are interested in this paper. Overall, the reasons
for Al-tasks in mobile applications and systems can be
summarized as below -

— to empower the evolution of the mobile industry by
making smartphone apps as intelligent pieces of soft-
ware that can predict future outcomes and make
decisions according to users’ needs.

— to learn from data including user-centric, and device-
centric contexts, by analyzing the data patterns.

— to deliver an enhanced personalized experience while
adapting quickly to changing innovations and envi-
ronments.

— to better utilization of available resources with higher
effectiveness and efficiency.

— to understand the real-world problems and to pro-
vide intelligent and automated services accordingly
as well as complex problems in this mobile domain.

— to enable the smartphones more secured through
predictive analytics by taking into account possible
threats in real-time.

To achieve our goal, in this study, we mainly explore
mobile data science and intelligent apps that aims at
providing an overview of how AlI-based modeling by tak-
ing into account various techniques that can be used to
design and develop intelligent mobile apps for the bet-
terment of human life in various application domains,
briefly discussed in Section 5, and Section 6.

3 Background and Related Work
In this section, we give an overview of the related tech-

nologies of mobile data science that include the tra-
ditional data science, as well as the computing device
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and Internet, and context-aware mobile computing in
the scope of our study.

3.1 Data Science

We are living in the age of data [23]. Thus, relevant
data-oriented technologies such as data science, ma-
chine learning, artificial intelligence, advanced analyt-
ics, etc. are related to data-driven intelligent decision
making in the applications. Nowadays, many researchers
use the term “data science” to describe the interdis-
ciplinary field of data collection, pre-processing, infer-
ring, or making decisions by analyzing the data. To
understand and analyze the actual phenomena with
data, various scientific methods, machine learning tech-
niques, processes, and systems are used, which is com-
monly known as data science. According to Cao et al.
[23] “data science is a new interdisciplinary field that
synthesizes and builds on statistics, informatics, com-
puting, communication, management, and sociology to
study data and its environments, to transform data to
insights and decisions by following a data-to-knowledge-
to-wisdom thinking and methodology”. As a high-level
statement, it is the study of data to provide data-driven
solutions for the given problems, as known as “the sci-
ence of data”.

3.2 Computing Devices and Internet

The advancement of mobile computing and the Internet
have played a central role in the development of the
current digital age. The use of the Internet with mobile
devices makes it the most popular computing device,
for the people in the real world.

Mobile devices have become one of the primary ways,
in which people around the globe communicate with
each other for various purposes. While mobile phones
may come in various forms in the real world, in this pa-
per, they refer to smartphones or mobile devices with
the capability of computing and Internet access. These
devices have incorporated a variety of significant and in-
teresting features to facilitate better information access
through smart computing and the proper utilization of
the devices for the benefit of the users. In recent times,
the smartphones are becoming more and more power-
ful in both computing and the data storage capacity.
As such, in addition to being used as a communication
device, these smart mobile phones are capable of do-
ing a variety of things relevant to users’ daily life such
as instant messaging, Internet or web browsing, e-mail,
social network systems, online shopping, or various IoT
services like smart cities, health or transport services

[33] [78]. The future smartphones will be more powerful
than current devices, communicate more quickly, store
more data, and integrate new interaction technologies.

3.3 Context-Aware Mobile Computing

The notion of context has been used in numerous ar-
eas, including mobile and pervasive computing, human-
centered computing, and ambient intelligence [30]. In
the area of mobile and pervasive computing, several
early works on context-aware computing, or context-
awareness referred context as the location of people and
objects [105]. Moreover, locational context, or user ac-
tivities [30] [105], temporal information [21] [92], envi-
ronmental information [20], user’s identity [89], or social
context [40] [50] are taken into account as contexts for
different purposes. The state of the surrounding infor-
mation of the applications are also considered as con-
texts in [123] [87]. In [104], Schilit et al. claim that the
important aspects of context are: (i) where you are,
(ii) whom you are with, and (iii) what resources are
nearby. Dey et al. [29] define context, which is perhaps
now the most widely accepted. According to Dey et al.
[29] “Context is any information that can be used to
characterize the situation of an entity. An entity is per-
son, place, or object that is considered relevant to the
interaction between a user and an application, includ-
ing the user and the application themselves”. We can
also define context ”as a specific type of knowledge to
adapt application behavior.”

Based on the contextual information defined above,
context-awareness can be the spirit of pervasive com-
puting [107]. In general, context-awareness has adapt-
ing capability in the applications with the movement
of mobile phone users, and the context-aware comput-
ing refers to sense the surrounding physical environ-
ment, and able to adapt application behavior. There-
fore, context-awareness simply represents the dynamic
nature of the applications. The use of contextual infor-
mation in mobile applications is thus able to reduce the
amount of human effort and attention that is needed
for an application to provide the services according to
user’s needs or preferences, in a pervasive computing
environment [8]. Different types of contexts might have
a different impact on the applications that are discussed
briefly in our earlier paper, Sarker et al. [92] [100].

3.4 Mobile Systems and Services
Research that relies on mobile data collected from di-

verse sources is mostly application-specific, which dif-
fers from application-to-application. A number of re-
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search has been done on mobile systems and services
considering diverse sources of data. For instance, phone
call logs [80] [32] that contain context data related to
a user’s phone call activities. In addition to call-related
metadata, other types of contextual information such as
user location, the social relationship between the caller
a callee identified by the individual’s unique phone con-
tact number are also recorded by the smart mobile
phones [32]. Mobile SMS Log contains all the message
including the spam and non-spam text messages [7] or
good content and bad content [37] with their related
contextual information such as user identifier, date, time,
and other SMS related metadata, which can be used in
the task of automatic filtering SMS spam for different
individuals in different contexts [32] [7], or predicting
good time or bad time to deliver such messages [37].
App usages log contains various contextual information
such as date, time-of-the-day, battery level, profile type
such as general, silent, meeting, outdoor, offline, charg-
ing state such as charging, complete, or not connected,
location such as home, workplace, on the way, etc. and
other apps related metadata with various kinds of mo-
bile apps [132] [114] [58] [65] [131]. The notification log
contains the contextual information such as notifica-
tion type, user’s various physical activity (still, walk-
ing, running, biking and in-vehicle), user location such
as home, work, or other, date, time-of-the-day, user’s re-
sponse with such notifications (dismiss or accept) and
other notification related metadata [73]. Weblog con-
tains the information about user mobile web naviga-
tion, web searching, e-mail, entertainment, chat, misc,
news, TV, netting, travel, sport, banking, and related
contextual information such as date, time-of-the-day,
weekdays, weekends [44] [45] [17]. Game log contains
the information about playing various types such games
of individual mobile phone users, and related contex-
tual information such as date, time-of-the-day, week-
days, weekends etc [76].

The ubiquity of smart mobile phones and their com-
puting capabilities for vairous real life purposes provide
an opportunity of using these devices as a life-logging
device, i.g., personal e-memories [85]. In a more techni-
cal sense, life-logs sense and store individual’s contex-
tual information from their surrounding environment
through a variety of sensors available in their smart
mobile phones, which are the core components of life-
logs such as user phone calls, SMS headers (no content),
App use (e.g., Skype, Whatsapp, Youtube etc.), physi-
cal activities form Google play API, and related contex-
tual information such as WiFi and Bluetooth devices in
user’s proximity, geographical location, temporal infor-
mation [85]. Several applications such as smart context-
aware mobile communication, intelligent mobile notifi-

cation management, context-aware mobile recommen-
dation etc. are popular in the area of mobile analytics
and applications. Smart context-aware mobile commu-
nication (e.g., intelligent phone call interruption man-
agement) is one of the most compelling and widely stud-
ied applications [25] [57] [28] [133] [81] [60] [111] [115]
[121] [16] [42]. For mobile notification management, sev-
eral research [90] [51] [73] [54] [120] has been done. Sim-
ilarly, a number of research [77] [129] [59] [68] [14] [108]
[67] [132] has been done on recommendation system.

Various techniques are used in various applications,
such as interruption management, activity recognition,
recommendation system, mobile commerce, etc. in the
area of mobile analytics. For instance, Seo et al. [106]
design a context-aware configuration manager for smart-
phones PYP. An intelligent interruption management
system is proposed in [133], use decision tree for mak-
ing decisions. Bozanta et al. [18], Lee et al. [63] use
classification technique to build a personalized hybrid
recommender system. Turner et al. [120] [119], Foga-
rty et al. [39] use classification technique in their inter-
ruptibility prediction and management system. In the
area of transportation, Bedogni et al. [12] use classifi-
cation techniques in their context-aware mobile appli-
cations. To adopt mobile learning, Tan et al. [118] in-
vestigates using a multi-layer perceptron model. In [76],
Paireekreng et al. have proposed a personalization mo-
bile game recommendation system. Moreover, regres-
sion techniques such as Linear regression [46], support
vector regression [55], and ensemble learning techniques,
such as Random Forest learning [19] are popular in the
area of supervised learning.

Beside the above mentioned approaches, several re-
searchers [73], [114] [132] use association rules that are
used to build various context-aware mobile service ac-
cording to users needs. A number of research [44] [53]
[48] [56] [127], [109] have been done based on clustering
approach for different purposes in their study. More-
over, a significant amount of research [6] [64] [24] [118]
[84] have been done on deep learning for various pur-
poses in the area of mobile analytics. Moreover, context
engineering including principal component analysis, or
context correlation analysis [95] [96] is another impor-
tant issue to work in this area. In Table 1, we have
summarized this research based on the most popular
approaches and data-driven tasks within the scope of
our analysis.

Although various types of mobile phone data and
techniques discussed above are used in the area of mo-
bile analytics and systems for different purposes, a com-
prehensive Al-based modeling for building intelligent
apps is being interested, according to the needs of the
current in the community. Thus, in this paper, we fo-
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Table 1: A summary of data-driven tasks and approaches used

for various context-aware mobile services and systems

Tasks and Approaches

Purposes

References

Clustering

Time-based segmentation,
Time-series modeling

Halvey et al. [44],
Sarker et al. [99]

Association

Notification management,
Usage modeling,
Interruption management,
Recency analysis

Mehrotra et al. [73], Srinivasan et al. [114],
Sarker et al. [100], Sarker et al. [97]

Context Engineering

Apps usage,

principal component analysis,
Context correlation analysis,

Context Pre-modeling

Sarker et al. [95], Sarker et al. [96]

Support Vector Machine

Tnstant messaging,
transportation system,
activity recognition,
notification management,
interruptibility prediction

Piclot ot al. [82], Bedogni ot al. [12],
Bayat et al. [11], Ayu et al. [10],
Fetter et al. [35], Turner et al. [120] [119],
Fogarty et al. [39], Fisher et al. [38]
Turner et al. [119]

K-Nearest Neighbor

Mobile search,
recommender system,
location prediction,
activity recognition,
interruptibility prediction

Swati et al. [117], Middleton et al. [74],
Bozanta et al. [18], Anagnostopoulos et al. [9],
Ayu et al. [10], Fisher et al. [38],
Turner et al. [119]

Logistic Regression

Activity recognition,
user modeling,
recommendation system,
health analytics,
interruptibility prediction

Riboni et al. [86], Zhong et al. [130],
Wang et al. [122], Ernsting et al. [34],
Turner et al. [120] [119]

Naive Bayes

Phone call prediction,
location prediction,
interruption management

Sarker et al. [93], Pejovic et al. [78],
Ayu et al. [10], Fogarty et al. [39],
Fisher et al. [38]

Decision Tree

Context-aware system,
mobile service,
interruption management,
interruptibility prediction,
phone call prediction

Hong et al. [49], Lee et al. [63],
Zulkernain et. al. [133], Turner et al. [120] [119],
Sarker et al. [93] [98], Fogarty et al. [39],
Fisher et al. [38]

AdaBoost

Tnterruption management,
interruptibility prediction,
location prediction,
recommeder system

Pejovic et al. [78], Turner et al. [120] [119],
Anagnostopoulos et al. [9], Fogarty et al. [39],
Middleton et al. [74]

Random Forest

Call availability prediction,
instant messaging,
transportation system,
activity recognition,
interruptibility prediction

Pielot et al. [81] [82], Bedogni et al. [12],
Bayat et al. [11], Ayu et al. [10],
Turner et al. [120] [119]

Neural Network

Smartphone power modeling,

mobile credit card payment,
mobile commerce,
mobile learning,

smartphone characterization

Alawnah et al. [6], Leong et al. [64],
Chong et al. [24], Tan et al. [118],
Rajashekar et al. [84]

cus on mobile data science and corresponding intelligent
apps, where the most popular Al techniques including
machine learning and deep learning methods, the con-
cept of natural language processing, as well as knowl-
edge representation and expert systems, can be used
to build intelligent mobile apps in various application
domains.

4 Mobile Data Science Paradigm

In this section, we provide a brief overview of mobile
data science and its related components within the scope
of our study.

4.1 Understanding Mobile Data

Mobile data science and data-driven intelligent apps
are largely driven by the availability of data. Mobile
datasets typically represent a collection of information
records that consist of several attributes or contextual
features and related facts. Thus, it’s important to un-
derstand the nature of mobile data containing various
types of features and contexts. The reason is that raw
data collected from relevant sources for a particular ap-
plication can be used to analyze the various patterns

or insight, to build a data-driven model to achieve our
goal. Several datasets exist in the area of mobile ana-
lytics, such as phone call logs [80], apps logs [132] [114],
weblogs [44] etc. These context-rich historical mobile
phone data are the collection of the past contextual in-
formation and users’ diverse activities [22] [49]. More-
over, IoT data, smart cities data, business data, health
data, mobile security data, or various sensors data as-
sociated with the mobile devices and target application
can also be used as data sources. Intelligent apps are
based on the extracted insight from such kinds of rele-
vant datasets depending on apps characteristics. In the
next, we summarize several characteristics of intelligent

apps.

4.2 Intelligent Apps Characteristics

Intelligent apps offer personalized and adaptive user ex-
periences, where artificial intelligence, the Internet-of-
Things, and data analytics are the core components.
Based on this, we have summarized the characteristics
of intelligent apps to assist smartphone users in their
daily life activities.

— Action-Oriented: The foremost characteristic of in-
telligent apps is that these applications do not wait
for users to make decisions in various situations.
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Rather, the apps can study user behavior and de-
liver personalized and actionable results using the
power of predictive analytics.

— Adaptive in Nature: The apps should be adaptive
in nature. Every user is different in their use, the
adaptability of the app plays a very crucial role.
Meaning, they can easily upgrade their knowledge as
per their surroundings to produce a highly-satisfying
user experience.

— Suggestive and Decision-Oriented: Generating sug-
gestions and making decisions according to users’
needs and interests, could be an interesting charac-
teristic of an intelligent app. Such suggestions may
vary from user-to-user according to their interests
and helps the users to decide what suits best for
them.

— Data-driven: Delivering a data-driven output is also
one of the key features of intelligent apps. The in-
telligent apps gather data from a variety of sources,
such as online, user interaction, sensors, etc. rele-
vant to the target application and extracting data
patterns, thus providing better user experience.

— Context-awareness: Context awareness is the abil-
ity of an application to gather information about
its surrounding environment at any given time and
adapt behaviors accordingly. It makes the apps much
smarter use by taking into account users contexts as
well as the device’s contexts to proactively deliver
highly relevant information and suggestions.

— Cross-Platform Operation: The app also should have
the ability to understand and process the desired
output in a way that the users feel the same expe-
rience while working on cross platforms.

In this study, we take into account the above-discussed

characteristics of mobile apps that could be able to in-
telligently assist the users in their diverse daily life ac-
tivities. Based on these characteristics, in the next, we
briefly discuss the concept of mobile data science and
AT that can help to achieve the goal.

4.3 Mobile Data Science and Al

Data science is transforming the world’s industries. It
is critically important for the future of intelligent mo-
bile apps and services because of “apps intelligence is
all about mobile data”. Traditionally, mobile applica-
tion developers didn’t use data science techniques to
make the apps intelligent considering the above char-
acteristics. Although, a number of recent research [133]
[100] [92] [132] [131] has been done based on machine
learning techniques to model and build mobile appli-
cations, most of existing mobile applications are static

or used custom-written rules like signatures, or man-
ually defined heuristics for their different applications
[106] [57] [28]. The main drawback of these custom-
written rules-based approaches is that the knowledge
or rules used by the applications are not automatically
discovered; users need to define and maintain the rules
manually. In general, users may not have the time, in-
clination, expertise, or interest to maintain rules man-
ually. Although these rule-based approaches have their
own merits in several cases, it needs too much man-
ual work to keep up with the changing of users context
landscape. On the contrary, data science can make a
massive shift in technology and its operations, where Al
techniques including machine learning and deep learn-
ing methods, natural language processing, as well as
knowledge representation and expert systems, can be
used to learn and making intelligent decisions. Thus,
data science is considered as a practical application of
machine learning, a major part of Al, with a complete
focus on solving real-world problems. Overall, data sci-
ence is a comprehensive process that involves data col-
lection, pre-processing, data analysis, visualization, and
decision making [23], whereas Al makes use of computer
algorithms that can show human intelligence.

The concept of mobile data science incorporates the
methods and techniques of machine learning and Al
and data science as well as the context-aware comput-
ing to build intelligent mobile apps. The combination of
these technologies has given birth to the term “mobile
data science”, which refers to collect a large amount of
mobile data from different sources and analyze it using
machine learning techniques through the discovery of
useful insights or the data-driven patterns, which is pri-
marily defined in our earlier paper [91]. It is, however,
worth remembering that mobile data science is not just
about a collection of Al techniques. Mobile data science
is a process that can help mobile application developers
or analysts to scale and automate the target apps in a
smart way and in a timely manner. Thus in a broader
sense, we can say that “Mobile data science is research
or working area existing at the intersection of context-
aware mobile computing, data science, and artificial in-
telligence, which is mainly data-focused associated with
target mobile apps, applies Al techniques for modeling,
and eventually making intelligent decisions in applica-
tions. Thus it aims to seek for optimizing solutions to
build automated and intelligent mobile applications to
intelligently assist the users in their various daily ac-
tivities.”. Several key modules, such as data collection,
data processing, context and usage analysis, and build-
ing models, are involved in mobile data science, which
are discussed briefly in our earlier paper [91]. In this
paper, we mainly explore on Al-based modeling and
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its role in mobile apps in various application domains
ranging from personalized services to healthcare ser-
vices, which includes machine learning (ML) and deep
learning (DL) methods, the concept of natural language
processing (NLP), as well as knowledge representation,
and rule-based expert systems (ES).

Overall, the outputs of mobile data science are typi-
cally mobile data products, which can be a data-driven
Al-based model, potential mobile service and recom-

mendation, or the corresponding intelligent mobile apps.

In Section 6, we have discussed about Al-powered intel-
ligent mobile apps in several application domains within
the area of mobile data science.

4.4 Mobile Security and Privacy

Although we focus on intelligent apps from the per-
spective of artificial intelligence within the scope of
our study discussed above, mobile security and privacy
could be another part related to mobile data science
in terms of data-driven security solutions. In the real
world, most people including business people use smart-
phones not only to communicate but also to plan and
organize their various kinds of daily works and also in
their private life with family and friends. In most cases,
both the business or personal information are stored
on smartphones and people use such information when
needed [61] [75]. Thus, in addition to intelligent apps,
mobile security and privacy is also important. Smart-
phones collect and analyze the sensitive information to
which access must be controlled to protect the privacy
of the user and the intellectual property of the organiza-
tion or the company. Besides, there are several threats
to mobile devices, including mobile malware, botnet,
denial-of-service (DoS), eavesdropping, phishing, data
breaches, etc. [31] [66] [75]. In terms of security analyt-
ics, in our earlier paper, Sarker et al. [101], we have
discussed various types of security data and the ef-
fectiveness of the data-driven cybersecurity modeling
based on artificial intelligence, particularly using ma-
chine learning techniques. Thus data-driven intelligent
solutions through finding security insight could be effec-
tive to detect and mitigate such kind of mobile security
threats.

5 Al-based Modeling for Mobile Services

As discussed earlier, mobile data science is data-focused,
applies various artificial intelligence methods that even-
tually seek for intelligent decision making in mobile ap-
plications or services. In our analysis, we divide the
artificial intelligence methods into several categories,

such as basic machine learning and deep learning al-
gorithms, natural language processing, knowledge rep-
resentation and expert systems, within the scope of our
study. These Al-based methods potentially can be used
to make intelligent decisions in apps, which are dis-
cussed briefly in the following.

5.1 Machine Learning Modeling with Mobile Data

Machine Learning (ML) including deep neural network
learning is an important part of Artificial Intelligence
(AI) which can empower mobile devices to learn, ex-
plore, and envisage outcomes automatically without user
interference. For instance, machine learning algorithms
can do the analysis of targeted user behavior patterns
utilizing phone log data to make personalized sugges-
tions as well as recommendations for mobile phone users.
Typically, a machine learning model for building intelli-
gent apps is a collection of target app-related data from
relevant diverse sources, such as phone logs, sensors, or
external sources, etc. and the chosen algorithms that
work on that data in order to deduce the output.

To build a model utilizing collected data, super-
vised learning is performed when specific target classes
are defined to reach from a certain set of inputs [102].
For instance, to classify or predict the future outcome,
several popular algorithms such as Navies Bayes [52],
Decision Trees [83] [98] [94], K-nearest neighbors [5],
Support vector machines [55], Adaptive boosting [41],
Logistic regression [62] etc. can be used. Such classifica-
tion techniques are capable to build a prediction model
ranging from predicting next usage to smartphone se-
curity, e.g., predicting mobile malware attack. Several
feature engineering tasks, such as feature selection, ex-
traction, etc., or context pre-modeling [96] can make
the predictive model more effective. On the other hand,
in unsupervised learning, data is not labeled or classi-
fied, and it investigates similarity among unlabeled data
[46]. Several clustering algorithms such as K-means [70],
K-medoids [88], Single linkage [112], Complete linkage
[113], BOTS [99] can be used for such modeling by tak-
ing into account certain similarity measures depending
on the data characteristics. For instance, considering
certain similarity in users’ preferences or behavioral ac-
tivities, and to generate suggestions and recommenda-
tions accordingly, these algorithms can play a role to
achieve the goal. Moreover, association rule learning
techniques such as AIS [3], Apriori [4], FP-Tree [47],
RARM [26], Eclat [126], ABC-RuleMiner [100] can be
used for building rule-based machine learning model for
the mobile phone users. In addition to these basic ma-
chine learning techniques, several deep neural learning
methods such as recurrent neural network, long-short
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term memory, convolutional neural network, multilayer
perceptron, etc. that are originated from an Artificial
Neural Network (ANN) can be used in the learning pro-
cess [46] [102]. In these deep learning models, several
hidden layers can be included to complete the overall
process.

To understand and analyze the actual phenomena
with mobile data, the above-discussed machine learning
and deep learning techniques are useful to build Al-
based modeling, depending on the target application
and corresponding data characteristics. Thus the ma-
chine learning models and corresponding mobile apps
that are close to the reality, are able to make data-
driven intelligent decisions in apps and can behave ac-
cording to users’ needs. Overall, the machine learning
models can change the future of mobile applications
and industry because of its learning capability from
data. Therefore, machine learning methods including
deep neural networks, on a global scale, is able to make
mobile platforms more user-friendly, improve users’ ex-
periences, and aid in building intelligent applications.

5.2 Natural Language Processing for Mobile Content

Natural Language Processing (NLP) is an important
branch of artificial intelligence that typically deals with
the interaction between computers and humans using
the natural language. One of the ultimate goals of NLP
is to derive intelligence from unstructured data or con-
tent expressed in a natural language, such as English or
Bengali. As each language has a unique set of grammar
and syntax, and convention, NLP techniques can make
it possible for computers to read text, hear speech, in-
terpret it, measure sentiment or to mine opinions, and
eventually determine which parts are important in an
intelligent system [116]. For instance, to extract senti-
ments associated with positive, neutral, or negative po-
larities for specific subjects from a text document, an
NLP-based methodology can be used. Thus, NLP can
play a significant role to build intelligent apps when
unstructured mobile content is available, and to be an
important part within the scope of our study.

In recent days, a large amount of content read on
mobile devices is text-based, such as emails, web pages,
comments, blogs, or documents [103]. NLP techniques
particularly, text mining extract patterns and struc-
tured information from textual content that could make
the apps smarter and intelligent, in which we are inter-
ested. For instance, browsing through large amounts of
textual content on a small-screen mobile device may be
tedious or time-consuming. In some cases, the impor-
tant information might be easily overlooked due to the

small screen of the devices. Thus, document summa-
rization based on NLP might be the potential solution
to provide a summary with high quality and minimal
time.

Information extraction from mobile content could
be another example of NLP based modeling. It typically
identifies instances of a particular class of events, enti-
ties, or relationships in a natural language text and cre-
ates a structured representation of the discovered infor-
mation [103]. For instance, this can be used to automat-
ically find all the occurrences of a specific type of entity,
such as ‘business’, and gather complementary informa-
tion in the form of metadata around them. In addition
to information extraction, NLP techniques can also be
used when needed to develop the new mobile content.
For instance, response generation while replying to an
email, question answering, e.g., a company might need
a mobile app that can answer questions about various
products or services. Similarly, medical information ex-
traction, personalized recommendation system through
comments or text mining, context-aware chatbot, etc.
are also included within the area. Thus, NLP techniques
can play a significant role to build Al-based modeling
depending on the target application and corresponding
data type and characteristics.

5.3 Domain Knowledge Representation and Mobile
Expert System Modeling

Due to the diversity of mobile users, contexts, increas-
ing information, and variations in mobile computing
platforms, mobile applications today are facing the chal-
lenges to provide the expected services. In artificial in-
telligence (AI), knowledge representation and expert
system modeling is considered as another important
part to minimize this issue, and to build knowledge-
base intelligent systems.

5.83.1 Knowledge Representation

In the real world, knowledge is considered as the in-
formation about a particular domain. It is typically a
study of how the beliefs, intentions, and judgments of
an intelligent agent can be expressed suitably for au-
tomated reasoning to solve problems. Thus, the main
purpose of knowledge representation is modeling the in-
telligent behavior of an agent. It allows a machine to
learn from that knowledge and behave intelligently like
a human being. Instead of trying to understand from
the bottom-up learning, its main goal is to understand
the problems from the top-down, and to focus on what
an associated agent needs to know in order to behave
intelligently. Knowledge can be of several types:
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— Declarative Knowledge: known as descriptive knowl-
edge that represents to know about something, which
includes concepts, facts, and objects, and expressed
in a declarative sentence.

— Structural Knowledge: represents the basic knowl-
edge to solve problems which describes the relation-
ship between concepts and objects.

— Procedural Knowledge: known as imperative knowl-
edge that is responsible for knowing how to do some-
thing which includes rules, strategies, procedures,
etc.

— Meta Knowledge: represents knowledge about other
types of knowledge.

— Heuristic Knowledge: represents knowledge of some
experts in a field or subject that could be based on
previous experiences.

To represent knowledge in Artificial Intelligence (AI),
“Ontology” in general has become popular as a paradigm
by providing a methodology for easier development of
interoperable and reusable knowledge bases (KB). On-
tologies can be used to capture, represent knowledge
and describe concepts and the relationship that holds
between those concepts. In general, ontology is an ex-
plicit specification of conceptualization and a formal
way to define the semantics of knowledge and data.
According to [71], formally, an ontology is represented
as “{O = C,R,I,H, A}, where {C = C1,C,,...,C,}
represents a set of concepts, and {R = Ry, R, ..., R}
represents a set of relations defined over the concepts. I
represents a set of instances of concepts, and H repre-
sents a Directed Acyclic Graph (DAG) defined by the
subsumption relation between concepts, and A repre-
sents a set of axioms bringing additional constraints on
the ontology”. Let’s consider an inference rules in on-
tologies for deductive reasoning. A rule may exist which
states “If a mobile user accepts phone calls from fam-
ily at work and a phone call is from his mother, then
the call has been answered.” Then a program could de-
duce from a social relationship ontology that the user
answers her mother’s incoming call at work. Thus, par-
ticular domain ontologies can help for building an ef-
fective semantic mobile application. Moreover, ontolo-
gies capturing complex dependencies between concepts
for a particular problem domain provide a flexible and
expressive tool for modeling high-level concepts and re-
lations among the given attributes, which allows both
the system and the user to operate the same taxonomy
and play an important role to build an expert system
[71].

5.8.2 Mobile FExpert System Modeling

A mobile expert system is an example of a knowledge-
based system, which is broadly divided into two subsys-
tems, such as the inference engine and the knowledge
base, shown in Figure 2. The knowledge base typically
represents facts and rules, while the inference engine ap-
plies the rules to the known facts to deduce new facts.
The knowledge-base module is the core of this expert
system as it consists of knowledge of the target mo-
bile application domain as well as operational knowl-
edge of apps’ decision rules. The user interface accepts
the original facts and invokes the inference engine to
activate the decision rules in the knowledge base. The
system uses expert knowledge represented mainly as
IF-THEN rules, to offer recommendations or making
decisions in relevant application areas. For instance, by
using the expert system model, the process of selecting
the semantic outcome for mobile users becomes more
appropriate according to expert recommendations. A
rule consists of two parts: the IF part, called the an-
tecedent (premise or condition) and the THEN part
called the consequent (conclusion or action).
The basic syntax of a rule is:
IF < antecedent > THEN < consequent >

; Mobile Expert System 2 A
Query - § — i E"
g [ Inference '-. Knowledge : -
i Engine / Base - Y
Mobile : 5 ¢ N~ :
Upgy TWicel B Domain
....................................... Expert

Fig. 2: A structure of a mobile expert system modeling.

Such an IF-THEN rule-based expert system model
can have the decision-making ability of a human expert
in an intelligent system that is designed to solve com-
plex problems as well through knowledge reasoning. To
develop the knowledge base module, an ontology-based
knowledge representation platform discussed earlier can
play a major role to generate the conceptual rules. To
provide a continuous supply of knowledge to a rule-
based expert system, data mining, and machine learn-
ing techniques can be used. For instance, in our ear-
lier approach “ABC-RuleMiner”, Sarker et al. [100], we
have discovered a set of useful contextual rules for mo-
bile phone users considering their behavioral patterns in
the data. Domain experts having knowledge of business
rules can then update and manage the rules according
to the needs. Thus, the mobile expert systems can be
used to make intelligent decisions in corresponding mo-
bile applications.
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6 AI-Powered Intelligent Mobile Apps

An intelligent system typically tells what to do or what
to conclude in different situations [43] and can act as
an intelligent software agent. Thus, intelligent mobile
apps are those applications that use Al-based model-
ing discussed above, in order to make intelligent deci-
sions and to provide useful suggestions and recommen-
dations. Based on this, the target mobile applications
for various daily life services are outlined in the follow-
ing subsections ranging from personalized to commu-
nity services.

6.1 Personalized Mobile User Experience

In the real world, people want their experience to be ab-
solutely personalized these days. Thus, most of the mo-
bile apps heavily rely on personalization to keep users
engaged and interested. Users also now expect the ap-
plications to deliver unique experiences that may vary
from user-to-user according to their own preferences.
Thus understanding “user persona” is the key to creat-
ing personalized mobile applications that are based on
users’ past experiences represented by users’ historical
data. ML-based models can effectively discover useful
insight from individuals’ phone data by taking into ac-
count users own behavioral activities, interactions, or
preferences, and can be used to perform individual per-
sonalized services in various applications. For instance,
an intelligent phone call interruption management sys-
tem can be a real-life application based on the discov-
ered rules, which handles the incoming phone calls au-
tomatically according to the behavior of an individual
user [100]. Moreover, mobile notification management
[120] [54], apps usage prediction and management, etc.
can be the real-life examples of personalized services
for the end mobile phone users. Thus, the extracted in-
sight from relevant contextual historical and real-time
interaction data using ML-based models can be used to
deliver rich and personalized experiences to the users in
various day-to-day situations in their daily life activi-
ties. Similarly, a knowledge-based mobile expert system
considering a set of context-aware IF-THEN rules, can
also help to provide personalized services for individual
users.

6.2 Mobile Recommendation

Recommender systems are typically developed to over-
come the problem of information overload by aiding
users in the search for relevant information and help-
ing them identify which items (e.g., media, product, or

service) are worth viewing in detail. This task is also
known as information filtering. According to [69], the
most important feature of a recommender system is its
ability to “guess” a user’s preferences and interests by
analyzing the behavior of this user and/or the behavior
of other users to generate personalized recommenda-
tions. In general, the traditional recommender systems
mainly focus on recommending the most relevant items
to users among a huge number of items [14]. However,
mobile recommendation systems based on users’ con-
textual information such as temporal, spatial, or so-
cial etc. could be more interesting for the users [108§]
[59] [68]. The advanced mobile apps powered by pre-
dictive intelligent capabilities using ML-based models
make recommend engines smart enough to analyze the
user content preferences and cater to the appropriate
content that the user is looking for. For instance, a
mobile system generating shopping recommendations
helps the user to find the most satisfying product by
reducing search effort and information overload. Simi-
larly, tourist guides [72], food or restaurant services [13],
finding cheaper flights, accommodation, attractions, or
leisure dissemination, etc. can be other real-life exam-
ples for the mobile phone users. Moreover, an NLP-
based methodology can be a way to retrieve the best
recommendation service based on public comments.

6.3 Mobile Virtual Assistance

An intelligent virtual assistant is also known as an in-
telligent personal assistant that is typically a software
agent to perform tasks or services for an individual
based on queries like commands or questions. The chat-
bot is sometimes used to refer to virtual assistants,
which is a software application used to conduct an on-
line chat conversation via text or text-to-speech. Sev-
eral key advantages make the chatbots beneficial these
days as they are able to provide 24*7 automated sup-
port, able to provide instant answers, good in handling
customers or users, avoiding repetitive work, as well as
save time and service cost. Intelligent mobile apps pow-
ered by Al are able to provide such services with higher
accuracy. Al-based models including NLP and ML can
be used to build such applications. Moreover, people
are now typically spending more time on different mes-
saging apps that are the platforms of communication
and bots will be how their users access all sorts of ser-
vices. Thus, chatbots can engage by answering basic
questions in various services. For instance, online order-
ing, product suggestions, customer support, personal
finance assistance, searching, and flight tracking, find-
ing a restaurant, etc. A knowledge-based mobile expert
system considering a set of IF-THEN rules, can also be
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applied to provide such service. Thus, different virtual
assistant apps like voice assistants or chatbots offer in-
teractive experiences to users, who are able to retrieve
the necessary information effectively and efficiently ac-
cording to their needs.

6.4 Internet of Things (IoT) and Smart Cities

The Internet of Things (IoT) is typically a network of
physical devices, and objects which utilize sensors, soft-
ware, etc. for sending and receiving data. Smart cities
use IoT devices as well to collect and analyze data, and
become the most extensive application domain these
days. In general, the smart city development is consid-
ered as a new way of thinking among cities, businesses,
citizens, academia, industry people or others, who are
the key stakeholders. As today’s smartphones are con-
sidered as one of the most important IoT devices [33],
integrating mobile apps with IoT developments can dra-
matically improve the quality of human life. Al-based
modeling in apps can provide relevant intelligent ser-
vices in this domain, as well as can bring technology,
government, and different layers of society together for
the betterment of human life. For instance, machine
learning-based modeling utilizing sensor data collected
from parking places, or traffic signals, can be used for
a better city planning for the governments. Similarly,
a knowledge-based mobile expert system considering
a set of IF-THEN rules, can help to make context-
aware and timely decisions. Overall, Al-based model-
ing can assist the users in our most common daily life
issues, such as questions, suggestions, general feedback,
and reporting in various smart city services including
smart governance, smart home, education, communi-
cation, transportation, retail, agriculture, health care,
enterprise and many more.

6.5 Mobile Business

Smart mobile apps have the potential to increase the
operational excellence in the business-to-business as well
as business-to-customer sectors. The new availability
and advancement of Al and machine learning are caus-
ing a revolutionary shift in business and is considered
as the new digital frontier for enterprises. Since, almost
every organization deal with customer service, the busi-
nesses people think about intelligent interactions within
mobile applications these days according to consumer
demands. Businesses can leverage the data that are col-
lected from various sources such as point-of-sale ma-
chines, online traffic, mobile devices, etc. to analyze

and strategically improve the user experience. Al tech-
niques can find trends from data and adjust the apps
themselves to create more meaningful and context-rich
opportunities to engage users. For instance, machine
learning algorithms are capable to understand the cus-
tomer behavior, interests, and provide them with more
relevant product recommendations based on purchase
history, fraud identification with credit cards, and vi-
sual search. By taking into account context-awareness,
it can also empower businesses with prominent fea-
tures, such as delivering precise location-based sugges-
tions. Moreover, an NLP-based methodology of senti-
ment evaluation such as positive, neutral, or negetive
sentiment (also known as opinion mining) on business
data, e.g., review comments, can retrieve the best and
perfect suggestions and product recommendations in
terms of quality and quantity for the customers. Al
positively impacts customer behavior by incorporating
the chatbots as well in a mobile application, which may
reduce the repetitive tasks and optimize manpower uti-
lization. Similarly, knowledge-based mobile expert sys-
tem considering a set of business IF-THEN rules, can
make intelligent decisions. Overall, AT mobile applica-
tions in the business domain help in expanding busi-
nesses, introducing new products or services, identify-
ing customer interests, and maintaining a prominent
position in the global market.

6.6 Mobile Healthcare and Medicine

Intelligent mobile healthcare applications are bringing
better opportunities for both the patients, medical prac-
titioners, or related organizations through simplifying
their physical interactions. These apps can provide op-
portunities to several health-related services such as
medical diagnosis, medicine recommendation including
e-prescription, suggesting primary precautions, remote
health monitoring, or effectively patient management
in the hospital. For assessing and strengthening health
facilities, or building health management information
systems (HMIS), various kinds of health data can be
collecting from multiple sources on a wide variety of
health topics to analyze [1]. With the help of AT meth-
ods including ML-based models, intelligent health ser-
vices can be provided. Thus it may reduce the expense
and time of the patients and clinics, as they offer cus-
tomized medicines and drugs as well as give preven-
tive measures through continuous information accumu-
lation. Moreover, Al-powered mobile applications could
also be applicable to find the best nearest doctor, to
book a consultation, to keep reminders of medication,
getting a basic knowledge of each medication, and more.
Mobile healthcare app is also able to help doctors with
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remaining updates with real-time status of consulta-
tions, assigning duties to staff, ensuring the availabil-
ity of equipment, maintaining a proper temperature for
medicines, and more. In addition, the healthcare virtual
assistant services like chatbots can be used to provide
basic healthcare service as well, as these online pro-
grams can assist patients in many ways, such as schedul-
ing appointments, answering common questions, aid-
ing in the payment process, and even providing basic
virtual diagnostics. Overall, Al-modeling based mobile
healthcare services may create a new endeavor for all
citizens in a country including the rural people of low-
income countries.

6.7 The Novel Coronavirus COVID-19

Coronavirus disease (COVID-19) is an infectious dis-

ease caused by a newly discovered coronavirus [1]. COVID-

19 apps typically are known as the mobile software ap-
plications that use digital contact tracing in response
to the COVID-19 pandemic, i.e. the process of identi-
fying persons (“contacts”) who may have been in con-
tact with an infected person. According to the World
Health Organization (WHO) [1], most people infected
with the COVID-19 virus will experience mild to mod-
erate respiratory illness and recover without requiring
special treatment. Thus, in order to keep this infectious
disease in control, “contact tracing” is an important
factor. Smartphone apps are playing a big role in the
response to the COVID-19 pandemic. These apps are
being used to track infected people, social distancing,
detecting COVID-19 symptoms, self-quarantine guide-
lines, the latest communication to the citizens, and ease
the burden on healthcare staff. Thus, mobile apps are
considered as an effective control strategy against the
spread of COVID-19 or similar future pandemics, con-
sidering the patient and social sensing data. An in-
telligent framework and mobile application design will
not only strengthen the fight against ongoing COVID-
19 challenges based on the collected data by mobile
phones, but also against similar disasters in a post-
COVID world.

In addition to these application areas, Al-based mod-
els in mobile applications can also be applicable to sev-
eral other domains, such as financial, manufacturing,
smart robotics, security and privacy, and many more.
Thus, the impact of Al-models in mobile app develop-
ment and user experience is significant in these days
and can be considered as next-generation mobile learn-
ing.

7 Research Issues and Future Directions

With the rapid development of smartphones, Internet-
of-Things (IoT), and AI technologies, the most funda-
mental challenge is to explore the relevant data col-
lected from diverse sources and to extract useful in-
sights for future actions. Thus, in this section, we high-
light and analyze the main challenges and research is-
sues in the scope of our study. In the following, the
issues that we identified and corresponding future di-
rections are discussed briefly.

— According to our study in this paper, source datasets
are the primary component to work in the area of
mobile data science. Thus, collecting real-world data
such as categorical, numerical, or textual relevant
to a particular application is the first step for build-
ing an intelligent smartphone apps, which may vary
from service to service. For instance, to manage mo-
bile interruptions, the relevant contextual informa-
tion and an individual’s behavioral data is needed
to be analyzed [92]. Similarly, for smart healthcare
services, patient data and corresponding contextual
information might be useful. Thus, to facilitate the
extraction of reliable insight from the data using
AT techniques and to use the knowledge in context-
aware applications, integrating and effective man-
agement of mobile data is important. The reason
is that AI methods particularly machine learning
techniques highly impact on data [46]. Therefore,
establishing a large number of recent datasets from
diverse sources and to integrate and manage such in-
formation for effective data analysis is needed, which
could be one of the major challenges to work in the
area of mobile data science and data-driven intelli-
gent applications.

— The next challenge is an effective modeling of mobile
users and their activities from the relevant data. The
main goal of mobile user modeling is the customiza-
tion and adaptation of systems to the user’s specific
needs. The system needs to output the ‘right’ out-
come at the ‘right’ time or contexts in the ‘right’ way
[92]. Thus, several aspects such as context-dependency,
individual user behavior, and their preferences in
different contexts are needed to take into account
for an effective user modeling and to build corre-
sponding intelligent apps. The reason is that usage
patterns of mobile phones vary greatly between in-
dividuals behaving differently in different contexts.
Thus considering various contexts, such as tempo-
ral, spatial, social, etc. and their effective modeling
based on these contexts are important to build an
intelligent app [98]. For this purpose, data prepa-
ration, discretization of contexts, and discovery of
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useful insights are the key issues [92]. Moreover, the
concept of RecencyMiner [97] can be more effective
because of considering the recent pattern-based in-
sights. Therefore, effectively modeling mobile users
considering these aspects, could be another research
issue in the area of mobile data science and intelli-
gent applications.

The context-sensitive features in mobile data and
their patterns are of high interest to be discovered
and analyzed to make context-aware intelligent deci-
sions for a particular application in a pervasive com-
puting environment. The traditional analytical tech-
niques including data science and machine learning
may not be applicable to make real-time decisions
for analyzing smartphone data, because of a large
number of data processing that may reduce the per-
formance of mobile phones. For instance, the associ-
ation rule mining technique [4] may discover a large
number of redundant rules that become useless and
make the decision-making process complex and inef-
fective [100]. Such traditional techniques may not be
applicable for analyzing smartphone data. Thus, a
deeper understanding is necessary on the strengths
and weaknesses of state-of-the-art big data process-

ing and analytics systems to realize large-scale context-

awareness and to build a smart context-aware model.
Therefore effectively building a data-driven context-
aware model for intelligent decision-making on smart-
phones, could be another research issue in the area
of mobile data science and intelligent applications.
Real-life mobile phone datasets may contain many
features or high-dimensions of contexts, which may
cause several issues such as increases model com-
plexity, may arise over-fitting problem, and conse-
quently decreases the outcome of the resultant Al-
based model [95]. The reason is that the perfor-
mance of Al methods particularly machine learning
algorithms heavily depends on the choice of features
or data representation. Having irrelevant features or
contextual information in the data makes the model
learn based on irrelevant features that consequently
decrease the accuracy of the models [125]. Thus the
challenge is to effectively select the relevant and im-
portant features or extracting new features that are
known as feature optimization. In the area of Al,
particularly data science and machine learning, fea-
ture optimization problem is considered as an im-
portant pre-processing step that helps to build an
effective and simplified model and consequently im-
proves the performance of the learning algorithms
by removing the redundant and irrelevant features
[94]. Therefore, feature optimization could be a sig-

nificant research issue in the area of mobile data
science and intelligent applications.

The next challenge is the extraction of the rele-
vant and accurate information from the unstruc-
tured or semi-structured data on mobile phones. A
large amount of content such as emails, web pages,
or documents is read on these devices frequently
that is text-based [103]. Thus the problem of in-
formation overload arises due to the small screen
of the devices rather than the desktop computer.
Therefore effectively mining the contents or texts
considering these aspects, could be another research
issue in the area of mobile data science and in-
telligent applications. Natural language processing
(NLP) techniques can help to make such text-based
apps smarter, by automatically analyzing the mean-
ing of content and taking appropriate actions on
behalf of their users. Due to the devices’ limited in-
put and processing capabilities rather than desktop
computers, it is then needed to develop novel ap-
proaches that can bring NLP power to smartphones.
Several NLP tasks such as automatic summariza-
tion, information extraction, or new content devel-
opment, etc. could be useful to minimize the issue.
Mobile expert system uses expert knowledge repre-
sented mainly as if-then rules, to offer recommen-
dations or making decisions in relevant application
areas. However, the development of large-scale rule-
based systems may face numerous challenges. For
instance, the reasoning process can be very com-
plex, and designing of such systems becomes hard to
manage [15]. There is still a lack of lightweight rule-
based inference engines that will allow for reasoning
on mobile devices [15]. Thus a set of concise and ef-
fective rules will be beneficial in terms of outcome
and simplicity for such a rule-based expert system
for mobile devices. Moreover, ontologies [71] cap-
turing complex dependencies between concepts for
a particular problem domain provides a flexible and
expressive tool for modeling high-level concepts and
relations among the given attributes, which allows
both the system and the user to operate the same
taxonomy and play an important role to build an
expert system. This is where the ontological model-
ing and reasoning is useful. Thus, an effective design
of ontology, or knowledge representation model for
the respective problem domain could be another re-
search issue.

The mobility of computing devices, e.g., smartphones,
applications, and users leads to highly dynamic com-
puting environments. Unlike desktop applications,
which rely on a carefully configured, and largely
static set of resources, pervasive computing applica-
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tions are subjected to changes in available resources

such as network connectivity, user contexts, etc. More-

over, they are frequently required to cooperate spon-
taneously and opportunistically with previous un-
known software services to accomplish tasks on be-
half of users. Thus, pervasive computing software
must be highly adaptive and flexible. As an exam-
ple, an application may need to modify it’s style
of output following a transition from an office en-
vironment to a moving vehicle, to be less intrusive
[92]. Thus to effectively adapt to the changing en-
vironment according to users’ needs is important,
which is important in the area of mobile data sci-
ence and intelligent applications. Context-awareness
represents the ability of mobile devices to sense their
physical environment and adapt their behavior ac-
cordingly, incorporating this property in the appli-
cations could be a potential solution to overcome
this issue.

8 Discussion

Although several research efforts have been directed to-
wards intelligent mobile apps, discussed throughout the
paper, this paper presents a comprehensive view of mo-
bile data science and intelligent apps in terms of con-
cepts and Al-based modeling. For this, we have con-
ducted a literature review to understand the contexts,
mobile data, context-aware computing, data science, in-
telligent apps characteristics, and different types of mo-
bile systems and services, as well as the used techniques,
related to mobile applications. Based on our discussion
on existing work, several research issues related to mo-
bile datasets, user modeling, intelligent decision mak-
ing, feature optimization, mobile text mining based on
NLP, mobile expert system, and context-aware adap-
tation, etc. are identified that require further research
attention in the domain of mobile data science and in-
telligent apps.

The scope of mobile data science is broad. Several
data-driven tasks, such as personalized user experience,
mobile recommendations, virtual assistant, mobile busi-
ness, and even mobile healthcare system including the
COVID-19 smartphone app, etc. can be considered as
the scope of mobile data science. Traditionally mobile
app development mostly focused on knowledge that is
not automatically discovered [106] [28]. Taking the ad-
vantage of large amounts of data with rich information,
AT is expected to help with studying much more com-
plicated yet much closer to real-life applications, which
then leads to better decision making in relevant appli-
cations. Considering the volume of collected data and
the features, one can decide whether the standalone or

cloud-based application is more suitable to provide the
target service. Thus, the output of Al-based modeling
can be used in many application areas such as mobile
analytics, context-aware computing, pervasive comput-
ing, health analytics, smart cities, as well as the Internet
of things (IoT). Moreover, intelligent data-driven solu-
tions could also be effective in Al-based mobile security
and privacy, where Al works with huge volumes of se-
curity event data to extract the useful insights using
machine learning techniques [101].

Although the intelligent apps discussed in this paper
can play a significant role in the betterment of human
life in different directions, several dependencies may
pose additional challenges, such as the availability of
network and the data transfer speeds or the battery
life of mobile devices. Moreover, privacy and security
issues may become another challenge while consider-
ing the data collection and processing over the cloud
or within the device. Taking the advantages of these
issues considering the application type and target goal,
we believe this analysis and guidelines will be helpful
for both the researchers and application developers to
work in the area of mobile data science and intelligent

apps.

9 Conclusion

In this paper, we have studied on mobile data science
and reviewed the motivation of using AT in mobile apps
to make it intelligent. We aimed to provide an overview
of how artificial intelligence can be used to design and
develop data-driven intelligent mobile applications for
the betterment of human life. For this, we have pre-
sented an Al-based modeling that includes machine learn-
ing and deep learning methods, the concept of natural
language processing, as well as knowledge representa-
tion and expert systems. Such Al-based modeling can
be used to build intelligent mobile applications ranging
from personalized recommendations to healthcare ser-
vices including COVID-19 pandemic management, that
are discussed briefly in this paper. A successful intelli-
gent mobile system must possess the relevant Al-based
modeling depending on the data characteristics. The so-
phisticated algorithms then need to be trained through
collected data and knowledge related to the target ap-
plication before the system can assist the users with
suggestions and decision making. We have concluded
with a discussion about various research issues and fu-
ture directions relevant to our analysis in the area of
mobile data science and intelligent apps, that can help
the researchers to do future research in the identified
directions.



Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 September 2020

16 Sarker et al.
References 17. Ilaria Bordino and Debora Donato. Extracting inter-
esting association rules from toolbar data. In Interna-

1. World health organization: Who. http://www.who.int/. tional Conference on Information and Knowledge Man-

10.

11.

12.

13.

14.

15.

16.

Google trends. In https://trends.google.com/trends/,
2019.

Rakesh Agrawal, Tomasz Imieliniski, and Arun Swami.
Mining association rules between sets of items in large
databases. In ACM SIGMOD Record, volume 22, pages
207-216. ACM, 1993.

Rakesh Agrawal and Ramakrishnan Srikant. Fast algo-
rithms for mining association rules. In Proceedings of
the International Joint Conference on Very Large Data
Bases, Santiago Chile, pp.~487-499., volume 1215,
1994.

David W Aha, Dennis Kibler, and Marc K Albert.
Instance-based learning algorithms. Machine learning,
6(1):37-66, 1991.

Sameer Alawnah and Assim Sagahyroon. Modeling of
smartphones’ power using neural networks. EURASIP
Journal on Embedded Systems, 2017(1):22, 2017.
Tiago A Almeida, José Maria G Hidalgo, and Akebo
Yamakami. Contributions to the study of sms spam
filtering: new collection and results. In Proceedings of
the 11th ACM symposium on Document engineering,
pages 259-262. ACM, 2011.

Christos Anagnostopoulos, Athanasios Tsounis, and
Stathes Hadjiefthymiades. Context management in per-
vasive computing environments. In Pervasive Services,
2005. ICPS’05. Proceedings. International Conference
on, pages 421-424. IEEE, 2005.

Theodoros Anagnostopoulos, Christos Anagnostopou-
los, Stathes Hadjiefthymiades, Miltos Kyriakakos, and
Alexandros Kalousis. Predicting the location of mobile
users: a machine learning approach. In Proceedings of
the 2009 international conference on Pervasive services,
pages 65—72. ACM, 2009.

Media Anugerah Ayu, Siti Aisyah Ismail, Ahmad
Faridi Abdul Matin, and Teddy Mantoro. A compari-
son study of classifier algorithms for mobile-phone’s ac-
celerometer based activity recognition. Procedia Engi-
neering, 41:224-229, 2012.

Akram Bayat, Marc Pomplun, and Duc A Tran. A study
on human activity recognition using accelerometer data
from smartphones. Procedia Computer Science, 34:450—
457, 2014.

Luca Bedogni, Marco Di Felice, and Luciano Bononi.
Context-aware android applications through trans-
portation mode detection techniques. Wireless com-
munications and mobile computing, 16(16):2523-2541,
2016.

Daniel Belanche, Marta Flavidn, and Alfredo Pérez-
Rueda. Mobile apps use and wom in the food delivery
sector: The role of planned behavior, perceived secu-
rity and customer lifestyle compatibility. Sustainability,
12(10):4275, 2020.

Jesus Bobadilla, Fernando Ortega, Antonio Hernando,
and Abraham Gutiérrez. Recommender systems survey.
Knowledge-based systems, 46:109-132, 2013.

Szymon Bobek, Grzegorz J Nalepa, and Mateusz
Slazynski. Heartdroid—rule engine for mobile and
context-aware expert systems. Ezpert Systems,
36(1):e12328, 2019.

Matthias Bohmer, Christian Lander, Sven Gehring,
Duncan P Brumby, and Antonio Kruger. Interrupted by
a phone call: exploring designs for lowering the impact
of call notifications for smartphone users. In Proceed-
ings of the SIGCHI Conference on Human Factors in
Computing Systems, pages 3045-3054. ACM, 2014.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

agement. ACM, 2012.

Aysun Bozanta and Birgul Kutlu. Developing a contex-
tually personalized hybrid recommender system. Mobile
Information Systems, 2018, 2018.
Leo Breiman. Random forests.
45(1):5-32, 2001.

Peter J Brown. The stick-e document: a framework
for creating context-aware applications.  FElectronic
Publishing-Chichester-, 8:259-272, 1995.

Peter J Brown, John D Bovey, and Xian Chen. Context-
aware applications: from the laboratory to the mar-
ketplace. IEEE personal communications, 4(5):58-64,
1997.

Huanhuan Cao, Tengfei Bao, Qiang Yang, Enhong
Chen, and Jilei Tian. An effective approach for min-
ing mobile user habits. In Proceedings of the In-
ternational Conference on Information and knowledge
management, Toronto, ON, Canada, 26-30 October,
pp.~1677-1680. ACM, New York, USA, 2010.
Longbing Cao. Data science: a comprehensive overview.
ACM Computing Surveys (CSUR), 50(3):43, 2017.
Alain Yee-Loong Chong. Predicting m-commerce adop-
tion determinants: A neural network approach. FExpert
Systems with Applications, 40(2):523-530, 2013.

Maria Danninger, Tobias Kluge, and Rainer Stiefelha-
gen. Myconnector: analysis of context cues to predict
human availability for communication. In Proceedings
of the 8th International Conference on Multimodal In-
terfaces, pages 12-19. ACM, 2006.

Amitabha Das, Wee-Keong Ng, and Yew-Kwong Woon.
Rapid association rule mining. In Proceedings of
the tenth international conference on Information and
knowledge management, pages 474-481. ACM, 2001.
Damiao Ribeiro de Almeida, Cldudio de Souza Bap-
tista, Elvis Rodrigues da Silva, Cldudio EC Campelo,
Hugo Feitosa de Figueirédo, and Yuri Almeida Lacerda.
A context-aware system based on service-oriented archi-
tecture. In Advanced Information Networking and Ap-
plications, 2006. AINA 2006. 20th International Con-
ference on, volume 1, pages 6—pp. IEEE, 2006.

Amnon Dekel, Dan Nacht, and Scott Kirkpatrick. Min-
imizing mobile phone disruption via smart profile man-
agement. In Proceedings of the 11th International Con-
ference on Human-Computer Interaction with Mobile
Devices and Services, page 43. ACM, 2009.

Anind K Dey. Understanding and using context. Per-
sonal and ubiquitous computing, 5(1):4-7, 2001.

Paul Dourish. What we talk about when we talk about
context. Personal and ubiquitous computing, 8(1):19—
30, 2004.

Ken Dunham. Mobile malware attacks and defense.
2008.

Nathan Eagle and Alex Sandy Pentland. Reality min-
ing: sensing complex social systems. Personal and ubig-
witous computing, 10(4):255-268, 2006.

Mehdia Ajana El Khaddar and Mohammed Boulmalf.
Smartphone: the ultimate iot and ioe device. Smart-
phones from an applied research perspective, page 137,
2017.

Clemens Ernsting, Stephan U Dombrowski, Monika
Oedekoven, Julie LO, Melanie Kanzler, Adelheid
Kuhlmey, Paul Gellert, et al. Using smartphones and
health apps to change and manage health behaviors: a

Machine learning,



Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 September 2020

Mobile Data Science and Intelligent Apps: Concepts, Al-based Modeling and Research Directions 17

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

population-based survey. Journal of medical Internet
research, 19(4):e101, 2017.

Mirko Fetter, Julian Seifert, and Tom Gross. Predict-
ing selective availability for instant messaging. In IFIP
Conference on Human-Computer Interaction, pages
503-520. Springer, 2011.

Tim Finin, Anupam Joshi, Lalana Kagal, Olga Rat-
simore, Vlad Korolev, and Harry Chen. Information
agents for mobile and embedded devices. Cooperative
Information Agents V, pages 264-286, 2001.

Joel E Fischer, Nick Yee, Victoria Bellotti, Nathan
Good, Steve Benford, and Chris Greenhalgh. Effects
of content and time of delivery on receptivity to mobile
interruptions. In Proceedings of the 12th international
conference on Human computer interaction with mobile
devices and services, pages 103—112. ACM, 2010.
Robert Fisher and Reid Simmons. Smartphone inter-
ruptibility using density-weighted uncertainty sampling
with reinforcement learning. In 2011 10th International
Conference on Machine Learning and Applications and
Workshops, volume 1, pages 436-441. IEEE, 2011.
James Fogarty, Scott E Hudson, Christopher G Atkeson,
Daniel Avrahami, Jodi Forlizzi, Sara Kiesler, Johnny C
Lee, and Jie Yang. Predicting human interruptibility
with sensors. ACM Transactions on Computer-Human
Interaction (TOCHI), 12(1):119-146, 2005.

David Franklin and Joshua Flaschbart. All gadget and
no representation makes jack a dull environment. In
Proceedings of the AAAI 1998 Spring Symposium on
Intelligent Environments, pages 155—-160, 1998.

Yoav Freund, Robert E Schapire, et al. Experiments
with a new boosting algorithm. In Icml, volume 96,
pages 148-156. Citeseer, 1996.

Sukeshini A Grandhi and Quentin Jones. Knock knock
whos there? putting the user in control of managing in-
terruptions. International Journal of Human-Computer
Studies, 79:35-50, 2015.

Crina Grosan and Ajith Abraham. Rule-based expert
systems. Intelligent Systems, pages 149-185, 2011.
Martin Halvey, Mark T Keane, and Barry Smyth. Time
based segmentation of log data for user navigation pre-
diction in personalization. In Proceedings of the Inter-
national Conference on Web Intelligence, Compiegne,
France, 19-22 September, pp.~636-640. IEEE Com-
puter Society, Washington, DC, USA., 2005.

Martin Halvey, Mark T Keane, and Barry Smyth. Time
based patterns in mobile-internet surfing. In Proceed-
ings of the SIGCHI Conference on Human Factors in
computing systems, Montreal, Quebec, Canada, 22-27
April, pp.~31-84. ACM, New York, USA, 2006.
Jiawei Han, Jian Pei, and Micheline Kamber. Data
mining: concepts and techniques. Elsevier, Amsterdam,
Netherlands, 2011.

Jiawei Han, Jian Pei, and Yiwen Yin. Mining frequent
patterns without candidate generation. In ACM Sigmod
Record, volume 29, pages 1-12. ACM, 2000.

Reggio N Hartono, Russel Pears, Nikola Kasabov, and
Susan P Worner. Extracting temporal knowledge from
time series: A case study in ecological data. In Proceed-
ings of the International Joint Conference on Neural
Networks, Beijing, China, 6-11 July, pp.~42387-4243.
IEEE Computer Society, Washington, DC, USA, 2014.
Jongyi Hong, Eui-Ho Suh, Junyoung Kim, and SuYeon
Kim. Context-aware system for proactive personalized
service based on context history. FExzpert Systems with
Applications, 36(4):7448-7457, 2009.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

Richard Hull, Philip Neaves, and James Bedford-
Roberts. Towards situated computing. In Wearable
Computers, 1997. Digest of Papers., First International
Symposium on, pages 146—-153. IEEE, 1997.

Shamsi T Igbal and Eric Horvitz. Notifications and
awareness: a field study of alert usage and preferences.
In Proceedings of the 2010 ACM conference on Com-
puter supported cooperative work, pages 27-30. ACM,
2010.

George H John and Pat Langley. Estimating continu-
ous distributions in bayesian classifiers. In Proceedings
of the Eleventh conference on Uncertainty in artificial
intelligence, pages 338—345. Morgan Kaufmann Publish-
ers Inc., 1995.

K Kandasamy and C Suresh Kumar. Modified pso based
optimal time interval identification for predicting mobile
user behaviour in location based services. Indian Jour-
nal of Science and Technology, 8(S7):185-193, 2015.
Eiman Kanjo, Daria J Kuss, and Chee Siang Ang. No-
timind: Utilizing responses to smart phone notifications
as affective sensors. IEEE Access, 5:22023-22035, 2017.
S. Sathiya Keerthi, Shirish Krishnaj Shevade, Chiranjib
Bhattacharyya, and Karuturi Radha Krishna Murthy.
Improvements to platt’s smo algorithm for svm classifier
design. Neural computation, 13(3):637-649, 2001.
Eamonn Keogh, Selina Chu, David Hart, and Michael
Pazzani. Segmenting time series: A survey and novel
approach. Data mining in time series databases, 57:1—
22, 2004.

Ashraf Khalil and Kay Connelly. Improving cell phone
awareness by using calendar information. In Human-
Computer Interaction, pages 588-600. Springer, 2005.
Jingu Kim and Taneli Mielikdinen. Conditional log-
linear models for mobile application usage prediction.
In Machine Learning and Knowledge Discovery in
Databases, pages 672—-687. Springer, 2014.

Kyoung-jae Kim, Hyunchul Ahn, and Sangwon Jeong.
Context-aware recommender systems using data mining
techniques. In Proceedings of world academy of science,
engineering and technology, volume 64, pages 357-362,
2010.

Johannes Knittel, Alireza Sahami Shirazi, Niels Henze,
and Albrecht Schmidt. Utilizing contextual informa-
tion for mobile communication. In Extended Abstracts
on Human Factors in Computing Systems, pages 1371—
1376. ACM, 2013.

Mariantonietta La Polla, Fabio Martinelli, and Daniele
Sgandurra. A survey on security for mobile devices.
IEEE communications surveys & tutorials, 15(1):446—
471, 2012.

Saskia Le Cessie and Johannes C Van Houwelingen.
Ridge estimators in logistic regression. Journal of the
Royal Statistical Society: Series C (Applied Statistics),
41(1):191-201, 1992.

Wei-Po Lee. Deploying personalized mobile services in
an agent-based environment. FExpert Systems with Ap-
plications, 32(4):1194-1207, 2007.

Lai-Ying Leong, Teck-Soon Hew, Garry Wei-Han Tan,
and Keng-Boon Ooi. Predicting the determinants of
the nfc-enabled mobile credit card acceptance: A neural
networks approach. Ezpert Systems with Applications,
40(14):5604-5620, 2013.

Zhung-Xun Liao, Yi-Chin Pan, Wen-Chih Peng, and Po-
Ruey Lei. On mining mobile apps usage behavior for
predicting apps usage in smartphones. In Proceedings
of the 22nd International Conference on Information €
Knowledge Management, pages 609-618. ACM, 2013.



Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 September 2020

18

Sarker et al.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

7.

78.

79.

80.

Jie Lin, Wei Yu, Nan Zhang, Xinyu Yang, Hanlin Zhang,
and Wei Zhao. A survey on internet of things: Ar-
chitecture, enabling technologies, security and privacy,
and applications. IEEE Internet of Things Journal,
4(5):1125-1142, 2017.

Bin Liu, Deguang Kong, Lei Cen, Neil Zhengiang Gong,
Hongxia Jin, and Hui Xiong. Personalized mobile
app recommendation: Reconciling app functionality and
user privacy preference. In Proceedings of the 8th ACM
International Conference on Web Search and Data
Mining, pages 315-324. ACM, 2015.

Qi Liu, Yong Ge, Zhongmou Li, Enhong Chen, and Hui
Xiong. Personalized travel package recommendation. In
Data Mining (ICDM), 2011 IEEE 11th International
Conference on, pages 407-416. IEEE, 2011.

Jie Lu, Dianshuang Wu, Mingsong Mao, Wei Wang,
and Guangquan Zhang. Recommender system applica-
tion developments: a survey. Decision Support Systems,
74:12-32, 2015.

James MacQueen. Some methods for classification and
analysis of multivariate observations. In Fifth Berkeley
symposium on mathematical statistics and probability,
volume 1, 1967.

Alexander Maedche and Steffen Staab. Ontology learn-
ing for the semantic web. IEEE Intelligent systems,
16(2):72-79, 2001.

Estela Marine-Roig, Eva Martin-Fuentes, and Natalia
Daries-Ramon. User-generated social media events in
tourism. Sustainability, 9(12):2250, 2017.

Abhinav Mehrotra, Robert Hendley, and Mirco Mu-
solesi. Prefminer: mining user’s preferences for intel-
ligent mobile notification management. In Proceed-
ings of the International Joint Conference on Pervasive
and Ubiquitous Computing, Heidelberg, Germany, 12-
16 September, pp.~1223-1234. ACM, New York, USA.,
2016.

Stuart E Middleton, Nigel R Shadbolt, and David C
De Roure. Ontological user profiling in recommender
systems. ACM Transactions on Information Systems
(TOIS), 22(1):54-88, 2004.

Hadi Otrok, Rabeb Mizouni, Jamal Bentahar, et al. Mo-
bile phishing attack for android platform. pages 18-23,
2014.

Worapat Paireekreng, Kowit Rapeepisarn, and Kok Wai
Wong. Time-based personalised mobile game download-
ing. In Transactions on Edutainment II, pp.~59-69.
2009.

Moon-Hee Park, Jin-Hyuk Hong, and Sung-Bae Cho.
Location-based recommendation system using bayesian
user’s preference model in mobile devices. In Interna-
tional Conference on Ubiquitous Intelligence and Com-
puting, pages 1130-1139. Springer, 2007.

Veljko Pejovic and Mirco Musolesi. Interruptme: de-
signing intelligent prompting mechanisms for perva-
sive applications. In Proceedings of the International
Joint Conference on Pervasive and Ubiquitous Comput-
ing, Seattle, WA, USA, 13-17 September, pp.~897-908.
ACM, New York, USA., 2014.

Min Peng, Guanyin Zeng, Zhaoyu Sun, Jiajia Huang,
Hua Wang, and Gang Tian. Personalized app recom-
mendation based on app permissions. World Wide Web,
21(1):89-104, 2018.

Santi Phithakkitnukoon, Ram Dantu, Rob Claxton, and
Nathan Eagle. Behavior-based adaptive call predictor.
ACM Transactions on Autonomous and Adaptive Sys-
tems, 6(3):21:1-21:28), 2011.

81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

Martin Pielot. Large-scale evaluation of call-availability
prediction. In Proceedings of the International Joint
Conference on Pervasive and Ubiquitous Computing,
pages 933-937. ACM, 2014.

Martin Pielot, Rodrigo De Oliveira, Haewoon Kwak,
and Nuria Oliver. Didn’t you see my message?: predict-
ing attentiveness to mobile instant messages. In Pro-
ceedings of the SIGCHI Conference on Human Factors
in Computing Systems, pages 3319-3328. ACM, 2014.
J. Ross Quinlan. C4.5: Programs for machine learning.
Machine Learning, 1993.

Deepthi Rajashekar, A Nur Zincir-Heywood, and Mal-
colm I Heywood. Smart phone user behaviour character-
ization based on autoencoders and self organizing maps.
In 2016 IEEE 16th International Conference on Data
Mining Workshops (ICDMW), pages 319-326. IEEE,
2016.

Reza Rawassizadeh, Martin Tomitsch, Katarzyna Wac,
and A Min Tjoa. Ubiqlog: a generic mobile phone-based
life-log framework. Personal and ubiquitous computing,
17(4):621-637, 2013.

Daniele Riboni and Claudio Bettini. Cosar: hybrid rea-
soning for context-aware activity recognition. Personal
and Ubiquitous Computing, 15(3):271-289, 2011.

Tom Rodden, Keith Cheverst, K Davies, and Alan Dix.
Exploiting context in hci design for mobile systems. In
Workshop on human computer interaction with mobile
devices, pages 21-22. Glasgow, 1998.

Lior Rokach. A survey of clustering algorithms. In Data
Mining and Knowledge Discovery Handbook, pages 269—
298. Springer, 2010.

Nick Ryan, Jason Pascoe, and David Morse. Enhanced
reality fieldwork: the context aware archaeological assis-
tant. Bar International Series, 750:269-274, 1999.
Alireza Sahami Shirazi, Niels Henze, Tilman Dingler,
Martin Pielot, Dominik Weber, and Albrecht Schmidt.
Large-scale assessment of mobile notifications. In Pro-
ceedings of the SIGCHI Conference on Human Factors
in Computing Systems, pages 3055-3064. ACM, 2014.
Igbal H Sarker. Mobile data science: Towards un-
derstanding data-driven intelligent mobile applications.
EAI Endorsed Transactions on Scalable Information
Systems, 5(19), 2018.

Igbal H Sarker. Context-aware rule learning from smart-
phone data: survey, challenges and future directions.
Journal of Big Data, 6(1):1-25, 2019.

Igbal H Sarker. A machine learning based robust pre-
diction model for real-life mobile phone data. Internet
of Things, 5:180-193, 2019.

Igbal H Sarker, Yoosef B Abushark, Fawaz Alsolami,
and Asif Irshad Khan. Intrudtree: A machine learning
based cyber security intrusion detection model. Sym-
metry, 12(5):754, 2020.

Igbal H Sarker, Yoosef B Abushark, and Asif Irshad
Khan. Contextpca: Predicting context-aware smart-
phone apps usage based on machine learning techniques.
Symmetry, 12(4):499, 2020.

Igbal H Sarker, Hamed Algahtani, Fawaz Alsolami,
Asif Irshad Khan, Yoosef B Abushark, and Moham-
mad Khubeb Siddiqui. Context pre-modeling: an empir-
ical analysis for classification based user-centric context-
aware predictive modeling. Journal of Big Data, 7(1):1—
23, 2020.

Igbal H Sarker, Alan Colman, and Jun Han. Recen-
cyminer: mining recency-based personalized behavior
from contextual smartphone data. Journal of Big Data,
6(1):1-21, 2019.



Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 September 2020

Mobile Data Science and Intelligent Apps: Concepts, Al-based Modeling and Research Directions 19
98. Igbal H Sarker, Alan Colman, Jun Han, Asif Irshad 114. Vijay Srinivasan, Saeed Moghaddam, and Abhishek
Khan, Yoosef B Abushark, and Khaled Salah. Behavdt: Mukherji. Mobileminer: Mining your frequent patterns
A behavioral decision tree learning to build user-centric on your phone. In Proceedings of the International
context-aware predictive model. Mobile Networks and Joint Conference on Pervasive and Ubiquitous Comput-
Applications, pages 1-11, 2019. ing, Seattle, WA, USA, 13-17 September, pp.~389—400.

99. Igbal H Sarker, Alan Colman, Muhammad Ashad Kabir, ACM, New York, USA., 2014.
and Jun Han. Individualized time-series segmentation 115. Hermann Stern, Viktoria Pammer, and Stefanie N Lind-
for mining mobile phone user behavior. The Computer staedt. A preliminary study on interruptibility detection
Journal, Ozford University, UK, 61(3):349-368, 2018. based on location and calendar information. Proceedings

100. Igbal H Sarker and ASM Kayes. Abc-ruleminer: of Context-Systems Design, Fvaluation and Optimisa-
User behavioral rule-based machine learning method for tion(CoSDEO), 2011.
context-aware intelligent services. Journal of Network 116. Shiliang Sun, Chen Luo, and Junyu Chen. A review
and Computer Applications, page 102762, 2020. of natural language processing techniques for opinion

101. Igbal H Sarker, ASM Kayes, Shahriar Badsha, Hamed mining systems. Information fusion, 36:10-25, 2017.
Algahtani, Paul Watters, and Alex Ng. Cybersecurity 117. K Swati and AJ Patankar. Effective personalized mobile
data science: an overview from machine learning per- search using knn. In 2014 International Conference on
spective. Journal of Big Data, 7(1):1-29, 2020. Data Science & Engineering (ICDSE), pages 157-160.

102. Igbal H Sarker, ASM Kayes, and Paul Watters. Ef- IEEE, 2014.
fectiveness analysis of machine learning classification 118. Garry Wei-Han Tan, Keng-Boon Ooi, Lai-Ying Leong,
models for predicting personalized context-aware smart- and Binshan Lin. Predicting the drivers of behavioral
phone usage. Journal of Big Data, 6(1):1-28, 2019. intention to use mobile learning: A hybrid sem-neural

103. Bahar Sateli, Gina Cook, and René Witte. Smarter networks approach. Computers in Human Behavior,
mobile apps through integrated natural language pro- 36:198-213, 2014.
cessing services. In International Conference on Mo- 119. Liam D Turner, Stuart M Allen, and Roger M Whitaker.
bile Web and Information Systems, pages 187—202. Interruptibility prediction for ubiquitous systems: con-
Springer, 2013. ventions and new directions from a growing field. In

104. Bill Schilit, Norman Adams, and Roy Want. Context- Proceedings of the 2015 ACM international joint con-
aware computing applications. In Mobile Computing ference on pervasive and ubiquitous computing, pages
Systems and Applications, 1994. WMCSA 199/. First 801-812. ACM, 2015.

Workshop on, pages 85-90. IEEE, 1994. 120. Liam D Turner, Stuart M Allen, and Roger M Whitaker.

105. Bill N Schilit and Marvin M Theimer. Disseminating Push or delay? decomposing smartphone notification re-
active map information to mobile hosts. IEEE network, sponse behaviour. In Human Behavior Understanding,
8(5):22-32, 1994. pages 69-83. Springer, 2015.

106. Sin-seok Seo, Arum Kwon, Joon-Myung Kang, and John 121. William Vilwock, Praveen Madiraju, and Sheikh Igbal
Strassner. Pyp: design and implementation of a context- Ahamed. A system implementation of interruption
aware configuration manager for smartphones. In In- management for mobile devices. In Proceedings of the
ternational Workshop on Smart Mobile Applications, 16th International Conference on Computational Sci-
2011. ence and Engineering, pages 181-187. IEEE, 2013.

107. Yuanchun Shi. Context awareness, the spirit of perva- 122. Yaozheng Wang, Dawei Feng, Dongsheng Li, Xinyuan
sive computing. In Pervasive Computing and Applica- Chen, Yunxiang Zhao, and Xin Niu. A mobile rec-
tions, 2006 1st International Symposium on, pages 6—6. ommendation system based on logistic regression and
IEEE, 2006. gradient boosting decision trees. In 2016 International

108. Dongmin Shin, Jae-won Lee, and Jongheum Yeon. Joint Conference on Neural Networks (IJCNN), pages
Context-aware recommendation by aggregating user 1896-1902. IEEE, 2016.
context. In IEEE Conference on Commerce and En- 123. Andy Ward, Alan Jones, and Andy Hopper. A new
terprise Computing, Vienna, Austria, Austria, 20-23 location technique for the active office. IEEE Personal
July, pp.~423-430. IEEE Computer Society, Washing- communications, 4(5):42-47, 1997.
ton, DC, USA, 2009. 124. Tan H Witten, Eibe Frank, Leonard E Trigg, Mark A

109. Mohammad Shokoohi-Yekta, Yanping Chen, Bilson Hall, Geoffrey Holmes, and Sally Jo Cunningham. Weka:
Campana, Bing Hu, Jesin Zakaria, and Eamonn Keogh. Practical machine learning tools and techniques with
Discovery of meaningful rules in time series. In Proceed- java implementations. 1999.
ings of the ACM SIGKDD International Conference on 125. Bong-Jun Yi, Do-Gil Lee, and Hae-Chang Rim. The
Knowledge Discovery and Data Mining, Sydney, NSW, effects of feature optimization on high-dimensional es-
Australia, 10-18 August, pp.~1085-1094. ACM, New say data. Mathematical Problems in Engineering, 2015,
York, USA, 2015. 2015.

110. Beata Slusarczyk. Industry 4.0: Are we ready? Polish 126. Mohammed Javeed Zaki. Scalable algorithms for asso-
Journal of Management Studies, 17, 2018. ciation mining. [IEEE transactions on knowledge and

111. Johan Smith and Naranker Dulay. Ringlearn: Long-term data engineering, 12(3):372-390, 2000.
mitigation of disruptive smartphone interruptions. In 127. Gaofeng Zhang, Xiao Liu, and Yun Yang. Time-series
International Conference on Pervasive Computing and pattern based effective noise generation for privacy pro-
Communications Workshops (PERCOM Workshops), tection on cloud. IEEE Transactions on Computers,
pages 27-35. IEEE, 2014. 64(5):1456-1469, 2015.

112. Peter HA Sneath. The application of computers to tax- 128. Pei Zheng and Lionel M Ni. Spotlight: the rise of the
onomy. Journal of General Microbiology, 17(1), 1957. smart phone. IEEE Distributed Systems Online, 7(3):3—

113. Thorvald Sorensen. method of establishing groups of 3, 2006.
equal amplitude in plant sociology based on similarity 129. Vincent Wenchen Zheng, Bin Cao, Yu Zheng, Xing Xie,

of species. Biol. Skr., 5, 1948.

and Qiang Yang. Collaborative filtering meets mobile



Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 September 2020

20 Sarker et al.

recommendation: A user-centered approach. In AAAI
volume 10, pages 236—241, 2010.

130. Erheng Zhong, Ben Tan, Kaixiang Mo, and Qiang Yang.
User demographics prediction based on mobile data.
Pervasive and mobile computing, 9(6):823-837, 2013.

131. Hengshu Zhu, Enhong Chen, Hui Xiong, Huanhuan Cao,
and Jilei Tian. Mobile app classification with enriched
contextual information. IEEE Transactions on mobile
computing, 13(7):1550-1563, 2014.

132. Hengshu Zhu, Enhong Chen, Hui Xiong, Kuifei Yu,
Huanhuan Cao, and Jilei Tian. Mining mobile user
preferences for personalized context-aware recommen-
dation. ACM Transactions on Intelligent Systems and
Technology (TIST), 5(4):58, 2014.

133. Sina Zulkernain, Praveen Madiraju, Sheikh Igbal
Ahamed, and Karl Stamm. A mobile intelligent in-
terruption management system. J. UCS, 16(15):2060—
2080, 2010.



