Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 March 2020 d0i:10.20944/preprints202003.0217.v1

Artificial intelligence,

machine learning and real-
time probabilistic data for
cyber risk (super) -
forecasting

Red teaming the connected world

Petar Radanliev
UNIVERSITY OF OXFORD Department of Engineering Science

© 2020 by the author(s). Distributed under a Creative Commons CC BY license.



http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.20944/preprints202003.0217.v1
http://creativecommons.org/licenses/by/4.0/

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 March 2020 d0i:10.20944/preprints202003.0217.v1

University of Oxford
Department of Engineering Science
Pre-print - prior to peer-review

Corresponding author details: Petar Radanliev, Post-Doctoral Research Associate, University of
Oxford, Engineering Sciences Department, Oxford e-Research Centre, 7 Keble Road, Oxford,
England, OX1 3QG, petar.radanliev@oerc.ox.ac.uk 1

Authors: Petar Radanliev!, David De Roure?; Kevin Page!; Max Van Kleek?; Rafael Mantilla
Montalvo3; Omar Santos3; La’Treall Maddox3; Stacy Cannady?; Pete Burnap?, Eirini Anthi%, Carsten
Maple?

Author affiliations and co-author email addresses: 10xford e-Research Centre, 7 Keble Road,
Oxford, OX1 3QG, Department of Engineering Sciences, University of Oxford, UK; 2Department of
Computer Science, University of Oxford, UK; 3Cisco Research Centre, Research Triangle Park, USA;

4School of Computer Science and Informatics, Cardiff University; MG Cyber Security Centre,
University of Warwick

Funding: This work was funded by the UK EPSRC [with the PETRAS projects: RETCON and CRatE,
grant number: EP/S035362/1, EP/N023013/1, EP/N02334X/1] and by the Cisco Research Centre
[grant number 1525381].

Acknowledgments: Eternal gratitude to the Fulbright Scholar Project.


https://doi.org/10.20944/preprints202003.0217.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 March 2020 d0i:10.20944/preprints202003.0217.v1

University of Oxford
Department of Engineering Science
Pre-print - prior to peer-review

Abstract

This paper surveys deep learning algorithms, 10T cyber security and risk models, and established
mathematical formulas to identify the best approach for developing a dynamic and self-adapting
system for predictive cyber risk analytics supported with Artificial Intelligence and Machine
Learning and real-time intelligence in edge computing. The paper presents a new mathematical
approach for integrating concepts for cognition engine design, edge computing and Artificial
Intelligence and Machine Learning to automate anomaly detection. This engine instigates a step
change by applying Artificial Intelligence and Machine Learning embedded at the edge of 0T
networks, to deliver safe and functional real-time intelligence for predictive cyber risk analytics.
This will enhance capacities for risk analytics and assists in the creation of a comprehensive and
systematic understanding of the opportunities and threats that arise when edge computing nodes are
deployed, and when Artificial Intelligence and Machine Learning technologies are migrated to the
periphery of the internet and into local 10T networks.

Introduction

Recent studies on Artificial Intelligence and Machine Learning (Al/ML) perspectives on mobile
edge computing [1] lack detail, but provide guidance on how data can be processed [2]-[9] in real-
time, reducing edge-cloud delay [10] and inform on the topic of cognitive cyber security at the
edge. This paper is focused on the topic of predicting cyber risk loss magnitude through

dynamic analytics of cyber-attack threat event frequencies. Challenges that need to be addressed are
mainly socio-technical, relating strongly to technology, regulation, economics, interventions, and
directly relates to industries and their supply chains and control systems. For example, investigating
the perceptions of risk and trustworthiness that emerge as a result of machine agency, which
interact with regulation, standards and policy on the one hand and design and engineering on the
other, spanning the physical and behavioural sciences. But the specific focus of this paper is on
integrating AI/ML in the data collection and analytics of risk through fog computing (i.e. use of
edge devices) for forward-facing predictive outputs. We investigate a scenario where an
organisation has implemented all the security recommendations (e.g. NIST), but the risk remains
from uncertain and unpredictive attack vectors at the edge of the network.

A red teaming approach is then applied to identify 10T systems that are mostly affected by a few
types of network risk event. Those include: Eavesdropping Attacks, Denial of Service (DoS) and
Distributed DoS (DDoS), Spoofing Attacks, and Man-in-the-Middle attacks (MITM). To describe
briefly the relationship between these types of attacks, Eavesdropping Attacks is used for listening
loT communications without the transmission appearing abnormal, hence making it difficult to
detect. After Eavesdropping Attacks has gained authorisation access, Spoofing Attacks are used to
send spoofed traffic with a legitimate access to 10T network. The MITM is just an advanced
Spoofing Attack where adversary is positioned between two 10T devices and independently
intercepts data and communicates between endpoints, collecting sensitive information, dropping
packets, and causing different security vulnerabilities. The DoS and DDoS floods the 10T devices
network with traffic, this overloads the communication and exhausts the network, leading to 10T
devices being unable to communicate. As simple as it is, this is the most common and most
dangerous loT attack. The small computation capability at the edge devices, make DDoS attacks
really difficult to resolve. While new cyber security is constantly been developed (e.g. 1SO 3000),
the level of cyber-attack sophistication is also increasing [11] (e.g. the Mirai variants “VPN filter’ is
delivered in multiple stages with modularised payload; ‘TORIii’ uses its own encryption and evasion
tactic). Considering these continuous changes, to assess the effectiveness of cybersecurity, we need
cyber analytic approaches that can handle real time intelligence in the form of probabilistic data
collected at the edge. But the effectiveness of cybersecurity should not only be measured by the
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protection of cyberspace, but also with the protection of assets that can be reached via cyberspace
[12].

Research methodology

Quantitative risk impact estimation is needed for estimating cyber security and cyber risk [13], [14]
at the edge [15]. Our argument is that without a dynamic real-time probabilistic risk data and cyber
risk analytics enhanced with AI/ML, these estimations can be outdated and imprecise. Additionally,
the use of red-teaming is a way of explicitly addressing attack as well as defence. We are concerned
not just with securing a system, but to acknowledge that failure and compromise will occur and
address how the system responds in these circumstances. This is an important methodological
principle which distinguishes out work within the cybersecurity domain. Recent literature confirms
diverse cyber risks from 10T systems [16], including risks in 10T ecosystems [17] and 10T
environments [18], such as risk from smart homes [19], [20], the Industrial 10T [21], and challenges
in security metrics [22]. Cybersecurity solutions for specific 10T risks are also emerging at a fast
rate, such as new models on opportunities and motivations for reducing cyber risk [23], adaptive
intrusion detection [24], security economic by design [25], highlighting the privacy requirements
[26] and strategies for achieving privacy [27]. But the usage of traditional risk assessments in new
loT technologies is strongly criticised [28]-[30]. Therefore, our methodology is based on
mathematical principles and quantitative data. In recent publications on this topic [31]-[33], we
discovered that the lack of probabilistic data leads to qualitative cyber risk assessment approaches,
where the outcome represents a speculative assumption. Emerging quantitative models are
effectively designed with ranges and confidence intervals based on expert opinions and not
probabilistic data [34].

Survey of Al/ML algorithms

The AI/ML are essential for advancing beyond the limitations of Value-at-Risk (VaR) models [35],
where Bayesian and frequentist methods are applied with and beyond VVaR models [36]. This
requires federated learning and blockchain based decentralised Al architecture where Al processing
shifts from the cloud to the edge and the Al workflow is moved and data restricted to the device
[37]. Current gaps in cyber risk analytics are in the areas of descriptive, predictive, and prescriptive
analytics [38]. Hence, a survey of AI/ML applications is presented in Error! Reference source not
found., to address the main questions emerging from this study on edge computing and descriptive,
predictive, and prescriptive risk analytics.

Elements of artificial intelligence and machine learning in cognition engine design

Cyber risk analytics at present is reactive and assessments are based on risk/loss events that already
occurred. AI/ML in forward-looking predictive analytics enable threat intelligence prediction and
faster attack detection. The main advantage of Al in risk analytics is the fast processing and analysis
of big data where parsing, filtering and visualisation is done in near real time. Machine learning
uses mathematical and statistical methods and algorithms that learn, build and improve models from
data. This enables design of a cognition engine in the form of automated predictive cyber intelligent
software agents that identify, assess and record cyber-attacks. After this, natural language
processing (NLP) can be applied to perform behaviour analytics and create baseline profiles of
normal behaviour and then monitor for abnormalities while continuously learning from the profile’s
behaviour patterns. Facilitating a consistent and repeatable detection of threat indicators and
predictions about new persistent risks that are undetected. AlI/ML learn from multiple patterns (e.g.
threat intelligence feed, device event logs, vulnerability information, contextual data) to determine
predictive risk insights. Predictive risk analytics for advance notice of risk exposure and potential
loss can be performed through monitoring the risk lifecycle activities, e.g. the reactive activities that
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capture losses and near miss events. From reactive activities we can quantify the impact of losses
and develop baseline indicators to compare mathematical results.

Cognitive design

Connecting the lost exposure of cyber risk from human-computer interaction (frequency), in
different information knowledge management systems (magnitude), with artificial intelligence, can
provide predictive feedback sensors for primary and secondary loss (vulnerabilities). These
feedback sensors represent dynamic real time data mechanisms that assist and enable better
understanding of the vulnerabilities - prior to cyber-attacks. The reliability of cyber risk analytics
could increase significantly if decisionmakers have a dynamic and self-adopting Al enhanced
feedback sensors to assess, predict, analyse and address the economic risks of cyber-attacks.

Discussion

The novelty of the proposed research is in the relationship between AI/ML and securing the edge.
With this study, we focused on delivering a higher Technology Readiness Level (TRL) by testing
and verifying the formulae for risk analytics with industry actors in the field of AI/ML. The output
of the research exhibits how an integration for dynamic real-time cyber risk analytics would work in
industry settings. In addition, the research covers intersections between technology, regulation,
economics, and interventions. This creates value across risk and engineering disciplines and
resolves a contemporary problem that is relevant to the industry in general. Calculating the impact
of cyber risk at the edge, with cyber risk analytics supported by AI/ML, contributes to cybersecurity
of devices and networks at the edge. Therefore, the research relates to key government and industry
priorities and end user needs.

This research addresses the need for improving our capacity for a comprehensive and systematic
understanding of the opportunities and threats that arise when AI/ML technologies are migrated to
the periphery of the internet and into local 10T networks. The research methodology approach was
developed upon past experiences in terms of the (un)availability of data. Many similar models have
been introduced and never used because reliable data could not be found. Furthermore, in terms of
the (un)availability of data, lessons can be learned from previous research on data strategies [39].
The volume of data generated creates diverse challenges for developing data strategies in a variety
of verticals (ex. AlI/ML, ethics, business requirements). Simultaneously, designing a cyber security
architecture for complex coupled systems, while understanding the economic impact, demands data
strategy optimisation and decision making on collecting and assessment of probabilistic data when
edge computing nodes are deployed, presents a socio-technical research problem.

The research is also strongly related to personal perceptions of risk because of collecting
probabilistic data at the edge interact with data regulations, standards and policies. These data
perceptions, regulations and policies are strongly considered in our approach for integrating AI/ML
in cyber risk data analytics at the edge. A cybersecurity architecture for impact assessment with
AIl/ML cyber risk analytics must meet public acceptability, security standards, and legal scrutiny.
With consideration of the above, the research integrated areas such as economic impact modelling,
policy and governance recommendations with computer science, to develop and design
architectures for AI/ML in cyber risk data analytics. The research contributes to knowledge by
integrating economic impact assessment with AI/ML and cyber risk analytics models that have not
been previously integrated for securing the edge, and thus promote the field of developing a
dynamic and self-adopting Al enhanced data analytics methodology to assess, predict, analyse and
address the economic risks of cyber-attacks.
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Conclusion

With the integration of AI/ML in risk analytics at the periphery, and with the integration of 10T
systems, it is only a question of time when AI/ML will start collecting and analysing risk data from
loT systems. With the rapid expansion of l0oT systems at the periphery, the accompanying cyber
risk will inevitably increase and the reliance on existing cyber risk metrics cannot be taken for
granted when different and novel threat level emerges. This research concludes that impact
assessment approaches need to be reconsidered and redesigned to include dynamic and self-
adopting predictive cyber risk analytics. The conclusion builds upon the existing approach for
categorising (pooling) risk, but presents a quantitative version of the NIST ‘traffic lights’ system (in
Error! Reference source not found.), enhanced with multiple risk calculation metrics that
calculate the shortfall probability, expected shortfall, VaR and CTE for different cyber risk levels
and tail risk under different assumptions. This study enhances the Technology Readiness Level by
presenting a mathematical formula for the future cyber risk developments that are reshaping not
only the business ecosystems, but also the data analytics of supply and control systems. However,
the AI/ML infrastructure in the communications network and the relevant cyber security technology
must evolve in an ethical manner that humans can understand, while maintaining maximum trust
and privacy of the users. 10T networks represent complex coupled systems [40], that can be
described as cyber-physical social machines [41] and social machines [42] should be observed in
practice [43]. Given that IoT is considered as critical enabler [44] of value creation [45], the
findings of this study would probably be best verified when observed in practice.

Acknowledgment: The paper builds upon the foundation of existing knowledge developed from
three PETRAS projects [46]-[48], but with a specific focus on Artificial Intelligence and Machine
Learning (AlI/ML) in 10T risk analytics. It benefits from the already established research
knowledge, but with a focus on the topic of securing the edge through AI/ML real time analytics.
To avoid overlapping with earlier work, this article avoids many relevant areas that have been
addressed in the working papers and project reports that can be found in pre-prints online [49], [50],
[59]-[64], [51]-[58].
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