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Abstract: With Internet of Things (IoT) gaining presence throughout different industries a lot of new 

technologies have been introduced to support this undertaking. Implications on one such 

technology, wireless systems allowed for the use of different communication methods to achieve 

the goal of transferring data reliably, with more cost efficiency and over longer distances. Anywhere 

from a single house with only a few IoT devices such as a smart light bulb or a smart thermostat 

connected to the network, all the way to a complex system that can control power grids throughout 

countries, IoT has been becoming a necessity in everyday lives. This paper presents an overview of 

the devices, systems and wireless technologies used in different IoT architectures (Healthcare, 

Vehicular Networks, Mining, Learning, Energy, Smart Cities, Behaviors and Decision Making), their 

upbringings and challenges to this date and some foreseen in the future.  

Keywords: IoT in Healthcare, IoT in Vehicular Networks, Behaviors and Decision Making, IoT in 

Learning Environments, IoT in Mining, Io IoT in Energy Systems, IoT in Smart Cities, Sensors, Low 

Power Networks 

 

1. Introduction 

Of all the emerging technologies Internet of Things (IoT) is expected to revolutionize the way 

the world operates in future.  It is going to connect all the devices through giant networks which can 

interact, analysis, and take smart decisions with minimal interaction from the humans. IoT along with 

other Artificial Intelligence (AI) and Blockchain is going to transform the businesses, leisure, health, 

and society. 

1.1 The Origin of the Internet of Things (IoT) 

The phrase internet of things was first thought by the creator of the Auto-ID center at MIT. Auto-

ID is used to identify many measures to improve applications, like work efficiency enhancement, 

automation, and error reduction. The Auto-ID center came up with the idea of electronic product 
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codes (EPCs). EPCs allow for tracking things moving from one place to another. This was the birth 

of the internet of things as we know it. The idea that we could create a network for mainstream 

commercial means using microchips was real.   

IoT technologies with vast application base across sectors, varied architectures and ever-

changing developments cannot be contained with a simple definition. However, a report from the 

International Communication Union in 2005 contained a formal proposal defining the IoT which is 

widely accepted is stated below:   

  

“The IoT was proposed as a collaboration of computing and sensor-based technologies, such as 

sensors, wireless networks, embedded systems, object identifiers and nanotechnologies. This 

combination enables the objects to be tagged, sensed and controlled over the networks” [140].    

1.1 The Origin of the Internet of Things (IoT) 

The IoT is the combination of technologies with a goal to provide communication and interaction 

between connected devices which can collect, process, analysis, report and take intelligent decisions. 

Many enterprise systems have been developed for healthcare, energy, vehicles, decision making, 

mining, education, smart cities, and more. Figure 1 below attempts to capture the sectors where IoT 

applications are actively researched and effectively deploy.  

1.2.1 IoT in Health 

One of the most important applications of IoT is Healthcare. Hardware such as sensors are either 

worn on the body or in the body itself which measures health parameters and which are transmitted 

through connecting networks to the databases, where the data is processed and stored. Cutting-edge 

algorithms can process and analysis the collected data efficiently and economically. If data is gathered 

correctly, continually, and effectively this information can lead to a huge positive transformation of 

the healthcare world, making it possible for the healthcare sector to move from a reactive diagnose 

and treat system to a more proactive and predictive medical practice model. This means earlier 

disease identification, prevention, cure, and better management of health. Healthcare solutions could 

Figure 1. Sectors where IoT technologies have already made inroads 
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no longer be a one size fits all solution, as they could be specifically tailored to the needs and 

circumstances of the individual.  

Using this data as well as decision-support systems, the physician will have a much better idea 

of the current state of your health and in turn make better recommendations regarding treatment, 

intervention, or lifestyle choices. These IoT technologies are poised to transform global healthcare 

systems, reduce healthcare costs, and improve the speed and accuracy of disease diagnosis.  

1.2.2 IoT in Vehicular Networks   

Automotive industries have experienced unprecedented growth in the last decade, during 

which the number of vehicles reached approximately 900 million in 2006 [96]. This number broke 

through 1 billion in 2014 [104] and was predicted to reach 2 billion by 2035 [141]. Internet-of-Vehicles 

(IoV) a sub-set of IoT is enabling automotive solution providers to meet the challenges in the uprising 

complex traffic system and enhancing customer experiences with improved safety, time and energy 

efficiency, and productivity. IoV vision has inspired an automotive industrial revolution by moving 

from human-driving cars towards self-driving cars.   

  

According to the IoV vision, Vehicles and devices share information based on five basic models, 

such as Vehicle to Vehicle (V2V), Vehicle and Roadside (V&R), Vehicle and Devices (V&D), Vehicle 

and Person (V&P) and Device to Device (D2D) [90]   

  

All interconnected IoV end devices (e.g., vehicles other electronic devices) can not only exchange 

and process information locally but also to share information to IoV information platforms through 

different wireless access technologies (e.g., Cellular systems, Wi-Fi, WiMAX, and WAVE). The IoV 

information platform is capable of processing and computing all uploaded data and pro- viding a 

large variety of application service. In general, the IoV concept aims to improve drivers’ sense of 

external traffic environment, achieve the optimal driving decisions, and minimize unwanted 

accidents caused by human factors [96].   

1.2.3 Behaviors and Decision Making  

Wireless IoT has been adopted effectively in monitoring and predicting behavior and decision 

making of people and animals. The systems are used to develop prediction models how people or 

animals will react to certain situations and detect patterns in their behavior. One of the 

main applications where behavior and decision making IoT systems are used in the tourism industry, 

where people’s decision to visit certain attractions can be captured and prompt recommendations for 

other attractions which they may enjoy [93].    

  

Patterns from the data collected from IoT systems are also used to design the tourism locations 

more efficiently based on foot traffic, time spent, etc.  It provides required inputs to provide other 

infrastructure such as transportation, restaurants, and other outlets, which not only makes the tourist 

experience better, it also improves local businesses to plan more efficiently and increase their 

revenues. Advanced IoT systems can also be developed to personalize tourism and shopping 

experiences based on the behavioral and design making patterns.  

1.2.4 IoT in Learning Environments  

Even though schools and universities are the steppingstones for R&D efforts in developing 

cutting edge technologies, they have been slow in adapting and implementing them.  IoT 

applications have made in-roads into all sectors but their penetration into education sector has 

been lagging. There have been some serious considerations lately to deploy IoT which has the 

potential to transform education sector. IoT combined with other technologies such as data analytics, 

AI, etc. is providing better learning experience for students through personalized and dynamic 

learning.  
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Smart learning environments with embedded sensors, actuators and other devices can create 

perfect synergy between physical and digital realities, allowing development of environments for 

better absorption of information, individual and group learning, online education, etc.  The 

information collected can also be used by teachers understand how students are responding to the 

assignments and tests and to design better learning systems.  IoT applications from other sectors are 

already in use in schools and universities, such as, temperature sensors to reduce the energy 

consumption, tracking systems to track school buses and to provide better parking solutions, wireless 

and intelligent networks to provide remote door locks, connect surveillance cameras and facial 

recognition systems, etc.  

1.2.5 IoT in Mining  

Mining is a vital sector which drives global economy, meeting the needs of the ever-growing 

population for minerals, fuel, and metals. According to IBISWorld US Report [3], mining in America 

is majorly employed in oil and gas extraction, coal mining, iron ore mining, gold and silver mining, 

mineral and phosphate mining, molybdenum and metal ore mining etc. With the advent of the 

Internet of Things (IoT), these mining industries are heavily relying on them for better exploration, 

extraction and trade. Sensor and network technologies bring the necessary features to record and 

communicate humongous amount of data that gets analyzed in real-time. These advancements give 

rise to multiple actionable insights for researchers and explorers to identify and develop 

commercially viable mines.  

  

In mines, most of the sensor data comes from observation of environmental conditions. Hence, 

a specialized wireless sensor network (WSN) known as Wireless underground sensor networks 

(WUSNs) is deployed for monitoring). WUSNs help against fire monitoring [24], prevention against 

the collapse of unstable shafts, faulty equipment alert [97], productivity, the safety of mine 

workers, and reliant underground communication [9]. 

1.2.6 IoT in Energy Systems  

A common term for IoT in Energy systems is the Internet of Energy (IoE). Over the next 25 years, 

energy usage is expected to increase by over 40%, making the need for smarter energy solutions at 

an all-time high [12]. Many different devices around the household are becoming smart energy 

devices; from things like smart meters down to even smart light bulbs. IBM predicts that by 2020 

there is a possibility of 925 million smart meters, 2.54 million smart lights and 1.53 billion utility-

managed connected devices [136] IoT in energy systems is not just being used for consumers, but 

different companies in all types of industries. Companies, such as GE, are using IoT to monitor energy 

usage and help plan preventative maintenance schedules based on different analytics [12].   

  

Numerous IoE solutions are evolving across energy sector revolutionizing the way energy is 

generated, distributed and consumed.  In generation it is extensively deployed in renewable (green) 

energy industry.  In windmills IoE devices continuously monitor wind, temperature and other 

environmental data, analyze most productive and efficient setting, and automatically adjust wind 

turbine directions for maximum energy production. Similarly, applications are developed for solar 

fields, geothermal plants, and traditional oil and gas for enabling more efficient energy production, 

better safety, and more importantly to predict major plant breakdowns and initiate preventive 

maintenance [52]. In energy distribution IoT solutions are combined with drones to provide real time 

data on transmission networks, predict any leakages, etc.  For consumers, IoT sensors installed in 

homes and offices sense the environmental parameters real time, analyze real time and  historical 

data and adjust home equipment such as HVAC systems, lighting, etc. for efficient use of energy and 

to reduces energy costs [52] For example, Tipmont REMC, the local power provider in Tippecanoe 

county, uses smart meters that provides customers real-time information on energy utilization which 

helps them to take conscious decisions on their energy consumptions.  
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IoE is also providing solutions to develop smart grids which reduce dependency on large 

centralized generators bring generation closer to the consumption thereby reducing transmission 

losses.  The smart grids equipped with IoE devices can completely transform how energy will be 

distributed and stored [103]. Blockchain technologies is also integrated with IoE to develop platforms 

to trade energy securely on energy markets, making even peer-to-peer trading a possibility.   

1.2.7 IoT in Smart Cities  

Smart cities are another area where IOT technology is being used to improve the lives of its 

denizens. IOT technology can fit into many different places of a city’s operation, ranging from 

transportation, environment monitoring, accessibility and healthcare, to waste management [98]. The 

possibilities of IOT technology to improve lives, interconnectivity, and information sharing allows 

cities to more easily and efficiently manage resources, such as conserving energy from lighting, or 

even law enforcement by tracking suspect vehicles with a UAV network. However, despite the many 

technologies that are being developed for smart cities, there is yet an agreed upon definition for what 

constitutes a smart city [58]. Smart cities can be generally characterized by incorporating 6 factors: 

economy, mobility, environment, people, living, and governance [23]. Examples of smart city 

technologies that would fall into these categories include simplified payment systems, smart public 

bus routing, smart power grid, and smart homes.   

One potential main driving force for the push to develop smart city technology lie in the fact 

that urban populations have increased drastically with the rapid increase of global urban population 

from approximately 1 billion in 1960; 2 billion in 1986, 3.2 billion in 2005 and an estimated 5 billion 

in 2030 [23]. Cities with “Smart” tag with IoT networks and solutions not only provide best living 

conditions to its denizens but also receive additional funding, making more and more cities to jump 

on to smart city bandwagon [70].   

2. Architecture 

IoT technologies having the potential to revolutionize the way all things are developed in the 

coming years, several companies, organizations and countries are working on multiple solutions and 

applications across all sectors. Like any new technology IoT is also currently going through the stage 

where there is no single architecture or standard. Few models are already found to be most accepted 

by the industries which are presented here.  The underlying technologies are already standardized 

and have been around for some time and have been listed in the table below.  

The main functions IoT architecture should cover are sensing and collecting data, 

communication network to transfer data to the cloud or processing center, and data processing 

involving analytics, visualization, etc.  Based on the complexity of the application and the level of 

security required different models are adopted, of which the popular models based on the number 

of layers are Three, Four and Five Layer architecture [117].  
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1.     Three Layer Architecture is a basic model on which simple IoT solutions can be 

developed [71].  It has perception, network and application layers to collect, transmit and process 

data. However, this simple model lacks the ability to provide high reliability and security required 

in the healthcare sector.   

2.     Four Layer Architecture is proposed by researchers by adding an additional Support Layer 

which provides security mechanisms to safeguard the system from potential attackers [46].  This 

particular model suffices the needs of most industrial applications and quite frequently adopted.   

3.     Five Layer Architecture is introduced to take care of ever-increasing quantum of data, 

complexity of information sought, and the integration of multiple services on a single platform [121].  

It adds two layers namely, processing layer and business layer.  Processing layer screens the data 

collected and extract important information thereby reducing the load on the system.  As more and 

more services are added to the applications Business layer manages these processes and the system 

as a whole.    

The layers in each of these models are combination of: Perception layer, Network layer, 

Application layer, Support Layer, Transport Layer, Processing Layer and Business Layer. A more 

detailed explanation of the layers is given below. 

Perception Layer:    

The perception layer is also known as the sensor or recognition layer. It is the lowest layer of 

architecture in IoT which is connected to the subject under observation. This layer collects 

information from the environment such as location, vibration, moment, humidity, temperature, 

medical parameters (in case of healthcare applications), etc.  It is a physical layer and it uses sensors 

such as RFID, sensors, Bluetooth, Near-Field Communication and 2-D barcode.  A good example of 

sensors that are used every day are the smartphone and fitness gadgets. This layer is the major 

differentiator from vertical to vertical, whereas other layers share technologies as they have several 

commonalities.   
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 However, the perception layer is most prone to security threats as it is the weakest in security 

protocols.  The common threats are [82] for this layer are listed below, and the devices developed for 

this layer should address these threats by adopting appropriate measure to counter the weaknesses.    

a.     Eavesdropping: It is also known as sniffing or snooping attack. It occurs when attackers try 

to steal information through smartphones and computers or other devices that are part of an unsecure 

network. They are difficult to detect as they do not interfere with the regular transmissions.   

b.     Node Capture: Through this an attacker can interfere with various operations and 

compromise the entire network. The attacker gets complete control over the key node such as the 

gateway node and can leak data communicated through this network. Access to the nodes not only 

gives the attacker knowledge about the existing network information but also lets them deploy 

malicious nodes into the network.   

c.     Replay Attacks: These types of attacks are also known as play back attacks. An attacker may 

eavesdrop on the transmission and then have the transmission either delayed or repeated. It is hard 

to detect this attack as the message is encrypted and the receiver may presume it to be an authentic 

request and respond to attackers’ commands.   

d.     Timing Attack: The attacker tries to compromise the network by understanding the 

network and keeping track of the time it takes the system to respond to different inputs and queries. 

Timing of a system depends on the encryption key and is different for different systems. The attacker 

uses statistical analysis to understand the key and gets access to confidential data.   

 Network Layer:   

 This layer is also known as the transmission layer. It is the brain of the architecture of IoT and 

is used to transmit data between the application and perception layer. This data can be transferred 

using various technologies like wired, wireless and satellite. Because of tremendous advances made 

in communication technology this layer is the most developed layer of the architecture. As this layer 

deals with the transmission of data with the longest physical link, it is highly sensitive to security 

threats and network problems. Network layer provider should implement this layer with necessary 

safeguards against below attacks.   

a.     Denial of Service Attack (DoS): In this attack the intruder prevents the user from using the 

machine resource by flooding the network with inputs and queries which makes it hard for other 

users to use it. The high traffic makes the system to initially slow down and then eventually stop.   

b.     Main-in-The-Middle (MiTM) Attack: The attacker eavesdrops into the communication and 

alters the communication amongst the users. The attacker not only gets access to the information that 

is being relayed but also can change the information that is being transferred. This threat is hard to 

detect as the users will not the intermediate leakage and corruption of info by the attacker as they 

presume that the communication is direct between the sender and receiver.   

c.     Storage Attack: Most of the information of the users is stored in devices or the cloud. An 

attacker can gain access to these storage devices and gain access to the information. The users’ 

information gets leaked and often duplicated and used by attackers maliciously for wrong purposes.  

Application Layer:   

 The application layer is the top user layer through which the IoT application directly interacts 

with the end users. The IoT systems can be smart homes, smart cities, smart health, etc. This layer is 

responsible for providing services at the application level by adopting appropriate protocols such as 

CoAP, MQTT, AMQT, XMPP, RESTFUL, Websockets, etc. and to provide a medium for IoT to be 

deployed [20]. The following are examples of security threat that this layer may face and therefore 

should adopt appropriate protocols.   

a.     Cross Site Scripting: These types of attacks are also known as injection attacks as the 

attackers inject a malicious script such as java script into the existing script. This lets them gain control 

of the application giving him access to change the information to his personal advantage or to harm 

the user.   

b.     Dealing with Mass Data: This layer usually has large traffic of data and hence may lead to 

problems during data processing. This could lead to data loss or cause the network to crash due to 

the excess data flooding.   
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c.     Malicious code attack: These types of attacks extremely difficult to address as most anti-

virus software tools cannot block it. It is a malicious attack intended to damage the system by injecting 

bad code at any weak link in the application.   

 Support Layer:    

The support layer was introduced in the four layered architecture of IoT. It is placed between 

the application and network layers in order to reduce the threats that were caused by sending 

information directly to the network layer. The support layer needs to authenticate the information 

sent to it and then transfer the data to the network layer. However, there is still scope for some of the 

attacks listed below to take place in this layer which need to be properly addressed.    

a.     DoS Attack: As mentioned above, the attacker sends a flood of input into the network layer 

in order to create high traffic preventing authenticated users from accessing it.   

b.     Malicious insider attack: These types of attacks are hard to stop as they usually originate 

from inside the network to gain personal information about other users.    

 Transport Layer:    

This layer is also known as transmission layer introduced in the five-layer architecture model 

for IoT. The main role of this layer is to transfer the information from the perception layer to the 

processing layer. It provides end-to-end communication in the network. Based on the requirements 

it uses communication technologies like Home Area Network (HAN), Field Area Network (FAN) 

and Wide Area Network (WAN) to fulfill the needs.   

 Processing Layer:    

This layer is also known as middleware layer process the information and transfers it to the 

transport layer. Middleware is used to provide a unified production model for the devices to interact 

by connecting already existing programs and creating a bridge between the perception layer and the 

application layer. It reduces the bottlenecks that are caused by big data as it removes the excess 

information which is not useful for the system. Some of the common attacks that processing layer 

faces are:    

a.     Exhaustion: Attackers flood the system with excess data and indefinite queries through a 

DoS attack which leads to exhaustion of the system due to the overuse of the systems battery and 

memory. This attach is intended to disrupt the IoT processing. However, as IoT has a distributed 

architecture it is easier to prevent such attacks.   

b.     Malware Attacks: Malware attacks are introduced through viruses, spyware, adware, 

Trojan horses and worms to steal confidential personal information. These occur without the 

knowledge of the user through codes and scripts and hence are hard to detect.   

 Business Layer:   

The business layer works as the manager for the entire system. It is the topmost layer of the five-

stage architecture model for IoT. This layer is also responsible for managing the user’s privacy.  It is 

required to collect data from all the other layers and create a digitized version of the combined data. 

It also decides how the data will be collected, used and stored. The threats that are usually faced by 

this layer are because of lack of security and disregard of the business logic by the attackers. Some of 

the common attacks are:    

Business Logic Attack: These attacks take advantage of the defects in the system such as poor 

coding, input validation and encryption techniques. This attack can take control over the information 

that is being transmitted between the users and database.   

Zero-Day Attack:  This attack exploits the existing security hole in the system to gain access to 

user’s confidential information and transactions.    

IoT in Vehicular Networks  

This section presents and reviews several currently existed IoV architectures. In IoV research 

field, the most challenging topic is to tackle communication issues in different applications, such as 

traffic control, vehicle health monitoring, safety, and infotainment. Collecting data from a large 

quantity of deployed sensors further imposes challenges to the implementation of the local network 

in a vehicle. Consequently, these applications demonstrate limitations in interoperability due to 

information security, accessibility, interference, and availability. Several attempts have been 

proposed to increase interoperability and to develop multi-platform architectures which enhance 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

interactions between hardware objects (e.g., vehicles and devices) in an IoV 

environment [135]; [89]; [141]; [78]; [43].  

Liu [89] proposed an IoV architecture based on three layers: client, connection, and cloud as 

illustrated in figure 3. As for the client layer, all internal and external sensing end devices are used to 

collect information, such as acceleration, speed, relative position, tire pressure, oil level, road obstacle, 

and vehicle health conditions. The connection layer secures inter- operability among all supported 

networks in which no signal interference, data latency, and data redundancy occur. All collected data 

eventually travels to information platforms (e.g., cloud). The IT platforms provide a variety of 

applications and services to meet all requirements, such as data storage, information analysis, and 

decision making.  

In Bonomi [30], the author presents a four-layer based architecture for IoV, as shown in figure 4. 

The first layer defines the V2V communication scenario in which the 802.11p protocol is proposed to 

establish links between vehicles. The second layer, referred to infrastructure, includes all enabling 

technologies (e.g.) which connect all hardware objects in the IoV system. The third layer, operation 

layer, supervises the operation of IoV system to ensure compliance with all existed polices. The last 

layer (e.g., cloud layer) characterizes different cloud services (e.g., public, private, and business) and 

accesses to these services according to different requests (e.g., voice messages, entertainment video, 

and other types of data).  

Kaiwartya et al. [78] describes a five-layer architecture which contains perception, coordination, 

artificial intelligence, application, and business. The first layer (e.g., perception) includes all types of 

hardware devices. These devices collect internal and external information in forms of vehicle health, 

road condition, traffic and status of other electronics devices (e.g., cellphones, tablets, and wearable 

electronics). The coordination layer aims to implement a networking coordination module and 

ensures uploading data safely to cloud services. ices. The cloud infrastructures stores, computes, and 

analyzes the information from the networking layer and makes decisions according to clients’ 

requests and applications. The business layer processes data using different statistical tools. The data, 

in the form of graphs, charts, and tables, helps to generate business strategies.   

To further clarify and simplify functionalities of each layer and standardize protocols, Contreras-

Castillo, Zeadally, and Ibanez [43] proposed a seven-layer architecture which comprises user 

interaction, acquisition, pre- processing, communication, management, business, and security. The 

inter- action layer aims to design friendly user interfaces for a vehicular internal operating system. 

The challenges arise in improving user experiences without much interference with driving 

performances. The data acquisition layer collects data, representing safety, traffic, infotainment, from 

existed sensors, electronic devices, and actuators. Several works have been carried out to propose 
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data collection schemes based on road division [32]; [38]; [105]. Several other works focused on data 

collection based on the vehicle’s mobility and network topology [69]; [126]. The author in this paper 

defined data collection scheme into two categories: intra vehicular interaction and inter-vehicular 

interaction. The data filtering and pre-processing layer aim to filter out junk data which introduces 

irrelevant information and network traffic. Several data mining-based filtering techniques have been 

reviewed in this article [57]; [61]; [108]. The communication layer utilizes different wireless 

networking technologies to create a heterogeneous communication environment. This layer targets 

to provide full connectivity and truly seamless services to every single end-user with available access 

wireless technologies (e.g., Bluetooth, ZigBee, Wi-Fi, and Ultra-wideband R8F). The proposed layer 

also described potential network candidates, such as SAW, TOPSIS, MEW, GRA, and VIKOR. The 

control and management layer are responsible for managing both information generated from the 

data acquisition layer and network services in the communication layer. Accordingly, policies will 

be made to improve multiple tasks in traffic management, data packet inspection, and traffic 

engineering.   

The business layer processes a large quantity of data using various remote and local cloud computing 

platforms and generates analytically statistical data (e.g., graphs, flowcharts, and tables) which can 

be used for further development and improvement of IoV system infrastructures and other ser- vices. 

The security layer supervises all other layers in a security perspective and prevents the IoV 

infrastructures from different types of security attacks (e.g., cyberattacks).  

Behaviors and Decision Making 

The architecture for an IoT topology with the capability to monitor behaviors can be built in 

multiple ways and using various techniques. As explained in [17], there are two main groups of 

techniques: those that are not based on Wi-Fi tracking and those that are. In the context of this piece, 

only Wi-Fi based techniques will be discussed. Other techniques use technologies such as 

radiofrequency (RF) measurements, GPS location data, Pedestrian Dead Reckoning (PDR), and 

Bluetooth to track people and their behaviors in public areas. Each of these alternatives to using Wi-

Fi come with some limitations that make monitoring behaviors less feasible in some way. Using Wi-

Fi to monitor is easier and able to provide more useful data since the MAC addresses can be collected 

and used as a means of identifying individual users and creating unique profiles for each one. This 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

is exactly how the data is collected in [17] is the architectural paradigm from which this paper is 

approaching behavioral monitoring. Monitoring using Wi-Fi is typically done by two different 

methods. The first method is to use an already existing WLAN. Although this would keep the cost of 

the system low, it should be noted that this will only allow users connected to the specific WLAN to 

be monitored. The second method is to install a low-cost passive sniffing infrastructure. This 

dedicated solution can monitor activity from multiple Wi-Fi networks and collect the same data about 

all the users. Only a few very simple tools are necessary to implement sensing which will be discussed 

further in section four of this paper, but to briefly touch on them for now, they are: A Raspberry Pi, 

a TP-LINK USB Wi-Fi dongle, and a developed Wi-Fi listening device. These tools working in unison 

help to automate the data capturing process and also keep costs down. A different approach would 

be appropriate if a different type of behavior is being monitored. In [99], the behavior being analyzed 

is to be used for health purposes so that changes may be made to a patient's care or action may be 

taken in case of an emergency. Sensors that monitored behavior regarding the subjects is drastically 

more specialized. These devices/sensors will be covered in more detail in section.   

The sensing portion of these architectures act as the interface by which information is gathered. 

The information then must be transmitted through the IP network utilizing the appropriate 

protocols. The data is eventually routed to a backend server where various processes take place on 

various systems. These systems will be discussed in greater detail in section 5. End-to-end protection 

is provided by Transport Layer Security (TLS) over TCP/IP protocol and Message Queue Telemetry 

Transport (MQTT) sends periodic measurements by using the publish/subscribe mechanism. The 

MQTT is a protocol that, according to [99], relies on a broker to send and receive data between 

subscribers and publishers. With this configuration, Wi-Fi enabled sensors can send measurements 

and receive commands over SSH sessions. In the scenario provided by [17], privacy of the data sent 

across the architecture has been covered by having the Wi-Fi sensors use an MD-5 hash function and 

salting the MAC addresses. Figure 10 provides a visual illustration of the architecture used in [17] and 

the direction of data flow starting at the sensors, through UPM IP network and directly into the 
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backend services. The figure also depicts the protocol stack through which the traffic has been 

configured to flow.  

Figure 11 below shows the architecture deployed in [99] used to sense, collect, and process 

health behaviors throughout a home and present that information to caregivers. It interfaces with 

IBM Watson for data processing in the cloud. The use of cloud computing ensures that the system 

can be scaled in the future and that it is highly available. 

Many aspects of these two architectures are essentially the same. Except that their specific 

hardware is appropriate to the type of monitoring needed, processing is fulfilled by different service 

providers. One additional difference is that the architecture in Figure 2 also provides GUIs to 

individuals who would require access to the information being collected. This includes the end user 

who is being monitored, a caregiver who could be watching over the end user and a healthcare 

professional. The interface used by the caregiver is the SOLE network which is the network that the 

architecture is built around. The end-user GUI is FSE (Fascicolo Sanitario Elettronico) and interfaces 

directly to Electronics Health Record System. ACTIVEAGE is the formal name of the platform built 

to interface with the IoT devices setup in patients’ homes. It is a part of the Regional Healthcare 

Management System and interacts directly with SOLE network and the FSE platform. Since the data 

being collected is eventually related to personally identifiable health information, the architecture 

must be considerate of security vulnerabilities. For this reason, the sensors are set to only be able to 

publish data to the ACTIVAGE platform, but they are not able to pull down any data. A REST-API 

is also in place which is used to allow subscribers to get the data they need and ensures that users are 

not directly accessing the database.   

There are other ways in which behavioral data can be useful besides in health care and in 

monitoring traffic throughout a college campus. In the Roman Department of the Allard Pierson 

Museum of Archaeology in Amsterdam, The Netherlands, IoT devices are used today to monitor the 

behaviors of museumgoers. The data is then used to recommend different paths through the 

museums exhibits within the department based on decisions made by past visitors. This architecture 

is fitted with sensors inside the museums Points-of-Interest (POI’s). These sensors collect data 

pertaining to users’ actions once they arrive at any POI by telling the user to scan an RFID chip card. 

The behaviors that the user engages in can then be associated with their specific RFID chip so that 
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the path they took through the museum is recorded but also the way they interacted with each 

exhibit. In this kind of architecture, the aim is “to model users information interaction behavior with 

IoT having an aim of providing a personalized onsite POI recommendation”.    

Something that is especially unique about this architecture is that it not only gathers data based 

on onsite physical behavior but also online digital behavior. According to [55], this onsite data 

collected performed even better than onsite as a predictive model for learning visitors’ actions. In 

[55], 3 different metrics, mean reciprocal-rank (MRR), mean average precision (MAP) and R-

precision) are used to measure the effectiveness of different types of users’ interactions behavior in 

understanding their onsite preferences. On all three metrics, online behavior performed the best at 

collecting the predictive information of visitors accurately enough to have the most impact than 

onsite. The online behavioral data is sourced from search engine query logs. Although the researchers 

in [55], have found that online data performs better vs the onsite data, they also found that when the 

architecture collects and combines onsite and online data for learning a model it performs better than 

either method when used alone.   

The aggregation of both types of data drastically increases the performance as opposed to solely 

using onsite data because understanding the prediction of users’ onsite behavior can be challenging 

due to different users exhibiting different onsite behaviors. Users simply take different paths 

throughout the museum. These challenges will be discussed in further detail in the challenges section. 

Aside from the challenges though, it is a highly accurate form of detecting specific but completely 

normal activity without even being noticed. 

In our modern society, the use of technology for the purpose of making human life more 

comfortable and stress free is commonplace. Many features on smartphones today are designed 

around the convenience of their functionality compared to the previously used alternative to 

complete whatever task they require. In [31], a very complex architecture is used to capture data 

pertaining to the activities and behaviors of people living in a house. In the paper titled A Framework 

for Creating Personalized Smart Environments Using Wireless Sensor Networks, the architecture is 

comprised of various wireless sensors that gather information to later be used in making decisions to 

better serve the inhabitants of the environment. The sensors themselves, which will be discussed 

more in the sensing section, are separated into wireless sensor networks that serve different purposes 
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and are of various types thus the architecture calls for technology that can integrate them all 

seamlessly. The architecture contains 2 separate Wireless Sensor Networks (WSNs) that interface 

with the gateway. One of the WSNs is for identification of users within the environment as well as 

tracking them and the other is the backbone WSN containing sensors that take care of analyzing and 

controlling the rest of the architecture and some of its environment. On the gateway there are 

connections to both WSNs and to the Internet. It also houses a proxy server making the whole 

architecture web accessible. Connected to the backbone WSN is an electrical/electronic interface that 

transmits output to electronic devices and electrical appliances ultimately controlled by the 

environment, that triggers the sensors in the backbone. The architecture is illustrated here: 

The implementation of Internet of Things (IoT) devices are increasing all over the world in many 

aspects from reserving energy to providing safer transportation systems. In order to prepare for the 

future generation to adapt and be ready for the usage of IoT technologies, Internet of Things systems 

should be installed in educational institutions and schools to assist students and teachers to improve 

the quality of teaching and learning process and raise the awareness of its applications. The Internet 

of Things devices can be applied anywhere on campus and they can connect everyone and everything 

together.  

A. Internet of Things architecture   

The architecture of the Internet of Things has three layers: application layer, network layer, and 

perception layer [88].  

Application layer   

Application layer is the top layer of the Internet of Things architecture and it is also called 

“transmission layer”. The main purpose of this layer is to supply large services such as smart cities, 

smart cars, and smart homes [88].    

In some models, the application layer is divided into three different layers including middleware 

layer, application layer, and business layer. When this layer is broken down into three smaller layers, 

the middleware helps to ensure every device only contacts with others within the same type of 

service. Information will be stored and processed in the database for service management and 

making decisions. The application layer still indicates the big picture of smart applications and smart 

systems while business layer oversees providing the entire Internet of Things management system 

with business models, graphs, flowcharts to visualize and develop the systems depending on the 

current information [79].    

Since Internet of Things system connects many devices together, it helps to utilize many 

resources to provide better, more efficient, newer features and functions that people never get to have 

before. This is the reason which requires appropriate business models and decisions to take 

advantage of the advanced technologies.   

Network layer 

Network layer is the middle layer of the Internet of Things architecture. This is also known as 

the “transmission layer” [79]. Transmission or network layer is a very important layer because they 

are the transporter for information. There are many network equipment, protocols, and 

communication technologies which are implemented to send information from the accurate sources 

in perception layer with sensors to the accurate destinations in application layer (middle layer) and 

vice versa. Network layer can send data and information through wired or wireless communications 

with different technologies such as GPRS/EDGE, UMTS/3G, 4G/LTE, 5G, Bluetooth, ZigBee, Wi-Fi 

802.11 a/b/g/n/ac, Wi-Fi 6 (802.11ax), RFID, infrared and more [88].  

Perception layer   

This layer is the bottom layer of the Internet of Things architecture and it is also called “device 

layer” because it includes sensors, physical devices and objects [79]. Perception layers helps to create 
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connections between devices and put them in the Internet of Things architecture. The information 

from these devices will be collected, processed, and sent to upper layers for other purposes. Sensors 

can collect lots of pieces of information from motion, vibration, humidity, chemical changes, 

temperature, location, etc. by using RFID, infrared sensor, temperature sensor, pressure sensor, 

proximity sensor, accelerometer and gyroscope sensor, optical sensor, smoke sensor, and etc. [88]. 

For example, an Internet of Things system in learning environment such as a university campus or a 

school can apply motion detector sensors for light switches so that when no one is in the room and no 

motion is detected, the lights will turn off themselves off to save energy. If there is someone in the 

room and the sensor can detect its motion, the lights will be turned on automatically.    

With the general Internet of Things architecture described above, many architectures can be 

applied and combined to create a smarter infrastructure and system. This will bring about a smarter 

school/university and a smarter learning environment.   

B. Internet of Things architecture in different area    

IoT in Learning Environments  

Student ID 

Smarter student ID is getting more popular at universities and school system because of its 

convenience, reliable, and user-friendliness [26]. Traditional student ID card with a picture of the 

student and its student identification number helps to identify the identity of the person when it 

comes to any institutional tasks that require identity check. However, this is limited to human 

subjective view and usage. With the application of smart student ID by using RFID chipset, NFC 

chipset, or implementation inside smartphone and smartwatch, students can interconnect with many 

systems from transportation service, dining and dorm service to gaining access for buildings, labs, 

and school equipment with just a simple swipe or tap.    

Many integrated technologies also come with smarter student ID such as attendance system 

using NFC or RFID Technologies [40]. Attendance is not only important at work, but it is also crucial 

at schools and universities. The attendance system or real-time visualization monitoring in-class 

activities, attendance and performance system firstly can keep track the attendance records of the 

students for administration purposes. This can also record student’s involvement and interests so 

that the professors/teachers can improve and alter the interaction and study materials to improve 

learning outcome [147]. There are further applications by using smarter student ID such as registering 

for examination dates, payments, and many services on campus [28].    

The student IDs can also be used to give access to printers, scanners, photocopy machines, and 

resources. This practice gains better security to avoid thieves, prevent unexpected, unauthorized, and 

unauthenticated parties to have access to the schools and universities’ resources. Buildings access is 

another aspect that another layer of door and electronic security authentication method through 

smarter student ID can supply. Many devices and research labs contain expensive equipment, 

dangerous materials such as radioactive materials and dangerous chemicals; therefore, better 

restrictions are needed. Physical security in learning environment is fundamental practice in order to 

provide a positive and safe community to students, researchers, professors, and other facilities.    

Surveillance security cameras   

Closed circuit television (CCTV) is the video security surveillance which uses cameras to record 

and send the video signals to be watched in real time in an operation center or the video can also be 

saved in database for investigation or future usages if needed. The use of CCTV is to prevent crime, 

traffic and weather monitor, crime solving, etc. These systems can apply different technologies from 

wired- connection to wireless-connection to provide the service. With many advantages, CCTV in 

schools and learning institutions are increasing in the recent years around the world [22]. Cameras 

are installed in hallways, public places such as cafeterias, dining courts, lobbies, open study spaces, 

classrooms, etc. to prevent crime, violence, and improve school security. This system can contribute 
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to the security and safety aspect of a smart campus or a smart learning environment concept when 

the police or security department can have an overview in different areas.    

Lighting and A/C thermostat   

Learning environment can also be affected by other characteristics such as lighting, room 

temperature, and air quality including carbon dioxide level, pressure, and humidity [131]. The 

application of Internet of Things through sensors can help to control the lights, thermostats, and 

detect air quality for classrooms and buildings. A central operation center or system can control and 

monitor the information from the sensors to decide the proper actions which help to save energy, 

resources and money [132]. Schools and institutions can apply this Internet of Things technology to 

improve the effectiveness of energy control management. Also, people are staying indoors more than 

outdoors such as offices, schools, restaurants, hospitals, libraries, bars, clubs, and homes. Indoor 

pollution has a bigger exposed rate to common people than outdoor pollution which causes asthma 

and cardiopulmonary pathologies [48]. Having the air quality tracking system, the proper thermostat 

system, and the air distribution system in schools with the assistance of Internet of Things will bring 

a better learning environment.   

Smart classroom   

Classroom is the place where everyone comes to learn. Traditional classroom with a blackboard, 

chalk, tables and chairs is the basic model for centuries. Students with different studying styles and 

professors with different teaching styles sometimes do not match up and it affects the results 

significantly. However, with the fast growing of technology these days, the classroom becomes more 

diverse and interactive in many dimensions. Smart classroom, smart school, or Internet of Things in 

learning environment can help to increase the interaction and engagement between teachers and 

students to improve the learning experience and learning result [147]. Many Internet of Things 

systems such as real-time automatic feedback or activity monitoring and visualization system are 

being tested and applied.    

Yusof, Qazi and Inayat were researching the effectiveness of a system which checks the 

attendance, involvement rate, and interaction rate to demonstrate the students’ attentiveness to assist 

teachers, professors, and administrative to alter teaching methods and build better connections with 
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students. Figure 13 is a graph of student real-time visualization system (SRTVS) that the researchers 

are using. The system they use includes client-tier (desktops) and server-tier (Apache servers and 

MySQL). The network layer mainly uses RFID technology to connect with students to the system. 

Professors can update student profiles, attendances, exam grades, and involvement information 

[147].  

Another group of researchers want to turn the classroom to be more active by proposing many 

more systems to be implemented in the classroom [131]. They mention a system that actively listens 

to movements and behaviors to provide feedback to lecturers and professors by using sound 

recorders, video recorders, motion detections (PIR sensor) to measure motion and noise existence 

and level. These pieces of information can combine with smartboards and smart wristbands to 

enhance and boost the interaction. Temker, Gupte, and Kalgaonkar state that the professor can use 

the vibration mode on the student band to catch the attention of the students and use the smartboard 

to display images, videos, and interaction assignments to connect students together.    

Many IoT applications allow the interconnection between devices to transmit information across 

platforms [66]. This can combine many proposed systems to establish a smarter learning environment 

to benefit learning experience.    

IoT in Mining  

Two architecture are discussed in this section. One for surface mines and another 

for underground mines.  The underground mines can be multi-level. Studies in [113] reveals that 

mines can go as deep as 1165m. A typical coal mine although is 387 feet only. An underground coal 

mine on the other side can drive up to 2,500 feet deep in the Earth [83]. Uranium mines are the most 

extreme cases, they are three times deeper than underground coal mines. IoT in surface mine scenario 

is like IoT in underground agriculture (IOUT). Hence, author’s description of IOUT architecture 

from [134] is referenced here. There are certain functionalities desirable to 

understand before discussing the architecture. Research in [86] helps to explain few similar 

and recognize other requirements. These can be mapped in context of mines as follows:   

Remote management: to maintain the remote control of the mine’s internal functioning system, 

machinery, communication, it’s imperative to establish a remote management system. Such a system 

would ensure robustness of the mine system under rough conditions [86]. Remote sensing keeps 

track of mine assets which is communicated through channels to the mine engineers.    

In-situ sensing: a mine’s interior has tough working conditions. Hence, the system requires 

sustainable sensors which can measure poles and floors, ceilings and walls, mineral exploration, 

temperature, fire dynamics, mobile sensors, thermal detection are some of the parameters that 

requires real-time sensing.   

Wireless communication: as per the literature, over the air (OTA) communication is the most 

reliable type of communication mechanism against the multi-depth rock nature of mines and 

challenging interference environment. Other forms of communication can still be applied but they 

have proved slightly ineffective which gives OTA priority over the them.    

Interconnection of field machinery sensors, radios and cloud: for achieving real-time analysis of 

sensor data and communicating decisions it’s imperative to have faster, fool-proof device 

interaction.    
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Real-time decision making; drilling information, footprint of the internal activities, logging, 

presence of sensitive biological components should be communicated to managing engineers and 

authority in real-time 

These requirements give rise to indispensable components such as underground things (UT), 

base stations, mobile sinks and cloud services as shown in Figure 14. An underground mine, on the 

other hand, can be single depth (surface mine) or multi-depth (tunnel mines). Tunnel mines 

introduces new types of challenges. These challenges can primarily affect communication.  For 

example, types of tunnels, physical structure of mine, whether it’s a coal mine or metal mine, line of 

sight. Authors draws a diagram of a typical underground mine from research done in [145]. Authors 

in this paper suggests that a tunnel mine should consists of wireless communication technologies and 

devices, sensors and nodes. These nodes are of three types: mobile node, fixed node and sink nodes.    

• Wireless communication technologies: These technologies are required for reliable and robust 

communication such as Radio Frequency Identification (RFID), Wireless Fidelity (WiFi), 

Bluetooth, World Interoperability for Microwave Access (WiMAX). For research done 

in [128], present an analytical channel model, a multimodel which emphasizes upon the dire 

need of reliable and efficient communication in underground network. If needed, the model 

presented in [145] can incorporate this multimodel for establishing robust communication.   

• Sensors: these are for collecting security parameters and transmitting information for 

underground monitoring.   

• Mobile Node: it’s an unstable node carried by mine workers for personal identification. These 

contain tags and related tag-data to be transmitted to receiving node (wireless or wired).   

• Fixed Node: placed on either side of the tunnel for communicating with mobile node and to 

trace identity of miner.   

• Sink Node: placed at wire network port, for analyzing and processing the information from the 

fixed node and then transmitting to the control center.  

• CP (Communication Protocol): is the communication protocol between multiple sensor nodes.   

• EN (environment): mine environment including shape of the tunnel, concentration of gas, 

humidity, temperature etc. [145]   
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IoT in Energy Systems  

An IoT architecture is made up of many different parts. Two of the main parts are sensors, which 

gathers the data to be sent over a network, to actuators, which are what performs the different actions, 

such as turning an outlet on or off, or changing the temperature on a thermostat [1]. For the data to 

get to the cloud and get back form the cloud, they must go through a gateway, which connects the 

IoT device to the internet. Since most of the devices don’t have much memory or processing power, 

it is common to have a cloud gateway that compresses and secures the data for transport between 

the field gateways, and cloud IoT services.  In order to ensure effective transport of input data to the 

storage location, a streaming data processor is used [1].   

Once the data is uploaded to the cloud, it is uploaded to a data lake that stores the data until it 

is loaded to a big data warehouse [1]. In a big data warehouse, it is preprocessed and filtered so that 

it only contains cleaned data. Data analytics are then performed from the data in the big data 

warehouse and gains insights based on the data using correlations and patterns from algorithms 

created [1]. With data machine learning, new models are created and then tested by data analysts and 

are used if they work [1]. Once all the data is processed, it is sent to the actuators for commands; such 

as if rain is detected smart windows can close if they are open, or if the temperature is supposed to 

be cold, the thermostat can be adjusted [1]. Users are also able to see what is going on with user 

applications because they allow the user to manually control devices and monitor what their devices 

are doing. All these devices are tied together for a whole IoT architecture [1].    

An example of an IoT Architecture is intelligent lighting where data is taken from the 

environment, whether it be light, sound, or movement [1]. The actuators in the example are the light 

switches that turn the light on and off. All the data from the sensors are stored in the data lake [1]. 

The big data warehouse has data, such as habits, that are based on the day of the week and the energy 

cost of the area [1]. The user then has a mobile app, the user application, where a map of the home is 

located, and a user can see what lights are on and off [1]. The lights also use data analytics based on 

schedules whether they are learned, or they are manually entered by the user, and then changes the 

lights to be as energy efficient as they can be [1].   

Sensors also monitor the outside’s natural light and send that data to the cloud and when there 

is not enough daylight, the lights are then turned on [1]. Machine learning is used by the devices to 

also turn lights on and off [1]. An example is if the sensor knows the user leaves at 8 AM and come 
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back at 7 PM, then the lights can turn on 5 min before the user comes home so they are on when they 

get home [1]. This type of architecture can also control other smart home devices.    

IoE is starting to become prevalent for the smart grid. The technologies used are devices with 

microcontrollers and microprocessors that can share information [123]. Devices in IoE must not only 

be reliable but also be protected against cyber-attacks or unintentional disturbances [123]. The 

management of generation level resources used to be carried out by using local commands. The 

system operator was able to control much from a remote control but had to send commands or 

instructions to a local operator to perform [123]. Grid management is becoming more sophisticated 

than ever because of the amount of renewable energy resources, the increased number of electrical 

vehicles in the near future, and the demand of an ever-increasingly high load [123]. In addition to all 

these new additions to the grid the need for demand-side, medium-scale, or small-scale distribution 

generation (DG) will be higher [123]. With all the changes in the grid the need for automation and 

IoT is much needed.    

Currently, the operator must deal with a high level of uncertainty and volatility along with 

restraints that the grid currently has [123]. To improve these issues and to retain security, stability, 

reliability and environmental sustainability of the power system, IoT devices can solve these 

problems. In IoT-aided grids, demand and supply can be automatically and accurately monitored 

and will be able to supervise more of the grid remotely [123]. IoT technologies being used integration 

with different traditional and renewable energy recourses helps ensure the dynamic and static 

security of the power system [123].   

The smart grid 2.0 is the next generation of smart grids that are looking to implemented around 

2020. In the 2.0 model, there will be interactions between supply-side and demand-side and it will 

utilize the smart meters, share of energy, and sharing of information between key players over 

network infrastructure [123]. The model will be plug and play meaning where when the gird 

demands more power, it is as easy as plugging into an outlet to do so. In this new model, it will help 

utilities being able to monitor anywhere in the grid from the grid operator and can be changed 

remotely [123]. This helps improve the electricity market greatly by increasing the trading in power 

exchanges on an internet-based platform for peer to peer trading [123]. The adaption of the new smart 

grid will be easy due to the focus on smart metering in the last smart grid infrastructure. With the 

increased real-time monitoring, visibility, and automation for the grid, it will increase the response 

time to bring the grid back online after an unforeseen outage by making automated changes [123].   

 In order to make the grid a smart grid, all of the critical points of the distribution network must 

have IoT infrastructure in place. Figure 1 below shows the IoT Architecture in the distribution 

level. The first part of this process has already been done for a lot of utilities, which was the 

installation of smart meters [123]. IoT is the active distribution network which is the energy resources 

such as diesel generators, gas units, wind and solar units, micro-turbine units, and energy storage 

units [123]. IoT is being used in these to change the generation schedule to match what the demand 

of the grid is at the time [123]. IoT is starting to become more popular also in the microgrids of the 

transmission system. Currently, the microgrid is separate from the main grid and there is a separate 

operator on the microgrid [123]. With the implementation of IoT in the microgrid, it will give the 

main grid operator better insight and control into the microgrid, which can help account for the 

generation of energy for the microgrid [123]. With this added benefit the main grid, an operator can 

account for power generation in the microgrid which can make a company more profitable [123].    

IoT in energy systems is starting to become more common in the smart city architecture with 

different types of IoT sensors and telecommunications infrastructure. IoT is designed where devices 

such as solar-powered streetlights can be monitored to see if there is adequate energy being provided 

to them. Otherwise, they can get power from the main grid supplied to them [123]. The power grid 

now must account for all new electronic vehicles needing more electric consumption. In the parking 

garages, IoT devices are being used to sync with the electric vehicles to try and calculate the power 

need from the grid. With so many of the new devices becoming powered by the electric grid, there 

are a lot of IoT devices in buildings to keep the building running more efficiency [123]. Devices on 
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the grid are required to have IoT for network connectivity, which can either be connected to an access 

point, LTE, or 5G protocols coming soon [123].  

Grid Architecture is designed to help manage the complexity of the grid modernization 

process. For smart grid adoption to go well, it is required that the architect techniques are adopted 

early in the modernization process [129]. The US Department of Energy has an Energy’s Grid 

Modernization Initiatives to work on motivating and transforming today’s legacy grid. There are five 

key trends that are driving the transformation: changing mix of generation, need for improved 

reliability and resilience, opportunity for consumers to participate in the market, replacement of 

aging infrastructure, and the connection of electricity information and control systems [129]. Part of 

developing the smart gird is that they must first identify the systemic issues, which they look at what 

parts affect all parts of the grid, not just single components [129]. Then during the design, they must 

apply grid architecture methodologies. Part of that is getting rid of the siloed infrastructure and using 

a layered design that brings all components of the grid together. Finally, they must create grid 

architecture documents in order to have a full understanding of the grid and to find where failure 

points might be [129].  

A recommended architecture called the EnergyIoT Conceptual Model into 3 domains, Energy 

Systems Cloud, Energy Services Cloud (DevOps), and Operations Technology (OT) as shown below 
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in Figure 2 [95].  Two of these domains are considered the IT grids which are the Energy Systems 

Cloud and Energy Services Cloud. The benefit to these two grids is that they can be hosted anywhere 

whether that be an on-premises data center or in the cloud [95].  

  The OT Domain makes up the physical assets that are part of the power grid [95]. In this 

domain, a neutral grid is ideal where the assets communicate and cooperate with one another to keep 

the grid stable and resilient [95]. The subdomains that are included in the Operational Technology 

domain are sensors and measurement, bulk generation, telecom infrastructure, aggregators and 

community choice, smart homes, buildings and cities, distributed energy resources security, electric 

transport and neural grid [95].   

The Energy Systems Cloud Domain is the utility perspective of application systems, devices, 

knowledge, and processes that are required to maintain and keep the grid running efficiently [95]. 

This cloud helps utility companies plan for the short- and long-term future to forecast power usage 

[95]. With the data discovered, this cloud decides what construction and maintenance is needed in 

the grid and helps locate when problems are physically located in the gird [95].  In order to make the 

gird safe and manageable remotely, communications and security are in this cloud to help ensure 

physical and cybersecurity for the grid [95]. Customers benefit from the Energy Systems Cloud 

domain as it helps with better analytics on their bill to show different ways to lower their energy 

usage [95]. The cloud also helps with what is needed from the market as it can help utilities decide if 

they have excess energy to sell on the market or need to buy more energy to keep the grid running 

[95].  

The final cloud is the Energy Services Cloud (DevOps) which is considered the heart of the 

architecture that ties two of the clouds together [95]. It includes services such as smart contracts, 

structured data, unstructured data, digital twin agent, security and identity management, source 

code management, orchestration, and microservices [95]. This layer helps with interoperability and 

streamlines the communication between sensors and the grid. This helps support the rapid 

development in the energy IoT market by making it simplified to grab the data analytics in the same 

format as the development of tools [95]. The Energy Services Cloud is designed for data and data 

supporting services in this data-centric architecture [95].  

In general, smart city IOT consists of numerous layers within their architecture. The abstracted 

layers are as follows: sensing and data collection technologies, transmission technologies allowing 

for data aggregation, a data processing layer where raw data is processed and analyzed, and the 

fourth layer in the form of an application layer that displays the information generated in a 

meaningful way to the end user of the system [60]. The way the 4th layer displays data will be 

Figure 12. IoT Domains [95] 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

dependent on the specific use case and service that the system performs [60]. A zeroth layer could 

also be counted that consists of the bare minimum equipment that would have existed before being 

adapted into smart devices capable of intercommunication. In the waste management application of 

IOT, it would consist of basic plastic garbage bins without any sensor or identification system, stock 

garbage trucks without any advanced routing systems or sensors etc. With this general abstracted 

architecture in mind, we can look at how specific implementations of IOT systems in smart cities are 

done to compare them.  

Food supply chain management  

Within the US, food imports have increased by 22% between the years 1997 and 2005. Due to the 

large increase in food imports and the challenges of keeping track of all imports in a manner which 

would prevent food spoilage, contamination, and wastage among other things, a smarter, 

technologically based system of tracking food has the potential to make great improvements to the 

current system [150].  

The first physical layer is comprised of sensors installed at each node of the food supply chain: 

farm, transportation, warehousing, transportation, and market [150]. Above this layer is second layer 

responsible for aggregating the data collected by these various sensors which is referred to as a data 

bus. The third layer is comprised of a data storage system and server processing system working in 

tandem to convert the aggregated information into usable information. Finally, this useful 

information is passed on to a display and visualization system [150]. Overall, the architecture of the 

system closely follows the general architecture for all IOT systems. However, there are unique 

concerns within the food supply chain management system that need to be mentioned.  

Due to the volume of food being imported it is unfeasible to gather data from every food import 

system within a city, much less analyze all of it. As such, the researchers proposed using only tracking 

a small sample of the food being imported using this system [150]. The small sample of food that they 

collect data on will then be used to extrapolate possible food contaminations using various data 

manipulation techniques [150]. The sheer volume of food means that having to check and scan each 

item would be too costly for food wholesalers to implement [150]. In addition, the data collected by 

sensors must be processed as close to real-time as possible [150]. This is to ensure that if spoiled food 

is detected, it can be dealt with in a timely manner before it has been prepared or consumed. Early 

detection and warning of spoiled or contaminated food also would allow health officials to quickly 

investigate the source of the food in an attempt to find where in the food supply chain the 

contamination occurred so that they can catch other shipments of contaminated food that were not 

previously known about. The solution to this issue is to use algorithms and modelling to be able to 

make reliable conclusions from only a small sample of the greater whole [150]. It cannot be solved 

with a modification to the architecture of the system, but only by scaling down the system to maintain 
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reasonable deployment costs and using data manipulation to make up for the significant loss of data 

volume that would have been collected.  

Smart meters for electric grids  

Smart meters are a useful piece of technology that tackles certain challenges conventional power 

meters had. They can gather information on power quality, reliability, and energy usage [14]. The 

implementation of smart meters would not only benefit utilities companies but the end consumers as 

well. Consumer usage of electricity can be reported back to the company for analysis. The company 

can then use collected data to determine if services are at an adequate level [14]. For example, poor 

maintenance of power transmission lines could appear as irregular currents at the consumers home 

which would be reported by the smart meter back to the company who are now aware of the situation 

and can perform maintenance. Data analytics on consumer usage can be sent back to the consumers 

to help them plan their usage and allow them to monitor their own power consumption [14].  

The architecture of these smart meter systems proposed by Al-Turjman and Abujubbeh[14] are 

as follows: first the data collection layer in the form of the actual smart meter devices installed at each 

consumers home. The second layer consists of the networks which are used to aggregate the data that 

are deployed on a neighborhood scope called Neighborhood Area Networks (NAN). Within this 

same layer is a Wide Area Network with a larger scope of the internet. The WAN is supposed to carry 

data from the relatively small and local NAN to the end point, the utility company, where the data 

will be stored, processed, and then analyzed. The utility company servers therefore comprise the 

third layer while any data sent back and displayed on consumers web portal for example would be 

considered the 4th layer. Because of the potential for data to be processed at the utility company but 

then sent back to the consumer, the architecture is more complex as data may need to travel from a 

higher layer, layer 4, back down to layer 3 to be transmitted back to the homeowner for consumption.  

Smart Speed Control  

Adaptive speed control systems were proposed in order to help prevent accidents during 

inclement weather. There were 1.2 million deaths worldwide due to traffic accidents globally in 2016 

[14]. This indicates that despite driver training, numerous safety messages put out by all countries, 

people are still in danger. Adaptive speed limits are one system proposed to help prevent these 

accidents from occurring.  

In this system proposed by Al-Turjman [14], layer 1 of the architecture is composed of not only 

sensors used by vehicles to detect road condition, but also road side units, called Local Controllers, 

capable of monitoring volume of traffic, the smartphones of drivers, and even uses the reports made 

by patrol police and weather forecasting stations. Vehicles also have specific equipment mentioned 

as Speed Limit Transmitters and Receivers (SLT and SLR) which receive changing speed limits 

wirelessly, and in-vehicle micro controller that monitors the vehicles speed and checks it against the 

broadcast current speed limits as well as Mobile Controllers used to detect road conditions. If the 

driver is found to be in violation of the speed limit, this microcontroller may either issue a warning 

or report the driver back to the management system where it can be forwarded to law enforcement 

if needed.  

Layer 2, the data communication layer, relies on a combination of networking and wireless 

technologies to transmit information to and from the vehicles. These technologies include 4 or 5G 

modems installed in vehicles and roadside stations to communicate back speed and road conditions 

to the higher layer, Management and Control Center (MCC), which is responsible for managing the 

road and setting speed limits based on other aggregated data. Public switched telephone networks 

are also used by the MCC to communicate with the SLT and SLR’s.  

Finally, there are the MCC’s and Driver Records Server (DRS). These devices are responsible as 

the point where data is aggregated from not only drivers and vehicles on the road, but from other 

pertinent sources as well such as patrol cars and weather station forecasts. They are also responsible 

for the data processing as well, meaning these 2 systems are essentially layers 3 and 4 combined as 

they not only handle the decision making, but also make the reports and generate useful information 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

to be consumed. The decisions they make are relayed back to the vehicles through the same data 

channels used to initially transmit data from the vehicles to the servers. In addition, the cellular 

network can be utilized by the MCC to issue warnings or tickets to drivers via their cellphones. The 

DRS acts as a separate storage and processing center that works in tandem with the MCC. While the 

MCC is responsible for traffic and the actual monitoring and data processing of roadside conditions 

via vehicle, patrol, weather, and roadside unit data, the DRS is used to help enforce these adaptive 

speed limits by maintaining a list of drivers so violators can be ticketed. Because of the potential for 

speed limits to change rapidly, it may be difficult for law enforcement to adapt quick enough to catch 

people in violation of the speed limit. As this adaptive speed limit system is already relying on data 

transmitted from vehicles, it makes sense to also equip vehicles with a method to self-report the 

driver if they are found to be in violation.  

Waste Management  

In the waste management application of IOT within smart cities, one possible architecture the 

architecture of the proposed systems can be divided into 3 layers. The first layer is the physical layer 

which contains the low-level items that enable data collection and sensing information to be collected. 

This would include devices such as weight sensors on garbage trucks and garbage bins to sense how 

full they may be. This layer also includes RFID tags to allow the system to identify different objects 

as distinct from each other [16], for example to tell the difference between a garbage dump on street 

A rather than street B which allows the system then to plot optimized and time or fuel-efficient 

garbage collection routes to take [16]. Sensors can also be incorporated at this level to detect full or 

empty garbage bins that need to be collected or incorporated in the garbage trucks themselves to 

monitor their remaining capacity compared to the remaining volume of garbage yet to be collected 

on its route.  

The second data communication layer for this proposed system would be the low-power radio 

communication processed using an ad-hoc network [16]. This system would be implemented with 

the use of IPv6 over a low power network. In addition, a smartphone network of drivers can be used 

as the backbone of an ad hoc network allowing the sensors and devices at the lower layer to transmit 

information.  

The third layer of this proposed system is the infrastructure that would support the high-level 

decision making and route optimization called dynamic scheduling and routing. The system that 

would be responsible for these calculations and actual processing of raw collected data is called 

Decision Support System [16]. This third layer would contain the physical hardware needed to 

process the data aggregated using the wireless technologies and transmission systems in layer 2 to 

make some useful information out of them. A potential layer 4 candidate for this system not explicitly 

mentioned in the original proposal could be the use of web connected smartphone application that 

receives new routing instructions from the dynamic routing generated from the DSS, or alternatively 

a basic terminal located in garbage trucks that would receive the updated routing information from 

the DSS and display it visually for the waste management employees to use.  

Similarities  

In general, all the examined smart city systems follow the general architecture proposed in [60]. 

The architecture makes a lot of intuitive sense, a base layer responsible for data aggregation, followed 

by successive layers that allow for intercommunication, followed by data processing, then data 

presentation. While the various technologies and implemented protocols differ, the basic architecture 

of all information communication technologies remain the same in IOT across almost all 

implementations.  

Differences  

Looking at the various IOT systems proposed, the key differences lie within the specific details 

of each system. Certain systems have many more sensors than others based on their specific use case 

and cost factors. Certain applications require more data collection in order to make decisions.  
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Adaptive Speed Limits and Food Supply Chain monitoring will require many more sensors and 

devices distributed in many places for the system to be effective. Adaptive Speed Limits not only 

requires multiple devices to be installed on each vehicle in the city, and they must be installed across 

all vehicles within the city as failure to do so means certain drivers will not be privy at all to changing 

speed limits. This would make the entire system moot as those drivers would put drivers who have 

integration with the system in danger by not following the current speed limits. Food Supply Chain, 

although they have acknowledged that the scale of food imports within a city to be too great to fully 

monitor, will still need to have devices located at various ingress points or warehouses within the 

city to monitor the condition of foods being imported. Compared to systems like the smart meters 

which only require a single device to be installed at the consumers' homes, and the basic networking 

equipment and infrastructure needed to pull information from the smart meters back to the utility 

company, smart meters seem much simpler to implement. This difference in terms of number of 

sensors required for each IOT system, as well as supporting infrastructure is perhaps the most 

important difference between smart city IOT. While all these projects are good and can undoubtedly 

improve the lifestyles of the city's denizens, they are not all equal in terms of deployment costs, 

maintenance, and other factors.  

Some of these systems like adaptive speed limits will also require standardization of 

manufacturing as they require all vehicles to come pre-equipped with installed components that will 

be leveraged for the system. Either consumers will be forced to purchase these devices and install 

them on their own through legislation, or all vehicle manufacturers will need to install necessary 

components themselves and standardize that practice across the industry.  

3. Wireless Communication Technologies 

The backbone for IoT systems is the wireless communication which should be able to transport 

data from sensors to a database through secure, reliable, low power, and low-cost networks 

supported by a variety of protocols and standards.  The key parameters that these wireless 

technologies should address are range, data speed, power consumption, security level, cost, 

reliability, etc.  The communication techniques used in IoT are mainly categorized into two main 

variants 1. Short-range Communication and 2. Long-range Communication [21]. Short range 

communications have signals that can travel only a few meters and are used for topologies such as 

Personal Area Networks (PAN) and Wireless Body Area Networks (WBAN) while long range 

communications as listed below in the table are used for transmitting data from the base station to 

central nodes located several kms away. The remainder of this section will cover the paradigms of 

wireless IoT technology research and provides pros and cons for them. 

3.1 NB-IoT  

Narrow Band-Internet of Things (NB-IoT) is a recently introduced wireless technology standard 

to address Low Power Wide Area (LPWA) needs of IoT devices.  It is classified as a 5G technology 

and has been incorporated by Third Generation Partnership Project (3GPP) Release 13 in 2016 [91]. 

NB-IoT communications provide long battery life, low device cost and signal coverage extension in 

delay-tolerant low data transmitting applications. It also has the system capacity to connect large 

fleets of devices efficiently with good spectrum efficiencies.  

NB-IoT can achieve communication range up to 15km and at the same time maintain relatively 

high speeds.  It can also support a minimum of 52,547 nodes per base station.  Communication 

channels are Bi-directional with high uplink and downlink data transfer rates.  As it has adopted 

Half-duplex for higher efficiency the operating frequencies of uplink and downlink are different and 

hence only allows either transmitting or receiving at a time.  Another interesting feature of this 

technology is that it can coexist with current wireless technologies such as LTE and 2G/3G/4G, and 

therefore be easily deployed. This new technology is finding more and more takers from healthcare 

IoT solution providers because of its secure, long range, high energy efficiency connectivity, and 

multiple device support.  
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NB-IoT adopts state of the art 3GPP S3 security implemented at both transport and application 

layers. The security mechanisms available in this technology are: i) Device/Network mutual 

authentication, ii) Securing of communication channels, iii) Ability to support “end-to-end security” 

at the application level, and iv) Secure provisioning and storage of device identity and credentials 

[65]. Encryption mechanisms are also implemented to counter any eavesdropping threats and to 

protect sensitive health care data.  NB-IoT with all the security options in place can provide secure 

network for deploying healthcare applications.  

3.2 Wave 

To overcome the shortage of WLAN’s applications in a highly mobile environment, several 

research works have been carried out to study another communication technology, WAVE, which is 

defined in 802.11p [137]. WAVE communication technique is de- signed specifically for inter-

vehicular communication. The technique can be used in V2V and V&I models for data exchange 

between moving vehicles and between vehicles and the roadside infrastructures. IEEE 802.11p LAN 

system uses 5.15-5.25, 5.25-5.35 GHz and 5.725-5.825 GHz unlicensed band. Consequently, the 

supported data rate is 6, 12 and 24 Mbps. The system contains 52 subcarriers which can be modulated 

using BPSK, QPSK, 16- QAM, 64-QAM. IEEE 802.11p contains the PHY and MAC layer protocols. 

The PHY layer adopts OFDM transmission technique and OFDM subcarriers have frequency spacing 

at 156.25 kHz, demonstrating a bandwidth of 10MHz. The data packet is encoded using one of the 

modulation techniques mentioned above. At the MAC layer, CSMA/CA is adopted to reduce the 

prob- ability of data collisions. To further avoid overloading effects in CSMA/CS mechanism, adding 

other algorithms (e.g. SAE J2945/1 and ETSI via DCC) becomes necessary [25].  

3.3 WiMAX  

WiMAX, named Worldwide Interoperability for Microwave Access, belongs to a family of 

wireless broadband communication standards, regulated un- der IEEE 802.16. In IEEE 802.16 defines 

both PHY and MAC layers. The WiMAX was formed in 2001 to promote this technology as an 

alternative to DSL and cable-based communication techniques. IEEE 802.16m was considered as one 

of the candidates for 4G network, competing with the LTE Advanced standard. The physical layer of 

WiMAX features easily configurable data rate with available selected channel bandwidth. The 

WiMAX is considered to provide portable mobile connectivity to city-based applications, such as IoV 

system and wireless alternative to DSL. This technology can potentially provide data, 

telecommunication and IPTV services at the same time. The PHY layer operates in a frequency range 

of 10 to 66 GHz. The data transmission utilizes scalable OFDM in which MIMO protocols are 

employed. The most advanced WiMAX version, 802.16e, increases the signal coverage, reduces the 

power consumption, and boost up the bandwidth efficiency. The WiMAX MAC layer adopts a 

scheduling algorithm so that the subscriber station is only required to complete one network entry. 

After permission from the network entry, the subscriber station will be allocated one unique access 

slot which cannot be used by other subscribers. The scheduling algorithm brings benefits in 

bandwidth efficiency, prevents net- work overload and over-subscription, and controls Quality of 

Service (QoS) parameters easily with proper time-slot assignments.  

3.4 4G/LTE 
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4G/LTE potentially provides vehicles non-stop network connectivity. With recent progress in 

the 4G LTE network, the transmission speed is gradually stable at 100 Mbps for downlink and 50 

Mbps for uplink, which demonstrates a significant speed boost comparing to 3G networks. The 4G 

LTE is considered as one of the irreplaceable candidates in IoV wireless communication system due 

to its high speed, low latency, and other services. However, 4G LTE also gradually reveals its 

drawbacks in power savings. The state- of-the-art system employs OFDM technology, specifically 

called SC-FDMA, for data uploading. Consequently, power efficiency got primarily improved. 

Discontinuous reception (DRX) technique lowers down the downlink power consumption. DRX 

reception algorithm periodically wakes up devices for messages and put devices in speed for the 

remaining time. At the same time, improving power consumption and channel delay brings up 

tradeoff in which applications plays an essential role in making the final design decisions.  

3.5 Thread 

Thread is an IPv6 based, low-power mesh networking protocol [18]. Thread was developed to 

be secure, future proof and available at no cost [18]. It does require an agreement and expects the 

user to adhere to a EULA which subjects members to an annual membership fee unless used for 

academic purposes [18]. Thread uses a protocol called 6LoWPAN which runs on the IEEE 802.15.4 

wireless protocol with mesh communication just like ZigBee and other wireless communication 

protocols [18]. Thread is also IP-addressable and has cloud access with AES encryption [18]. This 

makes thread useful for LAN implementation as the IP addresses can be utilities to connect multiple 

IoT devices to the same network. Great uses for this are smart devices on home networks and 

research-based networks. 6LoWPAN works based on the use of an edge router or as thread calls them 

“Border Routers” [18]. These routers, unlike other edge network routers do not use any application 

layer states because the forwarded datagrams on done on the network layer [18]. This greatly reduces 

the processing power burden on edge routers because 6LoWPAN is not aware of application 

protocols and changes [18]. Thread, being a protocol designed for IoT devices, addresses a few of the 

IoT design requirements through its low processer use and security encryption.  

3.6 SigFox 
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SigFox is a global network operator founded in 2009 and based on France [6]. They build 

wireless networks to connect low-power objects like smart meters [6]. SigFox uses a differential 

binary phase-shift-keying and Gaussian frequency-shift keying method that enabled them to 

communicate using the Industrial, Scientific and Medical ISM radio band [6]. This band operates at 

902MHz in the US and because it operates at such a low frequency, it allows the signal to pass freely 

through solid objects called “Ultra Narrowband” and like other IoT protocols, requires very little 

energy to propagate [6]. The network topology is based on a star topology and requires a mobile 

operator present to carry the traffic throughout the network [6]. In October of 2018, SigFox had 

covered 4.2 million square kilometers in about 50 countries with a goal of 60 by 2018 [6]. SigFox 

provides a great example of what integrating IoT technology with low frequencies can provide from 

a networking standpoint. They have also partnered up with LPWAN industry giants and attempted 

support for bidirectional communication [6]. The current standard for this protocol allows support 

for 140 uplink messages a day with a payload of 12 octets and a data rate of up to 100 bytes per 

second [6].  

3.7 802.11 Standards and Wi-Fi Alliance  

Often smart cities have an infrastructure that relies on short distance communications with a 

larger bandwidth due to homes and offices having centralized devices that are connected to wireless 

devices throughout the house or building. One of the most used ways to communicate not only in 

smart cities but in general wireless LAN networks is using 802.11 wireless standards. IEEE in the 

early 1990s assembled a team of people to develop a wireless standard which would later become 

802.11. Due to the start of 802.11a and 802.11b standards, the new era of communication began.  

The 5 GHz band was not as dense because many countries opened those unlicensed frequencies 

for use. 5 GHz channels are numbered from 36 to 165, which can vary depending on the country that 

the network is residing. Starting channel 36 has a frequency of 5180 MHz and the last channel, 165 

has a frequency of 5825 MHz Now though this an outdated technology, is still in use in some areas 

which is why it is worth mentioning. With data rates of 54 Mbps reaching distance anywhere from 

25 ft to 75 ft indoors [77], 802.11a speeds are not excessive compared with what is available today. 

The 802.11a standard was not very popular and was overshadowed by the 802.11b standard, 

nevertheless the 802.11a standard provided a foundation on which future standards could be built 

up on and improve. A downfall the 802.11a standard’s higher frequency was that the distance can be 

reduced significantly if an obstacle such as a wall or a door was placed in the line of communication 

between two devices.  

During the same year of 1999, IEEE adopted the 802.11b standard that has heavily used up to 

this date. The 802.11b standard uses 2.4 GHz spectrum. The lowest frequency starts at 2401 MHz on 

channel 1, with an additional 14 channels in which there is a range of2.4 GHz with each channel span 

being 22MHz. Utilizing 2.4 GHz spectrum gave an advantage to the 802.11b standard over the 802.11a 

standard in reaching further distance but it had to compromise on speed. The 802.11b standard has a 
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data rate of 11 Mbps up to 150 ft indoors [77]. Just like the 802.11a standard the distance of 

communication between two devices can be shortened by physical obstacles that are in the way. 

Additionally, a being lower frequency than the 802.11a standard imposes a problem of sharing the 

frequency with microwave ovens, garage door openers, cordless phones, baby monitors, etc. [77] 

which brings more interference to the communication.  

Although the 802.11b standard was reaching longer distances than 802.11a standard, there was 

a need for higher throughput, so in June of 2003 a new standard was introduced. It was named the 

802.11g standard and most importantly it was backward compatible with the 802.11b standard (IEEE 

Standard for Information technology 2007). This meant that users can have both standards at the 

same time during the transition process from one standard to another. Moreover, the 802.11g 

standard has data rates of 54 Mbps and can reach the distance up to 150 ft just like the 802.11b 

standard.  

In 2009, boundaries were pushed with the development of higher bandwidth in the 802.11 

protocol. Due to a desire to reach higher data rates, multiple-input multiple-output (MIMO) and new 

the 802.11n standard were introduced. MIMO is a wireless system where multiple antennas can be 

used to transmit data in parallel streams to increase the capacity. Not only do they have higher data 

rates but the 802.11n standard supports both 2.4 GHz and 5 GHz spectrum. In 5 GHz spectrum data 

rates are up to 600 Mbps. This is not the case for 2.4 GHz spectrum where maximum data rates are 

104 Mbps (IEEE Standard for Information technology 2007). Another capability of the 802.11n 

standard is that it can use both 20 MHz and 40 MHz channel widths on distances up to 175 ft indoors. 

This distance is calculated on 2.4 GHz spectrum where it would be reasonable to conclude by 

previous examples that maximum distance on 5 GHz spectrum will be shorter.  

Once again, at the beginning of 2014 a new standard was announced, and it was named the 

802.11ac standard. This time two more channels with larger widths were added, 80 MHz and 160 

MHz channels which allow higher speed communication. Unfortunately, the 802.11ac standard only 

supports 5 GHz spectrum. Being driven by greater speeds than its predecessor the 802.11n standard, 

the 802.11ac standard uses a somewhat different approach to streaming. The 802.11n standard used 

four spatial streams where the 802.11ac standard uses eight. Using beamforming technology, the 

802.11ac standard allows transmission of data in a specific direction. With larger channels and new 

technologies, the data rate for the 802.11ac standard is rated at 433 Mbps up to 1 Gbps.  

Another standard worth mentioning, is the 802.11ax standard that will be introduced in late 

2019. This new wireless standard will be up to 30 percent faster and will have around a 75 percent 

latency improvement over its predecessor the 802.11ac standard with four times as much data 

delivery according to Rupert Goodwins in the article about Next-generation 802.11ax wi-fi: Dense, 

fast, delayed [63]. Furthermore, he mentioned in the article that there are different technologies that 

standout such as how to handle radio frequencies using 2.4 GHz and 5 GHz spectrum and combining 

20 MHz wide channels up to 160 MHz wide. Colors were implemented in the 802.11ax standard, 

which reduces interference between Access Points (AP) that are using the same channel (Goodwins 

2018). With the 802.11ax standard using MIMO and the new technologies mentioned before, it will 

have great potential in the IoT as well as a piece of spectrum just dedicated for that. For the 802.11ax 

standard to be fully adopted will take some time make appropriate changes to the hardware.  

As the 802.11 standards and subsequent naming convention can be overwhelming to someone 

who is new to these technologies as well as to regular home user, Wi-Fi Alliance introduced a new 

naming scheme for the 802.11 standards in 2018 that is much simpler to remember. Table 1. presented 

below shows new and old naming convention in correspondence to each other. This change is the 

step towards to easier recognition of standards and cohesion between them. As it has been mentioned 

before WiFi 6 will have a great impact in the IoT system in the future but until then all the previous 

standards will be part of the implementation throughout many smart cities as well as everywhere 

else. 

 

 

Table 5. Wi-Fi Alliance Generation of Connection compared to IEEE naming convention  
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WiFi 

Standard  
WiFi 1  WiFi 2  WiFi 3  WiFi 4    WiFi 5  WiFi 6  

Networks  802.11b  802.11a  802.11g  802.11n    802.11ac  802.11ax  

        

 Short-range Communication Long-range Communication 

 Bluetooth  

Low Energy 

ZigBee  

(XBee Module) 
SigFox LoRaWAN NB-IoT 

Band of 

Operation 
2.4 GHz 2.4 GHz 

868 MHz  

(Eu)  

915 MHz  

(US) 

868 MHz 

(Eu)  

915 MHz  

(US) 

Multiple 

Network  

Capacity 
2 nodes 65000 nodes 50,000 nodes 40,000 nodes 53,547+ nodes 

Range 150 m 30 m 9.5 km 7.2 km 15 km 

Data Rate 1 Mbps 250 Kbps 100 bps 
0.25 – 5.5 

Kbps 
250 Kbps 

Security  

features 

 

Secure Pairing  

  

Two keys  

authentication  

and identity  

protection  

  

128-AES  

encryption 

Network key  

shared across  

network 

 

Link key 

application-  

layer  

communications 

 

128-AES  

encryption 

Private Key 

Signup  

  

140 messages 

per day limit  

  

Encryption 

and 

scrambling  

methods  

supported 

 

  

Unique key 

for each node  

  

Data 

encrypted  

using unique  

key 

3 GPP S3  

security  

scheme -   

includes entity  

authentication  

device  

identification,  

user identity  

confidentiality  

and data  

integrity 

Suitability  

for Healthcare 
High Moderate Low Moderate High 

3.8 Bluetooth Technologies 

Another wireless technology that is often used in a lot of devices for different applications is 

Bluetooth. Bluetooth spans a shorter distance compared to Wi-Fi. Bluetooth started as a short link 

radio communication technology developed in 1994 by Ericsson and became Bluetooth in 1998. The 

unique name is derived from the 10th century Danish king who united Scandinavian people [39]. 

Combining their talents Ericsson, IBM, Intel, Nokia and Toshiba formed a team that is called Special 

Industry Group or more commonly called SIG to help Bluetooth spread in the market. Bluetooth was 

pushed to the forefront of adopter awareness when SIG offered this intellectual property to adopters 

for free, SIG’s benefit remained to be the public respect gained of their product as 70 adopter members 

increased to 3000. Later SIG would only fully release the Bluetooth specification version to the public 

when it was fully vetted and approved, the adopters had full access to the specification before 
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release [39]. IEEE’s 802.15 standard is based on Bluetooth, SIG wanted IEEE to adopt their standard 

and become an official part of 802 standards, in this instance IEEE was able manage revisions on SIG’s 

standard (IEEE Standard for Information technology 2002).  

Bluetooth operates on 2.4 GHz Industrial, Scientific, Medical (ISM) band where the range of the 

frequency is from 2400 MHz to 2483.5 MHz. This range may vary from one country to another 

depending on their limitations in the range. Furthermore, Bluetooth comes in three power classes. In 

class one maximum power output at maximum power setting is 100 mW (20 dBm), in class two 2.5 

mW (4 dBM) and in class three is 1 mW (0 dBm) (IEEE Standard for Information technology 2002). 

Bluetooth’s low power consumption helps devices to have better power management. Although 

Bluetooth is known to consume lower power to function some might think that is also a short distance 

technology, Bluetooth can have successful communication in class one up to 328 ft. Class one is 

mostly used for industrial purposes where class two is commonly used for electronic gadgets such 

as cellphones, headphones, wearable devices, Bluetooth speakers, etc. As transmit power drops so 

will the range of Bluetooth coverage, so in class two distance is up to 33 ft and in class three is less 

than less than 33 ft [10].  

Throughout the years Bluetooth went through a few versions starting in 1999 with version 1.0 

all the way up to version 5.1 which was presented in 2019 by Bluetooth SIG  [42]. Throughout the 

versions new technologies were introduced and faster data rates were achieved. Bluetooth started 

with a maximum data rate of 0.7 Mbps in version 1.0 and jumped to 3 Mbps in version 2.0 then in 

version 3.0 up to 24 Mbps. Data rates of 24 Mbps on 3.0 version of Bluetooth were achieved by just 

starting a connection as a Bluetooth and then transmitting data through Wi-Fi. In version 4.0 data 

rate went back to 3 Mbps where it stayed all the way up to version 5.0. Bluetooth 5.1 is the new 

technology called AOA which is short for Angle of Arrival where it uses distance and direction to 

find location of the device [42].  

Due to Bluetooth’s wide range of applications and cheap implementation costs this makes 

Bluetooth one of the primary technologies to be used in IoT and smart cities. Due to not utilizing 

much power Bluetooth can be used in small devices that cannot sustain power for long. Moreover, 

Bluetooth’s capability to be connected in mesh is an ideal situation for smaller spaces that have 

multiple devices that need to communicate to each other such as in Small Office Home Office (SOHO) 

environments.  

3.9 IEEE 802.15.4 standard and Zigbee Technology  

Zigbee is a technology standard created for control and sensors by Zigbee Alliance have been 

adopted by the IEEE 802.15.4 standard. Zigbee Alliance includes members such as Amazon, Comcast, 

Huawei, Texas Instruments, Wulian, MMB Networks and many others. Zigbee Alliance was 

established in 2002 in order to improve and enhance existing standards for the products with the end 

goal of being adaptive enough to impact the lives of people in different environments. [119]  

In looking at Zigbee’s layers it becomes apparent that the PHY and MAC part of the structure is 

defined by the IEEE 802.15.4 standard, while the API, Security and Network segment is defined by 

Zigbee Alliance. The last layer is the Application layer and that one is left for customer use, 

management and implementation. In this layer different applications can be used to complete diverse 

tasks in the IoT and smart cities [119].  

Utilization of the 802.15.4 standard consists of three different frequency bands and total of 27 

channels. Channel 0 starts at 868.0 MHz to 868.6 MHz where Channel 1’s center frequency is 906 MHz 

and has a width of 0.6 MHz. The last channel in the lower frequency range is Channel 10 with the 

center frequency of 924 MHz. In the higher frequency range of 2.4 GHz, the 802.15.4 standard is using 

16 channels. The first channel starts with Channel 11 with 2405 MHz being the center frequency and 

has a width of 3 MHz. Between each channel’s center frequency on 2.4 GHz range there is a 5 MHz 

span. The last channel has a range of 2.4 GHz and is Channel 26 with the frequency of 2480 MHz. 

Reaching data rates in lower band of 802.15.4 are recorded as 20 Kbps and newer versions up to Kbps.  

Zigbee is an open standard and used for mostly home devices. Zigbee’s ability to connect to over 

65000 devices in a mesh network while obtaining low power management is a perk to the technology 
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while also reaching a distance anywhere from 30 to 60 feet. This setup is ideal for devices such as 

smart lights, home hubs, heating and cooling sensors and actuators, locks and much more. 

3.10 Radio Frequency Identification (RFID) Technology 

Radio Frequency Identification (RFID) is another wireless communication technology that is 

widely used in IoT and especially in smart cities. This simple but very effective way to communicate 

has been around before 1950. RFID requires only a few components, a tag reader and a computer. 

Using radio waves, the microchip in the tag uses an antenna authentication against the reader while 

the reader is pulsing the signal from itself.  

RFID works on a few different spectrums of frequencies one being in low frequency spectrum 

from 125 – 134 kHz. In high frequency spectrum RFID uses 13.56 MHz and 433, 860-960 MHz in the 

ultra-high frequency spectrum. Different frequencies throughout the spectrum give RFID versatility 

in reaching different distances [19]. For example, low frequency RFID systems can reach longer 

distance and can go through the obstacles such as water and metal much easier than high frequency 

RFID system. This occurs due to low frequencies having longer wavelengths and that can penetrate 

through objects better. Some applications where low frequency RFID systems are used are in animal 

tagging. Applications where high frequency RFID systems are used are public transportation, in 

hospital to trach patients and in libraries for tracking books. Ultra-high frequency RFID systems are 

optimal for toll roads and parking control [19].  

From the paragraph before it is shown that RFID has many areas where it can be used in smart 

cities but are not limited to this infrastructure. In logistics as for supply chain management such as 

delivery, packaging and transportation a tag can be scanned during the process and which gives 

precise information about the load. RFID in ticketing systems are very popular, where customers can 

gain entrances to multiple facilities such as museums, stadiums, parking spots, cafeterias and much 

more. In transportation such as ticketing systems for toll roads. All these applications of RFID 

mentioned above are very good ways to improve smart cities and utilize cheap technologies that can 

do more than a single task. 

3.11 Near Field Communication (NFC) Technologies  

Near Field Communication (NFC) Technologies was developed in 2002 by Philips and Sony this 

short range half-duplex protocol is now embedded in almost every electronic device. NFC’s ability 

to accomplish multiple tasks such as mobile payments, ticketing and data exchange are just a few of 

the many cases where NFC technology is being applied in real world scenarios [45].  

In NFC there are three types of devices, mobile, tag and reader. These devices can only operate 

in specific combinations such as mobile to tag, mobile to mobile and reader to mobile but not reader 

to tag and vice versa. Each combination uses special communication interfaces on the RF layer where 

one device acts as an initiator and the other device as the target device. The spectrum supported in 

the NFC technology is 13.56 MHz. The data rate that the NFC can achieve is from 0.02 Mbps up to 

0.4 Mbps on distances from 4 cm to 10 cm [45]. Active and passive communication modes are another 

asset of NFC technology. An active mode that NFC supports is when both devices are using their 

own power to generate fields that will be able to successfully transfer data between two devices. In 

the passive mode the RF field is generated by only one device which in this case is the initiator’s 

device [45]. As NFC is a secure system, a problem appears in transition between NFC system and 

other systems (e.g. Using credit card through NFC system to pay for a purchase.) In this process 

information from NFC system need to be transferred through a third party to be evaluated and a 

confirmation must be given that this is where the problem could occur. The solution to this problem 

is to have a protected environment in the system that could store sensitive information in its memory. 

This system is called secure element (SE) of NFC mobile [45].  

Although the initial wave of implementing NFC started slower than expected, the potential is 

excessive. NFC’s cheap implementation, usability and convenience is making it desirable to virtually 

anyone. From banking, various electronic appliances, transportation, organization and mobile 

networks, NFC technology is being adopted by many companies across the world.  
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3.12 Long Range (LoRa) Technology 

A lot of times architectures in different scenarios such as industries, agricultural, IoT or smart 

cities require a network that has longer distance and lower bandwidth. Low-power, wide-area 

(LPWA) technologies are just right for that. LoRa resides in technology in existence of other 

technologies such as SigFox and narrow band (NB)-IoT. The main difference between among these 

are LoRa uses unlicensed band where SigFox and narrow band (NB)-IoT use licensed [124]. LoRa is 

a new and upcoming technology that operates in the spectrum below 1 GHz. The major component 

in the LoRa technology is chirp spread spectrum modulation or also abbreviated as CSS which was 

used in military during 1940’s to reach longer distances. “CSS trades data rate for sensitivity within 

a fixed channel bandwidth” [119]. In simpler words, CSS preserves low-power characteristics same 

as frequency-shift keying (FSK). FSK is where two signals reside with different frequencies and 

represent a digital signal, one frequency acts as a representation of a zero and other as one [119]. 

LoRa’s bandwidth is from 500 KHz to 125 KHz with a data rate of 290 bps for download and 50 Kbps 

for upload with low energy consumption. The distance that LoRa can reach in some environments is 

up to 10 km.  

LoRa’s cheap implementation and long battery life, which can last over 10 years, gives LoRa an 

advantage in the integration of different networks. Using LoRa in IoT applications allows systems to 

stay inexpensive throughout the process. When considering LoRa for implementation there are a few 

things to keep in mind which are that LoRa has high latency compared to other technologies and 

reliability can be an issue. Some of the most common uses of LoRa are in factories and industries, 

smart agriculture, asset tracking and healthcare.  

In conclusion to this section, the wireless technologies mentioned in this segment came a long 

way since its beginnings. Greater speeds, longer distances and lower power managements have been 

vast improvement time and time over as technology reaches new heights of achievement. Although 

some technologies progressed slower than the others in different fields, in the end, all of them play a 

major role in developing better connections and more reliable networks. Accomplishments up to this 

date are astonishing but there is a lot to be excited about in the future. One of example is the 5G 

communication that is already being heavily tested and perfected. Using higher frequencies, MIMO 

technology 5G can reach higher speeds than its predecessor LTE with lower latency but shorter 

range. This will all play a huge role in developing and planning future IoT and smart city devices 

and infrastructures.  

4. Sensing 

One of the largest aspects of any internet of things implementation, architecture, or system is the 

sensing. At its core, the internet of things is meant to gather data from the world around us. In the 

healthcare industry there are a plethora of different metrics and measurements that can be taken from 

the human body. The internet of things allows for real-time monitoring of bodily fluids (blood, sweat, 

urine, etc.) using wireless sensors that can be worn to sense and alert the patient of any life 

threatening or dangerous health situations. There is always a trade off with the type of sensor being 

used on human beings. In theory, a sensor that a patient can wear should be invisible or at least 

invisible to the point where it doesn’t impact the actions involved with the daily life of a human 

being. The sensors should also be effective and unaffected by the environment that they exist in. 

There is a delicate balance between the human changing the performance of the sensor and the sensor 

impacting the movement of the human.  

When more than one of these sensors are connected, they form a special type of Wireless Sensor 

Network (WSN) called a Wearable Body Area Network (WBAN). These WBANs can be comprised 

of a multitude of different types of sensors. A wearable can be worn on the wrist for 

photoplethysmogram (optical detection of blood volume changes). Electrocardiogram and motion 

sensors can be worn for rehabilitation purposes, and even simple devices like heart rate monitors can 

be introduced.  

Cardio Sensing 
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Heart rate sensing or monitoring has been in use for years. Heart rate monitors are used to 

measure the strength and level of stress the heart is under. Traditionally, a physician would manually 

take your heart rate during a routine checkup using simply their hand or specially made healthcare 

tool. More complex monitors are integrated into full vital sign monitors, these are typically bedside 

in a hospital and they produce the iconic consistent beeping that we all think of.  More recently, 

wearable heart rate sensors have become very popular in the consumer world. These sensors come 

in many shapes and sizes with a multitude of capabilities and applications. The new heart rate 

monitors can be implemented in a few common forms: wearable wrist sensor, finger sensor (pulse 

oximeter), chest strap sensor, and the relatively new ear sensor. In the past few years wearable wrist 

sensors have become very popular in the consumer electronics market. These sensors make use of an 

LED to make the veins in your wrist visible to the sensor which then can measure how fast the blood 

is pumping and in turn your heart rate. Most of these sensors come in the form of a smartwatch or 

fitness tracker and their capabilities range from simply giving you a real time indication of your heart 

rate, to tracking your position or the number of steps you have taken. These sensors are made to be 

as lightweight as possible, making use of mobile devices such as a cellphone as the receiver and 

processing unit for the data generated by this sensor.   

Chest strap sensors function very similarly to the wearable wrist sensors in the sense that you 

wear them on your body, tight to your skin, so it can sense your heart rate. The strap itself is typically 

made of plastic, fabric, or elastic. The sensors themselves are either attached to or embedded in the 

strap. Sensors can also be embedded in something that is normally worn on the chest, like in the 

fabric of a sports bra or even a shirt. Traditionally, to get the best signal from the heart the sensors 

are somehow moistened with water or some sort of medical gel like what is used in ultrasounds. The 

chest strap differs from the smartwatch in exactly how it measures the heart rate, where wrist sensors 

use an LED, the chest straps use electrode sensors to pick up the electromagnetic pulses produced by 

the heart. This data is them sent using radio, usually ANT or Bluetooth to some sort of base station 

that can interpret and display it in beats per minute. Most often in consumer monitors this is a watch 

with a display that can be worn on your wrist, newer models could even make use of a smartphone 

or mobile device like the smartwatches can. They can also be a standalone monitor that could be 

placed next to a patient’s bed in a hospital.   

Another cardio sensor is the pulse oximeter. The pulse oximeter was originally invented in the 

1970s is a major device in the diagnosis of cardiac-related conditions. Pulse oximetry can be used by 

a physician to monitor not only a patient’s heart rate, but also their blood oxygen saturation, which 

are both critical metrics needed by emergency services. The sensors themselves are clip-like devices 

that are called probes. The probes are normally placed on the finger or earlobe and use light to 

measure the oxygen present in the blood. This information assists the physician decide whether a 

patient requires more oxygen during or after a surgery that uses sedation or to see how well lung 

medications are working.  

Electrocardiogram Monitoring:  

Electrocardiograms are used to show just how fast a heart is beating, whether the heart is beating 

regularly or abnormally, and the strength and consistency of the electrical impulses created by the 

heart. An electrocardiogram is used to detect many conditions or problems related to the heart such 

as: heart disease, myocardial ischemia, heart attacks, arrhythmia, irregular heartbeat, or heart failure. 

An electrocardiogram requires more than one sensor to function properly, up to 12 electrodes can be 

attached to the patient’s chest, arms, or legs. In an internet of things implementation of an 

electrocardiogram these sensors would contain wireless transmitters that would communicate with 

a receiver. An application running on the receiver, a local server, or in the cloud, could then identify 

abnormal heart activity.   

Glucose-Level Monitoring:  

Glucose monitoring is useful for many different applications, but it is most important for the 415 

million people living today with diabetes. The internet of healthcare things can provide continuous 
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monitoring of glucose levels while also being minimally invasive. The patients could use a wearable 

sensor or sensors that would transfer their health parameters via an IP based network to healthcare 

providers. The monitoring device is made of a blood glucose collector, some sort of smartphone or 

mobile device, and an IoT-enabled medical acquisition detection system to monitor the glucose level. 

This data can then be analyzed and used to make decisions regarding meals, medication timing, and 

physical activities.  

Blood Pressure Monitoring:  

With blood pressure being a key indicator of many health conditions or abnormalities, it is no 

surprise that there is network enabled blood pressure sensors. The traditional way in which blood 

pressure was taken was by using a blood pressure cuff. This cuff was made so that it could wrap 

around your arm and inflate, squeezing your arm. As the pressure was released, there would be an 

indicator on a dial, or a digital display, that would indicate the patient’s blood pressure. An internet 

of things enabled blood pressure sensor would function the same way except it would be connected 

to some sort of wireless network in which the data can be transmitted and stored. The main difference 

between blood pressure monitoring and the other sensors mentioned is that due to the nature of how 

blood pressure is taken, there is no way to constantly monitor a patient’s blood pressure. Someone 

must first perform the test and then the results can be sent from the sensor to a central location.  

Body Temperature Monitoring:  

Body temperature is one of the most consistent measurements of the human body because it 

remains at 37 degrees Celsius. A change in body temperature could be used to indicate homeostasis, 

which is the human body trying to maintain a constant state. An abnormal body temperature for a 

duration of time affects our body functions, which then can form create health problems. An example 

could be a bacterial infection. “In fact, it’s one of the most common causes of change in the body 

temperature. Since viruses and bacteria have a hard time surviving at temperatures higher than the 

normal body temperature, the body detects a bacterial infection, it involuntarily increases its 

temperature and increases blood flow to speed up the body’s defense actions to fight the infection.” 

[75]. An internet of things temperature sensor would be the first of the embedded sensors that we 

discuss. All the above sensors are typically attached to the body in some way, but these body 

temperature sensors are made to be placed inside a human being.   

Environment Sensors:  

A large part of healthcare is taking preventative measures to prevent or mitigate against future 

problems. Internet of things implementations and systems are not limited to just looking at specific 

physiological signals produced by the body to determine health risks, but also environmental factors. 

If a user is in an environment that poses health risks, it is possible to warn them. These sensors could 

monitor things such as: oxygen levels in the air, air temperature, humidity percentage, radiation 

levels, etc. These metrics can be very useful to limit exposure to situations or environments that may 

cause health problems in the future.  

IoT in Vehicular Networks  

The sensing devices acts like human body to sense the environment, samples and collects data 

from different environmental parameters and transmits digitized data to wireless network modules. 

Sensing demonstrates its uniqueness in helping human beings to sense environment more precisely. 

Figure 27 shows an example of the sensor network. An overview of sensing technologies is presented 

as followed.  

Camera sensor:  

Most of the modern vehicle today has already installed some model of camera to assist the driver 

at some certain extent. The most popular type of camera is used for reversing moving, for helping 
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the driver’s vision at the blind spot by providing a clear image of any objects and the road behind the 

vehicle. According to U.S. safety regulators, all new vehicles are required to have the backup cameras 

starting the May 2018. Another function that the camera using for nowadays vehicle is lane departure 

warning (LWD) system, a progressive safety technology using a front-facing camera to monitor lane 

markings, that alert driver when they unintentional ride out of their lane without turning a signal. 

Many quality multiple cameras for building a 360- degree view of the external vehicle’s environment 

by equipping cars with cameras at all angles support a broader picture of traffic conditions around. 

Three-dimensional cameras are available to represent highly detailed realistic images, giving the 

ability to produce the image data can be input to AI- based algorithms for object classification, and 

calculate the distance to them. More advanced systems require from four to six camera to augment 

image data with map data and satellite navigation sensor data. [80]; [116]  

RADAR sensor:  

RADAR stands for Radio Detection and Ranging sensors. It makes a significant contribution to 

the overall function of autonomous driving. The transducer sends out electromagnetic radio waves 

that detect objects by a receiver and measure their distance and speed in real-time. The vehicle 

installed both short and long-range RADAR sensor all around to take advantage of different function 

from each of them. While short-range (24 GHz) radar usages are lane-keeping assistance, blind-spot 

monitoring, and parking aids, the long-range (77 GHz) radar sensors provide more accurate and 

precise measurements for speed, distance, and angular resolution, make it uses for brake assistance 

and automatic distance control. [80][116]  

Ultrasonic sensor:  

Ultrasonic sensors were popular using as parking sensors for the vehicle since the 1990s at the 

meager cost. They are ideal for offering additional sensing capabilities to support low-speed use 

cases. Their range can be limited to just a few meters in most applications. Several ultrasonic sensors, 

which are attached on the rear and front bumpers and connected to audiovisual warning to, notify 

the driver about nearby objects during low-speed maneuvering. Doors may also be set up with 

sensors to avoid door impacts when parked. Sensors are usually deactivated when in normal driving 

conditions as they are confused by some weather types, mainly snow. [80][116]  

Behaviors and Decision Making  

In the environment constructed by [17], data acquisition was handled by a low-cost Raspberry 

Pi board and a USB dongle antenna. It should be noted that the dongle connected to the Raspberry 

Pi must be set to monitor mode so that it knows how to operate. The antenna on the USB dongle 

receives data wirelessly from the Wi-Fi listening devices that are strategically placed throughout the 

environment such that a wide area can be monitored. These listening devices are what pick up the 

channels that are in use in the scanned area. The listeners scan both 5 GHz and 2.4 GHz Wi-Fi 

channels and decapsulate the header of the packets in order to record the unique MAC addresses of 

all devices using the air space. One of the problems that can occur when using the MAC address for 

unique identification is users carrying more than one internet capable device. Packets originating 

from each separate MAC address would be collected and create the illusion that one user with many 

devices is many users. This issue is easily addressed by just giving the underlying system time to 

recognize that a set of MAC addresses all come on-line in very close time proximity to each other. 

The constant pattern gives away the fact that they all belong to the same person and so they are 

associated with each other. Another problem sometimes faced in an architecture like this is having 

overlapping records from different sensors. The data, once collected, need to be compared so that a 

MAC address which comes online and is detected simultaneously by multiple sensors can be 

recognized as a single device due to the matching timestamp. If that is done, this problem can also be 

avoided. Lastly, the architecture poses issues because some users could configure their devices to 

perform MAC spoofing. [17] explains that the effects of this behavior, however, are negligible 

because doing this could result in connectivity problems for the user.  
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Privacy also becomes a topic of concern for this sensing implementation as many vendors and 

app developers create tools for people to anonymize their MAC addresses. [17] elaborates on these 

techniques but ultimately concludes that they are not disruptive enough because to connect to a Wi-

Fi network in the first place, an actual MAC address must be provided, and the tools only hide them 

or anonymize them up until that point in time. As mentioned in the Architecture section already, the 

data also is secured from a protocol standpoint. Using Transport Layer Security (TLS) over TCP/IP. 

The messages are sent using Message Queue Telemetry Transport (MQTT) which publishes 

measurements in the hierarchical structure SERVICE/ID/EVENT(/TIMESTAMP). More privacy 

precautions are taken and discussed by [17] such as an irreversible hash MD-5 function and salting 

the MAC addresses all at the sensor level.   

In total, the architecture used nine sensors over the course of one year. The sensors generated 1 

CSV file every 15 minutes, but by the end of the analysis, 246,000 files would be created. This data 

collected however, is gathered from any person who entered the range and used the university's 

wireless network. Additionally, [17] states that 4,000 different people walk through the 

Telecommunications Engineering School of Polytechnic University of Madrid daily. This is a very 

interesting thought when comparing the source of this data to that of the data [99]. The home 

monitoring system that allows doctors to yield rich information with ease from the internet connected 

devices. The number of sensors required for this type of system is dependent on the user's home but 

[99] states that 80 sensors were considered in its research and they used a wireless IoT sensor kit 

made up of different specific sensing devices. The devices selected in this scenario also leverage the 

existing 802.11 Wi-Fi network that users have in their homes and they only need to be installed 

without deploying a dedicated wireless network. The types of sensors that this architecture utilizes 

are much more complex than those used in [99] as the behaviors which are being monitored are also 

more complex.  

The behaviors that the system currently monitors are collected with 5 different types of sensors 

included in the IoT kit used. The first one is a Passive InfraRed (PIR) sensor for detecting motion and 

is also capable of measuring how many people are in its vicinity. The second type are magnetic 

contact sensors for detecting whether something is open or closed. [99] explains that this sensor is 

good for doors, drawers, and medical cabinets. Next is the bed occupancy sensor which not only is 

useful for what the name implies (bed occupancy) but for collecting sleep data which can be used to 

find patterns in a user's behavior while sleeping. This is done by installing a pressure-sensitive 

resistive pad under the user's mattress whose signals are collected by a module connected to the bed 

frame. Since it is normal for people to occupy their own bed when not actually sleeping, the sensors 

have been set to filter out short-term occupancy because these small time periods do not yield any 

data related to sleep activity. The architecture also contains a chair occupancy sensor. This 

mechanism implements the same pressure-sensing pad as the bed occupancy sensor. Finally, a toilet 

presence sensor is deployed to monitor the usage of the toilet. An InfraRed sensor coupled with an 

InfraRed illuminator and photodetector provide very selective monitoring of close interactions. [99] 

states that this sensor must be placed near the toilet to provide the highest quality data possible to 

the system  

Something that the author of IoT-Based Home Monitoring considered to be very important was 

the power profiling of the IoT sensors. They mention that with the growing popularity and interest 

in Wi-Fi enabled sensors, we are required to think about how these devices can become more cost-

effective so that patients and practitioners see value in deploying these systems. Power profiling is 

important because the devices used take advantage of protocol that support high bandwidth which 

consequently leads to higher power consumption. The following table summarizes the different 

power demands for devices used in [99]:  

Transmitting the data over Wi-Fi is shown to be the biggest consumer of power in this 

environment. To mitigate the relatively large amounts of power consumed by undergoing this 

process, the sensors have been configured to use burst-based data transmittance. This essentially just 

means that data will be grouped into bursts before being transmitted. This strategy according to [99] 

will reduce overhead compared to transmitting data now which the sensor gathers it.  
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Table 6. Current consumption under different conditions for different sensing devices 

Condition  Current Consumption  

Wi-Fi Receive and Network Scan  80 mA  

Wi-Fi Transmit  290 mA (peak)  

Wakeup and Event Logging:    

• Bed, chair, contact  2 mA  

• PIR, toilet  14 mA  

Sleep (power save)  12 uA  

The next sensor platform that we will go into detail over deviates a bit from what we have 

discussed thus far; Especially in terms of the sensing/data acquisition function of this architecture. 

The environment is at a museum and seeks to monitor the behavior of attendants based on their paths 

through the exhibits and their interactions with the Points of Interest. The author in [68] refers to IoT 

as a network of connected physical objects, in which sensors and actuators are seamlessly embedded 

in physical environments, and information is shared across platforms to develop a common operating 

picture. This definition of IoT aligns quite well with the architectures we have discussed so far and 

manages to encapsulate other architectures we have not. Conveniently, [68] contains a reference to 

research done by Evangelatos et. al. [54] which elaborates on a wireless IoT network that is most 

relevant to the IoT network in [68]. This network is fitted with wireless sensors and actuator nodes 

that run on an IPv6 6LoWPAN network. This will allow devices to connect directly to the internet. 

What happens to the traffic after it leaves the sensor will be discussed further in the systems 

section? The sensor nodes in [54] use technologies like NFC, Bluetooth, ZigBee, and 6LoWPAN to 

detect behaviors and actions of users in an office building such that an adjustable and comfortable 

work environment can be created based on the outdoors conditions and specific users. The 

architecture contains a dedicated Wireless Sensor Network (WSN) using Waspmotes by Libelium to 

identify and track users. These sensors are built for developers as they support ZigBee, Wi-Fi, 

Bluetooth, NFC/RFID and GSM/GPRS interfaces. In [68], the sensor and actuator nodes are not the 

only means by which the system collects user behaviors. Museum attendees are prompted for 

preferences when they first arrive at an exhibit at a check-in station. This information personalizes 

their experience by showing them different content. Lastly, user's online behavior is collected and 

considered when determining what content to display to them and what path to take through the 

museum.  

IoT in Learning Environments  

Definition  

In order to best understand the pertinence of sensors to any Internet of Things system and 

architecture, it is key to clarify what defines a sensor. It is of the authors’ opinions that a sensor is best 

defined as an object with the purpose of collecting information. Serdaroglu and Baydere best denote 

the device as one that is capable of data acquisition and is often embedded within a given physical 

phenomena [120]. It is noteworthy that while a traditional sensor utilizes mechanisms to collect 

physical data, the term lends itself to a more abstract definition within an Internet of Things system.  

Purpose  

Sensing in any Internet of Things environment is paramount to the success of the system, and 

truly redefines the abilities of a given system. Through the utilization of the wireless communication 

methods, varying types of sensors can transfer collected information to a separate device within the 

IoT system for storage and analysis. The targeted learning environments of existing IoT systems vary 

in shape, size, and general activity. It is due to this that each system’s use of sensors varies.   

Requirements and Features  
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Sensors within an IoT context are required to have certain capabilities in order to function as 

designed. Were sensors across the board to be absent of any commonality, it would be increasingly 

difficult to manage the information gathering process within an IoT environment.  

1. Unique Identification  

Most, if not all Internet of Things applications require more than one device geared towards 

collecting data. For this reason, it must be ensured that each device that collects data (and therefore 

each sensor) contains a means of uniquely identifying itself among the other devices connected to 

the network [106]. This ensures that any collected data is not overwritten, duplicated, or 

incorrectly stored when sent to the information storage systems. Identification is most often achieved 

through alphanumeric or numeric codes registered to each sensor or device [106].  

2. Network Integration  

In order to properly function within an IoT environment, sensors are required to integrate into 

some form of network. This network is used as a means of information exchange and functions as the 

backbone to the interconnectivity of IoT devices. In addition to the exchange of information, this 

network also allows the sensors to dynamically discover other devices such as other sensors and 

information collectors [106].  

3. Power Consumption  

Each device within a system fundamentally requires energy to actively function. Sensors are no 

exception to this rule, and the level of power consumption among varying types of sensors is a 

noteworthy requirement when planning and designing an Internet of Things system.   

4. Device Interaction  

One of the key features of an Internet of Things environment is the configuration of many 

devices on a single network. With this feature, it is required that each device connected to the network 

has the capability to safely and routinely interact with other devices. This interaction must also not 

be limited to devices of identical functionality, meaning that sensors should also be able to 

communicate to devices beyond other sensors.   

Types of Sensors  

Sensors that meet the requirements found in sub-section (B) are discussed below based on 

functionality.   

1. Infrared Emission Sensor  

The infrared sensor (IR) has the ability to detect infrared waves that are invisible to the human 

eye. In many cases, these sensors also can emit IR light in addition to detecting [114]. The use of IR 

sensors in an Internet of Things learning environment enables the system to detect various objects.  

2. Barcode Scanning  

A barcode scanner has the ability to read either one- or two-dimensional barcodes. The use of 

barcodes in an Internet of Things context enables the system to create records of various objects.  

3. Radio Sensors  

Various sensors utilize radios to detect varying frequencies. These frequencies can represent 

wireless communication between devices external to the IoT network.   

Data Capturing and Transfer  

Based on the type of sensors used, as well as the overall implementation plan for the given 

Internet of Things system, various sensors by themselves may not be able to transfer the data collected 

to other sink devices in the system. Among the most common sensors available for general use, 

microchip devices like the Raspberry Pi and Arduino bring functionality to certain sensors. These 

open micro-controllers offer an easy to use development environment, which presents them as a 

common choice for newly developed Internet of Things systems. The controllers can be custom 

programmed to enable a wide variety of instructions and can be developed to meet the requirements 

of data collection and transfer within an IoT system.   

Paradigm Specific Applications  
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With the abundance of use cases for the Internet of Things architecture, the following points 

detail technologies integrated into various learning environments as a means of collecting data.   

1. RFID Tag Reading  

Student identification cards have existed for decades as a means of verifying a student’s status 

and attendance at the respective school. More recent identification cards have included magnetic 

stripes to interface with various school devices like cafeteria registers and automated building door 

locks. Many cards are now embedded with electromagnetic tags that passively provide electronic 

information when in appropriate contact with an interrogating radio frequency [53]. This provides 

the card a means of interfacing with RFID scanners.  

2. Pressure Plate Detection  

Many learning environments offer open computer laboratory spaces for patrons. As these spaces 

are frequently in high use, many include “smart chairs” that detect whether weight is applied to a 

pressure plate within the seat [53]. This provides information as to how many chairs within a 

computer laboratory are currently occupied.   

3. Exam Pad Success Tracker  

Students at a university in India were provided tablets called “Exam Pads” which monitored 

academic performance in examinations completed using the tablet. The information was delivered 

using a pre-existing internet connection as a backbone and delivered data to the learning 

management system which could complete holistic analysis from a plethora of students’ data [112]. 

Provided in Figure 3 is an example visualization of a multiple-client-supported IoT system that 

displays the interaction between things, sensors, and the database management system for the 

Internet of Things learning environment.  

IoT in Mining 

While mining has existed for centuries, the ever-looming danger of injury or death of a human 

has always remained constant. Whether it may be a cave collapse or simply by human error, the result 

is always a risky one. It is now within this new generation that IoT devices are being introduced as a 

method of preventing critical errors in the form of network sensors.  

Regardless of cave type, implementing sensors in cave systems not only helps map out areas of 

the cave, but can offer new and advanced features as well. One of the most common types of sensor 

in the mining industry is hazardous gas detection. These types of sensors are not like simple carbon 

monoxide detectors in an average American household as the ones used in cave systems can detect 
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extremely slight hints of poisonous gas, type of gas, and even estimate areas in which pockets of gas 

may be. This helps in preventing a nearby miner to accidently enter or mine in the dangerous area.  

In relation to gas, sensors placed in hazardous areas of a mine can also differentiate between gas 

particles and levels of carbon monoxide/dioxide to indicate whether there is an active fire present in 

the area. For this purpose, various semiconductors are used and are generally programmed to alert 

of a fire if the ratio of ethylene and carbon monoxide in the air has a ratio of 100:1. By using this 

specific rule in the sensor, it allows for the onboard computer to filter out false positives and save the 

workers both time and money from having to check the area out.   

In the new generation of IoT, simple gas sensors have become so much more advanced to the 

point of linking up with other sensors to form an underground network. In this network, workers 

wear trackers when in the mine so that managers can use the network to find exactly where they are 

located. These sensors also offer advanced precautionary scans on a timely basis to establish safe, 

risky, and restricted zones in and throughout the mine. If a worker were to stumble into a restricted 

area, an alert will go off on both the workers and managers trackers to notify them of imminent 

danger. This tracking system is also implemented on mining vehicles. If a vehicle is approaching a 

worker and neither parties know of the other, a proximity alarm will go off warning both workers 

that the other is near. These network alarms also act as an S.O.S beacon if a worker is trapped or in 

need of help. The sensors will then geolocate where the individual is in the mine and send their 

location to an above ground source which can then handle the problem accordingly.  

In the most recent years, biotechnology has also been implemented in the trackers of miners. 

This kind of technology is used to detect for various incidents that may happen when in a mine. One 

important feature of this is immobility detection. If a miner were to become unconscious or stand still 

for a length of time, an alert would be sent to the miner to move. If the miner has not moved within 

a period, a much wider alert would be sent out to above ground staff and or first responders reporting 

their location in the mine. Some sensors also provide vital technology that can relay vital signs of an 

individual back to above ground sources to indicate the miner’s current health conditions such as 

BPM.  

Another type of detection implemented in these trackers act as a form of speedometers. These 

are used in mines to help detect the rapid change of movement or speed that a miner might make. 

The most important reason for having this feature is to help detect when and if a miner goes into 

freefall from possibly falling off an edge or a rope. Once this feature is triggered, an emergency alert 

will be sent to above ground staff indicating when and where the fall occurred. In more of a 

professional approach, these features in sensors can be used by managers and staff to calculate the 

speed of underground vehicles, estimate arrival times to sites, reduce radio communications, prevent 

collisions, and to better improve traffic conditions underground.  

While safety always comes first, protecting miners isn’t the only thing that underground sensors 

can do. Telstra Mining Services recently deployed several sensors underground in Queensland to 

create a privately-owned LTE network for the Cannington mine. With this type of network installed, 

the sensors are very fluid by default and allows for the manipulation of the private network to 

eventually upgrade to the 5G protocol, increase or decrease the radius without any down time. 

Implementing LTE networks in systems like these also remove the issue of radio communication. 

Often, cave walls may contain heavy elements such as lead that may jam or prevent radio signals 

from being sent or received. In an LTE network, this issue is solved simply by traveling from node to 
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node around the cave to get to its destination. This prevents any possible communications between 

vehicles or workers to be interrupted and helps sustain a stable work environment. 

With the advent of drones and remote controllable technologies, we have now opened a new 

door to the possibilities that sensors can play a role in. For example, ever since the dawn of time, 

humans have gone spelunking or explored cave systems whether for leisure or for business. More 

often than none, people have become trapped, injured, or even died from cave exploration. In today's 

world, drones and sensors have become one and are used in unexplored underground systems with 

the aid of 3-dimensional volumetric mapping not only to help create a map of the system, but also to 

locate areas where rock is loose, indicate the existence of toxic gas, and overall document whether 

the cave is safe or stable enough to enter [25]. Figure 7 below demonstrates a sensor over a short 

period of time using volumetric mapping to paint a 3-dimensional image.  

IoT in Energy Systems  

Smart Meters  

According to [7], “A smart meter is an electronic device that records consumption of electric 

energy and communicates the information to the electricity supplier for monitoring and billing”. 

Smart meters are excellent and cutting-edge tools designed to be mainstream solutions to monitor 

customer electricity usage. The readings given from these meters are then used to complete a 

customer’s usage bill and calculate their total usage.  Smart meters can be implemented to monitor 

all utilities including gas, water, and electricity usage.   

Smart meters are extremely useful in replacing the current implementation. Smart 

meters can eliminate the need to physically check meters. They have the ability to send their readings 

wirelessly [138] and can notify suppliers of use instantaneously. This makes them very effective in 

reducing time wasted in taking manual readings and saves the suppler money. A consequence of 

giving the supplier faster readings means that customers can have very accurate monthly estimates. 

When using an online account, a customer can view their monthly readings and the supplier can keep 

them up to date faster. This allows customers to anticipate their monthly expenditures and promotes 

customers to save more electricity as their bill is constantly shown to them. This could lead to an 

improved environmental impact and encourage customers to reduce their electricity usage by being 

more conscious of it [138]. Currently, it does not cost anything to have your meter upgraded to a 

smart meter depending on the supplier you are with. It will, however, be reflected on your usage 

bill [138]. Another side effect of constant monitoring can lead to a health and safety improvement. If 

the customer monitors their usage levels regularly and notices an unexpected spike, they can check 

for leaks quickly and increase their chances of preventing an issue.  

Some first-generation smart meters lose their functionality when you switch suppliers [138]. 

This is an example of some of the burden that will be placed on new technology like all others. Manual 

meters have had many years to be developed and perfected while smart meters are still in the trial 

period. Although the technology is new, because it is software-defined, it can be upgraded without 

installing a new smart meter. This allows for issues to be addressed remotely and should be fixed 

faster than someone manually replacing the meter. Some people may want to wait until the 

technology is improved, however, depending on the use case, this technology could prove more 
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beneficial than annoying. A potentially overlooked con of smart meters is privacy. There will be large 

amounts of data collected from smart meters and that data will be stored. Energy companies will 

have the responsibility of accommodating for large amounts of data and that could fall on the 

customer’s bill. They could also risk security vulnerability and become a potential target for hackers. 

This could also cause an issue with the smart meters themselves being connected to the user’s home 

networks and vulnerable to a network attack.  

Currently, in the United States, there are 70 million smart meters installed. This is a staggering 

number, but the technology was invented in 2006 [73]. Each state has its own policies regarding smart 

meters [73]. Much of this is due to how the population of that state perceived smart meters. Some 

states have a larger rollout than others because of this. Northern California has the smartest meters 

installed at 5 million units [73]. These meters send data on an hourly basis and eliminate the need for 

the company to send employees to manually check them [73].   

With 70 million smart meters currently installed in America, it’s not a question of should we use 

smart meters anymore. They are already a daily part of our lives. Software updates, privacy 

improvements and accurate readings account for some of the controversial topics of smart meters. 

Overall, they eliminate the need for manual readings, allow customers to be more conscious of their 

energy consumption, and appear to be here to stay.  

Smart Sensors  

As mentioned in the Smart Meters section, smart meters make up a large portion of IoT sensors. 

They can be used for gas, electric, water and almost anything else that can be electrically measured. 

Another part of IoT in energy is the smart sensors themselves. Whether this be devices installed on 

the smart grid, sensors housed inside home devices or smart meters sending data to and from utility 

companies, everything comes with a sensor that company ultimately want to adhere to the following 

requirements: Low cost, Physically small, Wireless, Self-identification, Very low power, Robust, Self-

diagnostic, Self-healing, Self-calibrating, Data pre-processing [130]. Smart sensors take a real-world 

variable and use software processing to turn that into a digital data stream for transmission to a 

gateway [130]. They use a series of algorithms to achieve this and attempt to process as much data as 

possible before sending it to the network to reduce the amount of traffic on the network [130].     

Smart photoelectric sensors can detect patterns in an objects’ structure around them [130]. This 

allows them to increase their processing throughput and reduce load on the central processor [130]. 

Today, Manufacturers have increased their flexibility so that smart sensors can be remotely 

programmed [130]. This provides a huge reduction in the amount of physical labor that comes with 

installing and troubleshooting these devices. Companies can now have a dedicated team of remote 

workers to address sensor issues without using the time and manpower to fix them in person. 

Traditionally, feedback from these smart sensors has been hampered by problems relating to system 

noise, signal attenuation, and response dynamics [130]. New sensors can self-calibrate to accurately 

and reliably determine the correct parameters for operation [130]. These sensors are also durable as 

they are small and can be installed in harsh weather environments with their IP67 and IP69K seal 

rating [130].    

As with most RF technology and IoT equipment, the cons continue to be RF exposure and 

privacy concerns. Having all devices on a localized network creates more points of intrusion. Hackers 

have more opportunity to bypass network firewalls and gain access remotely through these devices. 

Security needs to be a top priority when designing and implementing these devices in the field 

because of this. The other issue with IoT sensors is RF radiation. The sensors described in the Tech 

Briefs article Smart Sensor Technology for IoT describe sensors that operate on an “ultra-low-power 

MSP430”. The question remains, however; when is too much RF exposure and what levels are safe 

for humans?  

Currently, there are countless types of sensors and devices available for use in real-world 

applications. According to [5], these sensors and actuators cover a spectrum of protocols and 

technical requirements including machine vision, optical ambient light, position, presence, 

proximity, motion, velocity displacement, humidity, moisture, acoustic, sound, vibration, chemical, 
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gas, flow, force, load, torque, strain, pressure, leaks, levels, electric, magnetic, acceleration and tilt. 

There are a wide variety of IoT sensors and if it’s mechanically measurable, there is probably a sensor 

for it. With future improvements and further research these devices will become smarter, faster, more 

durable, and longer lasting on small amounts of energy.  

Smart sensors compose a huge variety of devices. If you can measure something electronically, 

there is probably a smart sensor for it. Sensors continue to get smaller, more energy-efficient, stronger 

and can be engineered for harsh environments using sealing and water resistance techniques. 

Concerns regarding privacy and RF frequency exposure are still widely prevalent for this new 

technology. Further research and long-term testing should be conducted on RF exposure to conclude 

the level of harm it causes to our bodies. Privacy and network security are huge factors in IoT, and 

smart sensors are no different. The utmost caution needs to be taken when developing these devices 

and deploying them into the consumer marketplace. Despite these cautionary tales, smart sensors are 

in mass-deployment and here to stay. 

Power Management Techniques  

With the rise in popularity of IoT and devices that utilize it effectively, designers are focused 

now more than ever on creating devices that adhere to industry requirements. A huge advantage in 

IoT is having devices that can go long amounts of time on small charges. Often, IoT devices are in 

remote settings or environments that do not allow for wired connections. A big part of IoT’s appeal 

is being able to wirelessly communicate between devices without the need to run cables and 

complicate infrastructure setup. This means that IoT devices need to go long amounts of time without 

receiving electricity directly from an outlet or remote power source. IoT sensor devices are usually 

small in size making it more difficult to pack large batteries. They also often need to be weatherproof 

which usually restricts the sensor’s body even more. Design considerations usually include “major 

system elements such as the microcontroller (MCU), wireless interface, sensor and system power 

management” [2]. A good example of a device that requires these specifications is a wireless sensor 

node.  

Most MCU need to be extremely energy efficient. Some devices need to be able to go months or 

a year to be effective. IoT in farming is a good example of a device that needs to be able to 

last if possible, to be effective. These devices should ideally last a year or crop rotation so as not to 

cause too much hassle by is considered requiring battery replacements. The computational 

requirements of a wireless sensor likely will require 32-bit or 8-bit MCU [2]. Even though the 

computational requirement of the MCU is high, the power requirement remains low. This proposes 

a big engineering challenge for designers and results in many optimizations and techniques to get 

the most charge out of a battery possible.  
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Regarding wireless connectivity, the network topology and choice of protocols will have a large 

effect on the device’s ability to sustain the battery for extended periods of time [2]. In most cases 

point-to-point links would yield the lowest demand from the battery, however, this limit where and 

how the sensor can be deployed [2]. The following figure compares the lowest cost networks against 

the reliability and scalability of the network topology.  

As we can see from the diagram, point to point networks are the lowest cost and possibly the 

best on battery but mesh networks provide the best reliability and can be sustainable if implemented 

correctly. Mesh networks do take a large toll on battery life but may be the best option in a self-

healing network [2]. Star networks are a nice step up from point-to-point, however, they add a lot of 

complexity to the protocol and increase the amount of RF traffic and system power [2].  

Smart City Sensing  

What constitutes a city to be a smart city and what is the difference between a smart and a 

“ordinary” city. This is the question that a lot of people ask and remain unclear about. This concern 

is valid because what constitutes a smart city is ever evolving. The Journal of Urban Technology 

published an article about Smart Cities in Europe [36] and stated that there is not a one definition that 

defines a smart city. Some have tried to put this concept in terms of a cities’ communication 

infrastructure. Even though communication is an important part of any smart city does not include 

everything. This definition was introduced in 1990’s when technology was heavily under 

development. In a more recent study from Vienna University of Technology the researchers had a 

little bit different perspective on the definition. They thought that smart cities should not be tied only 

to communication infrastructure but also to smart mobility, smart economy, smart environment, 

smart living and smart governance. The researchers were basing their definition on different theories 

such as reginal competitiveness, transport, natural resources, social capital and quality of life to name 

a few. [36]  

One characteristic of every smart city that allows everything else to be part of it, are the sensors. 

Sensors are a foundation of the ecosystem in the smart city because they provide valuable 

information. Types of information that can be received is only limited by what sensor is capable of. 

Information gathered from sensors later get distributed to different systems, databases and places 

where the data can be stored, queried, studied and acted upon. This is very important because it can 

give autonomy to a smart city by allowing computers can make a decision without human 

interactions or supervision. A good example for this would be having a traffic jams on the intersection 

from one side where other side does not have any. In this situation sensors would be able to detect 

congestion and let the green light last longer on the side with more vehicles. As sensors in smart cities 

is a very broad topic this paper will focus on more critical infrastructures such as water systems, 

power and energy systems, transportation and first responders’ systems.  

One of the most critical pieces of infrastructure in every city smart or conventional is water 

supply. The ability to have information about water levers and water quality allows better 

displacement of water itself and actions that need to be taken to bring water to the right chemical 

amounts almost instantly. One example that was presented in an article about “Smart water grid: the 

future water management platform” by Seung Won Lee is the need of water in different parts of the 

USA during the year. During different periods in a year in the USA western states may have drought 

problem where states in the Midwest have flooding problem. A solution to this problem would be 

making a smart water grid where massive amounts of water can be moved from the states that have 

floods to the states that need water. [84]  

Another important part of the infrastructure is power and energy systems. These systems are 

very complex and require a lot of care. Some of the main goals of different smart energy systems is 

be able to control and predict usage of energy throughout the year and to be able react upon that, 

such as to displace energy from low areas of usage to high usage areas, plan for new power grids and 

give customers almost if not a real time insight of their usage of different energy systems. This was 

resolved by smart meters that allow energy companies to have accurate database of its users and their 
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consumptions. Some of the devices such as smart electricity meter and gas meter are presented in 

Figure 20. below.  

As talked about previously in the paper as an example, usage of sensors in transportation can 

help in traffic congestion but is not limited to that. Smart parking systems throughout the world have 

shown better displacement of parking spots and parking garages. Being able to see which garage or 

street an empty parking spot has is not only beneficial to a driver but to the environment where they 

do not have to drive around blocks, unnecessarily polluting cities even more. Collision detections 

system can be useful where drivers can be alerted to an accident and avoid the road that it is on. 

Smart parking sensor is presented in Figure 20.  

When first responders are call upon the single most important variable is the time that they need 

to respond to a problem or an incident. This variable could be deciding between life and death 

situations and that is very important to detect problems if possible, even before they happen. As 

massive shootings are a problem throughout schools not only in USA but in the world, a smart system 

where this can be detected before it even happens would help solve this problem. This system can be 

consisted of different camera sensors where an active shooter can be detected before they are in the 

building. Upon having an alert of an active shooter, the system can send information to local police 

departments, alert other schools nearby to be advised and act such as by locking the external doors. 

This is just one of the examples where smart infrastructures can be critical and this is where a variety 

of sensors come in place to prevent or detect incidents. Other sensors that can help first responders 

such as smoke detector sensor, CO sensors and doorbell sensor s which will be discussed later in this 

paper 

Sensing in Smart Homes  

One proponent that fuels the idea of the smart home initiative would be implications on the 

energy system. The culture of today’s society is becoming more and more conscious of the affect that 

industry and consumerism has on our world as such conservation and efficiency of energy is leading 

today’s research and technology.[41] Coinciding with the smart home would be the internet of things 

(IoT), as stated by Yang, Lee and Lee [143], “IoT-enabled house equipment allows for a smart home 

to be more intelligent, remote controllable, and interconnected.” [139]  

Smart home technologies (SHTs) consist of functional home appliances such as refrigerators, 

televisions, water systems, air temperature regulation systems, lighting systems and dish washers 

but also include devices that provide feedback, connectivity and control to the consumer such 

sensors/monitors (for changes in humidity, light, motion and temperature) , network devices that 

could provide remote control capabilities as well as automation as directed by user. The user has 

further ease of use by having control features assessible from their smart phone, computer, tablet or 

other devices. Due to the diversity of SHTs they can be configured typically wirelessly to provide the 

user with a home functioning optimally to meet their needs. [41] Artificial intelligence is another 

component of emerging smart home technology, Amazon created “Alexa” an intelligent personal 

assistant that can be installed in a variety of products providing services such as searches, shopping 

and schedules. Apple is creating a similar AI support called “Apple HomeKit,” which is intended to 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

provide voice support in smart home technologies. [139] Equipment added to devices to make them 

“smart” would include, in addition to sensors, cellular communication, NFC, WiFi and 

Bluetooth. [143]  

Consumers using SHTs benefit from increased security, energy management and conservation, 

accessibility to leisure and entertainment services and even living assistance and independence when 

a healthcare need arises. [41] Automation is the critical function of smart technologies as it is the 

replacement actions previously carried out by the human. [139] By the year 2022 the market for smart 

homes is expected to grow globally to USD 119.26 billion. Companies such as Google, Samsung 

Electronics and Amazon are joining the endeavor of smart homes and pushing the market 

forward. [139]  

Barriers that prevent consumers from jumping on board with SHTs might be fear for privacy, 

lack of awareness of technologies, cost concerns and upon implementation lack of interworking 

technologies and systems. [41] Additionally, Yang et al [84] notes, “The largest barrier is due to a lack 

of technology to establish the infrastructure of a smart home, “and furthermore indicated, 

“technological or engineering perspectives on smart homes have failed to interpret potential users’ 

actual needs from a smart home.” Considering this needed infrastructure, a change in the technical 

standard is necessary as satellites are too costly and transmissions among electronic devices are 

limited. [139] A possible downfall to censorship provided through the use of sensors in smart home 

technologies would be the back door hidden with in most devices that allow for third parties to gather 

data on users without their knowledge, for example tracking purchases, logging personality traits 

and even user identification which is a threat to privacy and security. [84]  

Wilson, Hargreaves and Hauxwell-Baldwin [139] summarize in their research article, benefits 

and risks of smart home technologies, which they based from research gathered within countries of 

the European Union, that the outlook for the SHTs market is positive, with potential consumers 

seeing value in the convenience of SHTs but note that time will tell if design and usage of SHTs have a 

long term impact on energy efficiency and further note caution regarding the autonomy and 

independence of home technologies in light of the risk to privacy and data security.  

Sensors are a crucial technological aspect of smart home devices. Sensors are the component that 

collects and analyses data which then is used to enhance the quality of the user experience. [143] An 

example of which might be blinds automatically closing during the brightest times of the day to 

conserve the energy used in keeping the home cool yet being open to allow for natural lighting during 
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dusk and dawn when this is not a concern. Another would be the use of biometric data, such as 

the fingerprint, which is used to verify user ownership rather than having the user remember a code 

or password. The system must identify the pattern of the fingerprint by measuring the distances 

among skin fissures and as such determine user authenticity. Some of the sensors in smart homes are 

shown in Figure 3. below. Regardless of the device it must always can sense elements of the 

environment they are calibrated to measure and then communication the data to then direct the 

implementation of the automated action, this communication also allows for machine 

learning. [143] Masoud, Jaradat, Manasrah and Jannoud [92] provide additional insight in their 

article, Sensors of Smart Devices in the Internet of Everything (IoE) Era: Big Opportunities and 

Massive Doubts, “a fridge with an embedded processor is not smart until it has the ability to 

communicate with people, other fridges, and supermarkets to order missing items. Moreover, it 

should select from different supermarkets to buy the items with price offers. This smartness came out 

from data communication over the Internet.”  

There are a variety of sensors that today we often take for granted. Power sensors can be set to 

turn an appliance off after a duration of nonuse. An accelerometer senses the user’s orientation and 

changes and rotates the viewing screening accordingly. Motion sensors can be classified into three 

different methods of detection, accelerometer, magnetometer and gyroscope. [143]  

5. Systems 

5.1 IoT in Health 

5.1.1 Environment sensing 

IoT systems can be heavily used to monitor a human’s surrounding environment. A wireless 

body area network can be used to monitor the temperature, humidity, or even ultraviolet light levels 

to ensure the safety of the person working in their environment. Safety and health are key when 

thinking of an industrial workplace, especially for those that could put a person in a dangerous 

environment. To prevent workers from exposing themselves to hazardous situations, some of the 

physiological sensors mentioned above can be used. A person’s body temperature and heart rate are 

good point-in-time indicators of a health condition or abnormality. The system also proposes a safety 

sensor, monitoring things like the strength of harmful UV rays or the carbon dioxide content of the 

air. Both ultraviolet rays and carbon dioxide are known causes of cancerous tumors and being able 

to detect the conditions that cause them goes a long way in preventing patients from developing these 

tumors. The figure 34 shows the architecture of the proposed wireless body area network safety and 

security system. In this implementation, each safety node is equipped with a power management 

unit, a LoRa module, a microcontroller with Bluetooth, and four actual sensors. The whole node 
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draws power from a rechargeable battery providing a constant 3.3V to the system. The RFM95 LoRa 

module was chosen as it is a low power and long-range transceiver and will have no issue connecting 

to the remote gateway. The four environmental sensors chosen were an external temperature sensor, 

a relative humidity sensor, a carbon dioxide sensor, and an ultraviolet ray sensor. The health node is 

comprised of a power management unit, a microcontroller with Bluetooth, the heart rate sensor, body 

temperature sensor, as well as another rechargeable battery supplying the same 3.3V. All the data 

being collected from the health node is sent to the safe node using Bluetooth and then to the gateway. 

A visual representation of the system is shown in the figure 23.  

The edge gateway chosen was a Raspberry Pi 3 along with a wireless module, and a power 

supply. Raspberry Pi’s ship running Raspbian, which is an open source Linux distribution that 

supports many different common programming languages like Python, C, C++, and Java. The 

Raspberry Pi is a good option for this internet of things deployment because of its low power usage, 

only requiring 5V at 2.5 amps easily supplied by the portable power bank. The low power 

consumption allows for the Raspberry Pi to be easily moved from place to place, if the environment 

changes or the system needs to be moved for any reason. Finally, another LoRa module is added to 

the Raspberry Pi to allow communication between the gateway and the safe node. The data collected 

from the system can be consolidated, processed, and analyzed in a cloud solution. This system 

utilized Digital Ocean as a cloud service provider. This cloud solution provided a system using 

Ubuntu server 16.04.5 that ran a secure web page to access the data, as well as a MySQL database to 

store this data.  

5.2 IoT in Vehicular Networks  

5.2.1 Inter-vehicle communication  
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In inter-vehicle communications, it uses two different type of messages which are naive 

broadcasting and intelligent broadcasting. The vehicles send naive broadcast messages continual to 

their neighbor vehicles. The receiver vehicle ignores the message that comes from a vehicle behind it 

and continues to broadcast the message comes from a vehicle in front to the vehicles behind it. This 

make sure that all vehicles moving in the same direction receive every broadcast message. The 

weakness of the naive broadcasting method is that too many broadcast messages that are generated 

in a short time, cause the increased risk of message collision, and resulting in lower message delivery 

rates and increased delivery times. Intelligent broadcasting with tacit acknowledgment solves the 

problems inherent in naive broadcasts by limiting the number of messages delivered for a given 

emergency event. The supposition is that the vehicle in the back will be responsible for transferring 

the message along to the rest of the vehicles. Also, if a vehicle receives a message from more than one 

source, it will respond to the first message only. [148]  

5.2.2 Vehicle-to-roadside communication  

The vehicle-to-roadside communication represents a single-hop broadcast where the Road-Side 

Unit sends a broadcast message to all equipped vehicles in the vicinity. The roadside units could be 

located per kilometer or less, allowing high data rates to be maintained during heavy traffic. For 

example, the roadside unit will calculate the beginning time and the last time combine with traffic 

conditions to determine the appropriate speed limit to broadcasting. The Road-Side Unit will 

regularly broadcast a message about the speed limit and will com- pare with the vehicle data to 

determine if it needs to apply a speed limit warning to any of the vehicles in the area. If a vehicle is 

operated over the speed limit, the road-side unit will send a broadcast message to the vehicle to 

enable auditory or visual warning, requesting that the driver reduce the vehicle’s speed. [148]  

5.2.3 Routing-based communication  

Routing-based communication is a multi-hop unicast in which a message is transmitted in multi-

hop style until the vehicle carrying the desired data is obtained. When a vehicle receives the desired 

information, the application at that vehicle will immediately send a unicast message holding the 

information to the vehicle it receives the request, and then it continues forwarding it to the source of 

request which now is a destination vehicle. [148]  

5.3 Behaviors and Decision Making  

5.3.1 Smart Buildings  

The underlying system and services used in [68] and [54] are very similar since the architecture 

portion of [68] references the architecture of [54]. [54] states that two different wireless technologies 

are deployed in the environment it focuses on. [55] refers to an article published in 2012, that 

discussed the study of IoT implementations for creating ‘smart buildings. This piece outlines the 

underlying systems for the architecture discussed in [54] when addressing the use of 6LoWPAN. 

However, WiFi is applicable to only the two portions of the entire architecture that utilize 6LoWPAN 

technology: The Backbone Wireless Sensor Network and the Gateway interface to the Web. In the 

Backbone WSN, Constrained Application Protocol (CoAP) is used as a specialized web transfer 

protocol. It is meant to be used with nodes and networks that are constrained in the IoT. It was created 

for machine-to-machine applications. According to the CoAP website at coap.technology/impls.html, 

CoAP is not only used between constrained devices, but also between them and more powerful 

systems such as cloud servers, central home servers, and smartphones. The rest of the protocol stack 

for the Backbone is as such: Link Layer uses 802.15.4 standard, Internet Layer uses the IPv6 

6LoWPAN protocol, Transport Layer uses the UDP protocol and the Application Layer uses the 

CoAP protocol. Each of these system protocols were chosen for a specific reason. 802.15.4 offers low 

power consumption and supports low latency machines. It also utilizes dynamic device addressing 

and minimal complexity. The protocol offers data rates at 20 kb/s, 40 kb/s, and 250 kb/s according to 

[54]. In [55], the Contiki operating system is discussed as a part of the actuator services system. The 
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Contiki, according to the documentation available on GitHub at github.com, is an OS for resource-

constrained devices in the Internet of Things. The controlling and monitoring of application services 

system are facilitated by auxiliary services which are provided by control services. These application 

services are services that specific applications need so they can interact with the system. [55] discusses 

that in some environments, the physical location of sensors must be known by the system for it to 

provide information with context. However, modern day location service solutions are not 

lightweight and would cause more overhead then necessary in the system. To solve this problem, 

[55] implements a centralized location mapping service which can appropriately assume that the 

sensors are in fixed positions and people will not be moving them. Maintenance services for the 

system are quite relevant since smart environments are often time and sometimes safety critical. [55] 

designed services specifically for this reason by defining a periodic status update service sending 

sensor readings and node status to a central registry. Also, the individual sensors utilized a service 

to check for ‘heartbeat’ of other nodes.  

5.4 IoT in Learning Environments  

5.4.1 Attendance Systems  

Universities can tailor existing technologies to more robustly collect information from students 

and staff while actively engaged with the campus. Blackboard Learn, an online learning management 

system (LMS), is used in junction with physical door access control systems to limit entry to specific 

buildings on campus based on information provided. Information provided from the learning 

management system can include degree program, gender, and other specific access rights. A 

magnetic stripe on the identification card can be swiped or pressed against electronic locks to transfer 

user information from the card to the lock. The smart lock verifies the data against a database with 

information regarding access rights. The device subsequently activates a mechanical system to unlock 

the door or provides output that the provided data did not pass the verification. In addition to 

collecting building access data, universities with existing internet infrastructure can apply the 

concepts behind IoT to develop a system to collect data more consistent than building access; wireless 

device location services. Purdue University in West Lafayette, Indiana serves as a prime example. 

Purdue Air Link 3.0, shortened as PAL 3.0, serves as the campus-wide internet infrastructure for 

students and staff. The vast amount of wireless access points installed throughout the campus 

collectively ensure constant internet connectivity. Requiring a Purdue account to connect, PAL 3.0 

can seamlessly connect a device to the wide array of access points [109]. With the ability to connect 

however comes the ability to observe. With access points denoted as sensors in the context of an 

Internet of Things environment, the university can track account connectivity across the network, 

providing massive amounts of location and internet traffic data. The university can track where 

students are connected, and thus cross reference student schedules to detect course attendance and 

absence. Within an Internet of Things architecture, the diversity of ‘things’ would exist regarding the 

sheer variety of devices with wireless connectivity. Data is then ‘sensed’ or collected by wireless 

access points. The phenomenon occurs when a device connects to an access point that is broadcasting 

both 2.4 GHz and 5.0 GHz frequencies. The device uses the signal to interact with the Internet, thus 

providing the sensor with a wide variety of data. Once collected by the sensor, the data is sent to a 

repository within the network and analyzed. The variety of “innovative learning” development 

services the university employs are then utilized to provide meaningful information of the provided 

data [110].   

5.4.2 Distance Education Classroom  

In order to better accommodate individuals seeking nontraditional education services, 

universities have used the Internet of Things paradigm to develop distance learning platforms. Figure 

25 clarifies the infrastructure, where the teaching server represents a learning management system 

[142]. Learners can interact through the virtualized platform with educators and receive personalized 

teaching based on the tools provided by the learning management system. It should be noted 
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that most distance learning platforms no longer utilize the GPRS methodology for transferring data 

and do so through internet connectivity. Learners receive personalized exercises from the system and 

based on input. 

Within the context of IoT, this system establishes a connection to online learners that represent 

‘things’ of the system. Each learner emits abstract data in the form of assessments, assignments, and 

other learning exercises to educators, which represent the sensors of the system. We can define 

learners and educators as things and sensors, respectively, due to the more abstracted definition of 

sensing. Things produce information that is then collected by sensors and devices within the 

network. The data is uploaded to a database module combined with a teaching server. The system’s 

application to IoT is completed with the transfer of data from sensors to the repository for analysis. 

In this case, the repository is a virtualized database with a learning management system acting as a 

data analysis factor.  

5.4.3 IoT Learning Management System  

An existing Learning Management System implemented an Internet of Things architecture to 

support better data logging and analytics. Included in the smart devices implemented were RFID 

lockers, integrated printing services, and other varying student resources like residence air 

conditioning and local Ethernet connectivity. Figure 26 visualizes the IoT device infrastructure, 

categorizing aspects per usage. The things of the network are represented by all technological devices 

visually placed on the edge of the figure.  
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These include “mobile devices” and “RFID locker”. What uniquely identifies this application of 

IoT is the fact that the things and sensors of the IoT architecture are redistributing data between each 

other as opposed to transferring data to one source [101].  

5.5 IoT in Mining  

5.5.1 Underground Cave Systems  

Integrating a properly working and stable system within mines is not just a necessary 

requirement, but also a safety and economic requirement as well. To achieve this in today's world, 

cloud computing has come to the rescue and is used almost exclusively to handle and manage data. 

There are four types of data that cloud computing is most used for in mines [34]. (1) Multisource High 

Heterogeneity Data, (2) Huge Scale dynamic Data, (3) Low-Level with Weak Semantics Data and (4) 

Inaccuracy Data. When it comes to technology, there are many types of data and countless ways to 

interpret that data. The problem resides with how a computer or system should interpret received 

data into understandable information that is correct and accurate. To solve this, these data structures 

were made to help sort data into its proper area. Multisource High Heterogeneity Data consists of 

varying characters and integers to form information in the form of media. This ranges from cameras, 

photos, video streams, audio communication, and EM waves. This type of data supplies miners 

with most of the surveillance and communication technologies and helps establish a system of 

working parts. The world of information technology and data transfer is extremely large and is only 

growing by the year. While transmitting data from point to point may very well be relatively simple, 

having a consistent stream of large amounts of data running at all times of the day is another story 

as traditional technology often become interrupted or lose data when constantly transferring large 

chunks. Huge scale dynamic data comes into play to help solve this issue. This works by connecting 
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many sensors together in a mesh like network to create numerous paths that data can pass through. 

Using this type of network, data being passed from one node to another in a consistent manner can 

be achieved by finding the shortest and most connective path possible in the network. While sensors 

are a cornerstone to mapping out the safety and complexity of a mine, they provide low amounts of 

data at a time which alone is useless to an industry. This introduces the area of Low-Level and Weak 

Semantic Data. This area of data helps build deep and complex semantics from many chunks of low-

level data to create enough information that can be easily interpreted by engineers. It has been proven 

that oftentimes, especially in cave systems, that initial data that has been received from sensors is 

partially incorrect or malformed. This is again due to the data being reflected or refracted when 

passing through hard-to-pass objects such as rock and heavy metals, resulting in an average of 

around 30% percent of all received information being correct. This area of data is called Inaccuracy 

Data and helps to detect flaws in received sensor packets by using a method called multidimensional 

data analysis to process what can be verified as being true, and what needs additional testing to prove 

the sensor data to be true. 

5.6 IoT in Energy Systems  

5.6.1 Smart Grid  

Smart grids are already a big part of our life. They allow companies to monitor usage using 2-

way communication. Our current electric grid was conceived more than a century ago [52]. This grid 

was designed based on rudimentary electricity needs. People during this time only needed to power 

a few lightbulbs, radios and basic electrical devices. Electricity demand now is much more intense 

and random compared to the first grid implementation. Smart energy grids upgrade the current grid 

system by using 2-way communication [52]. Instead of the factory producing energy and sending it 

into the grid at set times, houses can request electricity and factories can accommodate to match this 

instantaneously. A 2-way dialogue is introduced by the smart grid. Now a smart meter can transmit 

data to the electricity company and request electricity. This is a game-changer for grid demand and 

allows companies to anticipate, collect data and respond to grid demand more efficiently and 

quickly [52]. This in turn reduces the environmental impact and allows companies to waste fewer 

resources and homeowners to save more money. Smart devices can be added to a (HAN) home area 

network and controlled to run at certain times. By communicating with the energy grid, these devices 

can be set to run during times of low demand. This reduces the cost of electricity for homeowners 

and takes some demand off the grid at busy times. Renewable energy solutions are often directly 

influenced by weather and are unreliable at times. By using communication on a smart grid, these 

devices can be set to run at optimum times so that the grid is not overloaded or shortchanged [52]. 

When electricity can be deferred away from peak usage times during the day, customers can expect 

less expensive bills because less efficient backup facilities do not need to be used [52]. Most of the 

concerns about smart grids come from privacy and RF radiation risks. The grid itself seems to be a 

good idea in concept and its pros are extremely prevalent against its cons. RF has been a large concern 

of the general public and many people are not comfortable with not having safety measures in place 

to regulate our exposure to it. Many people believe that current RF acceptable exposures are unsafe. 

Adding multiple smart devices into your home to help regulate the smart grid will add numerous 

points of RF radiation. Devices include dishwashers, microwaves, stoves, washing machines, dryers, 

air conditioners, furnaces, refrigerators, freezers, coffee makers, TVs, computers, printers and fax 

machines to name a few [85]. These appliances will operate between 917MHz and 3.65 GHz several 

times per minute. Smart meters will also be transmitting outside so this radiation will be prevalent 

everywhere [85]. The other issue is privacy. Storing your data with electricity companies means that 

your data is only as secure as the company guarding it. If hackers are able to obtain your data, they 

could determine how much energy you are using, how many people are living in your home, what 

times you use utilities, and what times you leave without ever looking at your home. The smart grid 

consists of millions of moving pieces and parts, controls, computers, power lines, new technologies 

and equipment [52]. Every day new pieces are added, and different technologies are brought online 
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to further improve the grid. The grid will continue to evolve into the future as new technologies are 

created to improve it. Many people are against smart devices and grids because of privacy concerns 

and RF wave exposure. Some legislature has arisen as a result of unhappy customers and the smart 

grid has faced backlash in some areas. Regardless, the smart grid is currently in full swing and 

continues to grow and evolve as it will into the future. 

5.6.2 Zero-Energy Buildings 

Zero-energy buildings are a new form of technology that utilize a smart grid to communicate 

and distribute energy efficiently. They use a variety of IoT technology and new sensing techniques 

to generate renewable energy and power themselves. Some of these buildings have on-site energy 

storage which helps reduce demand for the grid and further increases their efficiency. They can 

be summarized as a building that has a net energy consumption of zero [8]. This means that these 

types of buildings use various energy-efficient and saving techniques to achieve a net value of zero 

energy consumed and some can have a negative amount of energy consumed due to their ability to 

contribute energy to the grid. Zero-energy buildings can achieve net-zero energy consumption by 

different techniques. Most buildings will be connected normally to an energy grid and use power 

from the grid as necessary. Most zero-energy buildings have some form of renewable energy to create 

energy for themselves. These buildings will utilize their self-created energy when available as many 

renewable forms of energy such as wind and solar power and heavily dependent on the weather. 

When weather conditions are good, the building will create its own energy and not rely on the grid. 

If the building has perfect conditions or low usage, it may create an excess amount of energy. Smart 

grid technology allows the building to distribute energy back into the grid and contribute to offset 

the times it needed to pull energy from the grid [4]. This offset is measured and used to calculate the 

building’s efficiency. If the building can support itself over the course of a year and make up for any 

energy it took from the grid, it is considered a zero-energy building. Zero-energy buildings can be 

combined into zero-energy towns to  multiply this effect and further reduce environmental 

impact [4]. Below is an example of a zero-net energy building that could be used today.  As shown in 

the figure 39, a zero-energy building usually has multiple forms of renewable energy to power itself 

and contribute back into the grid. This Figure is an example of what a typical house could look like. 

An office could use similar technology to achieve the same goals. This house features several energy-

saving designs. Energy optimized windows typically involve a window using double pane vacuum-

sealed glass. The vacuum acts as a good insulator and lets minimal thermal exchange occur between 

the air outside and the air inside the house. A geothermal heat pump uses the constant temperature 

underground to pump in heat or cool air when needed. This helps reduce the load of a conventional 

heating system and allows the ground to cool or heat the house instead of using electricity. Another 

good optimization is the use of solar panels in conjunction with a wind turbine. This creates two 

forms of power for the house alongside the backup smart grid. These renewable energy tactics allow 
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the house to be even more enough during different weather conditions so the owner can reduce their 

environmental footprint further. The orientation of the building is also important. The building needs 

to be oriented so that natural sunlight can heat the house when needed. A few other additions include 

heated floors and high-quality insulation. The heated floors allow for better conservation of energy 

as the conditioning system is not working against the temperature of the floor. Efficient insulation is 

used here at a higher cost, but ultimately a payoff in the long run when this house can produce 

electricity for itself and become a true zero-energy building. Typically, a zero-energy building costs 

10% more on average to build than a traditional energy-hungry home [4]. This ends up paying for 

itself quickly because typical zero-energy homes save around $125-$200 a month which adds quickly 

to pay for the construction cost expenditure lost in buying more expensive materials and 

complicating installation processes [4]. Most of these buildings get half or more of their energy from 

the grid [8]. Unfortunately, this means that a large amount of power is still being drawn from the grid 

and these buildings are not self-sufficient all the time. The offset to this is that the buildings contribute 

this energy back into the grid when weather conditions permit. A problem with the zero-energy home 

is that it can be a lot harder to find a contractor with the ability or willingness to build it [8]. Another 

issue that can arise is that with more companies producing renewable technologies, prices continue 

to drop on renewable energy equipment [8]. If you build your home today, the equipment you may 

use to install may be obsolete in 10 years and worth a lot less. This will decrease the value of your 

home and may make it difficult to sell it for what you put into it. Although these buildings typically 

have a larger construction cost, they pay for themselves quickly and provide measurable 

environmental carbon reductions. Hopefully, we will see more of these buildings implemented as 

renewable energy technology develops.  

5.7 IoT in Energy Systems  

5.7.1 Smart Parking  

All IoT parking systems will require some combination of sensors and transmission methods to 

function. However, there are differences in how drivers are routed to parking locations and how they 

can be scaled. Some of the proposed systems include: parking guidance and information system 

(PGIS), transit-based information system (TBIS), centralized assisted parking search (CAPS), 

opportunistically assisted parking search (OAPS), non-assisted parking search (NAPS), car park 

occupancy information system (COINS), parking reservation system, agent based guiding system 

(ABGS), and automated parking [15]. The differences between system functionality and processing 

is listed as follows:  

• PGIS uses various sensors to collect data which is then sent to drivers to notify them of 

vacancies [15]. There are many adaptations of PGIS that use various other technologies to solve other 

more nuanced issues like using additional sensors to improve system reliability.  

• TBIS prioritize the use of public transit systems instead of simply advertising empty parking 

spots for private vehicle drivers [115]. Transit use is encouraged by monitoring and allowing 

reservations for convenient parking spots near transit stations. By allowing commuters to check and 

reserve parking spots near mass transit stations, it encourages people to park their vehicles at the 

station and use mass transit instead for the day.  

• CAPS use vehicle and parking lot sensors to detect open parking spots, but has all information 

be passed on to and processed by a centralized server responsible for maintaining an up to date status 

of the parking garage [81]. Drivers seeking a parking spot will query this central database and be 

directed to a guaranteed spot.  

• OAPS has each vehicle equipped with a wireless communicator and sensors enabling them to 

detect open parking spaces and share this information with other vehicles essentially forming an ad 

hoc network [81]. Unlike CAPS, this system has no single server which receives all updates and 

maintains an up-to-date status log. As such, cached parking information on each vehicle may be 

outdated or inaccurate and drivers must be aware of the possible inaccuracies.  

• NAPS is when no smart systems are employed at all  

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

• COINS is a parking management system that is dependent on only a single sensor. This sensor 

is usually a video or image recording device that takes a fixed image of the parking lot. The image is 

then processed using various image recognition algorithms to identify empty parking spots which 

can then be displayed to drivers [29].  

• ABGS is not so much a smart parking system as it is a tool for research, urban planning and 

development. Sustapark is an agent-based model for simulating parking behaviors. It does this by 

defining drivers with different interests, and simulating parking locations and city traffic [127]. The 

resulting simulations can then be used by city planners to design proper parking spots and roads to 

help ease road congestion.  

• Automated Parking are systems where drivers do not search for parking, but rather leave their 

locked vehicles in a vehicle bay area. An automated system will then move the vehicle to a designated 

parking spot. Retrieving the vehicle can be done using a password or any other form of authentication 

system that can be implemented based on need [74].   

Figure 27 is adapted from Al-Turjman, Malekloo [15] which compares the different parking 

system types in terms of features and important value metrics.  

From the figure, the various implementations of car parking systems that could be used in a 

smart city have a variety of costs and benefits. The sheer amount of proposed systems is a sign of 

academic belief that smart city technology is a field with many research opportunities. In term of the 

overall state of IoT in smart cities, this research in parking systems indicates potential challenges as 

well in the form of standardization.  

5. Challenges 

Advances in IoT technologies is transforming healthcare with the introduction of several new 

applications and services. However, 74 percent of these IoT initiatives are unsuccessful [94], as the 

new technologies bring new challenges.  As the medical devices are directly connected to the patients 

the performance of these devices is very vital leading to tighter functional and technical requirements. 

Any problem with device can cause a serious impact on the patient and hence it is very important to 

understand the sensitivity of this and work towards the betterment of the performance. Current 

limitations include energy and mobility limitations, memory and computational limitations, security 

limitations, regulatory challenges, environmental challenges, vendor challenges, data handling 

challenges, etc.  Some of these challenges are explained in more detail below.   

Security challenges: Security requirements are the key challenge IoT need to address as the 

healthcare data requires highest confidentiality and reliability.  Conventional methods of security do 

not provide the needed solutions encountered in the fast-paced development in the IoT in healthcare 

[122].  It was found a recent ZingBox study which was done to understand IoT software and it 

revealed that hackers can gain access to the confidential information by simply looking into network 

traffic for error messages [33].  

Computational Limitations: Most IoT devices have low end CPUs with low speed processors. 

As the perception layer devices are primarily designed as sensors, they lack the necessary 

computational capacities.  Currently to overcome this limitation the computational aspects are dealt 
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in other layers.  With miniaturization of processors future sensors will have adequate processing 

capabilities [49].  

Memory Limitations: Just like the processor speeds, these devices do not have enough memory 

space.  To overcome the low memory IoT devices use embedded operating system, system software 

and application binary, however, memory limitations make the device manufacturers to sacrifice 

security protocols leading to security threats.  New middleware solutions to address security 

weakness are being implemented [67].  

Energy Limitations: IoT healthcare uses devices like body temperature and BP sensors which 

are low power devices which can switch between active and power-saving mode reducing the energy 

consumption.  With advances in charging through Wi-Fi or Bluetooth radio waves will make battery-

free IoT sensors [102]. Wearable sensor node with solar energy harvesting are also being developed 

to reduce battery capacity requirement [140].  

Dynamic Topology for Mobility: By nature, healthcare devices are usually mobile such as 

wearable body temperature sensor or heart rate monitor which are connected through wireless 

networks to cloud. With more emphasis on “Anywhere, anytime” more and more health care services 

are added to the IoT Platform make give patients more refined experience [13].  

Scalability: With exponential growth of number of IoT devices connected to the network and as 

more and more services are added to the IoT application platforms, solutions developed are not able 

to keep pace with the system requirements.  It is very important to develop the right 

architecture/framework and systems which can provide the scalability to handle the anticipated 

growth [100].  

Communication Media: Healthcare devices use multiple types of wireless communication 

methods like Zigbee, Z-wave, Bluetooth, Wi-Fi, 3G/4G, etc. However, these wireless networks do not 

provide the necessary security protocols the conventional wired networks provide more so in case of 

IoT due to the large number of devices being added and the mobile nature of these sensors. New 

protocols need to be developed to prevent data losses due to network congestion, provide security 

and reliability.  

Multiplicity of Devices and Protocol Networks: The IoT network has multiple devices ranging 

from the simplest devices like the PC to more complex devices like low-end RFID tags. The devices 

vary based on processing, memory, computational powers and network connectivity protocols.  It is 

a challenge to create a protocol standard which can deal with the plethora of devices and networks 

[64].  

Government Regulations Challenges:  As IoT continues to gain popularity more and more 

sectors started adopting this new technology to develop and deliver more products and services. The 

data/information collected and transmitted by these devices over the network has become more 

critical and confidential, making cyber security an utmost important necessity. To address these 

issues the US government had passed a bill “The IoT Consumer TIPS Act of 2017” and “The SMART 

IoT Act” [47]. The Act is followed up by “The Internet of Things (IoT) Cybersecurity Improvement 

Act of 2019” which was introduced by the United States Congress on March 11, 2019.  

It is expected that the UK and other countries will follow by introducing similar legislation. 

However, by nature IoT like internet it is difficult to be regulated by any single Act or Policy by any 

government as technology connects across multiple regions/countries making it difficult to 

implement effectively such policies. The industry and the community should try to self-regulate so 

that the technology is not exploited for the wrong reasons.  

Environmental Challenges: As more and more devices are being added to the network and the 

energy consumption of the devices is increasing rapidly. This means that better green technologies 

need to be implemented in order to make the system a lot more energy efficient and less electronic 

waste generation.  

IoT Vendor Challenges: IoT technologies provide tremendous opportunity to provide best 

possible healthcare solutions for patients and reduce the overall cost of healthcare.  Several vendors 

jumped into provide their own custom-made applications which are not tested.  As there is a lack of 

Industrial Standard for products are services, selection of the right vendor has become 

challenging.  Healthcare being a very sensitive area with far fetching implications vendor/product 
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validation like other medical equipment need to be adopted.  However, coming up with agencies 

which can certify reliable, secure, scalable, and efficient product or service provider is going to be 

challenging [76].   

Data Handling Challenge: IoT services in healthcare are just at the beginning stages and already 

it has started to generate large quantum of data leading to serious data handling challenges.   With 

the addition of several new applications and several more devices the data handling problems is 

going to be a major bottleneck for IoT to penetrate further.  New technologies are being developed 

for better storage and faster data analytic solutions; however, it has been seen if they can catch-up 

with the IoT device and data explosion [107].   

The full implementation of IoV system will change drivers’ experiences completely with 

integrated smart sensors and devices. These hardware serves to be functional in the same way as 

different sensing parts on human body and further improve sensitivity to internal and external 

environment. Except for driving experience, IoV system can significantly enhance the efficiency in 

traffic management and safety and reduce timing in logistics and transportation. However, all 

benefits cost increasing financial investment in infrastructure construction and maintenance, vehicle 

production and car insurance. On top of the cost, the implementation of physical and communication 

layers becomes the most challenging parts in the realization of IoV. Some of challenges are described 

as follows:  

Localization challenge: Localizing vehicles accurately becomes tremendously significant and 

challenging since the requirement of detecting relative distances between immobile and mobile 

vehicles in a modern city has exceeded localizing accuracy of GPS-based localization technique [11]. 

Moreover, GPS signals can be easily blocked in a highly populated city. To meet the accuracy 

requirement, the following issues are recommended to address:  

•The accuracy of tracking and localization is suggested to be 50 cm while the current GPS 

technology only support the accuracy of 5 m (ibid.).  

•GPS localization detects longitude and latitude at a certain frequency but do not feedback any 

speed parameter, which is expected being regulated globally in vehicular communication 

environments [144].  

•Because of highly populated buildings in a modern city, the deteriorated GPS signal becomes 

main constrains, limiting tracking and localization efficiency and effectiveness [59].  

Location privacy:  To fully monitor and control self-driving vehicles in the highly mobile ad hoc-

based network environment. Periodic information, regarding to speed, lo- cation, acceleration and 

other types, are necessary [62]. However, the shared location information might bring up privacy 

concerns. Consequently, the IoV system must acquire necessary information without causing any 

unwanted information leakage. Therefore, keeping the location information safe becomes one of 

potential challenging research works [44]. There are some suggested techniques, such as pseudonym 

[72], silent period [133] and mix zone [146], to tackle this privacy concern. However, none of these 

techniques could solve the privacy concerns completely because of the following reasons. The 

pseudonym is effective only if the vehicle density is high. This technique loses its privacy 

effectiveness at low vehicle density. Silent period is not applicable to real- time location monitoring 

and mix zone technique maintains its usefulness on multi lane scenario but not on one lane scenario.  

Radio propagation modeling:  Radio propagation is expected to be accurately modeled so that 

vehicles’ response time to emergency can be predicted and optimized. Highly populated 

infrastructures in a modern city deteriorate the signal strength greatly due to high reflectance 

coefficient along the signal propagation path. The moving radio obstacles contains trucks, buses and 

mini vans while the static obstacles include buildings, tunnels, and bridges [111]. The modeling of 

radio propagation becomes challenging as the WAVE standard demonstrates lesser penetration 

capability than Wi-Fi and other RF-based techniques due to high carrier frequency of 5.9 GHz. The 

modeling task could be finished if the following research questions can be answered:  

•The radio propagation model is expected to contain the impacts from both moving and static 

obstacles [125].  

•The model should accurate to predict signal strength in line-of-sight scenario even if 

communication takes place with the low penetration capability.  
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Other challenges: To fully achieve a mature IoV system, enormous data received from different 

types of network should be processed and computed effectively and appropriately. Operational data 

management and processing becomes one of unique important task. Apart from data management, 

other challenging works, related to MAC standard [87], opportunistic framework [35] and 

geographic routing [78], have been brought up for more efficient solutions.  

The use of wireless IoT in the field of monitoring behaviors and decision making has shown a 

great deal of success with multiple implementations, but there are also many challenges that these 

technologies face.    

New Technology Challenges:  Many of the technologies used for this purpose are relatively 

new and sometimes aren’t fully developed.  This presents a challenge, because this type of 

technology is so new, it will have more issues than technology that has gone through many iterations 

and will be more expensive to support.    

Cost: This leads into the next challenge that these kinds of technologies face and that is the 

cost.  While there are low cost solutions to monitoring behaviors and decision making such as the 

method shown in the research paper “Smart Behavioral Analytics over a Low-Cost IoT Wi-Fi 

Tracking Real Deployment,” many of the solutions are very expensive to implement.  An additional 

factor in cost that must be considered is the cost of the backend servers to process the data that the 

sensors pull.  This of course depends on the type and amount of data collected by the sensors as well 

as the number of sensors that are collecting data.  Software costs must also be considered for the 

servers as well as the sensors themselves if applicable.  If an in-house software is going to be 

developed and used, the time needed to develop, and bug test the software can be a substantial 

problem.  

Security: As discussed in the paper “Smart Behavioral Analytics over a Low-Cost IoT Wi-Fi 

Tracking Real Deployment, [17]” one problem several wireless IoT solutions came across is the fact 

that people can spoof or change their MAC addresses on their wireless or wired devices.  This can 

prevent more advanced tracking systems from keeping track of and identifying the locations of 

individuals.  Furthermore, MAC addresses can be spoofed to allow someone to impersonate another 

person or their device.  This ability for people to change their MAC addresses can make it difficult 

for these systems to accurately track individuals.  There are a few solutions to this problem, one is to 

rely on the number of MAC addresses rather than the value of the MAC address itself.  This is the 

approach that the researchers in the “Smart Behavioral Analytics over a Low-Cost IoT Wi-Fi Tracking 

Real Deployment” [17] paper had gone with.  This approach allows for the system to gather 

information about the density of people in an area without being able to identify, to any meaningful 

degree, an individual.  This approach limits the usefulness of a behavior and decision monitoring 

system as it’s difficult to detect the choices of an individual.  For example, say a shopping mall 

implemented a behavior and decision tracking system to see which store people favored.  The system 

could be used to count the number of people at any moment and analyze trends such as the times of 

the day that a store is the most popular.  This kind of system couldn’t isolate an individual and track 

them across the mall to see what other stores they favor.  This limitation makes it difficult for systems 

such as these to be more than just population counters. 

Interference and Attenuation: Another limitation or challenge that wireless tracking systems 

encounter is caused by the nature of electromagnetic waves.  Electromagnetic waves are highly 

susceptible to interference due to the large number of wireless devices that people use.  Phone both 

connect to local wireless area network as well as cell towers. Other things such as lights and electric 

motors also can introduce interference to electromagnetic waves.  Other things such as wall material 

and density can have a great effect on the propagation of a wireless signal. Even people can absorb 

electromagnetic wave and decrease their propagation.  Another source of interference is other 

sensors within the system communicating with one another or a central hub.  All these factors are 

things that need to be considered in order to successfully implement a wireless IoT system.  These 

kinds of systems may also face issues with a changing environment such as an auditorium.  When 

the auditorium is empty or has very few people sitting in it, the signal propagates differently than if 

it were filled.  These changes when not accounted for in the design and placement of the sensors 

could render them useless or ineffective in certain situations.  
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Flash Effect: Another example of a more specific issue that a group of researchers in the paper 

“See Through Walls with Wi-Fi” [56] came across when doing research with using radio frequency 

waves to detect people within an area was the flash effect.  As explained previously, the flash effect 

is caused when the RF waves reflect off the walls of a room and are picked up by the receiver.  As 

stated in the paper “See Through Walls with Wi-Fi,” [56] these signals are stronger than the signal 

that travels through the wall, reflects off the object being tracked, and back through the wall 

again.  The sensors then have trouble differentiating between the signal of the person being tracked 

and the reflected signal.  Using a multiple input multiple output transmitter and receiver would help 

to lessen this issue by causing destructive interference of the reflected wave but, these kinds of radios 

are more expensive to purchase than one that does not implement the MIMO technology.  

Multiple Data Sources: Another problem that is particularly encountered in using wireless 

cameras to monitor behavior and decision making is the extrapolation of multiple data sources to 

create usable information.  These wireless camera systems require a great deal of backend processing 

in order to get usable information.  In addition to this, they need to send a lot of data back through 

the network to send to the server that processes the images taken.  These systems may have some 

difficulty sending the information back depending on what wireless technology they use.  It’s also 

worth noting that these systems are extremely expensive to implement and maintain.  

Every technology has its own set of challenges that need to be overcome in order to proceed in 

creating something useful.  Wireless IoT used for monitoring behaviors and decision making is no 

different.  These challenges ultimately result in new innovations that can not only be implemented 

in the case in which it was designed for but, to improve wireless technology as a 

whole.  Furthermore, as wireless technology improves, so will the research in this field.  

Opt In/Out of System: In many learning environments, the implemented Internet of Things 

networks are based on devices that students previously own or are required to own. If an IoT system 

is developed in such a way that requires students to acquire additional technologies, there may be a 

significant decrease in participants due to disinterest or lack of availability.  

Security and Privacy Concerns: With each layer of added technical capability comes the need 

for increased security built into a system. With an Internet of Things network each device requires 

more advanced security mechanisms to safeguard communications across the network. As sensors 

within an IoT environment are traditionally low power, this restricts the variety of processing devices 

used. Due to that  

System Size Restrictions: Devices connected to an IoT infrastructure must remain in 

communicative range with other components of the system while still optimizing the system’s area 

of effect. Each learning environment will require a personally designed IoT infrastructure to optimize 

device effectiveness.   

Proxied RFID Attendance: Implementations of an IoT infrastructure to track student attendance 

cannot account for students who bring multiple RFID tags as a means of falsifying a fellow student’s 

attendance on their behalf.   

Dedicated Internet Infrastructure: Most real time implementations require centralized, 

dedicated network servers to support the resource needs of receiving, processing, and storing 

Internet of Things device data. Absent of proper resources or funding to obtain similar resources, an 

implementation of IoT may not be successful. Wireless communication, as discussed, is a 

foundational component to an IoT architecture. This suggests that systems absent of this component 

may not qualify as an IoT system.  

Terminology Restricting Search: Throughout the literature review process, it was noted that many 

researchers refrain from explicitly defining the characteristics of an Internet of Things system as a 

whole. This is to say that what qualifies as an Internet of Things system lacks clear distinction. Due 

to this, there exist systems that are architected and implemented with a framework like those that are 

categorized as an IoT system but lack recognition or documentation within the respective research.  

Hostile environments and poor network infrastructure may result in inefficient communication. The 

communication network is not just a one-time setup, it needs to be maintained especially after every 

drill, disasters, explosions, fires, roof-falls, emergency etc. Some of the factors which affect UMC are:  

1. Extreme Path Loss  
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2. Reflection/Refraction  

3. Multipath Fading  

4. Propagation Velocity  

5. Waveguide Effect  

6. Noise  

Multipath Fading: One of the largest challenges of communications in mines occurs with multipath 

fading. This occurs when data is transmitted in different or alternative paths which causes 

degradation in the strength of the wavelength as well as changes in phases. This especially tends to 

happen in areas such as in caves or near mountains where various minerals, metals, and rocks can 

greatly interfere with the transmission often weakening its range or simply blocking transmission 

altogether.  

Reflection/Refraction: Reflection and refraction problems also play a similar role in the area of 

transmission. When WUSN devices are deployed, they can link up and communicate with both 

underground and surface devices. The issue with this is that at times when an electromagnetic wave 

reaches the ground/air interface, it can be partly reflected into the ground as well as part of it being 

refracted back into the air. Often this can cause incorrect readings of data and false information to be 

received.  

Software Challenges: Various software defined challenges also exist with UMC devices. While 

systems can be upgraded in the future to provide a 5G LTE private network, it is not necessarily true 

that these devices are likely to handle the upgrade. The reason 5G can offer much better speeds than 

its counterparts are because it is utilizing a much smaller wavelength. While this does improve the 

transmission of data, the range or distance that this can be integrated with is significantly decreased 

due to the shorter wavelengths. 

Propagation Velocity: These wavelengths also are much weaker than its predecessors as these 

radio signals have trouble passing through various materials such as walls, buildings, cars, and it is 

even reported that rain and storms can block these waves as well [149]. If wide networks are being 

deployed in cave systems and an upgrade to 5G is performed, various issues such as sudden 

disconnected devices and communication interruptions can occur. Figure 8 depicted below illustrates 

such issues with an upgrade happening.  

To summarize the challenges, authors in this report draw a table from research done 

in [50]. These are inherent challenges in a typical underground coal mine.  

1. Electromagnetic Interference (EMI)  

• Running of mining machinery  

• No proper electrical ground system  
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• Bad shielding of electrical items  

2. Reduced Propagation Velocity  

• Presence of dielectric materials such as rock and soil  

3. Signal attenuation  

• Number of turnings and corners  

• The presence of stopping for direction of airflow  

• Blocks by mining machineries or by roof-fall supports  

• Absorption, scattering, and bending losses  

4. Multipath Fading  

• Waves are sometimes partially transmitted and partially reflected  

• Channel capacity and outage behavior  

5. Noise  

• Running of mining machinery  

• Drilling, blasting, and conveyor belt system  

• Presence of power lines and electric motors, etc.  

By now, it’s a well-known fact that mines don’t have an even structure. Therefore, authors 

in [113] identifies crucial characteristics which hampers the communication and connectivity. These 

are important to identify before researching and starting an experimental setup in such dense and 

deep areas. 

1. Structure  

• Unevenness and roughness of the walls/ceilings cause drastic attenuation of the radio signal  

2. Limited LOS  

• Arises due to support infrastructure (of different shapes and sizes)  

3. Waveguide effect  

• Becomes operational at certain frequencies  

4. Ionized Air  

• Has effect on signal attenuation levels  

5. Heat and Humidity  

• Significant increase is experienced with greater depth, and affects propagation and 

characteristics  

6. Noise  

• Signal detection is a challenge  

7. Hazardous Gas  

• Presence of gases CH4, CO2, SO2, H2S  

As with any new systems being implemented in technology, there are always challenges that 

slow down adoption of the technology and IoT in energy systems face challenges just other 

technologies [37].   

Integration: One of the main challenges that companies face when trying to implement IoT 

solutions into their network is that they have problems trying to integrate the new system with the 

system that is currently in place that must keep running [37]. When implementing a new system, one 

thing that utilities can struggle with is lacking the proper skillset, which is hard to find in the energy 

sector [37]. This causes projects to get dropped quickly. In order for utilities to take full advantage of 

IoT in the energy grid, they are required to buy all in and hire proper teams to implement and oversee 

the project. Following the project, proper staff should be hired to maintain the infrastructure [37].  

Security: With all these new IoT products being added to the energy grid, there is a lot more 

data that is being generated [37]. One of the biggest problems that utilities face is security over all 

this new data they get [37]. Most of the data is critical consumer data, which if in the wrong hands, 

could be disastrous not only to the utility, but also the consumer [37]. Most utility companies’ data 

policies are not suited for this amount and type of data, which forces them to revisit their data policy 

when implementing IoT systems [37]. Since there is a larger amount of confidential data than a utility 

is typically used to, it can incur large costs to keep the data safe from cybercriminals [37]. Since there 

are a lot of costs associated with protecting the data, it sometimes deters companies from pursuing 

converting their infrastructure to IoT [37].  
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Power Consumption of Sensors: In IoT systems, there are many sensors to track data and 

creating those sensors can be one of the biggest challenges in the IoT ecosystem. The hardest part 

about designing these sensors is creating an energy-efficient, low-power sensor with a battery that 

can last the lifetime of the sensor [27]. There are a few different ways that sensors can help reduce the 

power usage of the sensor. The more accurate the sensors are, the more power they consume [27]. To 

help solve this, there can be an array of lower accuracy devices to create a cluster with a higher 

accuracy of data [27]. Currently, if a utility wants to use video to monitor the grid, it requires a large 

amount of power to encode video to upload. In order to reduce power usage, new algorithms must be 

formed to make the encoding more efficient [27]. Traditionally, analog circuits require a lot more 

power, so it is recommended that digital circuits are used to reduce power consumption. The need 

for accurate data is required, but it is not the only thing needed as historical data is also required to 

get the most accurate predictions for real-time operations [27].   

Connectivity: Getting all these devices connected to the internet is one of the biggest challenges 

that utilities experience when trying to implement IoT [27]. Finding the right technology to do all the 

connectivity is not realistic. The challenge is finding the best way to get the different technologies to 

work together seamlessly [27]. Typically, in-home automation, Bluetooth and Zigbee are used to 

connect the devices to Wi-Fi and then routers send the data to the internet [27]. An ideal solution 

would be to build a device that would have all the protocols to connect to the internet in one device. 

The problem with trying to get all the protocols into one device is that most of them use the same 2.4 

GHz band and interfere with each other when close to each other [27]. To get devices that use 2.4 

GHz to work together, the device must understand the application and the traffic that is being sent. 

Data to and from the cloud is sent via Wi-Fi, and when sensor data is trying to be received or sent, it 

uses ZigBee from the gateway, and the gateway uses Wi-Fi as an access point so diagnostics and 

configurations can be done [27]. Currently, there is research being done to help secure the data being 

sent over these devices.   

Batteries:  There are many ways for power collection on these devices, such as RF, solar, sound, 

vibration, and heat, depending on where the device is and what functions the device performs [27]. 

The challenge with incorporating power management into the devices is that most of these devices 

require a battery or harvest their own energy [27]. Since these devices sometimes must communicate, 

far mesh networks are used to lower power usage since it only must transmit to the closest device 

instead of the gateway [27]. All these different methods help reduce power consumption, which 

improves power management.   

Privacy: The toughest challenge in IoT in energy systems is the privacy and security required 

since a cyber-attack could lead to loss of lives, or a massive blackout, which could cause issues across 

the nation [27]. There have already been instances where IoT enabled medical devices, cars, and smart 

grid infrastructure have had attacks reported [27]. Not only do each of these devices have to be secure 

by themselves, but it is also required that the devices are secured in one ecosystem that operates 

seamlessly [27]. The ecosystem can use a layer model to help secure it, where all the data is encrypted. 

It is required that there is physical and network security [27]. Users should have security awareness 

training to help them realize how to keep the devices they are working on secure and use logging 

and reporting to find out what users are doing [27].  Firewalls, intrusion detection, and prevention 

systems can be used to help detect attacks that have security policies and processes set [27].  

Wireless Medium: Cellular and wireless mesh are two different ways to send data to the cloud 

for IoT devices, but both have challenges with them. For cellular, if the devices are controlling critical 

infrastructure, sometimes reliability could be an issue, especially during poor weather conditions, 

which is when utilities would have the most outages and need the information the most [118]. Also, 

during emergencies, cellular networks can get overloaded and cause network congestions which 

could cause a challenge if trying to communicate to the device [118]. All of this also increases costs 

for utilities because it requires them to build their own private network. For mesh networks, there 

are issues with how much capacity that these networks can handle [118]. Wireless mesh networks are 

also known to fade their signals and can have interference easily [118].  In rural areas, there is also 

not enough coverage with smart meters because they are too far apart and the more devices that they 

must travel data to, there is a higher chance of routing failures [118].   

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 December 2019                   doi:10.20944/preprints201912.0276.v1

https://doi.org/10.20944/preprints201912.0276.v1


 

Fiber Optics: One of the best options to send information over the network is to user fiber optic 

equipment, but there are still limitations with fiber optics [118]. One of the biggest limitations is that 

installing a fiber-optic network can be very expensive [118]. Also, most of metering applications are 

constrained by their hardware that require only narrowband communications, where fiber optics use 

wideband [118].  Fiber optics could be used, but then they would have to install devices that can 

convert to something the metering devices could connect to.   

There are many challenges with implementing IoT in energy systems that utilities will face. Since 

most utilities don’t have advanced technology, it will require that more people or consultants be hired 

to help support these different networks. There are a lot of challenges in securing the data and 

sending the data on a medium that works well. The biggest challenge that a lot of the utilities are 

going to face is the cost to implement a solution, from different hardware costs to having the proper 

staff.    

As the number of smart cities is increasing so it will the number of people, vehicles, sensors, 

actuators, networks infrastructures in them. Those cities will not be populated only by the people 

that are very technical and able to use technology efficiently. This presents a problem, how do people 

that are not technologically literature learn about it and how to use modern technologies. One of the 

options could be to provide a training to everyone who needs it, but where those funds will come 

from? Furthermore, can a smart city require its citizens to have certain amount of technical 

knowledge for basic use of the application and if they do, who will provide the devices in case if they 

do not have enough funds to purchase them. Will being technologically literature be a norm to live 

in a smart city in the future, or researchers, countries and governments will find a solution to this. It 

will be something that smart cities will be facing in the future. On the other hand, cities such as Dubai, 

Tokyo and Singapore are a good examples of fast pace growth where they attract more young people 

to live and work in them. Citizens of these cities are driven to use its convenience and usability of the 

technology so they can focus on other aspects of life and spend more time doing what they want. A 

lot of times residents of smarts cities do not even have to go out from the houses/apartments for 

extended periods of time just because everything can be done from their smart devices. This situation 

creates another problem that can be broken down on two different levels, scalability and security.  

Scalability challenges in smart cities: As history have shown, the problem of overpopulating a 

city creates many difficulties and challenges sometimes solvable and sometimes not for its residents, 

companies and different institutions residing in those cities. This dates to when the cities were built, 

and architects did not encounter the growth from just a few thousand people to a multimillion people 

city. Problems in infrastructure such as water systems, energy systems, roads, buildings, parking 

places become a big concern. To mitigate the problems architects and engineers try their best to assess 

the situation, fix it and plan for an expansion of the city based on analytics from previous years. This 

can be challenging not only because of the price of the projects but as well as physical space in the 

cities. For example, if larger diameter water pipes are needed, will there be enough space to put them 

in places of existing without interrupting anything else or new routes will need to be found.  

A similar situation of not having enough physical space for the network infrastructures applies 

where buildings that are not built in mind to have massive amounts of network cables and sever 

rooms, are forced to accommodate for it because of the devices in the building needed to be connected 

to the networks. With higher speeds and higher bandwidths of newer technologies, new 

infrastructure is required. Decades or more of network infrastructures needs to be replaced, which a 

lot of times has a high cost of implementation and time. Time is very crucial in projects such as this 

because technologies are evolving quickly, and contractors can run into a problem of still installing 

the same infrastructure when new technologies are released.  

Security challenges in smart cities:  The biggest concern that faces not only a smart city but 

every IoT device is security and privacy. A lot of devices in smart cities are not built with security in 

mind but to be functional and do the intended job efficiently over long periods of time. Market needs 

for enormous amounts of IoT devices does not give industries enough time to check for the problems 

and vulnerabilities on the devices before they put them in production. Situations like this leave a big 

gap in security and those gaps are usually bridged by major firmware or operating system updates. 

These unknow problems are only discovered by developers of the product if honest users report them 
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the manufacturer of the product. On the flip side malicious users can exploit a vulnerability in the 

system or even sell it to third party for extended periods of time without anyone knowing. This allows 

malicious users to be able to break into these devices and manipulate them at their will. Some might 

agree that having access to those devices cannot do much damage or that information is not valuable 

but is that really a truth? A lot of times data from the sensors and devices can be used by third parties 

for targeted advertising of the user, breached data of the user can be sold to someone to whom it has 

value and wants to do harms. On a bigger scale, if a system or a database of the smart city is breached 

this can cause massive outages in electricity, water supplies, etc. If traffic infrastructure in smart city 

is vulnerable it can cause massive delays in transportation. Such incident can delay grocery and 

perishable item delivery which can cause them to get spoiled and no longer be usable.  

Moreover, if databases that hold sensitive information such as credit cards and social security 

numbers get exposed because they are used to identify users with devices which can cause massive 

privacy issues and mistrusts between customers and merchants. Incidents like this can have 

permanent implications on user lives that may never be resolved. [51]  

Considering all these challenges researchers and data scientists are working hard to improve all 

these technologies and solve problems while also competing with societal expectations, malicious 

users and deadlines that demand of the products put on them.  

7. Summary 

As this paper presented segments of the current technologies and its challenges in different areas 

of IoT, it also abridged common architectures utilized in these systems. Sensors, actuators, 

technologies that process data and communication systems are what we know to be the corner stones 

of and IoT architecture. The implementation of architectures can differ depending on the complexity 

of the system and its requirements to operate as intended. The decision of which architecture to 

integrate greatly rest on a few variables such as the physical environment, data throughputs, 

reliability and security. Environments including mines and the ground can require multiple complex 

components to be implemented in order to get a reliable connection as compared to an open field in 

agricultural IoT. On the other hand, the distance might not be of great importance to the systems in 

healthcare IoT, where security is the major role. To maintain the integrity of the information in 

environments with sensitive data, the processing power of the device needs to be able to support 

strong encryption methods which involves more powerful chips. Revising all these different 

architectures this paper also presented some of the most common ways to implement IoT systems in 

given environments. With the aim of achieving balance between the cost of implementation and the 

best performance, different wireless communication systems are utilized. These wireless technologies 

can be divided into long range, medium range and short-range communication methods based on 

the distance that they can transfer information efficiently over. Technologies such as LoRaWAN, NB-

IoT, SigFox and other low power networks fall under long range communication methods and they 

specify distances in kilometers. Whereas, Wi-Fi resides in medium range because the distance that it 

can transmit over is higher than in Bluetooth, NFC and RFID, which are considered short range 

communication systems.  Although the diversity in wireless systems allow better flexibility there are 

a lot of challenges in IoT technologies including insecurity of the devices and scalability. The lack of 

security measures and the vulnerability within the devices came due to manufacturers massively 

producing new units and pushing them on the market without appropriate security testing. In terms 

of scalability engineers are seeking compatibility across different IoT platforms and among different 

technologies. Over the last few years there have been noticeable improvements in terms of scalability. 

Lastly, with the increasing numbers of IoT devices throughout industries and the evidence of its 

convenience, it is safe to say there is an ever-increasing reality in our direction towards each consumer 

having constant engagement with the Internet of Things and its benefits. 
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