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Abstract: Directional modulation (DM), as an emerging promising physical layer security (PLS)
technique at the transmitter side with the help of an antenna array, has developed rapidly over
decades. In this study, a DM technique using a polarization sensitive array (PSA) to produce the
modulation with different polarization states (PSs) at different directions is investigated. PSA
can be employed for more effective DM for an additional degree of freedom provided in the
polarization domain. The polarization information can be exploited to transmit different data streams
simultaneously at the same directions, same frequency, but with fixed different PSs in the desired
directions to increase the channel capacity, and with random PSs off the desired directions to enhance
PLS. The proposed method has the capability of concurrently projecting independent signals into
different specified spatial directions while simultaneously distorting signal constellation in all other
directions. Mathematical analysis and design examples for single-beam and multi-beam DM systems
are presented. Simulation results demonstrate that the proposed method is more effective for PLS
and the channel capacity is significantly improved compared with conventional antenna arrays.

Keywords: directional modulation; physical layer security; polarization sensitive array; polarization
state.

1. Introduction

Wireless communication technique in many applications to both civil and military fields is
attractive mainly due to its inherent flexibility, low installation cost and scalable nature. However,
the broadcast nature of the wireless media makes the confidential information transmitted wirelessly
vulnerable to interception by malicious eavesdroppers. Therefore, information security is emerging
into a hot research field. Traditionally, the security problem of wireless communications has been
handled by encrypting confidential messages at the higher layer and conveying the secret keys to the
legitimate users (LUs) via secured transmissions. However, malicious eavesdroppers can still decipher
the complex encryption mechanism, capture the confidential information and then decode it with
large amount of computation resources. As a result, researchers have turned their interests towards
physical layer security (PLS) [1]. PLS enables wireless communications to exploit the properties of
physical layer to deliver the intact information to LUs, while simultaneously destroy the confidential
information potentially intercepted by illegitimate users.

In recent ten years, directional modulation (DM), as an emerging promising keyless PLS
technology for wireless communication systems, has attracted lots of attention of researchers. The
fundamental concept of DM was first introduced in [2], which implies that the modulation happened at
the antenna level, instead of at the baseband. In [2-5], DM transmitters using passive parasitic elements,
which rely on the effect of near-field coupling, were described in detail. The complex interactions in the
near-field and their spatial dependent transformation into the far-field make the DM design process
extremely complicated. The DM technique using actively driven antenna arrays with reconfigurable
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phase shifters [6-8] and radiators [9-10] was proposed for simplification of DM signal synthesis. Based
on the same DM structures, H. Z. Shi conducted a detailed study of system parameters, such as
element spacing [11], the quantization of phase shifter [12], and the mode of active component [13].
In [14], a dual-beam DM technique was introduced, where the I and Q signals are transmitted by
two different antennas, such as two four-element arrays or two corner reflector antennas. Antenna
subset modulation (ASM) was introduced as a DM synthesis method in [15], and two extensions of the
method based on the spread-spectrum DM structure in [4] and the linear sparse arrays (LSAs) in [16]
were further developed. A DM transmitter using a four-dimensional (4-D) antenna array was proposed
by utilizing the time modulation technique in [17]. A DM transmitter constructed using a circular array
was described in [18] to enhance secrecy performance with the help of a Fourier transform network. In
[19], a synthesis-free DM transmitter was realized by using retrodirective array.

In addition to the above-mentioned single-beam DM approaches with only one pre-specified
spatial direction (i.e., receiver), the multi-beam DM synthesis methods with multiple desired directions
(i.e., destinations) have also been extensively investigated in [20-28]. The orthogonal vector approach
for synthesis of multi-beam DM transmitters based on artificial noise (AN) was proposed in [20],
which is capable of synchronously projecting multiple independent data streams into different
specified destinations while concurrently scrambling the signals leaking out in other undesired
directions. The authors of [21] derived the array weights using the least-norm solution and directionally
modulated symbols towards to two different directions in a multi-user multiple-input multiple-output
(MU-MIMO) system. Furthermore, the authors in [22] utilized the dispersive nature of the channel
(i.e., multi-path) to provide a location-based secure communication link. The scheme shows the
ability to highly degrade the eavesdropper channel, even for the worst-case scenarios. The work in
[23] demonstrated a robust synthesis method using optimization algorithms for a multi-beam DM
system with imperfect estimations of desired directions. The AN was also applied in [24] and [25] to
achieve multi-beam DM systems utilizing precoding and iterative convex optimization, respectively.
In [26], ASM was used efficiently for multidirectional broadcasting communication and maintaining
its inherent security. A secure multiple access scheme was put forward in [27], which exploits the
multi-path structure of the channel to create a multi-user interference environment. The authors in [28]
further proposed the zero-forcing (ZF) based approach for multi-beam DM synthesis with the help of
AN.

However, the polarization information is not taken into account for the works mentioned above.
As we know, the polarization state (PS), as a source of separation, can be utilized to enhance the
data rate to make spectrum efficient. For example, in [29], the authors used the antennas to produce
the PSs, then combined the PSs with amplitude-phase modulation (APM) together with confidential
information, which further enhanced the data rate on the basis of the traditional APM. Similarly, a
spectrum efficient polarized phase shifting keying /quadrature amplitude modulation (PSK/QAM)
scheme in the wireless depolarized channel was proposed in [30]. The constellation rotation (CR) and
weighted fractional Fourier transform (WFRFT) were combined for secure transmission in polarization
modulation (PM) based dual-polarized satellite communication in [31]. The authors in [32] proposed a
dual-polarized phased array (PA) based PM method to enhance PLS in millimeter-wave (mm-wave)
communication systems. In order to increase the secure transmission performance of a dual-polarized
satellite MIMO system, a directional PM scheme using a four-element array was put forward in [33],
which can be viewed as the first amalgamation of DM and PM. Recently, a combination of DM and
polarization design using crossed dipole arrays was put forward in [34]. Nevertheless, the polarization
information was directionless for the works mentioned above.

Inspired by the pioneering researches, especially in [22] and [34], a multi-beam DM technique
using directional polarization information based on a polarization sensitive array (PSA) is proposed
in this paper. The spatial domain and polarization domain are simultaneously introduced into the
proposed multi-beam DM system. That can further improve the traditional multi-beam DM systems’
spectrum efficiency. In the meantime, that also can provide a more secure communication link for
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Figure 1. System model.

transmitted data streams. The key contributions of this paper conclude: (1) We realize the multi-beam
DM synthesis using a precoding matrix to send independent data streams with different PSs using
a PSA to further increase the channel capacity; (2) The proposed method utilizes the directional
polarization formation to enhance PLS; (3) We carry out an analysis of the security performance and
provide the design examples to verify the effectiveness of the proposed method.

The rest of this paper is organized as follows. Section 2 introduces the system model and polarized
beamforming. In Section 3, the principle of multi-beam DM technique a PSA based is elaborated
from the sampling perspective and the signal processing perspective, respectively. Next, the security
performance for the proposed methods is analyzed in Section 4. Then, Section 5 provides design
examples, simulation results and discussions. Finally, Section 6 concludes the paper.

Throughout the paper, the following notations will be used: (-)7, (), and (-)* designate
transpose, complex conjugate transpose, and the Moore-Penrose pseudo inverse, respectively; |-|,
Il Q(+), and E(-) represent modulus, /,-norm, the scaled complementary error function, and the
phase acquisition function; [] and } denote quadrature and sum operation; Operator "®" denotes the
Kronecker product; I indicates the identity matrix with size K x K.

2. System Model and Polarized Beamforming

2.1. System Model

The system model is shown in Fig. 1. As depicted in Fig. 1, we consider a multiple-input
single-output (MISO) system with N transmitting antennas for the base station (BS), (i.e., source
transmitter) and one single receiving antenna for an LU or an Eavesdropper (Eve). Meanwhile, the
BS sends confidential messages to K LUs along the line-of-sight (LoS) paths in the presence of an Eve.
Here, the BS has a-prior information about the directions of the K LUs, but not of the potential Eve.
Specifically, in order to utilize the polarization information, a PSA is adopted for the proposed system.
However, the idea proposed in this paper can also be extended to a MIMO system for multiple LUs
and Eves.

Unless note otherwise, a narrowband linear PSA is assumed for the BS in this paper. A PSA
structure with N crossed dipole antennas is shown in Fig. 2. However, other polarization sensitive
antennas also work. The N polarization sensitive antennas are evenly distributed with an adjacent
spacing distance d = A /2 to avoid spatial aliasing. For each polarization sensitive antenna, there are
two orthogonally oriented dipoles. One is parallel to x-axis and the other is parallel to y-axis. The
spacing from the first antenna to itself and its subsequent antennas is represented by d,, forn=1,2, - - -,
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Figure 2. A PSA structure.

N. Also shown is a desired LU with its accurate DOA (direction of arrival) defined by the elevation
angles 6 € [—m/2, /2] and the azimuth angles ¢ € [—7, 7] .

2.2. Polarized Beamforming

In this system, there are K different desired directions, and 1 < K < N . A plane-wave model is
assumed, i.e., the LUs are located in the far-field region. The spatial steering vector for the given array
geometry is expressed as

Sspa (9, ¢) — [e—jﬁdl sinGsimp, e—jﬁdz sin@sinzp, . e—jﬁdN sin 6 sin(p]T, 1)
where § = 271/ A is the intrinsic propagation constant, the parameter A is the wavelength at the carrier
frequency of interest, and d, is given by

(n—1)A

dp=m-1)d= 5 n=12,---,N. (2)

Then, the spatial steering vector for the array above can be given by

Sspa (9’ (P) —_ [1, e—jn sin 6 sinq), e e—j(N—l)r(sin(-)sin 4)] T. (3)
Furthermore, for a polarization sensitive antenna, the spatial-polarization coherent vector contains
spatial information and polarization information of the signal. This vector is given by [35]

— sin ¢ cos 7y + cos  cos ¢ sin yel"

spol(9/ ¢, 7 1) = ]

Cos ¢ cos 7 + cos 0 sin ¢ sin ye/’l

- — sing cosfcos¢| | cosvy @)
" | cos¢p cos@sing | [sinyel

— _Spol,H(ef ¢, 7.1)
_Spol,V(el 4)/ Y, 77) ’

where v € [0, 71/2] represents the auxiliary polarization angle and 5 € [—, 1) is the polarization
phase difference.
The polarization constellation point is given by

LI e L ®)
sin yyel'ln Wy,

Each P,, denotes a polarization state.
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Figure 3. A schematic diagram of the amplitude-phase and polarization independent control.
For the sake of description and analysis, we first define
A
0,¢,7.1) = (O,T), (6)

where ® and I' denote spatial information and polarization information, respectively. Then, the PSA
model can be split into two sub-arrays structure, one parallel to each axis. Thus, the steering vectors of
the two sub-arrays are given by

sH(O,T) = Spol,H (©,T)sspa(O,T), @)

and
sy (®/ r) = Spol,V (®/r)sspﬂ (®/ r)/ (8)

respectively.
Finally, the overall steering vector of the PSA is given by

$(®,T) =5,0(O,T) @850 (O, T)

~ |su(©,T) )
B Sy (®1 F)
The beam response of the PSA is given by
p(©,T) =w's(,T), (10)

where w, a 2N X 1 vector denoting the overall complex valued weight coefficients of the full array, is
given by
= [wiH, - ON WY, Ny (11)

Fig. 3 shows a schematic diagram of the amplitude-phase and polarization independent control
algorithm for a PSA. For the polarization control portion, each antenna element is separately weighted
firstly. After the element weighting is completed, the array factor is controlled by the classical array
factor control method. Then, we have

wn’H:ZUn'ZUHn ,n:1/2/"'1N' (12)
Wy y = Wy - Wyp

3. Principle of Multi-beam DM Technique a PSA based

In this section, we formulate the design to achieve directional modulation for K desired directions
for the same data stream or independent data streams. Aiming at each expected direction, different
PSs can be adopted to convey independent data streams simultaneously based on a PSA. We will
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propose two methods to achieve multi-beam DM synthesis from the sampling perspective in spatial
and polarization domain and from the signal processing perspective, respectively.

3.1. Principle of Multi-beam DM based on a PSA from the Sampling Perspective

The essence of the DM design for a PSA is to find a set of weight coefficients that give the
directional responses. In doing so, a certain constellation with low symbol error rate (SER) can
be realized in the desired directions, while the constellation will be scrambled in other undesired
directions to result in high SER for illegal users.

Take M-ary signaling, like multiple phase shift keying (MPSK) for example, there are M sets of
desired array response across one diversity polarization channel in one anticipant direction. Therefore,
for DM across one polarization diversity channel in K different desired directions, i.e., there exist K
beams, the total number of sets of desired response p;(®,T') is given by

T =
i

M:

i (13)

K
=1
where M; denotes that M;-PSK signaling is transmitting in the jth direction. Furthermore, each desired
response p;(®,I'),i =1,2,---,T, can be viewed as a function of (®,T).

From the spatial domain prospective, each desired response p;(®,T’) can be split into two regions:
the spatial mainlobe and the spatial sidelobe according to the azimuthal points of interest or not.
Without loss of generality, we assume that 7 (r > 1) points are sampled in each desired direction and
R (R > 1) points in the sidelobe region. In order to narrow the information beam width to enhance
the security, r is always set to be 1, and R is usually set to be a large number.

Meanwhile, from the polarization domain prospective, each desired response p;(©,T) can also
be split into two regions: the polarization mainlobe and the polarization sidelobe according to the
polarization points of interest or not. Like the spatial sampling, we designate fixed PSs for different
polarization diversity channels, for all sampled responses in the desired directions. While, the expected
responses at different sidelobe directions with different PSs are generated randomly.

Then, the corresponding responses in the mainlobe range and sidelobe region are given by

pimL = [pi(©1,T1),pi(©2,T2), -, pi(Ok, Tk)], (14)
and
pist = [Pi(Oxi1Tk41), pi(Ox2Tk12), - -+, pi(@k s RTk1R)], (15)
respectively.

Moreover, before proceeding to the next step, we define a 2N x Kr matrix Sy and a 2N x R
matrix Sg;, given by

Smr = [s(©1,T1),8(02,T2), - ,8(Ok,Tk)], (16)

and

Ssr = [s(Ok41Tk+1),8(Ok42T'k42), - -, 8(Ok4+rRTk+R)], (17)

respectively.
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Figure 4. A schematic diagram of the joint time-polarization-spatial domain.

Next, for the ith constellation point, its corresponding weight coefficients can be obtained by

min Hpi,SL — WZHSSLHZ (18)

H
s.t. PiML = W; SML-

The objective function enables a minimum difference between the intended and designated
responses in the sidelobe for the different polarization diversity channels. And the constraint condition
in Eq. (18) ensures to maintain desired polarization constellation points in desired directions. In order
to enhance the security performance of the system, we have to distort the constellation points in the
sidelobe. The amplitude, phase and the polarization information of the desired response at different
directions in the sidelobe are all generated at random for every constellation point.

The optimization problem in Eq. (18) can be solved using the method of Lagrange multipliers.
The optimal solution for the weight coefficient vector w; can be expressed as

wi =R (SsLpll — S (Sy, R 'Saw) (S R™'Ssipl) — Py, ))- (19)
The proof is seen in Appendix.

3.2. Principle of Multi-beam DM based on a PSA from the Signal Processing Perspective

As we all know, besides the carrier’s amplitude and phase, the carrier’s PS can also be used as the
information bearing parameter, which can further improve the conventional DM methods’ spectrum
efficiency. A schematic diagram of the joint time-polarization-spatial domain is shown in Fig. 4. Each
direction can have two desired data streams with the same modulation mode or not by using different
PSs, and also sharing the same resources of time slots, frequency bands. Therefore, the spectrum
efficiency is significantly improved in our methods.

Due to the introduction of polarization information, we can consider a scenario where the BS is
trying to transmit confidential messages to K different directions, and each direction have two LUs with
different PSs, as shown in Fig.1. Assuming that the BS has a-prior knowledge of the desired directions
and polarization information of all LUs. Before transmitting, the data streams should be processed
with a pre-coding matrix P to match the N transmit antennas. In order to obtain the precoding matrix
P, the spatial positions and polarization information of all LUs are specified, the combined set of which
can be expressed as

(@, TW) = {(@}V,TWY),... (@Y, TY), (@Y, IV, ... (@Y, T V)}, (20)
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where (@kU, F,];U), ke {1,2,---,K}, is the specified spatial position and polarization information of
the kth LU. Then, the steering vectors of all LUs can compose a steering matrix, i.e.,

H(O, M) = {s(@}",I1Y), -, s(OFY, T}"), s(OF", T}V, - ,s(OF, T} 1)
Using the steering matrix in Eq. (21), the precoding matrix P at the BS can be designed as [28]
P= [H(@LU, ]_"LU)} + — H(@LU, FLU) [HH (@LU, FLU)H(QLU, rLU)} —1, (22)

which is normalized to the steering matrix, i.e.,

HY (O, V) P=1,. (23)

The radiating signal x = [x1,---,xN, x’l, e ,x/N]T after precoding for the N dipole antenna
elements can be obtained by

x = +/P;Pu, (24)

where u= [uy,up,- -, ug, u,l, ulz, cee, u/K]T is the transmitting symbol vector by the N polarization
sensitive antennas located at the x-axis and y-axis, i.e., the different data streams, P; is the total
transmitting power.

4. Security Performance Analysis for the Proposed Methods

In this section, we will analyze the security performance for the proposed method in Section III.

4.1. Security Performance Analysis Known Polarization Information

In this part, assuming that the desired receivers and eavesdroppers know the PSs used and the
path loss is neglected.

The signal vector transmitted by an N-element PSA across one polarization diversity channel is
given by

D(i) = [di(i), d2(0), -, dx(i)]. (25)
Through the LoS channel, the received signal y is

y(©,T,i) = H(®,T)W(i)D(i) + (26)

where y is a K x 1 vector representing the received signals, H = [sy,- - - /Sjr e ,SK]T isa K x 2N
matrix denoting the channel matrix from transmitter to receiver, s; is a 2N X 1 vector denoting the
steering vector. W = [wy, - - SWi, - ,Wg] is a 2N x K matrix denoting the antenna weights. The
variable , with distribution CA (0, 0?I) is the normalized additive white Gauss noise (AWGN), where
CN denotes a complex and circularly symmetric random variable.

Meanwhile, in order to guarantee that the LUs receive the exact information, the jth user should
receive the ith complex symbol. Then, letting x(i) = [x1(i),- -+, x;(i),- -, xk(i)]T, and neglecting the
noise, we have

x(i) = H(®,T)W(i)D(i). 27)

Because K > N, Eq. (27) is an overdetermined equation with no exact solution. Therefore, we
only consider the scenario K < N, i.e., the number of LUs is less than that of transmit antennas. If
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the receivers with the same DOA and polarization parameters want to receive different information,
and Eq. (27) becomes a nonuniform equation with no solution. Therefore, the different receivers with
different spatial and polarization parameters are requested. The minimum norm solution for Eq. (27),
i.e., the signal transmitted by the antenna array, is given by

-1
D() = ((H(©,1)W(i)"H(©,NW())  (H(O,T)W(i))"x(i)- (28)
In an arbitrary desired direction O, (j €{1,2,---,K}), the steering vector can be expressed as
H(G)]-, r)= e]-H(®, ), (29)

where e; € R™K denotes a unit vector, the jth term of which is one.
Then, the received signal for desired receiver is given by

yi(i) = H(©;,T)D(i) = x;(i). (30)

Therefore, an arbitrary desired receiver can recover the exact confidential information.
For an Eve in the direction ®, with a polarization sensitive antenna, the steering vector can be
written as
H(®,,T)=rH(O,I), (31)

where r € R1*K, which is given by
~\H A\ 1 ~H
r= ((H(©,T)W(i))"H(O,T)W(i)) (H(©,T)W(i))"H(®e,,T) (32)
Then, the received signal for undesired receiver is given by
Ye(i) = H(O,, T)D(i) = r- x(i). (33)

Assume that the Eve expects to intercept the confidential information for the Ith (I € {1,2,--- ,K}
) LU. For the Eve, the information of other LUs can be regarded as noise interference or artificial
interference. Then, the received signal for the eavesdropper can be rewritten as

Ye(i) =1 - x(i) + Z rj x]-(i). (34)
j=Lj#
Obviously, the modulated signal x; (i), that the eavesdroppers intend to crack, is seriously affected

K
by the variablesr;and  }_ ;- x;(i). This results in that Eves cannot demodulate the exact confidential
j=1j#1
information. Therefore, PLS is enhanced.

4.2. Security Performance Analysis Unknown Polarization Information

Assuming that PM is adopted for information transmission for the K LUs using a PSA. Then, we
can decompose the signal transmitted into two parts in polarization domain: the horizontal component
(xg (i) ) and the vertical component (xy (i) ). They are given by

XH(l) = [COS ’Yl,i/ Ccos ’YZ,i/ -+ ,COS ’)/L,i]T/ (35)
and

xy (i) = [sin 'yl,iej’“'i,sin 'yz,iej’h'i,- -+ ,sin 'yL,iej”L'i]T, (36)
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respectively.
When the receiver in the direction ® uses a polarization sensitive antenna, the channel matrix is
given by
1 0
h=5s(0,T)® 0 1]. (37)

When the receiver in the direction ® uses horizontally polarized antenna, the channel matrix is
given by
hy =s(0,T) @ [1 o] . (38)
Similarly, when the receiver in the direction ® uses vertically polarized antenna, the channel
matrix is given by
hy =s(©,1) @ [0 1]. (39)

Therefore, the signal vector transmitted can be rewritten as

D(i) = Dy (i) @ (1) +oy(e ||, (40)
Dis(i) = (HAW(E) HEW() (W (0) (1), (41)
Dy (i) = (W) HyW()  (HyW (i) (), 2)
where
Hy = [hy (O, T1), -, hy(Ok, Tx)]T, (43)
Hy = [hy(©,T1), -+, hy (O Ix)]". (44)

If the receiver located in the desired direction ®; (j € {1,2,---,K} ) uses a polarization sensitive
antenna, the received signal can be expressed as

E(©,,i) = h(®))-D(i) = [:Eg;g 358] - Lucfl:]’lye]fm] . (45)

Therefore, the K LUs can receive the exact signal.

Assuming that an Eve wants to intercept the confidential information for the Ith (I € {1,2,--- ,K}
) LU. When the Eve does not know what antenna is used by the /th user, the eavesdropper receiver
is likely to utilize a polarization sensitive antenna or a single polarized antenna. If the receiving
antenna used by the Eve is different from the /th user, the information intercepted cannot be accurately
demodulated.

When the Eve adopts a polarization sensitive antenna to receive the confidential information and
does polarization demodulation, the PS received by the Eve can be given by

oS Ve
P, = -, 46
¢ [sin 7361'75] (46)
. K .
(0 ny - xy (i) + 12 v xjv (i)
Yo = arctan(%) = arctan( = K] z ). (47)
e na-xp()+ X rip e xu(i)

—_

j=1,j#l

d0i:10.20944/preprints201910.0368.v1
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e = E(ry - xv (i) — E(rp - xpu(i))
. K . K (48)
=E(nv-xv@)+ Y, rv-xv@) —Ermm-xaa()+ Y, rig-xa(i)
=11 =T
Thereinto,

s = 5(0,1) (HuW(0) "HyW (i) (HaW(i)", (49)

ry = (0, 1) ((HyW(i) " HyW (7)) (Wi H (50)

Therefore, the received signal by the Eve is distorted in the polarization domain by the equivalent

L
artificial interference )
j=Lj#l
demodulated the useful information w1thout a-przor knowledge of polarization parameters, and PLS
can also be guaranteed.

-xjy (i) and Z i - xjg(i). So, it is a very hard task for an Eve to

’lv VIH

4.3. Security Performance Analysis from the Signal Processing Perspective

In this part, we will analyze the security performance for the proposed method from the signal
processing perspective.
After passing through the LoS channel, the received signal of the kth LU is obtained by

Y =y, 1Y) =" (@Y, TiV)x + 1Y, (51)

where C,%U ~CN (O,UéLU) is the AWGN with zero mean and variance U{?LU. Then, we can express their
received signals as a vector, i.e.,

yU = y(@LY, L)

[]/%Ur ]/%U, : ’ yK ’ yILU ]/ U/ ’ ]/;<LU] (52)

— HH (@LU/ l—vLU)x + ’LU,

where U= | ]fU, IZ“U,- . §,LU CIZLU,- -, %U]T ~ CN(OZKX1,0§LUIZK) is the AWGN vector.
Substituting Eq. (22) and Eq. (24) into Eq. (52), the received signals can be simplified as

[y%Ur y%Ur Tty yIIZU/ yllLUr yZL ’ ry;(LU] Ptu + LU/ (53)

which is simply the summation of the useful information and AWGN. Then, Eq. (51) can be rewritten
as

U = /Py + &Y. (54)

From Eq. (54), each LU can easily recover the confidential information transmitted from the BS.
However, for the Eve with spatial domain and polarization domain information (@EVE, FEVE),
the received signal can be calculated by

yEVE (@EVE FEVE)X+§EVE \/75 (@EVE FEVE)PU+€EVE (55)

where ¢EVE ~ CA(0,0 gE) is the AWGN with zero mean and variance O'CE, s(@FVE, TEVE) is the steering
vector of the Eve.

Assuming that an Eve expects to intercept the confidential information of the kth (k €
{1,2,--- ,K})LU.
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When the Eve is far away from the kth LU, we have
OfVE £ e ke {1,2,--- K} (56)
Then, regardless of whether or not FEVE:F%U, ke{1,2,---,K}, wehave
sH(OFVE, TEVE)P £ ¢, (57)
Obviously, we can obtain that
yEVE £ /Py + cEVE, (58)

Therefore, we can come to a conclusion that the Eve cannot recover the confidential messages
when it is far away from the LU.

Next, we consider that an Eve is located at the same position as the kth LU’s as the worst situation.
Here, we have

FVE=@[Y k€ {1,2,--- ,K}. (59)

In this scenario, the security can also be guaranteed for our method due to the introduction
of polarization information. The Eve has no a-prior knowledge of the PS F%U for the kth user, i.e.,
IEVE LTIV k€ {1,2,---,K}. Then, we still have

s (@FVE, TEVE)p—sH (@MU, TEVE)p £ ¢,. (60)

The received signal for the Eve is given by

yEVE — \/ESH (@EVE, rEVE)Pu + gEVE
_ PtSH (®LU/ FEVE)Pu + (—:EVE (61)
# V/Pruy +¢FVE.

Therefore, the Eve still cannot recover the confidential information even if it is located at the same
position as the kth LU’s. Therefore, the PLS is significantly enhanced.

4.4. Metric

Symbol error rate (SER) is a key criterion to evaluate the performance of a DM system. A
closed-form expression is given to calculate the SER of DM systems for Gray-coded QPSK modulation,
which is based on the nearest-neighbor approximation method in [36]. In this paper, MPSK modulation
is adopted for the DM system; for BPSK, M = 2, for QPSK, M = 4. The average SER of DM is given by

1 M
SERpM = 37 ), SERsv,,, (62)

m=1

where 5Y;,; denotes the mth symbol, the SERgy,, is obtained by [37]
/2

v Ny/2

where d,;, is the minimum Euclidean distance between the mth point and any other constellation point,
and Np/2 is the noise power spectral density over a Gaussian channel.

SERgy,, = Q(

) (63)
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5. Simulation Results and Discussions

In this section, we will provide several design examples based on a 10A uniform linear PSA with
a half-wavelength interelement spacing to verify the performance of the proposed method.

Without loss of generality, we assume that the azimuth angles are fixed ¢ = 90° for all design
examples. 107 random symbols are used in SER simulations, the AWGN power is the same for all
directions, and signal-to-noise-ratio (SNR) = 12 dB.

5.1. Single beam with fixed polarization information

First, we will consider broadside and off-broadside design examples for single beam to transmit
two independent data streams with different PSs to verify that the introduction of PS can increase the
spectral efficiency. That can also be viewed as the polarization multiplexing. The capacity performance
of our method is equal to the polarization multiplexing that two separate signals are transmitted
by a PSA. We assume that the signals are Gray-coded QPSK modulated. The PSs are defined by
©; = (45°,90°) for data stream 1 for a left-hand circular polarization, and @, = (45°, —90°) for data
stream 2 for a right-hand circular polarization at arbitrary directions. For each data stream, the desired
beam pattern is a value of one with 90° phase shift at the desired mainlobe, i.e., symbols "00", "01",
"11", "10" correspond to 45°, 135°, -135°, -45°. Meanwhile, the desired beam patterns over the sidelobe
region are random complex numbers with the amplitudes being approximate zero.

For broadside design example, the desired direction is 8;;, = 0°; for off-broadside design example,
the desired direction is set 51, = 30°. The sidelobe regions are sampled every 1° except the mainlobe
direction.

The beam patterns for broadside for symbols "00,00", "00,01", "00,11" and "00,10" are depicted in
Fig. 5, where all main beams are exactly pointed to 0° with normalized magnitude 0 dB level, denoting
that the amplitude of the desired data streams as expected. The phase patterns for broadside for those
symbols are shown in Fig. 6. It is readily to see that the phases of the two data streams in the desired
direction are in line with the standard QPSK constellation, while in the sidelobe regions, phases are
random enough. The beam and phase patterns for other twelve symbols are not displayed here on
account of the similar features as the four symbols mentioned above. The resulting SER curve are
demonstrated in Fig. 7. It is indicated that the low SER is achieved in the desired direction, while in
other undesired directions, the SER is very high, representing that the directional modulation has been
realized effectively.

The beam and phase patterns for off-broadside 8;; = 30° for symbols "00,00", "00,01", "00,11" and
"00,10" are depicted in Fig. 8 and Fig. 9, respectively. The resulting SER curves are displayed in Fig.
10. It is easy to see that the designed responses are slightly less desirable because the wider mainlobe.
Even so, the PLS is still enhanced.

5.2. Multiple beams with fixed polarization information

Next, we will consider design examples for multiple beams to transmit different or the same
modulation information. Take two beams for example, one data stream transmits the QPSK modulation
symbols in two desired directions with a horizontal polarization ®; = (0°,0°), and another data
stream transmits the BPSK modulation symbols in the same two directions with a vertical polarization
®; = (90°,0°) . The simulated far-field (a) magnitude patterns and (b) phase patterns for 100 random
symbols are shown in Fig. 11.

Thus, from Fig. 11, it can be observed that standard QPSK and BPSK constellation patterns are
only along the prescribed directions, 0° and 30° as expected, with the signal IQ formats along all other
directions being distorted, in such a manner to lower the possibility of interception by eavesdroppers
located in these regions. Fig. 12 shows the SER performance versus elevation angle for the two data
streams transmitted when SNR equals 12 dB. It is obviously to find that the SER performance of the
two data streams is the same as the traditional QPSK or BPSK signal at the direction 0° and 30°, while
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Figure 5. Beam patterns for broadside 65, = 0° for single beam for symbols (a) "00,00", (b) "00,01", (c)
"00,11", (d) "00,10".

the SER performance is deteriorated seriously when the elevation angle is off the desired directions.
Therefore, the channel capacity is double increased, and this characteristic of the design signal is
beneficial for PLS.

5.3. Multiple beams with variable polarization information

In the following design example, it is assumed that a signal stream modulated with QPSK
are projected along broadside 0°, while another independent data stream modulated with BPSK, is
transmitted along 30° by a 21-element uniform linear PSA. Meanwhile, we designate the polarization
©; = (45°,45°) at the direction 0°, the polarization ®, = (45°, —45°) at the direction 30°, and the
polarization is generated randomly at other undesired directions by the polarization control unit in
Fig. 3. The simulated far-field (a) magnitude patterns and (b) phase patterns for 100 random symbols
are shown in Fig. 13.

In Fig. 14, the SER simulation results versus elevation angle obtained for receivers using a
polarization sensitive antenna and a single-polarized antenna are depicted. The SER performance
versus SNR for receivers at the desired direction 0° utilizing a polarization sensitive antenna and a
single-polarized antenna is displayed in Fig. 15. We can see that even if the eavesdroppers locate in the
desired directions with high SNR enough, the confidential information still cannot be demodulated
exactly, when the eavesdroppers use the antennas different from the legal users, i.e., [EVE #* FkLU,

ke {1,2,---,K}. Therefore, the DM technique based on a PSA is an effective approach to enhance
PLS.

6. Conclusion

DM technique based on a PSA has been proposed and further studied for PLS enhancement from
the sampling perspective in spatial and polarization domain and from the signal processing perspective,
respectively. We have formulated a design example to send two different independent data streams
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Figure 6. Phase patterns for broadside 631 = 0° for single beam for symbols (a) "00,00", (b) "00,01", (c)
"00,11", (d) "00,10".
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Figure 7. The resulting SER curve for broadside 8;; = 0° for two data streams.

simultaneously at the same desired directions, same frequency, but with different PSs. It indicates
that the channel capacity can be easily increased by the introduction of polarization information.
Meanwhile, we have formulated another design example to send two different independent data
streams simultaneously at two desired directions, with two fixed PSs, respectively, and off the desired
directions, the PSs are distorted randomly. Simulation results verify that the security performance is
significantly enhanced.
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Figure 8. Beam patterns for broadside 6, = 30° for single beam for symbols (a) "00,00", (b) "00,01", (c)
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Appendix

In this appendix, the derivation of the optimal solution for the optimization problem Eq. (18)
will be given. For simplicity, we omit the subscript i. Meanwhile, the optimization problem can be
equivalently reformulated as

2

min HPSL_WHSSL . 64)

TT
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Figure 10. The resulting SER curve for off-broadside 6, = 30° for two data streams.
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Figure 11. The simulated far-field (a) magnitude patterns and (b) phase patterns for 50 symbols.
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Figure 12. The resulting SER curve versus elevation angle for two data streams in two desired
directions.

According to the method of Lagrange multipliers, first, we let
H 2 H
L(w,u) = HPSL_W SSLHZ + u(wW'Spmr — pmr)- (65)

Then, to find the partial derivatives of function L(w, ) with respect to w and j, respectively.

oL(w, p)

_ H H H
sw  — 2(pst—wSs1)Sg +pS (66)

ML’
oL(w, u)

—wH _
ay =W SML PML- (67)
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Figure 13. The simulated far-field (a) magnitude patterns and (b) phase patterns for 50 symbols with
variable polarization information.
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Figure 15. The SER performance versus SNR for receivers at the desired direction 0° utilizing a
polarization sensitive antenna or a single-polarized antenna.

Next, let LL(#”) =0, we obtain

1 _
wh = E(ZPSLSg — uSH )(SspSH) L (68)
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oL(w,u)

=0, and inserting Eq. (68) into Eq. (67), we obtain

u=2(ps S (M )71 — pa S, 1S5S (S ). (69)

Finally, inserting Eq. (69) into Eq. (66), we obtain the optimal solution w for the optimization
problem Eq. (64), also for the optimization problem Eq. (18), which is given by

w = (SszSE) 71 (Ssrpll — Swmr(SH (SspSH) T 1S) !

i (70)
(St (SsrSI)~'sgpll —pll ).
Let R:SSLS?[, then, Eq. (70) can be simplified as
w =R (Ssrpll — Spmr(SE R 'Spy) ™! 1)

(S RIS pll —pl1 ).

The proof is completed.
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