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Abstract: Requirements for cloud services include security and privacy. Although many security 22 
patterns, privacy patterns, and non-pattern-based knowledge have been reported, knowing which 23 
pattern or combination of patterns to use in a specific scenario is challenging due to the sheer 24 
volume of options and the layered cloud stack. To deal with security and privacy in cloud services, 25 
this study proposes the Cloud Security and Privacy Metamodel (CSPM). CSPM uses a consistent 26 
approach to classify and support existing security and privacy patterns. In addition, CSPM is used 27 
to develop a security and privacy awareness process to develop cloud systems. The effectiveness 28 
and practicality of CSPM is demonstrated via several case studies.   29 

 30 

Keywords: cloud computing; security patterns; privacy patterns; software and system architecture  31 
 32 

1. Introduction 33 

Security and privacy (S&P) in cloud systems are critical. Cloud services not only tend to be 34 
accessed remotely but are also connected to other services. Because software engineers are not 35 
necessarily experts in S&P, resolving S&P concerns throughout the software lifecycle is challenging.  36 

In software, patterns are abstractions from recurring concrete problems and corresponding 37 
solutions that appear in non-arbitrary contexts. Besides the numerous cloud computing and services 38 
S&P patterns reported to date [1–4], non-pattern-based knowledge (e.g., practice and principles) is 39 
used to address S&P issues in cloud services. 40 

The sheer volume of S&P patterns and documentation makes selecting the appropriate pattern 41 
or combination of patterns challenging. Although this issue is relevant to security patterns in general, 42 
it is more critical in cloud services. First, cloud services and their underlying mechanisms are 43 
integrated over multiple layers in a layered cloud stack. Second, a cloud computing system links 44 
                                                
1 This paper is an extended version of our previous conference paper presented at [15]. 
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numerous devices, and each device has its own deployment model and service. This can create a 45 
highly complex system.  46 

The above issues can be overcome via metamodels or reference architectures that capture the 47 
essential concepts related to S&P in layered cloud stacks. Previously, we reported the background 48 
and an earlier version of the metamodel [10]. This study proposes an extension called the “Cloud 49 
Security and Privacy Metamodel (CSPM)” to address S&P in cloud services. CSPM integrates and 50 
extends existing cloud security metamodels with newly added concepts. 51 

CSPM can be used in cloud service development and maintenance (Fig. 1). CSPM describes S&P-52 
related knowledge over multiple layers. Besides selecting and combining the appropriate patterns to 53 
address S&P issues, CSPM can be used to design high-level architectures of cloud service systems 54 
efficiently and effectively .  55 

As an extension to our previous research, we conducted experiments and a case study to address  56 
the following questions: 57 
RQ1. Can CSPM resolve S&P problems and help application of the corresponding patterns? 58 
RQ2. Can CSPM improve the system by efficiently providing S&P solutions? 59 
RQ3. Can CSPM and processes using CSPM be deployed in practical real-world applications?  60 

RQs 1 and 2 evaluate CSPM from two viewpoints. RQ3 demonstrates the usability of our 61 
approach for the metamodel itself and the process we propose. The case study, which involves an 62 
application similar to a commercial one using a conventional cloud platform, suggests that CSPM 63 
has practical applications in industrial development. Tools such as this metamodel should 64 
contribute to the ubiquity of patterns to develop secure systems.   65 

The rest of this paper is organized as follows. Section 2 contains related work and problems 66 
addressed in this research. Section 3 proposes our metamodel. Section 4 overviews our process for 67 
S&P development. Section 5 discusses our case studies and answers our RQs, and section 6 68 
concludes this paper.   69 

 70 
Figure 1: Overview of cloud services and our metamodel 71 

2. Related Work and Motivating Example 72 

2.1. Related Work 73 
Cloud security is considered in several metamodels and abstract reference architectures [5-7]. 74 

However, cloud privacy along with security has yet to be considered. Due to their intertwined 75 
relationship, they should be addressed simultaneously.  76 

One study reported an abstract security reference architecture model to develop secure cloud 77 
services and systems [5]. This study provided a basis to model multiple layers of the cloud in terms 78 
of the security at each layer. However, privacy was not addressed. Another study used a metamodel 79 
to model cloud services and resources [6], but neither security nor privacy were considered directly. 80 
A different study surveyed software security knowledge and proposed a metamodel to model such 81 
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knowledge [7]. Unlike that study, which did not include computing, our study incorporates such 82 
knowledge into our metamodel.  83 

Some studies have focused on privacy engineering. One did a systematic literature mapping on 84 
privacy patterns research [16]. However, this study did not consider a metamodel or security 85 
patterns. Another study proposed a metamodel for privacy engineering based on SEMDM, which is 86 
a metamodel for software and systems development methodologies [17]. This study did not consider 87 
privacy patterns, security patterns, or cloud computing. A different study proposed a privacy 88 
engineering metamodel by extending SEMDM [18]. Although it included privacy design strategies, 89 
privacy threats, and privacy design patterns as well as listed elements similar to our metamodel, 90 
relationships were not considered. 91 

Several metamodels and conceptual models have addressed both S&P [8, 9]. However, they are 92 
difficult to apply directly to cloud services. 93 

2.2. Motivating Example 94 
Often a developer who is inexperienced and not an expert in S&P is tasked to build a cloud 95 

application. As the developer is aware of her shortcomings, she searches for such documents on S&P. 96 
However, this leads to several problems: 97 

 Numerous S&P patterns and documents: Patterns are reusable solutions to recurring 98 
problems. Because many S&P patterns (and other documentation) have been proposed, the 99 
search results are overwhelming. Selecting the appropriate pattern(s) when many are not 100 
applicable to cloud services [11] is difficult, especially for a novice developer.  101 

 Complex relationships between a cloud service and its mechanism: A cloud is composed of 102 
three main layers: infrastructure, platform, and software. Although each service is provided 103 
from one layer from the users’ viewpoint, a service may control data related to other layers 104 
[12]. Consequently, selecting and utilizing the appropriate pattern(s) are challenging tasks.  105 

 Practical metamodels for cloud development do not exist: Existing metamodels [8] consist 106 
of essential concepts when dealing with S&P issues. However, they cannot deal with real-107 
world S&P issues in cloud development. 108 

3. Cloud Security and Privacy Metamodel (CSPM) 109 

3.1. Requirements and high-level architecture  110 

There are three requirements for the metamodel: 111 

 Consistency over multiple layers: Because cloud services tend to be integrated over multiple 112 
layers, the metamodel must be able to handle S&P-related knowledge over multiple layers 113 
(e.g., software application, platform, and infrastructure layers). SaaS (Software as a Service), 114 
PaaS (Platform as a Service), and IaaS (Infrastructure as a Service) are services that 115 
correspond to the software, platform, and infrastructure layers, respectively.  116 

 Compatibility with existing cloud services: The metamodel must be compatible with 117 
existing cloud security metamodels and reference architectures to utilize assets.  118 

 Convenience: The metamodel must conveniently access both cloud-specific and cloud-119 
independent knowledge.  120 

3.2. Design of the metamodel 121 

Figure 2 shows the overview of Cloud Security and Privacy Metamodel (CSPM). It can be 122 
represented as a UML class diagram (Fig. 3). Table 1 overviews the purpose and major concepts of 123 
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these packages. The metamodel satisfies the aforementioned requirement by having the following 124 
features. 125 

 126 

Figure 2: Overview of CSPM for S&P in cloud services 127 

 128 

Figure 3: Overview of CSPM 129 

 Consistency over multiple layers: The problem, bridge, and solution packages are 130 
fundamental in all layers. Not only do they provide concepts common between layers, they 131 
organize their relationships. Consequently, they uniformly handle S&P-related knowledge 132 
over different layers.  133 

 Compatibility with existing cloud services: In addition to consistency, the packages include 134 
concepts according to the relationships defined in existing metamodels [5][7]. Hence, the 135 
proposed metamodel can work with existing metamodels.  136 

 Convenience: Separating general concepts from specific ones (e.g., layers, cloud-specific 137 
knowledge, and cloud-independent knowledge) into packages makes the metamodel easy 138 
to access.  139 

  140 
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Table 1: Packages in the metamodel 141 
Package Outline Major concepts 

Problem Common concepts for problems Threat, vulnerability, attack 

Bridge Concepts on the relationships between problems 

and corresponding solutions 

Pattern, case, guideline 

Solution Common concepts for solutions Solution (countermeasure), security function, 

practice 

Software 

Application 

Concepts specific to the software application 

layer 

Application, coding rule 

Platform Concepts specific to the platform layer Virtual environment, virtual storage 

Infrastructure Concepts specific to the infrastructure layer Virtual machine, hardware 

Target Concepts specific to the target application Goal, policy, asset, cloud service 

4. CSPM 142 
CSPM is large scale because it covers almost all aspects of a cloud system. Hence, real-world 143 

applications may be difficult. However, one reason that metamodels seem impractical is the absence 144 
of detailed descriptions. Herein a process for S&P development with CSPM is proposed, and its usage 145 
is evaluated from different viewpoints with an emphasis on the metamodel components. 146 

4.1. S&P Development Process 147 
S&P development consists of four steps: analysis, design, implementation, and test (Fig. 4). Each 148 

step is described below:  149 
(1) S&P Requirement Analysis: After analyzing the system requirements, the threats in the 150 
current system model are determined using a threat model such as STRIDE [14] or Vulnerability 151 
View that is a simplified CSPM emphasizing components related to vulnerabilities.  152 
(2) S&P Design: Solutions are determined. S&P patterns and other documents can be used 153 
because they suggest a solution to the system. Pattern View, which is a simplified CSPM 154 
emphasizing components related to S&P patterns, can help select appropriate patterns from the 155 
knowledge base. 156 
(3) S&P Implementation and (4) Test: Subsequently, the system is implemented and tested. If 157 
problems arise during the test, return to (1). If several patterns are combined to reach an original 158 
solution, the new patterns should be added to the knowledge base. 159 

 160 
Figure 4: Overview of the S&P Development Process 161 
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4.2. Vulnerability View 162 

The Vulnerability View is a simplification for the metamodel (Fig. 5). That is, it is an abstraction 163 
of the metamodel to allow users to focus on vulnerability and related concepts. It can model 164 
vulnerabilities from databases such as the Common Vulnerabilities and Exposures (CVE). 165 

For example, a vulnerability Cross-site Scripting (XSS) can be modeled in Figure 6. In the figure, 166 
elements related to the vulnerability are modeled with stereotypes specifying corresponding 167 
concepts in the Vulnerability View. To identify problems and implement countermeasures easily, the 168 
model in the figure helps visualization of vulnerable elements. 169 

 170 

 171 
Figure 5: Overview of the Vulnerability View model 172 

 173 

 174 
Figure 6: Model a Cross-site scripting (XSS) vulnerability 175 

4.3. Pattern View 176 
Pattern View is also a simplified metamodel that emphasizes elements related to S&P patterns 177 

such as goals, threats, and solutions (Fig. 7). Because it can analyze the requirements and threats to a 178 
system, applicable S&P patterns can be determined. Section 5 shows an example as a case study. 179 
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Pattern View can depict the pattern problem and solution (Fig. 8). In the figure, elements related to 180 
the pattern are modeled with stereotypes specifying corresponding concepts in the Pattern View.  181 

 182 

 183 
Figure 7: Overview of the Pattern View model 184 

 185 

 186 
Figure 8: Example of the Pattern View structure using the Authenticator Pattern 187 

5. Experiment and Case Studyr 188 

5.1. Experiment 189 
A contrast experiment evaluated the impact of CSPM and investigated the RQs.  190 

5.1.1. Experiment Setting 191 
The experiment was designed to evaluate the impact of CSPM. The experiment involved two 192 

groups of college students, ranging from fourth year undergraduate to second year master’s students. 193 
The groups were labeled as the experiment group (EG) and the control group (CG). 194 

Regardless of the group, participants were asked to read the class diagram and use case 195 
explanation to determine the S&P issues in the system model. The system model was simplified from 196 
student work and contained several security threats. The participants were asked to resolve S&P 197 
issues on the model level. As a reference, we prepared some S&P patterns, but not all were applicable 198 
to this system. After the experiment, participants completed a questionnaire. 199 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 9 April 2019                   doi:10.20944/preprints201904.0106.v1

http://dx.doi.org/10.20944/preprints201904.0106.v1


 8 of 16 

 

EG received additional support. They were given CSPM and guidelines that explained CSPM 200 
(section 4.1). For example, the guidelines showed how to determine the appropriate pattern for a 201 
given threat, how to apply a pattern, etc. In addition, the S&P patterns for the experiment group 202 
contained the Pattern View structure (Fig. 8) to confirm its contribution. 203 

5.1.2. Experiment Results 204 
The results for CG are shown in Table 2, while those of EG are shown in Table 3. The distribution 205 

for each group is shown as a box plot in Fig. 9. Four variables (total time to complete the assignment, 206 
number of problems found in the system, number of problems solved by revising the model, and 207 
number of patterns used to solve problem) were measured. 208 

Some of the participants (C1 and C2) read all the reference patterns. C1 spent a long time on the 209 
assignment and used the patterns. However, C2 was confused about pattern use and did not use the 210 
reference patterns to complete the task. On the other hand, other participants (C3–C5) did not review 211 
the reference patterns. Due to previous development experience, C3 did not need the reference 212 
patterns to be successful. C4 and C5 finished quickly. Although they addressed the main S&P issues, 213 
they did not address minor problems. 214 

The results of the EG group were similar. They solved a minimum number of principle problems 215 
with a greater emphasis on S&P patterns and revised the model correctly. Most completed the 216 
experiment in about an hour. Some issues not related to the reference patterns (e.g., DDoS attack) 217 
were not solved. 218 

Although the difference between EG and CG to solve problems was not significantly different, 219 
EG was more proficient. Three or more main S&P issues were resolved by the EG participants, 220 
whereas the number of issues addressed fluctuated widely within the CG group. This difference is 221 
attributed to the S&P patterns.  222 

Although we speculated that the EG group would complete the tasks faster than the CG group, 223 
the completion time between the two groups were statistically insignificant. This may be attributed 224 
to the time that the EG group spent reading the metamodel and guidelines. Comparing C1, who used 225 
patterns for assignment, to the EG group indicates that applying our approach is less time consuming 226 
because C1 spent a lot of time reading the reference material.  227 

All participants in the EG group provided similar responses to the questionnaire. All indicated 228 
that the Pattern View of the metamodel itself (Fig. 7) is easy to understand, but it has low utility. On 229 
the other hand, the explanation and example in the guidelines are very helpful, especially for 230 
applying patterns. Participants responded that the Pattern View structure of the S&P pattern (Fig. 8) 231 
is helpful, but it is preferable to use this in conjunction with a detailed description of the patterns. 232 

 233 
Table 2: Results for the control group (CG) 234 

Participant Time [min] Problems found Problems solved Pattern used 

C1 100 5 3 3 

C2 180 2 1 \ 

C3 60 5 5 \ 

C4 60 3 2 \ 

C5 60 3 1 1 

Average 92 3.6 2.5 0.8 
 235 

  236 
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Table 3: Results for the experiment group (EG) 237 
Participant Time [min] Problems found Problems solved Pattern used 

E1 90 3 3 3 

E2 70 3 3 2 

E3 60 4 3 3 

E4 60 4 3 3 

E5 50 5 5 3 

Average 66 3.8 3.4 2.8 

 238 
Figure 9: Box plot of data in Tables 2 and 3 239 

5.2. Case study: “Treasure-Hunting Game” 240 
A case study based on an Android game application that stores data in a cloud evaluated the 241 

effectiveness of the solutions analyzed by CSPM. Specifically, the original version and that enhanced 242 
by our metamodel were used to verify the contribution.  243 

5.2.1. Preparation 244 
There were five steps: 245 
1. Design the target software on the model level 246 
2. Correlate the model to our metamodel to determine the S&P goals (step 1 in our proposed 247 

process) 248 
3. Analyze threats in the system and determine the S&P pattern for each threat to revise the 249 

target software model (step 2 in our proposed process) 250 
4. Implement the software using both the original model and the revised model (step 3 in our 251 

proposed process) 252 
5. Test and compare the results (step 4 in our proposed process) 253 
Typically, S&P analysis is conducted prior to designing the model. To confirm the contribution 254 

of CSPM, a student work (the “Treasure Hunting Game”) with a known model was used. Similar to 255 
popular commercial games (e.g., Pokémon Go and Ingress), this game is an AR application where 256 
streets contain multiple spots, and one spot has the hidden treasure. The initial structure and interface 257 
are shown in Figs. 10 and 11, respectively. To begin, players input their names in order to manually 258 
save their data like hints and coins into the cloud and to check target player’s data (Fig. 12). In this 259 
case study, cloud functions were implemented on Amazon Web Service (AWS). 260 

 261 
 262 
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Figure 10: Initial structure of the “Treasure-Hunting Game” in UML class diagram 263 
 264 

 265 
Figure 11: Interface of the “Treasure-Hunting Game” 266 

 267 

 268 
Figure 12: Interface for cloud user data storage 269 
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5.2.2. Results 270 
The STRIDE model (Microsoft, 2002) was used in the S&P requirement analysis (Table 4). 271 

Because Android API and AWS API addressed the threats due to tampering with local data or 272 
listening to transmissions, the case study was concerned with the authentication problem and access 273 
right problem, as described below: 274 

 275 
 Authentication Problem: Because anyone can use this game, the identity spoofing risk is high, 276 

which may lead to data tampering in cloud storage. 277 
Pattern and Solution: The Authenticator Pattern requires a user to sign up and sign in before 278 
accessing the system. The proposed method added an authenticator. However, other patterns 279 
like Password Design and Use may also provide support. 280 

 Access Right Problem: The original game only requires a user name to display user data on the 281 
screen. This feature may be designed so that friends’ data can be checked, but anyone can check 282 
a user’s information.  283 
Pattern and Solution: The proposed method added the Authorization Pattern or Role-based Access 284 
Control Pattern to limit access rights. 285 
 286 
Figure 13 shows the results of our analysis of Goals, Problems, Patterns, and Solutions for the 287 

Pattern View metamodel originally shown in Fig. 7. The modified model of the software system is 288 
shown in Fig. 14. In these figures, elements related to the security patterns are modeled with 289 
stereotypes specifying corresponding concepts in the Pattern View. 290 

Both models were tested to validate the effectiveness of the proposed method. The results 291 
confirm that the authentication problem is resolved (Fig. 15) and the access controller works as 292 
intended (Fig. 16).  293 

294 
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Table 4. Result for the S&P requirement analysis based on the STRIDE model 295 
Goal Anti-Goal Security Problem Specific example Security 

pattern 

Solution 

Tamper proof 

data 

Gain ability 

to tamper 

with data 

Unauthorized 

actors tampering 

with local data 

User accesses local 

data on their phone, 

changing their score 

Encryption 

pattern 

Provided by 

the Android 

phone itself 

Unauthorized 

actors tampering 

with cloud data 

User logs in as 

another user once 

user name is known. 

Cloud user data 

might be modified. 

Authentication 

pattern 

Require a 

password for 

each user 

Confidentiality Gain access 

to 

confidential 

information 

Unauthorized 

actors listening to 

the transmissions 

to and from the 

server 

Man in the middle 

attack 

Transmission 

pattern 

API 

automatically 

uses SSL and 

can be set to 

use a VPN 

Information 

disclosure 

User accesses other 

players' data without 

permission 

Authorization 

pattern, Role-

Based Control 

pattern 

(RBAC) 

Control 

access rights 

for each 

player 

Elevation of 

privilege 

User pretends to be 

an administrator and 

granted unlimited 

access to all game 

data 

Authentication 

pattern, 

Transmission 

pattern 

Player can 

only access 

the database 

through the 

software, 

which is 

limited by the 

permission 

levels of a 

third-party 

server. 

Reliability Gain ability 

to access 

other 

player's 

data 

Identity spoofing No user 

authentication in the 

system and anyone 

can access the game 

Authenticator 

pattern 

Require sign 

up and sign in 

Availability Bring down 

the servers 

Denial of service Server becomes 

flooded by non-

legitimate messages 

causing packets by 

legitimate users to 

be dropped 

Firewall, DDoS 

patterns 

Unrealistic 

issue due to 

the game’s 

small scale 
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 296 
Figure 13: Relationship between Problems, Patterns, Solutions, and cloud system based in CSPM 297 

 298 
Figure 14: Structure of the “Treasure-Hunting Game” revised by CSPM 299 
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 300 
Figure 15: Prevention of Misuse of Unregistered user (left) and Identity Thief (right) 301 

 302 

 303 
Figure 16: Player data check with an access controller 304 

5.3. Discussion 305 
RQ1. Can CSPM resolve S&P problems and help application of the corresponding patterns? 306 

In the experiment, EG solved more problems than CG in the same or less time. EG participants 307 
selected and applied the appropriate pattern to revise the model due to the support of our approach. 308 
Although the knowledge base in this study is small, the proposed method should provide improved 309 
results when dealing with more S&P patterns. Our approach, especially the Pattern View structure of 310 
the S&P pattern, can identify necessary patterns and improve pattern comprehension.  311 

Unlike previous research, which used metamodels for security issues, this study used CSPM to 312 
combine security (i.e., authentication) and privacy (i.e., access right control). This study only considered 313 
simple combinations of S&P patterns, which were indicated previously (e.g., Authenticator Pattern with 314 
Single Access Point Pattern), due to the small scale of the target system. In the future, more complex 315 
systems should be evaluated.  316 

In this case study, the Pattern View deals mainly with the S&P pattern. Because problems are 317 
found before using patterns, the ability of Pattern View to find problems has yet to be confirmed. In the 318 
future, the ability of Vulnerability View to find problems should be investigated.  319 

CSPM can select and use S&P patterns to solve problems through the Pattern View. In the future, 320 
the ability to find solutions for more complex systems or to combine several S&P patterns should be 321 
confirmed. 322 

 323 
RQ2. Can CSPM improve the system by efficiently providing S&P solutions? 324 
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The ability of Pattern View of CSPM to revise the model was investigated via a case study. The 325 
problems in the original target system are addressed in the revision. CSPM is effective, at least for a 326 
simplified system. Not all the components of the cloud system were considered by CSPM in the case 327 
study. As a system becomes more complex, other issues may arise. Hence, the entire metamodel should 328 
be further evaluated in the future.  329 
 330 
RQ3. Can CSPM and processes using CSPM be deployed in practical real-world applications?  331 

The proposed process was used in the experiment and case study, demonstrating that CSPM is 332 
applicable to S&P analysis and during cloud system development, respectively. Both indicate that 333 
CSPM is practical in some situations. However, the participants in the experiment provided negative 334 
feedback about the metamodel’s usefulness. They felt that the current guidelines are more useful than 335 
the metamodel. Revising the guidelines to provide more examples of CSPM usage should improve the 336 
practicality of our approach.   337 

6. Conclusion and Future Work 338 
CSPM, which deals with S&P in cloud services, can be used in software development. Its 339 

effectiveness and usability are confirmed via a case study and an experiment. The case study, which 340 
involves an application similar to a commercial one using a conventional cloud platform, suggests 341 
that CSPM has practical applications in industrial development.  342 

There are several future directions. The first is to implement more complex case studies such as 343 
a cloud system with several layers to evaluate the effectiveness of CSPM. The second is to apply 344 
Vulnerability View and the Pattern View semi-automatically to detect specific threats. The third is to 345 
develop a detailed framework to broaden the usage of CSPM.   346 

Studies have demonstrated the effectiveness of tools such as patterns, reference architectures, 347 
and metamodels to handle the complexity of cloud-based systems and other new technologies such 348 
as IoT. However, such tools are difficult to apply in real-world situations due to their elaborate 349 
methodologies. This study should contribute to the practical application of such tools.  350 
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