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Abstract: As e-commerce services and Internet technology have rapidly developed in recent years, 14 
many services and applications integrating these technologies can now be completed online. These 15 
commercial activities include online auctions, online ticketing and online payments. The client 16 
shops from the store online, andthe store delivers the goods to the client. The goods can be divided 17 
into digital products without entities, as well as actual entities. If it is a physical product, the store 18 
will deliver the package to the client through itslogistics. However, there have been many cases of 19 
switched goods purchased by clients in recent years. Earlier, some scholars proposed a security 20 
mechanism with a subliminal channel for E-cash and digital content. Only the sender and the 21 
receiver would know that the secret information was hidden in the signature. So the privacy of this 22 
subliminal message couldbe ensured. We apply this concept to the logistics environment to design 23 
secure logistics architecture with subliminal messages. The client can check the subliminal message 24 
of the received package, and know whether the package has been switched by malicious people. In 25 
addition, the proposed scheme also applies sensor technology;the client can check the GPS location, 26 
the temperature and humidity at any time during the delivery process. So intelligent 27 
logisticswouldthereby be achieved. This paper proposes an intelligent and secure package 28 
sensoring logistics system based on a subliminal channel. The proposed architecture uses the 29 
related mechanisms tosolve the problems of a logistics system, including how to achieve mutual 30 
authentication, data integrity, anti-switch package, package location and status tracing, resisting 31 
replay attacks, forward and backward secrecy, and non-repudiation issues. 32 

Keywords: sensor; intelligent logistics; subliminal channel; BAN logic; mutual authentication; 33 
anti-switch package; package tracing 34 

 35 

1. Introduction 36 

1.1 Background 37 
With the rapid development of the Internet, e-commerce services have flourished. Many shopping 38 
and financial transactions can be completed online. These commercial activities include online 39 
auctions, online ticketing and online payments. In the past, we needed to go to a physical place to 40 
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buy lottery tickets and complete other B2B, B2C, C2C, O2O, etc., business deals. Now, we can 41 
process these transactions via the Internet [1]. 42 

People conduct online transactions through the Internet. The purchase of goods can be divided 43 
into digital products without entities, as well as entities. There are many researches on the 44 
transaction security for non-entity digital goods, so that merchants can safely deliver digital goods to 45 
consumers, and prevent the digital goods from being copied or stolen [2-4]. If it is a physical 46 
product, the store will entrust their logistics to deliver the goods to the client. In general, we can wait 47 
for the arrival of the merchandise after completing the purchase of the merchandise. 48 

However, with the increasing number of logistics transactions, the risk of shipping also 49 
increases. Recently, there have been many cases of switched goods which were purchased by 50 
clients.The clients pay the store to buy high-priced goods A, but receive low-cost goods B. Although 51 
most of the losses are suffered by the stores and the logistics, consumer disputes reduce consumer 52 
trust in online shopping [5-7]. 53 

Such a situation mostlyoccurs due to the distribution process; the commodity is switched by 54 
malicious people. Before the clients sign and unseal the goods, there is no way to know whether the 55 
goods in the package are the products they purchased from the stores. After the clients uncover the 56 
goods and make a report to the store, they may also suffer the suspicion of the store, so that the 57 
clients and stores are in a state of mutual distrust. Some logistics-related literature mentions this 58 
problem, but currently no literature focuses on the security mechanism to solve this issue [8-9]. 59 
Therefore, to avoid such situations, we provide a completely new architecture for logistics security. 60 

Earlier, some scholars proposed a security mechanism with a subliminal channel for E-cash 61 
and digital content [10-12].The sender and the receiver agreed in advance on a secret message, 62 
withthe sender hidingamessage in the signature.When the receiver receives the message, it can 63 
restore the secret message hidden in the signature to know whether the message has been tampered 64 
with.Other people who are not the sender or receiver can’t know that the secret information is 65 
hidden in the signature, so the privacy of this subliminal message can be ensured. 66 

We apply this concept to the logistics environment to design secure logistics architecture with 67 
subliminal messages [13-15]. When the clients buy merchandise from the store, they generate a 68 
good deal of subliminal messages, and the store delivers the merchandise to the client through the 69 
logistics. The client will check the subliminal message hidden in the signature; if the client finds the 70 
subliminal message in the signature is different from the original agreement with the store, it means 71 
that the original package has been switched by malicious people. 72 

In addition, when clients buy high-priced merchandise from a store or fresh food that requires 73 
full control of temperature, the clients will request to know the status of the delivery at any time. At 74 
present, in the production and distribution of frozen goods, cold chain logistics technology has been 75 
applied so that the goods are always in a stable low-temperature environment in production, 76 
storage, transportation and sales to maintain the quality of the products, mainly includingfood, 77 
agricultural products and medical fields, to achieve the concept of intelligent logistics [16]. 78 

Intelligent logistics, namely the integration of the front-end smart incubator sensed 79 
temperature and humidity data, and location information, to provide advanced information fusion, 80 
data analysis, temperature and humidity tracking capabilities,offers users a comprehensive 81 
information query platform [17]. The client hopes that he/she can query the GPS location, 82 
temperature and humidity information anytime during the package delivery process. Therefore, it 83 
is necessary to apply the sensor-related technology and cryptography-related mechanism to 84 
establish a secure and traceable logistics system under the concept of intelligent logistics. 85 

We combined the concept of intelligent logistics with the subliminal message-equipped 86 
security mechanismto propose intelligent secure logistics architecture based on the subliminal 87 
channel.In addition to the subliminalmessage contained in the merchandise, when the store delivers 88 
the goods to the logistics, the logistics will attach a sensor on the package to provide immediate 89 
delivery status query of the product. 90 

For the distribution of physical goods purchased by the clients, this study provides a complete 91 
logistics solution that can effectively solve the current shortage of logistics services.When the clients 92 
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purchase goods from the store, they agree on a subliminal message, the store hides the message in 93 
the signature and delivers the goods to the logistics.The logistics will attach a sensor on the 94 
packageand deliver the package to the deliverer. 95 

During the transportation of goods, the client can check the location of the goods at any time. If 96 
there is a requirement for the temperature and humidity, the sensor can also provide the relevant 97 
data so that the client can fully grasp the status of the delivery of the goods [18].When the 98 
merchandise is delivered, the client may also check the subliminal messagehidden in the signature 99 
to confirm whether the product has been switched. 100 

The remainder of this paper is arranged as follows. Section 2 gives a brief preliminary 101 
introduction and security requirements. Section 3 presents the proposed intelligent and secure 102 
package sensoring logistics system based on a subliminal channel. Section 4 presents a security 103 
analysis, computation cost and communication performance of the proposed scheme. Section 5 104 
offers conclusions. 105 

2. Preliminary introduction and security requirements 106 

2.1 Preliminary introduction 107 

2.1.1 BAN Logic Model 108 
The BAN logic model [19] is used to provethe correctness of a scheme. Recently, many 109 
authentication schemeshave applied BAN logic to provethe correctness of authentication and key 110 
establishment. The notation of BAN logic is described as follows: 111 

XP ≡| : P believes X, or P would be entitled to believe X. 112 
XP : P sees X. Someone has sent a message containing X to P, who can read and repeat X. 113 
XP |~ : P once said X. P at some time sent a message including X. 114 
XP | : P has jurisdiction overX. P is an authority on X and should betrustedon this matter. 115 
YX >< :This represents X combined with Y. 116 
)(# X : The formula X is fresh, that is, X has not been sent in a messageat anytime before the current 117 

run of the protocol. 118 
QP

K
↔ : P and Q may use the shared key K to communicate. 119 

QP
S

⇔ :The formula S is a secret known only to P and Q and possibly to principalstrusted by them. 120 

2.1.2Diffie-Hellman Key Exchange 121 
The Diffie-Hellman key exchange [20] is a method forsecurely exchanging cryptographic keys over a 122 
public channel and was one of the first public-key protocols, as originally conceptualized by Ralph 123 
Merkle and named after Whitfield Diffie and Martin Hellman. It is one of the earliest practical 124 
examples of public key exchange implemented within the field of cryptography. 125 

Traditionally, secure encrypted communication between two parties required that they first 126 
exchange keys by some secure physical channel, such as paper key lists transported by a trusted 127 
courier. The Diffie-Hellman key exchange method allows two parties that have no prior knowledge 128 
of each other to jointly establish a shared secret key over an insecure channel. This key can then be 129 
used to encrypt subsequent communications by using a symmetric key cipher. 130 

The following problems exist for the Diffie-Hellman method: 131 
Computational Diffie–Hellman (CDH) Problem: Given aP  and bP , where Rba ∈, , *

qZ  and 132 
P  are the generator of G , compute the value abP . 133 
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Decisional Diffie-Hellman (DDH) Problem: Given aP , bP  and cP , where Rcba ∈,, , *
qZ  and 134 

P  are the generator of G , confirm whether or not abPcP = , which is equal to confirming 135 
whether or not qabc mod= . 136 

2.1.3Subliminal Channel 137 
The concept of the subliminal channel was first proposed by Simmons [21-23]. A subliminal channel 138 
is a covert signalthat can be used to send a secret message to the designated receiver,but the message 139 
cannot be recognized by any undesignatedreceiver. 140 

In 1984, Simmons defined the narrowband and broadband subliminalchannels [21]. He showed 141 
that in any digital signature scheme, x bits are used to communicate;the signatureprovides y bits of 142 
security against forgery, alteration or transplantationof a legitimate signature, where x>y. The 143 
remaining x–ybits are potentially available for subliminal communication. If thesubliminal channel 144 
uses all, or nearly all, the x–y bits, it is calledbroadband, while if it uses only a very small fraction of 145 
the x–ybits, it is called narrowband. 146 

Simmons proposed protocols for the digital signaturesin the subliminal channel [22-23]. He 147 
created a model of the subliminal channel usedin the digital signature.Even if outsiders read the 148 
transmission messageand check the signature of the subliminal channel, they willnot find any errors 149 
or discrepancies. 150 

2.2 Security Requirements 151 
The security requirements of a robust package sensoring logistics system based on subliminal 152 
channel are listed as follows: 153 

2.2.1 Mutual Authentication 154 
In the information transmission process, the message receiver must be able to verify the identity 155 
legitimacy of the sender. Thus, each party must be able to verify the identity legitimacy of the other 156 
party in a robust logistics system environment. If the two parties can confirm each other’s identities, 157 
then mutual authentication can be achieved [24]. 158 

2.2.2 Data Integrity 159 
Any information transferred in an unencrypted network environment is vulnerable to malicious 160 
attack in the form of modification, where the message delivered to the receiver is not the original 161 
message transmitted by the sender. The integrity of the transmitted data must therefore be ensured, 162 
and protected against tampering in transmission [25]. 163 

2.2.3 Anti-Switch Package 164 
Malicious attacks attempt to switch the high value package to the lower value one. It means the 165 
package received by the receiver isn’t the original one that sent by the sender. Thus, an intelligent 166 
and secure package sensoring logistics system based on subliminal channel must achieve an 167 
anti-switch package [26]. 168 

2.2.4 Intelligent and Secure Package Tracing 169 
During the delivery process of merchandise, especially high-price goods, it is important to get the 170 
GPS location of the package anytime. Especially for some fresh food delivery service, it is also 171 
important to monitor the temperature during the delivery process. Thus, in a robust logistics system, 172 
a legal user must be able to query the GPS location or temperature anytime during the delivery 173 
process [26]. 174 

2.2.5 Resisting Replay Attacks 175 
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Malicious attacks may also intercept the transmitted message between the sender and the receiver, 176 
and then impersonate a legitimate transmitter in order to send the same message to the intended 177 
receiver. This constitutes a serious security risk that must be prevented [27]. 178 

2.2.6 Forward and Backward Secrecy 179 
If the session key between the sender and the receiver is compromised at any point by an attacker, 180 
the attacker may use the session key for future malicious communications, or use it to obtain 181 
previous messages [28-29]. 182 

2.2.7 Non-Repudiation 183 
In the information transmission process, the message receiver must be able to verify the identity 184 
legitimacy of the sender. Once the receiver confirms that the message was sent from the sender, the 185 
sender can’t deny the message that he/she had sent. The sender uses his/her private key to sign the 186 
message, and the receiver can verify the digital signature from the sender [30]. 187 

3. The Proposed Scheme 188 

3.1 System Architecture 189 
The system framework of the proposed scheme in this study is shown in Figure 1. 190 
There are six parties in the scheme: 191 
(1) Certificate Authority: A trusted third party agency which provides the public key and private 192 

key to the registrant. 193 
(2) Store: An online shopping store. People can shop there, and the store sends the goods to the 194 

customers. 195 
(3) Client: A person who buys things from the store online; he/she will sign for the delivery 196 

package. 197 
(4) Logistics: A company collects the packages that is entrusted to be sent by the store, and delivers 198 

them to the client. 199 
(5) Deliverer: A person who is employed by the logistics company, and assists logistics to deliver 200 

the package to the client. 201 
(6) Package: Merchandise sent by the store to the client;the tag and sensor are attached outside the 202 

package. 203 

 204 
Figure 1. System framework of the proposed scheme 205 
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 206 
1. All stores, clients, logistics, and deliverers must register with the certificate authority through a 207 

secure channel. The stores, clients, logistics, and deliverers will get public keys and private keys 208 
from the certificate authority. 209 

2. The client purchases merchandise from the store, and they negotiate a subliminal message. The 210 
store sends the related messages to the client, and prepares to write the subliminal message 211 
onto the tag attached outside the package. 212 

3. The store takes the package to the logistics for delivery. After mutual authentication between 213 
the store and logistics; the store sends the related shopping information to the logistics, 214 
including subliminal message, and writes it onto the tag via logistics. 215 

4. The deliverer takes the package from the logistics. After mutual authentication between the 216 
deliverer and the logistics, the logistics writes the related delivery information onto the sensor 217 
attached outside the package. The package is sent to the client by the deliverer. 218 

5. The client checks the information on the tag provided by the deliverer. The client sends the 219 
receipt about the package, and the deliverer will transfer the receipt to the logistics. 220 

 221 

3.2 Notations 222 
,x xPK SK  : x’s public key and private key, issued by Certificate Authority 223 

xyr   : A random number selected for parties x and y 224 
xskey  : Partial public parameters for party x 225 
xyskey  : The session keyfor parties x and y 226 

xyC   : The encrypted messagefor parties x and y 227 

xySig  : The signed messagefor parties x and y 228 
( )

xPKE m  : Use x’s public key xPK  to encrypt the message m 229 
( )
xSKD m  : Use x’s private key xSK  to decrypt the message m 230 
( )

xSKS m  : Use x’s private key xSK  to sign the message m 231 
( )
xPKV m  : Use x’s public key xPK  to verify the message m 232 

( )
xyskeyE m  : Use the session key xyskey  to encrypt the message m 233 

( )
xyskeyD m  : Use the session key xyskey  to decrypt the message m 234 

, , ,s s sk y r S  : The parameters for the subliminal channel 235 
xySM  : The subliminal messagefor parties x and y 236 

xyQ   : The client x wants to query the delivery status of the package y 237 
( )h m  : The messagem calculated by one-way hash function ( )h  238 
xID   : x’s identity 239 

TID   : A transaction number which is changed every round 240 
infM  : The client’s shopping information 241 

infD  : The client’s delivery information 242 
infS   : The sensor’s sensoring information, like GPS location or temperature 243 
infR  : The receipt signed by the client 244 
?
x y=   : Determines if x is equal to y 245 
 246 

3.3Purchase Phase 247 
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The client and the store must negotiate a secret key through a key agreement; they can then 248 
communicate with each other. The client proposes a subliminal message in the purchase phase. The 249 
purchase phase of the proposed scheme is shown in Figure 2. 250 
 251 

 252 
Figure 2.Purchase phase of the proposed scheme 253 
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( , ) ( )
sc c SK csID skey D C= ,         (4) 261 

and verifies  262 
?

( , ) ( )
cc c PK csh ID skey V Sig= .        (5) 263 

If it passes the verification, then the store authenticates the legality of the client. The store 264 
selects *

sc qr Z∈ , calculates  265 
modscr

sskey g p= ,          (6) 266 
modscr

cs cskey skey p= ,         (7) 267 
( , )

csc PK s sC E ID skey= ,         (8) 268 
( ( , , ))

ssc SK s c sSig S h ID skey skey= ,       (9) 269 
and then sends ( , )sc scC Sig  to the client. 270 

Step 3: The client decrypts  271 
( , ) ( )

cs s SK scID skey D C= ,         (10) 272 
and verifies  273 

?
( , , ) ( )

ss c s PK sch ID skey skey V Sig= .       (11) 274 
If it passes the verification, then the client authenticates the legality of the store. The client 275 
calculates  276 

modcsr
cs sskey skey p= ,         (12) 277 

2 inf inf( , , , )
cscs skey c csC E ID M D SM= ,       (13) 278 

and then sends 2csC  to the store. 279 
Step 4: The store decrypts the message  280 

inf inf 2( , , , ) ( )
csc cs skey csID M D SM D C= ,       (14) 281 

and generates the transaction number TID , calculates  282 
2 inf( , , , , )

cssc skey s c csC E ID ID M TID SM= ,      (15) 283 
encrypts the subliminal message with the following calculation  284 

modk
sy g p= ,          (16) 285 

( )( , )cs csSM skeyk
s s sr h y PK TID+= ⋅ ,        (17) 286 

1
1 ( ( )) mods s sS k k r SK h TID p−= − + ⋅ ,       (18) 287 
2 mods cs csS SM skey p= + ,         (19) 288 

3 1 2( , , , )
cssc skey s s s sC E y r S S= ,        (20) 289 

stores 3( , , )c scID TID C , and then sends 2scC  to the client. 290 
Step 5: The client decrypts  291 

inf 2( , , , , ) ( )
css c cs skey scID ID M TID SM D C= ,      (21) 292 

and keeps the transaction number TID , the subliminal message csSM . 293 
 294 

3.4Package Collection Phase 295 
The store and the logistics must negotiate a secret key through a key agreement; they can then 296 
communicate with each other. The store and the logistics also generate some information and write 297 
it onto the tag attached outside the package.The package collection phase of the proposed scheme is 298 
shown in Figure 3. 299 
 300 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   doi:10.20944/preprints201901.0052.v1

http://dx.doi.org/10.20944/preprints201901.0052.v1


 9 of 27 

 

 301 
Figure 3.Package collection phase of the proposed scheme 302 

 303 
Step 1: Thestoreselects *

sl qr Z∈ , calculates  304 

2 modslr
sskey g p= ,          (22) 305 

2( , )
lsl PK s sC E ID skey= ,         (23) 306 

2( ( , ))
ssl SK s sSig S h ID skey= ,        (24) 307 

and then sends ( , )sl slC Sig  to the logistics. 308 
Step 2: The logistics decrypts  309 

2( , ) ( )
ls s SK slID skey D C= ,         (25) 310 

and verifies  311 
?

2( , ) ( )
ss s PK slh ID skey V Sig= .        (26) 312 

If it passes the verification, then the logistics authenticates the legality of the store. The 313 
logistics selects *

ls qr Z∈ , calculates  314 
modlsr

lskey g p= ,          (27) 315 

2 modlsr
sl sskey skey p= ,         (28) 316 

( , )
sls PK l lC E ID skey= ,         (29) 317 

2( ( , , ))
lls SK l s lSig S h ID skey skey= ,       (30) 318 

Logistics 

,sl slC Sig

?

2

2 inf 3

( , ) ( )

( , , ) ( )

mod
( , , , , )

s

l

sl

sl

l l SK ls

l s l PK ls

r
sl l

sl skey c s sc

ID skey D C

h ID skey skey V Sig

skey skey p
C E ID ID TID D C

=

=

=
=

,ls lsC Sig

2

?

2

*

2

2

( , ) ( )

( , ) ( )

Selects 

mod

mod
( , )

( ( , , ))

l

s

ls

ls

s

l

s s SK sl

s s PK sl

ls q

r
l

r
sl s

ls PK l l

ls SK l s l

ID skey D C

h ID skey V Sig

r Z

skey g p

skey skey p
C E ID skey

Sig S h ID skey skey

=

=

∈

=

=
=

=

*

2

2

2

Selects 

mod
( , )

( ( , ))

sl

l

s

sl q

r
s

sl PK s s

sl SK s s

r Z

skey g p
C E ID skey

Sig S h ID skey

∈

=
=

=

2 2,ls lsC Sig

inf 3 2

2 3

2 3

( , , , , ) ( )

( , , , )

( ( , , , ))

sl

c

l

c s sc skey sl

ls PK c s sc

ls SK c s sc

ID ID TID D C D C

C E ID ID TID C

Sig S h ID ID TID C

=

=

=

2slC

Store Package 
(Tag) 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   doi:10.20944/preprints201901.0052.v1

http://dx.doi.org/10.20944/preprints201901.0052.v1


 10 of 27 

 

and then sends ( , )ls lsC Sig  to the store. 319 
Step 3: Thestoredecrypts  320 

( , ) ( )
sl l SK lsID skey D C= ,         (31) 321 

and verifies  322 
?

2( , , ) ( )
ll s l PK lsh ID skey skey V Sig= .       (32) 323 

If it passes the verification, then the store authenticates the legality of the logistics. The store 324 
calculates  325 

modslr
sl lskey skey p=         (33) 326 

and  327 
2 inf 3( , , , , )

slsl skey c s scC E ID ID TID D C=       (34) 328 
which includes the encrypted subliminal message 3scC , then the store sends 2slC  to the 329 
logistics. 330 

Step 4: The logistics decrypts the message  331 
inf 3 2( , , , , ) ( )

slc s sc skey slID ID TID D C D C= ,      (35) 332 
calculates  333 

2 3( , , , )
cls PK c s scC E ID ID TID C= ,       (36) 334 

2 3( ( , , , ))
lls SK c s scSig S h ID ID TID C= ,       (37) 335 

and then writes the message 2 2( , )ls lsC Sig  to the tag which is attached outside the package. 336 
 337 

3.5Package Dispatched Phase 338 
The logistics and the deliverer must negotiate a secret key through a key agreement; they can then 339 
communicate with each other. The logistics also generates some information and writes it onto the 340 
sensor attached outside the package. The sensor can transfer some sensoring information to the 341 
backend logistics, like GPS location or temperature detection. The package dispatched phase of the 342 
proposed scheme is shown in Figure 4. 343 
 344 
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 345 
Figure 4.Package dispatched phase of the proposed scheme 346 

 347 
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2( ( , , ))
ddl SK d l dSig S h ID skey skey= ,       (46) 362 

and then sends ( , )dl dlC Sig  to the logistics. 363 
Step 3: Thelogisticsdecrypts  364 

( , ) ( )
ld d SK dlID skey D C= ,         (47) 365 

and verifies  366 
?

2( , , ) ( )
dd l d PK dlh ID skey skey V Sig= .       (48) 367 

If it passes the verification, then the logistics authenticates the legality of the deliverer. The 368 
logistics calculates  369 

modldr
ld dskey skey p= ,         (49) 370 

( , , , )
clc PK c l dC E ID ID ID TID= ,        (50) 371 

( ( , , , ))
llc SK c l dSig S h ID ID ID TID= ,        (51) 372 

2 inf( , , , , , , , )
ldld skey c s l d lc lcC E ID ID ID ID TID D C Sig= ,     (52) 373 

cl cQ ID TID= ⊕ ,          (53) 374 
and  375 

2 ( , )cl cQ h ID TID= .          (54) 376 
The logistics sends 2( , )cl clQ Q  to the sensor attached outside the package; it also sends 2ldC  377 
to the deliverer. 378 

Step 4: Thedelivererdecrypts  379 
inf 2( , , , , , , , ) ( )

ldc s l d lc lc skey ldID ID ID ID TID D C Sig D C=     (55) 380 
to get the delivery information, then calculates the messages  381 

2 ( , , , , , , )
cdl PK c s l d lc lcC E ID ID ID ID TID C Sig=     (56) 382 

and  383 
2 ( ( , , , , , , ))

ddl SK c s l d lc lcSig S h ID ID ID ID TID C Sig= .    (57) 384 
 385 

3.6Package Query Phase 386 
In our proposed scheme, the client can query the delivery status of the package through the logistics 387 
anytime. After the logistics authenticates the legality of the client, the logistics sends the query 388 
request message to the sensor attached outside the package. The sensor responds the related 389 
sensoring messages likeGPS location or temperature to the client through the logistics. The package 390 
query phase of the proposed scheme is shown in Figure 5. 391 
 392 
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 393 
Figure 5.Package query phase of the proposed scheme 394 
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and verifies  417 
?

inf 4( , )cl clh Q S Q= .          (67) 418 
If it passes the verification, then the logistics authenticates the legality of the sensor attached 419 
outside the package. The logistics calculates  420 

inf( , , )
cpc PK cC E ID TID S= ,        (68) 421 

inf( ( , , ))
lpc SK cSig S h ID TID S= ,        (69) 422 

and then sends ( , )pc pcC Sig  to the client. 423 
Step 5: Theclientdecrypts  424 

inf( , , ) ( )
cc SK pcID TID S D C= ,        (70) 425 

and verifies  426 
?

inf( , , ) ( )
lc PK pch ID TID S V Sig= .        (71) 427 

If it passes the verification, then the client authenticates the legality of the logistics. The client 428 
also gets the GPS location or temperature infS  from the sensor attached outside the package. 429 

 430 

3.7Package Delivery Phase 431 
When the deliverer delivers the package to the client, the client checks the legality and the 432 
transaction number. He/she also checks the transaction number and the subliminal message from 433 
the tag attached outside the package.The package delivery phase of the proposed scheme is shown 434 
in Figure 6. 435 
 436 

 437 
Figure 6.Package delivery phase of the proposed scheme 438 
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?

2( , , , , , , ) ( )
dc s l d lc lc PK dlh ID ID ID ID TID C Sig V Sig= .     (73) 444 

If it passes the verification, then the client authenticates the legality of the deliverer. After 445 
that, the client decrypts  446 

( , , , ) ( )
cc l d SK lcID ID ID TID D C= ,        (74) 447 

and verifies  448 
?

( , , , ) ( )
lc l d PK lch ID ID ID TID V Sig= .       (75) 449 

If it passes the verification, then the client authenticates the legality of the logistics. 450 
Step 2: The client also gets the message 2 2( , )ls lsC Sig  from the tag attached outside the package.The 451 

client decrypts  452 
3 2( , , , ) ( )

cc s sc SK lsID ID TID C D C= ,        (76) 453 
and verifies  454 

?

3 2( , , , ) ( )
lc s sc PK lsh ID ID TID C V Sig= .       (77) 455 

If it passes the verification, then the client authenticates the legality of the logistics. After 456 
that, the client decrypts  457 

1 2 3( , , , ) ( )
css s s s skey scy r S S D C= ,        (78) 458 

verifies  459 
1 2

?
( )( , )s s sS r h TID S

s s sr h y g PK TID+= ⋅ ⋅ ,       (79) 460 
and checks the subliminal message  461 

2( ) modcs s csSM S skey p= − .       (80) 462 
If it passes the verification, then the client authenticates the legality of the package. The 463 
clients calculates  464 

inf( , , )
lcl PK cC E ID TID R= ,         (81) 465 

inf( ( , , ))
ccl SK cSig S h ID TID R= ,        (82) 466 

and then sends ( , )cl clC Sig  to the deliverer. 467 
 468 

3.8Receipt Retention Phase 469 
After the deliverer delivers the package to the client, the deliverer gets the receipt from the client. 470 
The deliverer sends the receipt to the logistics; the logistics keeps the receipt. The receipt 471 
retentionphase of the proposed scheme is shown in Figure 7. 472 
 473 

 474 
Figure 7.Receipt retention phase of the proposed scheme 475 
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Step 1: After the deliverer gets the signature message from the client, the deliverer calculates  477 

Logistics 

3 3 4, ,dl dl dlC Sig C

3

?

3

4

inf

?

inf

( , , ) ( )

( , , ) ( )

( , ) ( )

( , , ) ( )

( , , ) ( )

l

d

ld

l

c

c d SK dl

c d PK dl

cl cl skey dl

c SK cl

c PK cl

ID ID TID D C

h ID ID TID V Sig

C Sig D C

ID TID R D C

h ID TID R V Sig

=

=

=

=

=

3

3

4

( , , )

( ( , , ))

( , )

l

d

ld

dl PK c d

dl SK c d

dl skey cl cl

C E ID ID TID

Sig S h ID ID TID

C E C Sig

=

=

=

Deliverer 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   doi:10.20944/preprints201901.0052.v1

http://dx.doi.org/10.20944/preprints201901.0052.v1


 16 of 27 

 

3 ( , , )
ldl PK c dC E ID ID TID= ,         (83) 478 

3 ( ( , , ))
ddl SK c dSig S h ID ID TID= ,        (84) 479 

4 ( , )
lddl skey cl clC E C Sig= ,         (85) 480 

and then sends 3 3 4( , , )dl dl dlC Sig C  to the logistics. 481 
Step 2: The logistics decrypts  482 

3( , , ) ( )
lc d SK dlID ID TID D C= ,        (86) 483 

and verifies  484 
?

3( , , ) ( )
dc d PK dlh ID ID TID V Sig= .        (87) 485 

If it passes the verification, then the logistics authenticates the legality of the deliverer. After 486 
that, the client decrypts  487 

4( , ) ( )
ldcl cl skey dlC Sig D C= ,        (88) 488 

inf( , , ) ( )
lc SK clID TID R D C= ,         (89) 489 

and then verifies  490 
?

inf( , , ) ( )
cc PK clh ID TID R V Sig= .        (90) 491 

If it passes the verification, then the logistics authenticates the legality of the client.The 492 
logistics also gets the receipt infR  from the client. 493 

 494 

4. Security Analysis 495 

4.1 Mutual Authentication 496 
We use BAN logic to prove that our scheme achieves mutual authentication between different 497 
parties in each phase. 498 
In the purchase phase of the proposed scheme, the main goal of the scheme is to authenticate the 499 
session key establishment between the clientC and the storeS. 500 

G1 : |
csskey

C C S≡ ↔  501 

G2 : | |
csskey

C S C S≡ ≡ ↔  502 

G3 : |
csskey

S C S≡ ↔  503 

G4 : | |
csskey

S C C S≡ ≡ ↔  504 
G5 : | sC ID≡  505 
G6 : | | sC S ID≡ ≡  506 
G7 : | cS ID≡  507 
G8 : | | cS C ID≡ ≡  508 
According to the purchase phase, we use BAN logic to produce an idealized form as follows: 509 
M1 : ( , , ( , ) )

s cc c PK c c SKID skey h ID skey< > < >  510 
M2  : ( , , ( , , ) )

c ss s PK s c s SKID skey h ID skey skey< > < >  511 
To analyze our improved scheme, we make the following assumptions: 512 
A1 : | #( )cC skey≡  513 
A2  : | #( )cS skey≡  514 
A3  : | #( )sC skey≡  515 
A4  : | #( )sS skey≡  516 

A5  : | |
csskey

C S C S≡  ↔  517 

A6  : | |
csskey

S C C S≡  ↔  518 
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A7  : | | sC S ID≡   519 
A8 : | | cS C ID≡   520 
According to those assumptions and the rules of BAN logic, we show the main proof of the purchase 521 
phase as follows: 522 
a. StoreS authenticates clientC. 523 

By M1 and the seeing rule, we can derive: 524 
( , , ( , ) )

s cc c PK c c SKS ID skey h ID skey< > < >          (Statement 1) 525 
By A2 and the freshness rule, we can derive: 526 

| #( , , ( , ) )
s cc c PK c c SKS ID skey h ID skey≡ < > < >          (Statement 2) 527 

By (Statement 1), A4 and the message meaning rule, we can derive: 528 
| |~ ( , , ( , ) )

s cc c PK c c SKS C ID skey h ID skey≡ < > < >         (Statement 3) 529 
By (Statement 2), (Statement 3), and the nonce verification rule, we can derive: 530 

| | ( , , ( , ) )
s cc c PK c c SKS C ID skey h ID skey≡ ≡ < > < >         (Statement 4) 531 

By (Statement 4) and the belief rule, we can derive: 532 

| |
csskey

S C C S≡ ≡ ↔               (Statement 5) 533 
By (Statement 5), A6 and the jurisdiction rule, we can derive: 534 

|
csskey

S C S≡ ↔                (Statement 6) 535 
By (Statement 6) and the belief rule, we can derive: 536 

| | cS C ID≡ ≡                (Statement 7) 537 
By (Statement 7), A8 and the jurisdiction rule, we can derive: 538 

| cS ID≡                 (Statement 8) 539 
b. ClientC authenticates storeS. 540 

By M2 and the seeing rule, we can derive: 541 
( , , ( , , ) )

c ss s PK s c s SKC ID skey h ID skey skey< > < >         (Statement 9) 542 
By A1 and the freshness rule, we can derive: 543 

| #( , , ( , , ) )
c ss s PK s c s SKC ID skey h ID skey skey≡ < > < >        (Statement 10) 544 

By (Statement 9), A3 and the message meaning rule, we can derive: 545 
| |~ ( , , ( , , ) )

c ss s PK s c s SKC S ID skey h ID skey skey≡ < > < >        (Statement 11) 546 
By (Statement 10), (Statement 11), and the nonce verification rule, we can derive: 547 

| | ( , , ( , , ) )
c ss s PK s c s SKC S ID skey h ID skey skey≡ ≡ < > < >        (Statement 12) 548 

By (Statement 12) and the belief rule, we can derive: 549 

| |
csskey

C S C S≡ ≡ ↔               (Statement 13) 550 
By (Statement 13), A5 and the jurisdiction rule, we can derive: 551 

|
csskey

C C S≡ ↔                (Statement 14) 552 
By (Statement 14) and the belief rule, we can derive: 553 

| | sC S ID≡ ≡                (Statement 15) 554 
By (Statement 15), A7 and the jurisdiction rule, we can derive: 555 

| sC ID≡                 (Statement 16) 556 
By (Statement 6), (Statement 8), (Statement 14), and (Statement 16), we can provethe proposed scheme 557 
such that clientC and storeS authenticate each other. Moreover, we are also able to prove that the 558 
proposed scheme can establish a session key between clientC and storeS. 559 
In the proposed scheme, the store authenticates the client by  560 

?
( , ) ( )

cc c PK csh ID skey V Sig= .        (5) 561 
If it passes the verification, the store authenticates the legality of the client. Then, the client 562 
authenticates the store by 563 
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?
( , , ) ( )

ss c s PK sch ID skey skey V Sig= .       (11) 564 
If it passes the verification, the client authenticates the legality of the store. Hence, mutual 565 
authentication is achieved in the purchase phase between the store and client. 566 

 567 
In package collection phase of the proposed scheme, the main goal of the scheme is to authenticate 568 
the session key establishment between logisticsL and storeS. 569 

G9 : |
slskey

L L S≡ ↔  570 

G10 : | |
slskey

L S L S≡ ≡ ↔  571 

G11 : |
slskey

S L S≡ ↔  572 

G12 : | |
slskey

S L L S≡ ≡ ↔  573 
G13 : | sL ID≡  574 
G14 : | | sL S ID≡ ≡  575 
G15 : | lS ID≡  576 
G16 : | | lS L ID≡ ≡  577 
According to the package collection phase, we use BAN logic to produce an idealized form as 578 
follows: 579 
M3 : 2( , , ( , , ) )

s ll l PK l s l SKID skey h ID skey skey< > < >  580 
M4 : 2 2( , , ( , ) )

l ss s PK s s SKID skey h ID skey< > < >  581 
To analyze our improved scheme, we make the following assumptions: 582 
A9 : | #( )lL skey≡  583 
A10 : | #( )lS skey≡  584 
A11 : 2| #( )sL skey≡  585 
A12 : 2| #( )sS skey≡  586 

A13 : | |
slskey

L S L S≡  ↔  587 

A14 : | |
slskey

S L L S≡  ↔  588 
A15 : | | sL S ID≡   589 
A16 : | | lS L ID≡   590 
According to those assumptions and the rules of BAN logic, we show the main proof of the package 591 
collectionphase as follows: 592 
c. StoreS authenticates logisticsL. 593 

By M3 and the seeing rule, we can derive: 594 
2( , , ( , , ) )

s ll l PK l s l SKS ID skey h ID skey skey< > < >         (Statement 17) 595 
By A10 and the freshness rule, we can derive: 596 

2| #( , , ( , , ) )
s ll l PK l s l SKS ID skey h ID skey skey≡ < > < >        (Statement 18) 597 

By (Statement 17), A12 and the message meaning rule, we can derive: 598 
2| |~ ( , , ( , , ) )

s ll l PK l s l SKS L ID skey h ID skey skey≡ < > < >        (Statement 19) 599 
By (Statement 18), (Statement 19), and the nonce verification rule, we can derive: 600 

2| | ( , , ( , , ) )
s ll l PK l s l SKS L ID skey h ID skey skey≡ ≡ < > < >        (Statement 20) 601 

By (Statement 20) and the belief rule, we can derive: 602 

| |
slskey

S L L S≡ ≡ ↔               (Statement 21) 603 
By (Statement 21), A14 and the jurisdiction rule, we can derive: 604 

|
slskey

S L S≡ ↔                (Statement 22) 605 
By (Statement 22) and the belief rule, we can derive: 606 
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| | lS L ID≡ ≡                (Statement 23) 607 
By (Statement 23), A16 and the jurisdiction rule, we can derive: 608 

| lS ID≡                 (Statement 24) 609 
d. LogisticsL authenticates storeS. 610 

By M4 and the seeing rule, we can derive: 611 
2 2( , , ( , ) )

l ss s PK s s SKL ID skey h ID skey< > < >          (Statement 25) 612 
By A9 and the freshness rule, we can derive: 613 

2 2| #( , , ( , ) )
l ss s PK s s SKL ID skey h ID skey≡ < > < >         (Statement 26) 614 

By (Statement 25), A11 and the message meaning rule, we can derive: 615 
2 2| |~ ( , , ( , ) )

l ss s PK s s SKL S ID skey h ID skey≡ < > < >         (Statement 27) 616 
By (Statement 26), (Statement 27), and the nonce verification rule, we can derive: 617 

2 2| | ( , , ( , ) )
l ss s PK s s SKL S ID skey h ID skey≡ ≡ < > < >         (Statement 28) 618 

By (Statement 28) and the belief rule, we can derive: 619 

| |
slskey

L S L S≡ ≡ ↔               (Statement 29) 620 
By (Statement 29), A13 and the jurisdiction rule, we can derive: 621 

|
slskey

L L S≡ ↔                (Statement 30) 622 
By (Statement 30) and the belief rule, we can derive: 623 

| | sL S ID≡ ≡                (Statement 31) 624 
By (Statement 31), A15 and the jurisdiction rule, we can derive: 625 

| sL ID≡                 (Statement 32) 626 
By (Statement 22), (Statement 24), (Statement 30), and (Statement 32), we can provethe proposed 627 
scheme such that logisticsL and storeS authenticate each other. Moreover, we are also able to prove 628 
that the proposed scheme can establish a session key between logisticsL and storeS. 629 
In the proposed scheme, the logistics authenticates the store by 630 

?

2( , ) ( )
ss s PK slh ID skey V Sig= .        (26) 631 

If it passes the verification, the logistics authenticates the legality of the store. Then, the store 632 
authenticates the logistics by 633 

?

2( , , ) ( )
ll s l PK lsh ID skey skey V Sig= .       (32) 634 

If it passes the verification, the store authenticates the legality of the logistics. Hence, mutual 635 
authentication is achieved in the package collection phase between the logistics and store. 636 

 637 
In the package dispatched phase of the proposed scheme, the main goal of the scheme is to 638 
authenticate the session key establishment between logisticsL and delivererD. 639 

G17 : |
ldskey

L L D≡ ↔  640 

G18 : | |
ldskey

L D L D≡ ≡ ↔  641 

G19 : |
ldskey

D L D≡ ↔  642 

G20 : | |
ldskey

D L L D≡ ≡ ↔  643 
G21 : | dL ID≡  644 
G22 : | | dL D ID≡ ≡  645 
G23 : | lD ID≡  646 
G24 : | | lD L ID≡ ≡  647 
According to the package dispatched phase, we use BAN logic to produce an idealized form as 648 
follows: 649 
M5 : 2 2( , , ( , ) )

d ll l PK l l SKID skey h ID skey< > < >  650 
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M6 : 2( , , ( , , ) )
l dd d PK d l d SKID skey h ID skey skey< > < >  651 

To analyze our improved scheme, we make the following assumptions: 652 
A17 : 2| #( )lL skey≡  653 
A18 : 2| #( )lD skey≡  654 
A19 : | #( )dL skey≡  655 
A20 : | #( )dD skey≡  656 

A21 : | |
ldskey

L D L D≡  ↔  657 

A22 : | |
ldskey

D L L D≡  ↔  658 
A23 : | | dL D ID≡   659 
A24 : | | lD L ID≡   660 
According to those assumptions and the rules of BAN logic, we show the main proof of the package 661 
dispatchedphase as follows: 662 
e. DelivererD authenticates logisticsL. 663 

By M5 and the seeing rule, we can derive: 664 
2 2( , , ( , ) )

d ll l PK l l SKD ID skey h ID skey< > < >          (Statement 33) 665 
By A18 and the freshness rule, we can derive: 666 

2 2| #( , , ( , ) )
d ll l PK l l SKD ID skey h ID skey≡ < > < >         (Statement 34) 667 

By (Statement 33), A20 and the message meaning rule, we can derive: 668 
2 2| |~ ( , , ( , ) )

d ll l PK l l SKD L ID skey h ID skey≡ < > < >         (Statement 35) 669 
By (Statement 34), (Statement 35), and the nonce verification rule, we can derive: 670 

2 2| | ( , , ( , ) )
d ll l PK l l SKD L ID skey h ID skey≡ ≡ < > < >         (Statement 36) 671 

By (Statement 36) and the belief rule, we can derive: 672 

| |
ldskey

D L L D≡ ≡ ↔               (Statement 37) 673 
By (Statement 37), A22 and the jurisdiction rule, we can derive: 674 

|
ldskey

D L D≡ ↔                (Statement 38) 675 
By (Statement 38) and the belief rule, we can derive: 676 

| | lD L ID≡ ≡                (Statement 39) 677 
By (Statement 39), A24 and the jurisdiction rule, we can derive: 678 

| lD ID≡                 (Statement 40) 679 
f. LogisticsL authenticates delivererD. 680 

By M6 and the seeing rule, we can derive: 681 
2( , , ( , , ) )

l dd d PK d l d SKL ID skey h ID skey skey< > < >        (Statement 41) 682 
By A17 and the freshness rule, we can derive: 683 

2| #( , , ( , , ) )
l dd d PK d l d SKL ID skey h ID skey skey≡ < > < >        (Statement 42) 684 

By (Statement 41), A19 and the message meaning rule, we can derive: 685 
2| |~ ( , , ( , , ) )

l dd d PK d l d SKL D ID skey h ID skey skey≡ < > < >       686 
 (Statement 43) 687 

By (Statement 42), (Statement 43), and the nonce verification rule, we can derive: 688 
2| | ( , , ( , , ) )

l dd d PK d l d SKL D ID skey h ID skey skey≡ ≡ < > < >       (Statement 44) 689 
By (Statement 44) and the belief rule, we can derive: 690 

| |
ldskey

L D L D≡ ≡ ↔               (Statement 45) 691 
By (Statement 45), A21 and the jurisdiction rule, we can derive: 692 

|
ldskey

L L D≡ ↔                (Statement 46) 693 
By (Statement 46) and the belief rule, we can derive: 694 

| | dL D ID≡ ≡                (Statement 47) 695 
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By (Statement 47), A23 and the jurisdiction rule, we can derive: 696 
| dL ID≡                 (Statement 48) 697 

By (Statement 38), (Statement 40), (Statement 46), and (Statement 48), we can provethe proposed 698 
scheme such that logisticsL and delivererD authenticate each other. Moreover, we are also able to 699 
prove that the proposed scheme can establish a session key between logisticsL and delivererD. 700 
In the proposed scheme, the deliverer authenticates the logistics by 701 

?

2( , ) ( )
ll l PK ldh ID skey V Sig= .         (42) 702 

If it passes the verification, the deliverer authenticates the legality of the logistics. Then, the logistics 703 
authenticates the deliverer by 704 

?

2( , , ) ( )
dd l d PK dlh ID skey skey V Sig= .       (48) 705 

If it passes the verification, the logistics authenticates the legality of the deliverer. Hence, mutual 706 
authentication is achieved in the package dispatched phase between the logistics and deliverer. 707 

 708 
Scenario: A malicious attacker pretends to be the legal client to get the delivery package from the 709 

deliverer. 710 
Analysis: The attacker will not succeed because the delivery message from the deliverer is encrypted 711 

by the public key of the legal client. Only the legal client can use his/her private key to 712 
decrypt the package. Since the illegal client has a different private key, he/she can’t 713 
decrypt the delivery message from the deliverer. In the proposed scheme, the attacker 714 
cannot achieve his/her purpose by pretending to be the legal client. In the similar scenario, 715 
the proposed scheme can also defend against a malicious attack pretending to be the legal 716 
deliverer to deliver a dangerous package to the client. The client checks the signature of the 717 
delivery message by using the public key of the deliverer. Since the illegal deliverer can’t 718 
sign the correct delivery message, the client rejects the package. In the proposed scheme, 719 
the attacker will fail in pretending to be the legal deliverer. 720 

4.2 Data Integrity 721 
To ensure the integrity of transaction data, this study uses the Diffie-Hellman key exchange 722 
algorithm to calculate the session key between both parties, as well as to ensure data integrity. The 723 
malicious attacker only knows the partial message of the session key, so he/she can’t use the message 724 
to calculate the correct session key. Only the correct session key will allow successful 725 
communication. Thus attackers can’t modify the transmitted message; therefore, the proposed 726 
scheme achieves data integrity. 727 

 728 
Scenario: A malicious attacker intercepts the transmitted message from the client to the store, and 729 

sends a modified message to the store. 730 
Analysis: The attacker will not succeed because the legal store will use 731 

inf inf 2( , , , ) ( )
csc cs skey csID M D SM D C=       (14) 732 

to decrypt the received message. The attacker cannot calculate the correct session key csskey733 
. Thus, the attack will fail when the legal storedecrypts the received message. In the 734 
proposed scheme, the attacker can’t achieve his/her purpose by sending a modified 735 
message to the store. For the same reason, the attack will fail because he/she can’t use the 736 
correct session key csskey  to decrypt the received messagevia  737 

inf 2( , , , , ) ( )
css c cs skey scID ID M TID SM D C= .      (21) 738 

Therefore, attackers cannot achieve their purpose by sending a modified message to the 739 
client. 740 

4.3 Anti-Switch Package 741 
Another form of logistics attack involves attempting to switch the original package from the store to 742 
the client; thus, the package received by the client isn’t the original one sent by the store. The high 743 
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value package may be changed to a lower value package. In the proposed scheme, we use the 744 
subliminal channel to avoid such condition. When the client purchases merchandise from the store, 745 
they negotiate a subliminal message csSM . The store writes the subliminal message onto the tag 746 
attached outside the package. Even if the attacker switches the package from the original one, he/she 747 
can’t write the correct subliminal message onto the tag attached outside the package.When the 748 
deliverer delivers the package, the client checks the correctness of the received message. The process 749 
for the client checking the correctness of the signature is as follows: 750 
 751 

1 2

1 2

1 2

1
2

2
2

( )

( )

( ( ) )

( ( ( ))) ( ( ) )

( ) ( )

( , )
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s s s s
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s s s s s
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= ⋅

= ⋅
=

    (91) 752 

 753 
After the client checks the correctness of the subliminal signature, the client then decrypts the 754 
subliminal message. The process for restoring the subliminal message by the client is as follows: 755 
 756 

2

2

mod
( )mod

s cs cs

cs s cs

S SM skey p
SM S skey p

= +
= −

        (92) 757 

 758 
Thus, in the proposed scheme, the anti-switch package is achieved. 759 

4.4 Intelligent and Secure Package Tracing 760 
When the client purchases merchandise from the store, he/she may want to know the delivery status 761 
of his/her purchased merchandise. In the proposed scheme, the client can get the delivery status 762 
through the logistics. After the logistics verifies the legality of the client, the logistics asks the 763 
sensorattached outside the packageto report the GPS location, the temperature and humidity 764 
sensing data. Even in some high-price goods or fresh food delivery services, the sensorattached 765 
outside the packagecan report the temperature and humidity to the client. In the proposed scheme, 766 
the client can trace the GPS location, the temperature and humiditysensing data infS  of the 767 
merchandise via  768 

inf( , , ) ( )
cc SK pcID TID S D C= ,        (70) 769 

and enjoy better control over the merchandise that he/she bought from the store. 770 

4.5 Resisting Replay Attack 771 
Attackers may also intercept the message transmitted between two parties, like the client and the 772 
store, or the deliverer and the client. They can attempt to impersonate a legal client, store or 773 
deliverer, and then send the same message again to the intended receiver for a replay attack. Because 774 
the transmitted messages are protected by the session key xyskey , and the session key xyskey  is 775 
changed every round in the proposed scheme, the same message can’t be sent twice; thus, the replay 776 
attack can’t succeed. 777 

4.6 Forward and Backward Secrecy 778 

Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   Preprints (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2019                   doi:10.20944/preprints201901.0052.v1

http://dx.doi.org/10.20944/preprints201901.0052.v1


 23 of 27 

 

Even if the session key between two parties is compromised at any point by an attacker, the system 779 
still satisfies forward and backward secrecy. An attacker may use the session key for future 780 
communication, or use it to obtain previous messages. However, in the proposed scheme, the 781 
session key xyskey is established by each of the two parties and is changed every round. The attacker 782 
cannot use the same session key for future communication, or to obtain previous messages. Thus, 783 
the proposed scheme achieves forward and backward secrecy. 784 

4.7Non-Repudiation 785 
In the proposed scheme, we use digital signature to achieve non-repudiation between the parties in 786 
each phase. The sender uses his/her private key to sign the transmitted message; after the receiver 787 
verifies the received message, the receiver uses his/her private key to sign the response message. 788 
Thus, the proposed scheme achieves the non-repudiation issue. Table 1 shows the non-repudiation 789 
of the proposed scheme. 790 

 791 
Table 1.Non-repudiation of the proposed scheme 792 

 Item 
Phase Proof Issuer Holder Verification 

Purchase 
Phase 

( , )cs csC Sig  Client Store 
?

( , ) ( )
cc c PK csh ID skey V Sig=  

( , )sc scC Sig  Store Client 
?

( , , ) ( )
ss c s PK sch ID skey skey V Sig=  

Package 
Collection 

Phase 

( , )sl slC Sig  Store Logistics 
?

2( , ) ( )
ss s PK slh ID skey V Sig=  

( , )ls lsC Sig  Logistics Store 
?

2( , , ) ( )
ll s l PK lsh ID skey skey V Sig=  

Package 
Dispatche
d Phase 

( , )ld ldC Sig  Logistics Deliverer 
?

2( , ) ( )
ll l PK ldh ID skey V Sig=  

( , )dl dlC Sig  Deliverer Logistics 
?

2( , , ) ( )
dd l d PK dlh ID skey skey V Sig=  

Package 
Query 
Phase 

( , )cp cpC Sig  Client Logistics 
?

( , ) ( )
cc PK cph ID TID V Sig=  

( , )pc pcC Sig  Logistics Client 
?

inf( , , ) ( )
lc PK pch ID TID S V Sig=  

Package 
Delivery 

Phase 

2 2( , )dl dlC Sig  Deliverer Client 
?

2( , , , , , , ) ( )
dc s l d lc lc PK dlh ID ID ID ID TID C Sig V Sig=  

2 2( , )ls lsC Sig  Logistics Client 
?

3 2( , , , ) ( )
lc s sc PK lsh ID ID TID C V Sig=  

Receipt 
Retention 

Phase 
3 3 4( , , )dl dl dlC Sig C  Deliverer Logistics 

?

3( , , ) ( )
dc d PK dlh ID ID TID V Sig=  
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 793 

4.8 Computation Cost 794 
Table 2 shows the computation costs of the proposed scheme. 795 

 796 
Table 2. Computation cost of the proposed scheme 797 

      Party 
Phase 

Client Store Logistics Deliverer 

Purchase Phase 
2 2

1 6
Exp H

Cmp Enc

T T

T T

+

+ +
 

5 3
4 1
7

Exp Mul

H Cmp

Enc

T T

T T

T

+

+ +

+

 N/A N/A 

Package Collection 
Phase 

N/A 
2 2

1 5
Exp H

Cmp Enc

T T

T T

+

+ +
 2 3

1 7
Exp H

Cmp Enc

T T

T T

+

+ +
 N/A 

Package Dispatched 
Phase N/A N/A 

2 4
1 7
1

Exp H

Cmp Enc

Xor

T T

T T

T

+

+ +

+

 2 3
1 7
Exp H

Cmp Enc

T T

T T

+

+ +
 

Package Query Phase 
2 1

4
H Cmp

Enc

T T

T

+

+
 N/A 

4 2
4 1
H Cmp

Enc Xor

T T

T T

+

+ +
 N/A 

Package Delivery 
Phase 

3 2
5 4
9

Exp Mul

H Cmp

Enc

T T

T T

T

+

+ +

+

 N/A N/A N/A 

Receipt Retention 
Phase N/A N/A 

2 2
5
H Cmp

Enc

T T

T

+

+
 1 3H EncT T+  

 798 
E xpT : Exponential operation 799 
MulT  : Multiplication operation 800 
HT  : Hash function operation 801 
CmpT  : Comparison operation 802 
EncT  : Encryption operation 803 
XorT  : Exclusive-or operation 804 

 805 
From Table 2, the proposed scheme’s computation costs for the client, store, logistics and deliverer in 806 
each phase are analyzed. For the highest computation cost in the purchase phase, a client needs two 807 
exponential operations, two hash function operations, one comparison operation and six encryption 808 
operations. A store needs fiveexponential operations, three multiplication operations, four hash 809 
function operations, one comparison operation and seven encryption operations. The computation 810 
cost and complexity are acceptable. 811 

4.7 Communication Performance 812 
The communication cost of the proposed scheme is shown in Table 3. 813 
 814 
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Table 3. Communication cost of the proposed scheme 815 
Item 

Phase 
Message Length Round 3.5G (14 Mbps) 4G (100 Mbps) 

Purchase Phase 4608 bits 4 0.329 ms 0.046 ms 

Package Collection 
Phase 6400 bits 4 0.457 ms 0.064 ms 

Package Dispatched 
Phase 4592 bits 4 0.328 ms 0.046 ms 

Package Query Phase 4466 bits 4 0.319 ms 0.045 ms 

Package Delivery 
Phase 

6144 bits 3 0.439 ms 0.061 ms 

Receipt Retention 
Phase 

2304 bits 1 0.165 ms 0.023 ms 

 816 
The communication efficiency of the proposed scheme during the transaction process of each 817 

phase was also analyzed. It was assumed that anRSA operation requires 1024 bits, an AES operation 818 
requires256 bits, and a hash function operation requires 160 bits, while other messages with 819 
exclusive-or operation require 80 bits. For example, the package collection phase of the proposed 820 
scheme requiressix RSA messages and one AES message. It thus requires1024*6+256*1 = 6400 bits. In 821 
a 3.5 G environment, the maximum transmission speed is 14 Mbps, which only takes 0.457 ms to 822 
transfer all messages. In a 4 G environment, the maximum transmission speed is 100 Mbps, and the 823 
transmission time is reduced to 0.064 ms (ITU 2016). 824 

5. Conclusions 825 
In recent years, with the rapid development of the Internet, e-commerce services have flourished. 826 
After the client shops in the store, an important issue is the safety of recent merchandise delivery. In 827 
this paper, we have proposed an intelligent and secure package sensoring logistics system based on 828 
a subliminal channel. The scheme can solve the switched package issue effectively, and the client can 829 
grasp the delivery status of the goods at any time. 830 

In the part of avoiding the switched package issue, we adopted the subliminal channel 831 
technology. When the client shops in the store, they negotiate the subliminal message in advance. 832 
The subliminal message will be hidden in the signature by the store.When the client receives the 833 
goods, he/she will first check the subliminal message hidden in the signature to confirm whether the 834 
goods have been switched. In addition, after the store passes the package to the logistics, the sensor 835 
will be attached to the package by the logistics. The client can check the GPS location, the 836 
temperature and humidity sensing data of the package any time during the delivery process, and the 837 
intelligent logistics can be achieved. 838 

To sum up, the research proposes a complete intelligent and secure architecture for the logistics 839 
environment. The proposed scheme achieves the following goals.First, we apply the BAN logic to 840 
prove that our scheme achieves mutual authentication.Second, we use the subliminal channel 841 
technology to avoid the switched package issue. Third, the sensor is attached onto the package so the 842 
client can check the package delivery status at any time. Fourth, the proposed scheme also achieves 843 
data integrity, resisting replay attack, forward and backward secrecy, and non-repudiation. 844 
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