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Abstract: As e-commerce services and Internet technology have rapidly developed in recent years,
many services and applications integrating these technologies can now be completed online. These
commercial activities include online auctions, online ticketing and online payments. The client
shops from the store online, andthe store delivers the goods to the client. The goods can be divided
into digital products without entities, as well as actual entities. If it is a physical product, the store
will deliver the package to the client through itslogistics. However, there have been many cases of
switched goods purchased by clients in recent years. Earlier, some scholars proposed a security
mechanism with a subliminal channel for E-cash and digital content. Only the sender and the
receiver would know that the secret information was hidden in the signature. So the privacy of this
subliminal message couldbe ensured. We apply this concept to the logistics environment to design
secure logistics architecture with subliminal messages. The client can check the subliminal message
of the received package, and know whether the package has been switched by malicious people. In
addition, the proposed scheme also applies sensor technology;the client can check the GPS location,
the temperature and humidity at any time during the delivery process. So intelligent
logisticswouldthereby be achieved. This paper proposes an intelligent and secure package
sensoring logistics system based on a subliminal channel. The proposed architecture uses the
related mechanisms tosolve the problems of a logistics system, including how to achieve mutual
authentication, data integrity, anti-switch package, package location and status tracing, resisting
replay attacks, forward and backward secrecy, and non-repudiation issues.

Keywords: sensor; intelligent logistics; subliminal channel; BAN logic; mutual authentication;
anti-switch package; package tracing

1. Introduction

1.1 Background

With the rapid development of the Internet, e-commerce services have flourished. Many shopping
and financial transactions can be completed online. These commercial activities include online
auctions, online ticketing and online payments. In the past, we needed to go to a physical place to
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41 buy lottery tickets and complete other B2B, B2C, C2C, O20, etc., business deals. Now, we can
42 process these transactions via the Internet [1].

43 People conduct online transactions through the Internet. The purchase of goods can be divided
44  into digital products without entities, as well as entities. There are many researches on the
45  transaction security for non-entity digital goods, so that merchants can safely deliver digital goods to
46  consumers, and prevent the digital goods from being copied or stolen [2-4]. If it is a physical
47  product, the store will entrust their logistics to deliver the goods to the client. In general, we can wait
48  for the arrival of the merchandise after completing the purchase of the merchandise.

49 However, with the increasing number of logistics transactions, the risk of shipping also
50  increases. Recently, there have been many cases of switched goods which were purchased by
51  clients.The clients pay the store to buy high-priced goods A, but receive low-cost goods B. Although
52 most of the losses are suffered by the stores and the logistics, consumer disputes reduce consumer
53 trustin online shopping [5-7].

54 Such a situation mostlyoccurs due to the distribution process; the commodity is switched by
55  malicious people. Before the clients sign and unseal the goods, there is no way to know whether the
56  goods in the package are the products they purchased from the stores. After the clients uncover the
57  goods and make a report to the store, they may also suffer the suspicion of the store, so that the
58  clients and stores are in a state of mutual distrust. Some logistics-related literature mentions this
59  problem, but currently no literature focuses on the security mechanism to solve this issue [8-9].
60  Therefore, to avoid such situations, we provide a completely new architecture for logistics security.
61 Earlier, some scholars proposed a security mechanism with a subliminal channel for E-cash
62  and digital content [10-12].The sender and the receiver agreed in advance on a secret message,
63  withthe sender hidingamessage in the signature.When the receiver receives the message, it can
64  restore the secret message hidden in the signature to know whether the message has been tampered
65  with.Other people who are not the sender or receiver can’t know that the secret information is
66  hidden in the signature, so the privacy of this subliminal message can be ensured.

67 We apply this concept to the logistics environment to design secure logistics architecture with
68  subliminal messages [13-15]. When the clients buy merchandise from the store, they generate a
69  good deal of subliminal messages, and the store delivers the merchandise to the client through the
70  logistics. The client will check the subliminal message hidden in the signature; if the client finds the
71  subliminal message in the signature is different from the original agreement with the store, it means
72 that the original package has been switched by malicious people.

73 In addition, when clients buy high-priced merchandise from a store or fresh food that requires
74 full control of temperature, the clients will request to know the status of the delivery at any time. At
75  present, in the production and distribution of frozen goods, cold chain logistics technology has been
76  applied so that the goods are always in a stable low-temperature environment in production,
77  storage, transportation and sales to maintain the quality of the products, mainly includingfood,
78  agricultural products and medical fields, to achieve the concept of intelligent logistics [16].

79 Intelligent logistics, namely the integration of the front-end smart incubator sensed
80  temperature and humidity data, and location information, to provide advanced information fusion,
81  data analysis, temperature and humidity tracking capabilities,offers users a comprehensive
82  information query platform [17]. The client hopes that he/she can query the GPS location,
83  temperature and humidity information anytime during the package delivery process. Therefore, it
84  is necessary to apply the sensor-related technology and cryptography-related mechanism to
85  establish a secure and traceable logistics system under the concept of intelligent logistics.

86 We combined the concept of intelligent logistics with the subliminal message-equipped
87  security mechanismto propose intelligent secure logistics architecture based on the subliminal
88  channel.In addition to the subliminalmessage contained in the merchandise, when the store delivers
89  the goods to the logistics, the logistics will attach a sensor on the package to provide immediate
90  delivery status query of the product.

91 For the distribution of physical goods purchased by the clients, this study provides a complete
92  logistics solution that can effectively solve the current shortage of logistics services.When the clients
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purchase goods from the store, they agree on a subliminal message, the store hides the message in
the signature and delivers the goods to the logistics.The logistics will attach a sensor on the
packageand deliver the package to the deliverer.

During the transportation of goods, the client can check the location of the goods at any time. If
there is a requirement for the temperature and humidity, the sensor can also provide the relevant
data so that the client can fully grasp the status of the delivery of the goods [18]. When the
merchandise is delivered, the client may also check the subliminal messagehidden in the signature
to confirm whether the product has been switched.

The remainder of this paper is arranged as follows. Section 2 gives a brief preliminary
introduction and security requirements. Section 3 presents the proposed intelligent and secure
package sensoring logistics system based on a subliminal channel. Section 4 presents a security
analysis, computation cost and communication performance of the proposed scheme. Section 5
offers conclusions.

2. Preliminary introduction and security requirements
2.1 Preliminary introduction

2.1.1 BAN Logic Model

The BAN logic model [19] is used to provethe correctness of a scheme. Recently, many
authentication schemeshave applied BAN logic to provethe correctness of authentication and key
establishment. The notation of BAN logic is described as follows:

Pl=X: P believes X, or P would be entitled to believe X.

P<X: P sees X. Someone has sent a message containing X to P, who can read and repeat X.

P~ X : P once said X. P at some time sent a message including X.

P|= X : P hasjurisdiction overX. P is an authority on X and should betrustedon this matter.

< X >y :This represents X combined with Y.

#(X): The formula X is fresh, that is, X has not been sent in a messageat anytime before the current

run of the protocol.

K
P<Q: P and Q may use the shared key K to communicate.

s
P& Q :The formula S is a secret known only to P and Q and possibly to principalstrusted by them.

2.1.2Diffie-Hellman Key Exchange

The Diffie-Hellman key exchange [20] is a method forsecurely exchanging cryptographic keys over a
public channel and was one of the first public-key protocols, as originally conceptualized by Ralph
Merkle and named after Whitfield Diffie and Martin Hellman. It is one of the earliest practical
examples of public key exchange implemented within the field of cryptography.

Traditionally, secure encrypted communication between two parties required that they first
exchange keys by some secure physical channel, such as paper key lists transported by a trusted
courier. The Diffie-Hellman key exchange method allows two parties that have no prior knowledge
of each other to jointly establish a shared secret key over an insecure channel. This key can then be
used to encrypt subsequent communications by using a symmetric key cipher.

The following problems exist for the Diffie-Hellman method:

Computational Diffie-Hellman (CDH) Problem: Given «P and »P , where a,bc R, z, and

P are the generator of G, compute the value abP.

d0i:10.20944/preprints201901.0052.v1
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*

q
135 P are the generator of G, confirm whether or not ¢P =abP , which is equal to confirming
136  whether ornot ¢ = ab mod g -

134  Decisional Diffie-Hellman (DDH) Problem: Given «P , »P and cP, where 4.p,cc R, Z°~ and

137  2.1.3Subliminal Channel

138  The concept of the subliminal channel was first proposed by Simmons [21-23]. A subliminal channel
139 isa covert signalthat can be used to send a secret message to the designated receiver,but the message
140 cannot be recognized by any undesignatedreceiver.

141 In 1984, Simmons defined the narrowband and broadband subliminalchannels [21]. He showed
142 that in any digital signature scheme, x bits are used to communicate;the signatureprovides y bits of
143 security against forgery, alteration or transplantationof a legitimate signature, where x>y. The
144 remaining x—ybits are potentially available for subliminal communication. If thesubliminal channel
145 wuses all, or nearly all, the x—y bits, it is calledbroadband, while if it uses only a very small fraction of
146  the x—ybits, it is called narrowband.

147 Simmons proposed protocols for the digital signaturesin the subliminal channel [22-23]. He
148  created a model of the subliminal channel usedin the digital signature.Even if outsiders read the
149  transmission messageand check the signature of the subliminal channel, they willnot find any errors
150 or discrepancies.

151 2.2 Security Requirements

152 The security requirements of a robust package sensoring logistics system based on subliminal
153 channel are listed as follows:

154  2.2.1 Mutual Authentication

155  In the information transmission process, the message receiver must be able to verify the identity
156  legitimacy of the sender. Thus, each party must be able to verify the identity legitimacy of the other
157  party in a robust logistics system environment. If the two parties can confirm each other’s identities,
158  then mutual authentication can be achieved [24].

159  2.2.2 Data Integrity

160  Any information transferred in an unencrypted network environment is vulnerable to malicious
161  attack in the form of modification, where the message delivered to the receiver is not the original
162 message transmitted by the sender. The integrity of the transmitted data must therefore be ensured,
163 and protected against tampering in transmission [25].

164  2.2.3 Anti-Switch Package

165  Malicious attacks attempt to switch the high value package to the lower value one. It means the
166  package received by the receiver isn’t the original one that sent by the sender. Thus, an intelligent
167  and secure package sensoring logistics system based on subliminal channel must achieve an
168  anti-switch package [26].

169  2.2.4 Intelligent and Secure Package Tracing

170 During the delivery process of merchandise, especially high-price goods, it is important to get the
171  GPS location of the package anytime. Especially for some fresh food delivery service, it is also
172 important to monitor the temperature during the delivery process. Thus, in a robust logistics system,
173 a legal user must be able to query the GPS location or temperature anytime during the delivery

174 process [26].

175  2.2.5 Resisting Replay Attacks
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176  Malicious attacks may also intercept the transmitted message between the sender and the receiver,
177  and then impersonate a legitimate transmitter in order to send the same message to the intended
178  receiver. This constitutes a serious security risk that must be prevented [27].

179  2.2.6 Forward and Backward Secrecy

180  If the session key between the sender and the receiver is compromised at any point by an attacker,
181  the attacker may use the session key for future malicious communications, or use it to obtain
182  previous messages [28-29].

183 2.2.7 Non-Repudiation

184  In the information transmission process, the message receiver must be able to verify the identity
185  legitimacy of the sender. Once the receiver confirms that the message was sent from the sender, the
186  sender can’t deny the message that he/she had sent. The sender uses his/her private key to sign the
187  message, and the receiver can verify the digital signature from the sender [30].

188 3. The Proposed Scheme

189 3.1 System Architecture

190  The system framework of the proposed scheme in this study is shown in Figure 1.

191  There are six parties in the scheme:

192 (1) Certificate Authority: A trusted third party agency which provides the public key and private
193 key to the registrant.

194 (2) Store: An online shopping store. People can shop there, and the store sends the goods to the

195 customers.
196  (3) Client: A person who buys things from the store online; he/she will sign for the delivery
197 package.
198  (4) Logistics: A company collects the packages that is entrusted to be sent by the store, and delivers
199 them to the client.
200  (5) Deliverer: A person who is employed by the logistics company, and assists logistics to deliver
201 the package to the client.
202 (6) Package: Merchandise sent by the store to the client;the tag and sensor are attached outside the
203 package.

Store D RER 1 p Certificate T » Logistics

. <
Authority

2.6 4,5
l ‘,r/ \\\
! A
Client 5 » Package <«——— 4,5 ——» Deliverer
D »  Secure Channel
< —>

Insecure Channel

204
205 Figure 1. System framework of the proposed scheme
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All stores, clients, logistics, and deliverers must register with the certificate authority through a
secure channel. The stores, clients, logistics, and deliverers will get public keys and private keys
from the certificate authority.

The client purchases merchandise from the store, and they negotiate a subliminal message. The
store sends the related messages to the client, and prepares to write the subliminal message
onto the tag attached outside the package.

The store takes the package to the logistics for delivery. After mutual authentication between
the store and logistics; the store sends the related shopping information to the logistics,
including subliminal message, and writes it onto the tag via logistics.

The deliverer takes the package from the logistics. After mutual authentication between the
deliverer and the logistics, the logistics writes the related delivery information onto the sensor
attached outside the package. The package is sent to the client by the deliverer.

The client checks the information on the tag provided by the deliverer. The client sends the
receipt about the package, and the deliverer will transfer the receipt to the logistics.

3.2 Notations

PK_,SK, :x's public key and private key, issued by Certificate Authority

Ty : A random number selected for parties x and y
skey, : Partial public parameters for party x

skey,,  : The session keyfor parties x and y

C, : The encrypted messagefor parties x and y
Sig, : The signed messagefor parties x and y

Epg (m) :Usex’s publickey PK, toencrypt the message m

Dy (m) :Usex’s private key Sk, to decrypt the message m

Sg (m)  :Usex’s private key SK. to sign the message m

Vg (m)  :Usex’s publickey Pk, to verify the message m

ey (m) Use the session key skey,, to encrypt the message m

Dy, (m) : Use the session key skey,, to decrypt the message m

k,y,.1,,S, : The parameters for the subliminal channel

SM : The subliminal messagefor parties x and y

0, : The client x wants to query the delivery status of the package y
h(m) : The messagem calculated by one-way hash function ()

D, : X’s identity

TID : A transaction number which is changed every round

M ¢ : The client’s shopping information

D, ¢ : The client’s delivery information

Sinf : The sensor’s sensoring information, like GPS location or temperature
Ri¢ : The receipt signed by the client

x; y : Determines if x is equal to y

3.3Purchase Phase

d0i:10.20944/preprints201901.0052.v1
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248  The client and the store must negotiate a secret key through a key agreement; they can then
249  communicate with each other. The client proposes a subliminal message in the purchase phase. The
250  purchase phase of the proposed scheme is shown in Figure 2.

251
Client Store
Selects 7., € Z;
skey. = g'= mod p
ch = PK ([Dcr'Skeyc)
Sig., =Sk (h(UD,, skey..))
CC’S 4 SigCS
(]DC’Skeyc) = DSK: (Ccs)
?
h(]Dc > Skeyc ) = VPKL_ (Sigcs )
Selects r,, € Z;
skey, = g"* mod p
skey,, = skey.* mod p
Cyo = Epg (D ,skey,)
Sigsc = SSKS (h(]Ds s Skeyc s Skeys ))
- CSC 4 SigSC
([Dx’Skeys) = DSKr (Csc)
?
h([Ds > Skeyc > Skeys ) = VPKX (Slgsc)
skey,, = skey"> mod p
CcsZ = Eskeycv ([Dc ’ Minf ’ Dinf ’ SMcs )
CcsZ o~
(lDNMinf’Dmf’SMcs) :DslfeyCv (CL‘SZ)
Generates TID
Cyea = Euggy, (D, ID,, My TID.SM,)
v, =g modp
1 =h( - PR, TID)
Sy =k=k"(r, +SK, - W(TID))mod p
SA‘Z :SMcs +Sk@}cs rnodp
Csc3 = Eskeym. (ys’rs’Ssl’SsZ)
Stores ID,,TID, C,
< Cch
(IDs?IDc?MnﬁHD’ SMCS) :Ds Ves (CSCZ)
252 -
253 Figure 2.Purchase phase of the proposed scheme
254
255  Step 1: The client selects r, e z;, calculates
256 skey, =g'= mod p, (1)
257 C,y = Epy (ID,,skey,), 2
258 Sig., = Ssi (h(ID,,skey)), 3)
259 and then sends (c,,Sig,) to the store.

260  Step 2: The store decrypts
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261 (ID,. skey,) = Dy (C.y) @)
262 and verifies
263 WD, sker, )=V (Sig..) (5)
264 If it passes the verification, then the store authenticates the legality of the client. The store
265 selects 1, e z;, calculates
266 skey, = g"* mod p, (6)
267 skey,, = skey, mod p, )
268 Coo = Ep (D, skey,) ®)
269 Sig,, = Sex (h(ID,,skey, ,skey,)) , ©)
270 and then sends (c,,,Sig,,) to the client.
271  Step 3: The client decrypts
272 (ID,. skey,) = Dgy. (C,) s (10)
273 and verifies
274 WD, skey,  skev, )=V . (Sig.) - (11)
275 If it passes the verification, then the client authenticates the legality of the store. The client
276 calculates
277 skey,, = skey,> mod p, (12)
278 Cesz = Egpey, (ID, Migg, Ding, SM ) 1 (13)
279 and then sends c,,, to the store.
280  Step 4: The store decrypts the message
281 (D, Mipg, Dine, SM ) = Dy, (Cos2) (14)
282 and generates the transaction number 7ID, calculates
283 Cer = Eskey” (Dy,ID,, My, TID,SM ) , (15)
284 encrypts the subliminal message with the following calculation
285 y,=g"modp, (16)
286 r, = h(y} - PKSVs*4s) Tip) (17)
287 Sq=k—=k™'(r, +SK, - (TID))mod p , (18)
288 S, =SM, +skey,, mod p, (19)
289 Cues = By, 0 75531:5,2) (20)
290 stores (ID,,TID,C,.,), and then sends ¢, , to the client.
291  Step 5: The client decrypts
292 (D, 1D, Miyg TID,SM )= Dy, (Cr2)s (1)
293 and keeps the transaction number 7ID, the subliminal message si _, .
294

295  3.4Package Collection Phase

296  The store and the logistics must negotiate a secret key through a key agreement; they can then
297  communicate with each other. The store and the logistics also generate some information and write
298  itonto the tag attached outside the package.The package collection phase of the proposed scheme is

299  shown in Figure 3.
300
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Logistics Store Package
(Tag)
Selects 7, € Z;
skey, = g" mod p
Cy = Epg,(IDy, skey)
Sigsl = SSKJ (h(IDs > SkeySZ ))
P Csl ’ Si lg sl
(IDs > SkeysZ) = DSKI (Cs/)
?
h(ID;, skey,)=Vpk (Sigg)
Selects 7, € Z;
skey; = g mod p
skey,, = skey,,"s mod p
Ciy = Epg, (ID;, skey;)
Sigy; = Ssk, (h(IDy, skey,, , skey;))
Cls > Slg Is -
(D, skey;) = Dgy. (Cy)
h(ID; ke, skey;) = Vi, (Sigys)
skey, = skey," mod p
Cyz = Eyy,(ID,,ID,,TID, Dy, C...5)
< Csl 2
(]DC’IDS’TYD’ Dmf’Csc3) = Ds o (CSZQ)
Cls2 = EPK[ (]DC’IDS ,TID, Csc3)
Sigyr = Ssk, (WD, IDy, TID, C.3))
Cls2’SiglsZ o~
301
302 Figure 3.Package collection phase of the proposed scheme
303
304  Step 1: Thestoreselects r, e Z,, calculates
305 skey, =g modp, (22)
306 Cy = Epy (ID,.skey,,), (23)
307 Sigy = Sgx (h(ID;,skey,)), (24)
308 and then sends (c,,Sig,) to the logistics.
309  Step 2: The logistics decrypts
310 (D, skey,3) = D, (Cy) (25)
311 and verifies
?
312 h(IDy, skey,)=Vpx (Sigy)- (26)
313 If it passes the verification, then the logistics authenticates the legality of the store. The
314 logistics selects 7, € Z,, calculates
315 skey, = g" mod p, (27)
316 skeyy = skey," mod p, (28)
317 Cs = EPKS (ID,, skey;), (29)

318 Sig), = Ssk, (h(IDy, skey,; ,skey,)) » (30)
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and then sends (c,,sig,,) to the store.
Step 3: Thestoredecrypts
(D, ,skey;) = Dy (Cyy) (31)
and verifies
h([D,,skeysz,skey,);VPKl (Sig;) - (32)
If it passes the verification, then the store authenticates the legality of the logistics. The store
calculates
skey,, = skey, mod p (33)
and
Con = Eskey_ﬂ (D, ID;,TID, Dy, Cy 3) (34)
which includes the encrypted subliminal message ¢, ,, then the store sends ¢, to the
logistics.
Step 4: The logistics decrypts the message
(ID, ID;, TID, Dy, Co3) = Dygey,, (Cora) (35)
calculates
Cio = Epg_(ID,,ID,.TID.C,.5), (36)
Sigis = Sgx, (h(ID,., 1D, TID,C,3)) , (37)

and then writes the message (c,,,Sig,,) to the tag which is attached outside the package.

3.5Package Dispatched Phase

The logistics and the deliverer must negotiate a secret key through a key agreement; they can then
communicate with each other. The logistics also generates some information and writes it onto the
sensor attached outside the package. The sensor can transfer some sensoring information to the
backend logistics, like GPS location or temperature detection. The package dispatched phase of the
proposed scheme is shown in Figure 4.

d0i:10.20944/preprints201901.0052.v1
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Deliverer Logistics Package
(Sensor)
Selects 7, € Z;
skey, = g" mod p
Cia = Ep, Dy, skeyyy)
Sigyy = Ssx, (h(IDy, skey,))
Cia>Sigu
(IDy,skey;y) = Dgg, (Cpy)
?
h(ID;, skey;y) =V pk, (Sigia)
Selects 7, € Z;
skey, = g’ mod p
skey,; = skey;,"™ mod p
Car = Epg,(IDy,skey,)
Sigy = Ssk, (h(IDy, skey,,, skey,))
Cu»Sigy g
(ID;,skeyy) = Dy, (Cy)
I(ID ,skey;y, skey, )= Vek, (Sigar)
skey,, = skey," mod p
C,. = Epg(ID,..ID), 1D, TID)
Sigj. = Sgx, (h(ID, ,ID;, 1D, TID))
Cld2 = E\'keym (IDL' > ]Ds ’ ]Dl ° ]Dd ’ T[D? Dinf > Clw Siglc)
0, =ID, ®TID
= h(ID,, TID
chZ ( c ) Qc[ , de R
P Cuaa
(D, 1Dy, 1Dy, ID;, TID, Dyyg, Cie» Sigye) = Dygey, (Ci2)
Can = Ep, (ID,., 1D, ID), 1D, TID, G, Sigy, )
345 Sigy, = SSKJ (h(ID,,ID,,ID,,1D,,TID,C,., Sig;.))
346 Figure 4.Package dispatched phase of the proposed scheme
347
348 Step 1: Thelogisticsselects 5, e z, calculates
349 skey;, =g mod p, (38)
350 Ciy = Epg, (IDy, skeyyy), (39)
351 Sigy = Sk, (h(ID;, skey;)) , (40)
352 and then sends (c,;,Sig,,) to the deliverer.
353 Step 2: The deliverer decrypts
354 (D, skeypy) = Dy (Cg) » (41)
355 and verifies
?
356 h(ID,, skey;,) =V py (Sigyg) - (42)
357 If it passes the verification, then the deliverer authenticates the legality of the logistics. The
358 deliverer selects r,, € Z,, calculates
359 skey, = g" mod p, (43)
360 skey,; = skey,, mod p, (44)
361 Ca = Epg,(IDy,skey,) , (45)
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Sigy = Ssx, (h(IDy, skeyyy, skey,)) , (46)

and then sends (c,,sig,) to the logistics.
Step 3: Thelogisticsdecrypts

(IDy,skey,) = Ds;q (Ca)~ (47)

and verifies
?
WDy, skey, ,skey,)=Vpy, (Siga) - (48)

If it passes the verification, then the logistics authenticates the legality of the deliverer. The
logistics calculates

skey,; = skey," mod p, (49)

Cie = Epg (ID,.,ID;,ID,,TID), (50)

Sig, = S, (h(ID, 1D, 1D, TID)) (51)

Caz = Eskey,d (D, 1Dy, ID;,ID;, TID, Dy , Gy, Sigy.) 1 (52)

Q,=ID,®TID, (53)
and

0., =h(ID,_,TID) - (54)

The logistics sends (Q,,0,,,) to the sensor attached outside the package; it also sends c¢,,,

to the deliverer.
Step 4: Thedelivererdecrypts

(D, , 1Dy, ID;, 1Dy, TID, Dy, G, Sigy) = Dy, (Ciaz) (55)
to get the delivery information, then calculates the messages

Cun = Ep (ID,.,ID,, ID,, ID;,TID,C,. Sig;,) (56)
and

Sigan = Ssk, (h(ID,.,ID,, ID,,ID,, TID,C,,, Sig;,)) - (57)

3.6Package Query Phase

In our proposed scheme, the client can query the delivery status of the package through the logistics
anytime. After the logistics authenticates the legality of the client, the logistics sends the query
request message to the sensor attached outside the package. The sensor responds the related
sensoring messages likeGPS location or temperature to the client through the logistics. The package
query phase of the proposed scheme is shown in Figure 5.
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Client Logistics Package
(Sensor)
C,, = Epy, (ID,,TID)
Sig,, = Sgx_(h(ID,.TID))
Ccp ,Sigcp >
(ID,,TID) = Dy, (C,)
h(IDC,TID);VPK( (Sig,,)
Qlp = h(ID,.,TID)
O -
ch2 £Qc,‘12
Ous = Oy O Sint
Oeta =Dy Sine)
P ch 3> ch 4
Sint = Qi © 0y
HQ.i> ) =Cus
Cy = Ep (ID,.,TID, Siy¢)
Sig pe = Sk, (h(ID,, TID, iy )
< Cpc > Slg pc
(D, TID, S;y¢) = D (C )
WD, TID, Sy )=V, (Sig o)
393
394 Figure 5.Package query phase of the proposed scheme
395
396  Step 1: When the client wants to query the delivery status of the package, he/she calculates
397 C,,, = Epy, (ID,.TID), (58)
398 Sig,,, = Sg_(h(ID,.TID)), (59)
399 and then sends (C,,.Sig,,) to the logistics.
400  Step 2: The logistics decrypts
401 (ID,,TID) = Dg (C,,) (60)
402 and verifies
?
403 h(ID,,TID)=Vp (Sig,,)- (61)
404 If it passes the verification, then the logistics authenticates the legality of the client. The
405 logistics calculates
406 0}, = h(ID,,TID), (62)
407 then sends @/, to the sensor attached outside the package.
408  Step 3: Thesensor attached outside the package verifies
409 0 =01z - (63)
410 If it passes the verification, then the sensor attached outside the package authenticates the
411 legality of the logistics. The sensor attached outside the package calculates
412 Oz =0 ® S/ (64)
413 Oeta = 1(Qey>Sing) 1 (65)

414 and then sends (0

13.0,14) to the logistics.
415  Step 4: The logistics decrypts

416 S £ = ch3 @ch’ (66)

in
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417 and verifies
418 H(Qe> S )= Qs - (67)
419 If it passes the verification, then the logistics authenticates the legality of the sensor attached
420 outside the package. The logistics calculates
421 Cp = Ep (ID,.TID, Sy, (68)
422 Sig . = Sgk, (h(ID,,TID, Siyr)). (69)
423 and then sends (C,,,Sig,) to the client.
424 Step 5: Theclientdecrypts
425 (ID,..TID, S, ) = Dy (C,) s (70)
426 and verifies
427 h(ID,,TID, Syt )=V py. (Sig ) - (71)
428 If it passes the verification, then the client authenticates the legality of the logistics. The client
429 also gets the GPS location or temperature s, . from the sensor attached outside the package.
430

431  3.7Package Delivery Phase

432  When the deliverer delivers the package to the client, the client checks the legality and the
433 transaction number. He/she also checks the transaction number and the subliminal message from
434 the tag attached outside the package.The package delivery phase of the proposed scheme is shown
435  inFigure 6.

436
Deliverer Client Package
. Ta
Cara»Sigar o (Tag)
UD,,ID,,ID,;,ID,,TID,C,, Sig;.) = Dgy. (Ca2)
h(ID,.,ID,.ID,. 1D, TID,C,,. Sig,.)=V pg., (Sigy12)
(ID,.,ID;, 1D, TID) = Dg (C;,)
h(ID,.,ID, ID;  TID)=V py. (Sig;.)
P Ciy25 5850
(IDL"IDS’T]D’CS(J3) = DSKC (CISZ)
?
h(lDz‘ > IDY 7TID7 Csz‘} ) = VPK, (SigISZ )
(ys >Ts le > SSZ ) = Dskey“ (CSC3)
?
ro=h(y}" - g" - PK "5 TID)
SMCS = (SSZ - Skeycx ) mod p
Cu= Equ (D, ,TID, Ry )
Sigq = Sk, (h(ID,., TID, Ry ))
P Ccl > Sigcl
437
438 Figure 6.Package delivery phase of the proposed scheme
439
440  Step 1: When the deliverer delivers the package, he/she sends (c,,.Sig,,) to the client, the client
441 decrypts
442 (D, 1Dy, ID,,ID;,TID, G, Sig).) = Dy (Cyr) s (72)

443 and verifies
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444 h(ID, 1D, ID; 1D, TID,C,. Sig,.) =V (Sigyp) - (73)
445 If it passes the verification, then the client authenticates the legality of the deliverer. After
446 that, the client decrypts
447 (ID, 1D, 1D, TID) = D (Cy,), (74)
448 and verifies
449 h(ID,,ID,,ID, , TID)=V py (Sig;, ) - (75)
450 If it passes the verification, then the client authenticates the legality of the logistics.
451  Step 2: The client also gets the message (C,,.Sig,,) from the tag attached outside the package.The
452 client decrypts
453 (IDC’[DS’T]D’C\‘C3) :DSKC (QYZ)/ (76)
454 and verifies
455 h(ID, 1D, ,TID,C,,;) . Vo, (Sigys) - (77)
456 If it passes the verification, then the client authenticates the legality of the logistics. After
457 that, the client decrypts
458 (ysarsaSsl’SsZ):Dskeym (Csc3)’ (78)
459 verifies
460 r, ;h(yfu -g" - PK}"P5e 11D, (79)
461 and checks the subliminal message
462 SM, = (82 = shey ) mod p . (80)
463 If it passes the verification, then the client authenticates the legality of the package. The
464 clients calculates
465 Ca = Epg, (ID, TID, Ryt s (81)
466 Sig. = Sgx (h(ID,,TID, Ry)) (82)
467 and then sends (c,,,sig,,) to the deliverer.
468
469  3.8Receipt Retention Phase
470  After the deliverer delivers the package to the client, the deliverer gets the receipt from the client.
471  The deliverer sends the receipt to the logistics; the logistics keeps the receipt. The receipt
472  retentionphase of the proposed scheme is shown in Figure 7.
473
Logistics Deliverer
Cars = Epg, (ID,., 1D, TID)
Sigus = SSKd (h(ID,,ID,,TID))
Cd14 = Eskey,d (Cc > Sigcl )
Car3>Sigars>Cara
(D,,ID,,TID) = DSK, (Ca3)
h(ID,,1D,,TID) ; Ve, (Sigas)
(Cop,Sige) = Dtey,, (Caia)
(D,.TID, Ry ) = DSK, (Ca)
h(ch 7T1D7 Rinf ) ; VPKL_ (Slgcl)
474
475 Figure 7.Receipt retention phase of the proposed scheme
476
477  Step 1: After the deliverer gets the signature message from the client, the deliverer calculates
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Cy3 = Ep (ID,., 1D, TID) , (83)
Sig s = Ss, (h(ID, 1D, TID)), (84)
Cata = Egrey, (Cor»Siger) s (85)
and then sends (C,;,,Sig,;.C,,) to the logistics.
Step 2: The logistics decrypts
(ID,,ID;,TID) = Dy (Cy3) s (86)
and verifies
h(IDL,,IDd,TID);VPKd (Sigs) - (87)

If it passes the verification, then the logistics authenticates the legality of the deliverer. After
that, the client decrypts

(Cer»Sige) = Dy, (Cra) » (88)

(ID,,TID, Ry,¢) = Dy, (Cyy) (89)
and then verifies

WD, TID, R )=V (Sig.,) - (90)

If it passes the verification, then the logistics authenticates the legality of the client.The
logistics also gets the receipt g, ; from the client.

4. Security Analysis

4.1 Mutual Authentication

We use BAN logic to prove that our scheme achieves mutual authentication between different
parties in each phase.
In the purchase phase of the proposed scheme, the main goal of the scheme is to authenticate the

session key establishment between the clientC and the storeS.
skey,
Gl : C=C & S

ke
G2 : CESEC o S

skey .

G3 : S|=C < §

ke,

G4 :S=C=C & S
G5 : Cl=1D;

G6 : C|l=SE=ID,
G7 : S|EID,

G8 : S|=C|=ID,

According to the purchase phase, we use BAN logic to produce an idealized form as follows:
M1 : (< ID,,skey, >pk < h(ID,,skey,) >s )

M2 : (< ID,,skey, >pk < h(IDy,skey,,skey) >g )

To analyze our improved scheme, we make the following assumptions:

Al : Cl=#(skey,)

A2 : S|=#(skey,)

A3 1 C=#(skey,)

A4 : S|=#(skey,)

skey ..
A5 : CES>C & S

skey .,

A6 : SECl>C & S

d0i:10.20944/preprints201901.0052.v1
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: CES|=ID,
: SECI=ID,
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According to those assumptions and the rules of BAN logic, we show the main proof of the purchase
phase as follows:

a.

StoreS authenticates clientC.
By M1 and the seeing rule, we can derive:
S (< ID,,skey, >pg < h(ID,,skey.) >g )

By A2 and the freshness rule, we can derive:

S|=#(<ID,,skey, >pg < h(ID,,skey.) >g )

By (Statement 1), A4 and the message meaning rule, we can derive:
S[=Cl~(<ID,,skey. >pg ,< h(ID,,skey.) >s )

By (Statement 2), (Statement 3), and the nonce verification rule, we can derive:
S=Cl=(ID,,skey, >pk o< h(ID,,skey,) >SKC)

By (Statement 4) and the belief rule, we can derive:

skey,,
SECE=EC & S
By (Statement 5), A6 and the jurisdiction rule, we can derive:
sec’Ss
By (Statement 6) and the belief rule, we can derive:
S|=C|=ID,
By (Statement 7), A8 and the jurisdiction rule, we can derive:

S|= 1D,

ClientC authenticates storeS.

By M2 and the seeing rule, we can derive:

C < (<IDg,skey, >pg, 5 < h(ID,,skey,,skey,) >s1(x)

By A1 and the freshness rule, we can derive:

Cl=#(< IDy,skey, >pg ,< h(ID,,skey,,skey,) >g )

By (Statement 9), A3 and the message meaning rule, we can derive:
CES|~(<IDy,skeys >pg ,< h(IDy,skey,,skey,) >gy )

By (Statement 10), (Statement 11), and the nonce verification rule, we can derive:

Cl=S = (< ID,skey, >pk, > < h(ID,,skey,,skey) >SKS)
By (Statement 12) and the belief rule, we can derive:

skey,
C=SEC & S
By (Statement 13), A5 and the jurisdiction rule, we can derive:
CEC s
By (Statement 14) and the belief rule, we can derive:
Cl=SI=1ID,

By (Statement 15), A7 and the jurisdiction rule, we can derive:
C|= ID,

(Statement 1)

(Statement 2)

(Statement 3)

(Statement 4)

(Statement 5)

(Statement 6)

(Statement 7)

(Statement 8)

(Statement 9)

(Statement 10)

(Statement 11)

(Statement 12)

(Statement 13)

(Statement 14)

(Statement 15)

(Statement 16)

By (Statement 6), (Statement 8), (Statement 14), and (Statement 16), we can provethe proposed scheme
such that clientC and storeS authenticate each other. Moreover, we are also able to prove that the
proposed scheme can establish a session key between clientC and storeS.
In the proposed scheme, the store authenticates the client by

9

h(ID, ,skey, )=V py (Sig.,) -

©)

If it passes the verification, the store authenticates the legality of the client. Then, the client
authenticates the store by
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h(IDS’SkeyC’Skeys);VPKS (Slgsc) N (11)
If it passes the verification, the client authenticates the legality of the store. Hence, mutual
authentication is achieved in the purchase phase between the store and client.

In package collection phase of the proposed scheme, the main goal of the scheme is to authenticate

the session key establishment between logisticsL and storeS.
skey
GY9 : L=sL & S

skeyy,

GI0: LiES|EL & S

skey,

Gll: SEL & S
skeyy

GI12:S=LEL < S

G13 : L= 1D,

Gl4: L=S|=ID,

G15: S|=ID,

G16 : S|=L|=ID,

According to the package collection phase, we use BAN logic to produce an idealized form as
follows:

M3 : (< IDy,skey, >pk_»< h(IDy,skey,,skey;) > )

M4 : (< ID,,skey,, >pk,»< h(IDy,skey ;) > )

To analyze our improved scheme, we make the following assumptions:

A9 : Li=#(skey)

A10 : S |=#(skey,)

All : Li|=#(skeyy,)

Al2 : S|=#(skey,,)

skey,
Al3: LS|l L & S

skey,
Al4: SELI=L <& S

Al5: LI=S|= ID,
Al6: SiEL= ID,
According to those assumptions and the rules of BAN logic, we show the main proof of the package
collectionphase as follows:
c. StoreS authenticates logisticsL.
By M3 and the seeing rule, we can derive:

S < (< ID;,skey; >py ,< h(ID,,skey,, ,skey;) >gx ) (Statement 17)
By A10 and the freshness rule, we can derive:

S |= #(< ID;, skey; >pg < h(ID;,skey,,skey;) >sx ) (Statement 18)
By (Statement 17), A12 and the message meaning rule, we can derive:

S L|~(<IDy,skey, >pg ,< h(ID;,skey,,,skey;) >s,) (Statement 19)
By (Statement 18), (Statement 19), and the nonce verification rule, we can derive:

S|z L= (< ID,skey; >pg < h(ID;,skey,,skey,) >g ) (Statement 20)
By (Statement 20) and the belief rule, we can derive:

SeLELOs (Statement 21)
By (Statement 21), A14 and the jurisdiction rule, we can derive:

S=L S]:y;/ S (Statement 22)

By (Statement 22) and the belief rule, we can derive:

d0i:10.20944/preprints201901.0052.v1
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S|=EL|=ID, (Statement 23)
By (Statement 23), A16 and the jurisdiction rule, we can derive:
S|= 1D, (Statement 24)
d. LogisticsL authenticates storeS.
By M4 and the seeing rule, we can derive:
L Q(< IDy,skey g, >pg < h(IDg,skey ) >gx ) (Statement 25)
By A9 and the freshness rule, we can derive:
L|=#(< IDy, skey,, >pg, < h(IDy,skey,) > ) (Statement 26)
By (Statement 25), A11 and the message meaning rule, we can derive:
L= S|~ (< IDy,skey, >py, < h(ID,skey,) >sx ) (Statement 27)
By (Statement 26), (Statement 27), and the nonce verification rule, we can derive:
Li= S|z (< IDy,skeyg, >pk, < h(IDy, skey ;) >k ) (Statement 28)
By (Statement 28) and the belief rule, we can derive:
skey,
LESEL HI S (Statement 29)
By (Statement 29), A13 and the jurisdiction rule, we can derive:
skey,
Li=L <—>IS (Statement 30)
By (Statement 30) and the belief rule, we can derive:
Li=S|=1ID, (Statement 31)
By (Statement 31), A15 and the jurisdiction rule, we can derive:
L|=1ID, (Statement 32)

By (Statement 22), (Statement 24), (Statement 30), and (Statement 32), we can provethe proposed
scheme such that logisticsL and storeS authenticate each other. Moreover, we are also able to prove
that the proposed scheme can establish a session key between logisticsL and storeS.

In the proposed scheme, the logistics authenticates the store by

2

h(ID;, skey,,)=Vpx (Sigy)- (26)
If it passes the verification, the logistics authenticates the legality of the store. Then, the store
authenticates the logistics by

)
h(IDy, skey,,, skey,)=Vpy, (Sigy,) - (32)

If it passes the verification, the store authenticates the legality of the logistics. Hence, mutual

authentication is achieved in the package collection phase between the logistics and store.

In the package dispatched phase of the proposed scheme, the main goal of the scheme is to

authenticate the session key establishment between logisticsL and delivererD.

skey,y
Gl7: LI=L <> D

skeyyy
Gl18: LeDEL < D

skey,y
Gl9: DL < D

skey

G20 :DeLeL < D
G21: LI=ID,

G22: L=D=1D,
G23: D= ID,

G24: D|eL|=1ID,

According to the package dispatched phase, we use BAN logic to produce an idealized form as
follows:

M5 : (< IDy,skey;, >pi, »< h(IDy, skey;y) >, )

d0i:10.20944/preprints201901.0052.v1
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Me6

: (<UD, skeyy >py, ,< h(ID;,skey;,,skey,) >g )

To analyze our improved scheme, we make the following assumptions:

Al7

Al8 :
Al9 :
A20 :

A21

A22

A23 :

A24

1 Li=#(skey;,)
D |=#(skey;, )
L = #(skey,)
D |= #(skev,)
skey,y
: L=ED=>L < D
skey,
:DeLll=»L < D
Li=eD=ID,
: DIeL|=ID,
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According to those assumptions and the rules of BAN logic, we show the main proof of the package
dispatchedphase as follows:

e.

DelivererD authenticates logisticsL.
By M5 and the seeing rule, we can derive:
D <« (< ID;,skey;, >px,,< h(ID;,skey;;) >, )

By A18 and the freshness rule, we can derive:
D |= #(< IDy, skey;, >pk < h(ID;, skeyy) >k )

By (Statement 33), A20 and the message meaning rule, we can derive:
D= L |~ (< ID;,skeyy; >pg, ,< h(ID;,skey;y) >gg,)

By (Statement 34), (Statement 35), and the nonce verification rule, we can derive:

D= L= (< ID,skey;, >pg, < h(ID;,skey;y) >, )

By (Statement 36) and the belief rule, we can derive:

skeyyy
DiLisL & D

By (Statement 37), A22 and the jurisdiction rule, we can derive:

skey
DL < D
By (Statement 38) and the belief rule, we can derive:
D= L= 1D,

By (Statement 39), A24 and the jurisdiction rule, we can derive:
D|= 1D,
LogisticsL authenticates delivererD.
By M6 and the seeing rule, we can derive:
L <(<IDy,skeyy >pg,,< h(IDy,skey;,,skeyy) >g )
By A17 and the freshness rule, we can derive:
L=#(<ID;,skey, >pg < h(IDy,skey;,,skey;) >gx )
By (Statement 41), A19 and the message meaning rule, we can derive:
LEE DI~ (<ID;,skeyy; >py, ,< h(ID,,skey,,skey;) >g )
(Statement 43)

By (Statement 42), (Statement 43), and the nonce verification rule, we can derive:

Lz DI=(<IDy,skey,; >pg, < h(IDy,skey,,skey;) >sx )

By (Statement 44) and the belief rule, we can derive:

skeyyy
L=D|sL & D

By (Statement 45), A21 and the jurisdiction rule, we can derive:

skey,
LL < D

By (Statement 46) and the belief rule, we can derive:
Li=D|=1ID,

(Statement 33)

(Statement 34)

(Statement 35)

(Statement 36)

(Statement 37)

(Statement 38)

(Statement 39)

(Statement 40)

(Statement 41)

(Statement 42)

(Statement 44)

(Statement 45)

(Statement 46)

(Statement 47)
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By (Statement 47), A23 and the jurisdiction rule, we can derive:
Li=ID, (Statement 48)

By (Statement 38), (Statement 40), (Statement 46), and (Statement 48), we can provethe proposed
scheme such that logisticsL and delivererD authenticate each other. Moreover, we are also able to
prove that the proposed scheme can establish a session key between logisticsL and delivererD.

In the proposed scheme, the deliverer authenticates the logistics by

h(ID;,skey;,) =V oy, (Sigyg) - (42)

If it passes the verification, the deliverer authenticates the legality of the logistics. Then, the logistics

authenticates the deliverer by
)

h(ID;,skey;,,skey,) 5VPK(, (Sigg) - (48)
If it passes the verification, the logistics authenticates the legality of the deliverer. Hence, mutual
authentication is achieved in the package dispatched phase between the logistics and deliverer.

Scenario: A malicious attacker pretends to be the legal client to get the delivery package from the
deliverer.

Analysis: The attacker will not succeed because the delivery message from the deliverer is encrypted
by the public key of the legal client. Only the legal client can use his/her private key to
decrypt the package. Since the illegal client has a different private key, he/she can’t
decrypt the delivery message from the deliverer. In the proposed scheme, the attacker
cannot achieve his/her purpose by pretending to be the legal client. In the similar scenario,
the proposed scheme can also defend against a malicious attack pretending to be the legal
deliverer to deliver a dangerous package to the client. The client checks the signature of the
delivery message by using the public key of the deliverer. Since the illegal deliverer can’t
sign the correct delivery message, the client rejects the package. In the proposed scheme,
the attacker will fail in pretending to be the legal deliverer.

4.2 Data Integrity

To ensure the integrity of transaction data, this study uses the Diffie-Hellman key exchange
algorithm to calculate the session key between both parties, as well as to ensure data integrity. The
malicious attacker only knows the partial message of the session key, so he/she can’t use the message
to calculate the correct session key. Only the correct session key will allow successful
communication. Thus attackers can’t modify the transmitted message; therefore, the proposed
scheme achieves data integrity.

Scenario: A malicious attacker intercepts the transmitted message from the client to the store, and
sends a modified message to the store.

Analysis: The attacker will not succeed because the legal store will use

(D, Mg, Dy, SM ) = Dskey(,: (Ces2) (14)

to decrypt the received message. The attacker cannot calculate the correct session key skey,
. Thus, the attack will fail when the legal storedecrypts the received message. In the
proposed scheme, the attacker can’t achieve his/her purpose by sending a modified
message to the store. For the same reason, the attack will fail because he/she can’t use the

correct session key skey,, to decrypt the received messagevia
(ID.sﬂchﬂMinfsT]Dﬂ‘gMcs) :Dskeyﬂ (CSCZ) . (21)

Therefore, attackers cannot achieve their purpose by sending a modified message to the
client.

4.3 Anti-Switch Package

Another form of logistics attack involves attempting to switch the original package from the store to
the client; thus, the package received by the client isn’t the original one sent by the store. The high
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744  value package may be changed to a lower value package. In the proposed scheme, we use the
745  subliminal channel to avoid such condition. When the client purchases merchandise from the store,
746  they negotiate a subliminal message SM,. The store writes the subliminal message onto the tag

747  attached outside the package. Even if the attacker switches the package from the original one, he/she
748  can’t write the correct subliminal message onto the tag attached outside the package.When the
749  deliverer delivers the package, the client checks the correctness of the received message. The process
750 for the client checking the correctness of the signature is as follows:

751
HS g PKITPRS: 71Dy
= h((g")™ - g" (g% " "5 TID)
_ h(gk‘ssl+rS+SKS(h(T1D)+SS2) TID)
- (gk(k—k’l (r,+SK,-h(TID)))+r,+SK , (h(TID)+S,,) TID)
759 _ h(gkz—r\ ~SK,-h(TID)+r,+SK,-h(TID)+SK, S, ,TID) (91)
=h(g" K52 TID)
_ h(gk2+SK;(SMm +skey,, ) ,TID)
=h((g") - (g™) M) TID)
= i( ysk . PKS(SMCS”"%),TID)
=T
753

754 After the client checks the correctness of the subliminal signature, the client then decrypts the
755  subliminal message. The process for restoring the subliminal message by the client is as follows:

756

757 S, =SM , + skey,, mod p (92)
SML’S = (SSZ _Skeycs)m()dp

758

759  Thus, in the proposed scheme, the anti-switch package is achieved.

760 4.4 Intelligent and Secure Package Tracing

761  When the client purchases merchandise from the store, he/she may want to know the delivery status
762 of his/her purchased merchandise. In the proposed scheme, the client can get the delivery status
763  through the logistics. After the logistics verifies the legality of the client, the logistics asks the
764  sensorattached outside the packageto report the GPS location, the temperature and humidity
765  sensing data. Even in some high-price goods or fresh food delivery services, the sensorattached
766  outside the packagecan report the temperature and humidity to the client. In the proposed scheme,
767  the client can trace the GPS location, the temperature and humiditysensing data 5, of the

768  merchandise via
769 (ID,.,TID, Sy¢) = Dy (C,) (70)

770  and enjoy better control over the merchandise that he/she bought from the store.

771 4.5 Resisting Replay Attack

772 Attackers may also intercept the message transmitted between two parties, like the client and the
773 store, or the deliverer and the client. They can attempt to impersonate a legal client, store or
774  deliverer, and then send the same message again to the intended receiver for a replay attack. Because
775  the transmitted messages are protected by the session key skey , and the session key skey , is

776  changed every round in the proposed scheme, the same message can’t be sent twice; thus, the replay
777  attack can’t succeed.

778 4.6 Forward and Backward Secrecy
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779  Even if the session key between two parties is compromised at any point by an attacker, the system
780  still satisfies forward and backward secrecy. An attacker may use the session key for future
781  communication, or use it to obtain previous messages. However, in the proposed scheme, the
782 sessionkey skey,, is established by each of the two parties and is changed every round. The attacker
783  cannot use the same session key for future communication, or to obtain previous messages. Thus,
784 the proposed scheme achieves forward and backward secrecy.
785  4.7Non-Repudiation
786  In the proposed scheme, we use digital signature to achieve non-repudiation between the parties in
787  each phase. The sender uses his/her private key to sign the transmitted message; after the receiver
788  verifies the received message, the receiver uses his/her private key to sign the response message.
789  Thus, the proposed scheme achieves the non-repudiation issue. Table 1 shows the non-repudiation
790  of the proposed scheme.
791
792 Table 1.Non-repudiation of the proposed scheme
Item e
Proof Issuer Holder Verification
Phase
(Cy»Sigey) Client Store h(ID, , skey,)=Vp (Sig.,)
Purchase
Phase ,
(CSC ’ Sigsc) Store Client h(]Dv > Skeyc s Skeyx ) : VPK, (Slgvc)
Package (Cy»Sigy) Store Logistics h(ID,skey,,) =V (Sigy)
Collection
Phase . - ?
(Cys» Sigyy) Logistics Store h(ID,, skey,, ,skey,)=Vpy (Sigy)
. . . . ?
Package (Cua>Sigia) Logistics | Deliverer h(ID, ,skey;, )=V py (Sigiq)
Dispatche
d Phase . . - ?
(Car»Sigar) Deliverer | Logistics h(ID,skey;, ,skeyy)=Vpy (Sigy)
(Cop»Sigey) Client | Logistics WD, TID)= Vg (Si
Package P P g ( co ) PK‘.( lgcp)
Query
Phase . . . ’
(Cpe»Sigpe) Logistics | Client h(ID, ,TID, S;y¢)=Vpy (Sig )
Package (Carz>Siga12) Deliverer Client h(ID,.,ID,,ID,,ID, . TID,C,,. Sig;. )=V py (Sigp)
Delivery
Phase , - . ?
(Cls2>Sigys) Logistics Client h(ID,.,ID;,TID, C, )=V pg, (Sigy;,)
Receipt
Retention | (Cus.Sigas:Cas) | Deliverer | Logistics h(ID, 1D, TID)=Vp (Sig,3)
Phase
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793
794 4.8 Computation Cost
795  Table 2 shows the computation costs of the proposed scheme.
796
797 Table 2. Computation cost of the proposed scheme
Part
ay Client Store Logistics Deliverer
Phase
5T, 37,
2Ty, +2T, Ep 5wl
Purchase Phase 4Ty +115,, N/A N/A
+1TCmp +6T%,,
1T,
Pack Collecti 2T, + 27T, 2Ty, +31,
ackage Collection N/A Byt 2Ty Ep 3Ty N/A
Phase +1TCmp + STEnv +1TCmp + 7TEnc
2Ty, +4Ty o7 a7
Package Dispatched ot
ackage Dispatche N/A N/A Ty + 7T ey +30H
Phase +1TCmp + 7TEnc
+IT, Xor
2T, +11,, AT, +2T,
Package Query Phase " " N/A i " N/A
+4TEnc +4TEnc + 1TXor
. 3Ty + 2T
Package Delivery AT,y +4T,,, N/A N/A N/A
Phase
T e
Receipt Retention 2Ty + 215y,
N/A N/A 1Ty, +3T;,
Phase / / +5T;,. e
798
799 r,,, - Exponential operation
800 T,., :Multiplication operation
801 r, :Hash function operation
802 T, :Comparison operation
803 7,. :Encryption operation
804 T,,, :Exclusive-or operation
805

806  From Table 2, the proposed scheme’s computation costs for the client, store, logistics and deliverer in
807  each phase are analyzed. For the highest computation cost in the purchase phase, a client needs two
808  exponential operations, two hash function operations, one comparison operation and six encryption
809  operations. A store needs fiveexponential operations, three multiplication operations, four hash
810  function operations, one comparison operation and seven encryption operations. The computation
811  cost and complexity are acceptable.

812 4.7 Communication Performance

813  The communication cost of the proposed scheme is shown in Table 3.

814
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Table 3. Communication cost of the proposed scheme

Phase ftem Message Length | Round | 3.5G (14 Mbps) | 4G (100 Mbps)

Purchase Phase 4608 bits 4 0.329 ms 0.046 ms

Package Collection 6400 bits 4 0.457 ms 0.064 ms
Phase

Package Dispatched 4592 bits 4 0.328 ms 0.046 ms
Phase

Package Query Phase 4466 bits 4 0.319 ms 0.045 ms

Package Delivery 6144 bits 3 0.439 ms 0.061 ms
Phase

Receipt Retention 2304 bits 1 0.165 ms 0.023 ms
Phase

The communication efficiency of the proposed scheme during the transaction process of each
phase was also analyzed. It was assumed that anRSA operation requires 1024 bits, an AES operation
requires256 bits, and a hash function operation requires 160 bits, while other messages with
exclusive-or operation require 80 bits. For example, the package collection phase of the proposed
scheme requiressix RSA messages and one AES message. It thus requires1024*6+256*1 = 6400 bits. In
a 3.5 G environment, the maximum transmission speed is 14 Mbps, which only takes 0.457 ms to
transfer all messages. In a 4 G environment, the maximum transmission speed is 100 Mbps, and the
transmission time is reduced to 0.064 ms (ITU 2016).

5. Conclusions

In recent years, with the rapid development of the Internet, e-commerce services have flourished.
After the client shops in the store, an important issue is the safety of recent merchandise delivery. In
this paper, we have proposed an intelligent and secure package sensoring logistics system based on
a subliminal channel. The scheme can solve the switched package issue effectively, and the client can
grasp the delivery status of the goods at any time.

In the part of avoiding the switched package issue, we adopted the subliminal channel
technology. When the client shops in the store, they negotiate the subliminal message in advance.
The subliminal message will be hidden in the signature by the store.When the client receives the
goods, he/she will first check the subliminal message hidden in the signature to confirm whether the
goods have been switched. In addition, after the store passes the package to the logistics, the sensor
will be attached to the package by the logistics. The client can check the GPS location, the
temperature and humidity sensing data of the package any time during the delivery process, and the
intelligent logistics can be achieved.

To sum up, the research proposes a complete intelligent and secure architecture for the logistics
environment. The proposed scheme achieves the following goals.First, we apply the BAN logic to
prove that our scheme achieves mutual authentication.Second, we use the subliminal channel
technology to avoid the switched package issue. Third, the sensor is attached onto the package so the
client can check the package delivery status at any time. Fourth, the proposed scheme also achieves
data integrity, resisting replay attack, forward and backward secrecy, and non-repudiation.
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