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Abstract

Multi-receiver encryption enables a sender to encrypt a message and transmit the cipher-
text to a set of authorized users, while no one out this group of authorized users can decrypt the
message. Multi-receiver encryption is of great importance in many sectors such as broadcast
communication, cloud computing, wireless communications, networking applications, e-voting,
lottery, and medical applications. This paper proposes an efficient multi-receiver public key
encryption scheme based on Lucas sequences. The results of the computational analysis show
that, projected scheme is better against renown attacks and prevailing anonymous multi-
receiver algorithms.

Keywords: Lucas sequences, public key cryptosystems, Multi-receiver encryption scheme, Chinese
Remainder Theorem, Anonymity.

1 Introduction

The goal of the multi-receiver encryption is to securely transmit any message to all authorized
receivers via insecure channels. There are several proposed multi-receiver encryption schemes in
the literature based on different technical [18, 7, 1, 14, 19, 21, 4, 9, 11].

In their paper Smith and Lennon [17], were the first to introduce linear sequences in cryptog-
raphy in 1993. They suggested that the second order linear sequences could be used instead of the
standard exponentiation used in RSA. Two years later, Chi-Sung et al has shown that the security
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of Lucas functions is polynomial-time equivalent to the generalized discrete logarithm problems
[2]. In 2012, El Fadil proposed a cryptosystem based on second order linear sequences in which
semantic security is ensured [10]. Moreover, as linear sequences are not multiplicative, the main
advantage of Lucas cryptosystems is that they are not formulated in terms of exponentiation.
This would make them invulnerable to various well known attacks that threaten the security of
more traditional cryptosystems like RSA and Diffie Hellman [5]. However, many current network-
ing applications involve multiple receivers and one-to-one type of encryption is not appropriate
for such type of applications. The main motivation of multiple receivers is to secure that group
communications which getting popularity in different domains.

In this paper, we propose a novel multi-receiver public key encryption scheme based on Lucas
sequences. From analysis results, it is clear that our approach is more efficient and satisfying
anonymity of receivers as compared to existing schemes. Section 2, consists of brief description of
the second order linear sequences ("Lucas sequences") and their cryptography properties. After
that, we present a new approach in Section 3 with security and computation analysis. Finally, we
give our conclusion in Section 4.

2 Second order linear sequences ("Lucas sequences")

In this section, the main cryptographic properties of Lucas sequences are studied. A computa-
tional method to evaluate the k" term are given, together with an analysis of its computational
cost.

Throughout this section :

e p is a prime integer.

o F, = Z/pZ the finite field of p elements.

e (a,b) € Z? such that b= 1 (mod p).

e f(X)= X?—aX + b is primitive polynomial over F,[X].

o A=F,[X]/(/().

e o = X the class of X modulo the principal ideal of F,[X] generated by f(X).
e For every x € A, [, be the linear map of A defined by I,(y) = zy.

e T(x) =Tr(l,) the trace of x, Tr(l,) the trace of the linear map I,.

e N(z) = det(l,) the norm of z, det(l,) is the determinant of the linear map .

e Define the sequence s(a) as follows :
k € Z, sp(a) = T(a®) for every integer. (1)
Remark 2.1 Since f(a) = 0 and the map trace is linear, it follows that :
sk+2(a) = aspii1(a) — sp(a) (mod p) modulo p. (2)

So, s(a) is a second order linear sequence (Lucas sequence), called the characteristic sequence
generated by a.

Remark 2.2 Let I be the endomorphism of A defined by :

lg(z) : A — A
r — Ix(z) =Fx

M, its matriz with respect to the basis (1, ).

ThenM():((l) (1)) andM1:<(1) _(_11>.

Thus, so(a) =2 (mod p) and s1(a) = a (mod p).
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2.1 Cryptographic properties
The cryptographic applications of Lucas sequences are listed in [16, 15]. To make this concept
easy for the reader, we present some of these results in a more accessible form and without proofs.
1. For every integer k, sp(a) = o + a=% (mod p) and si(a) = s_j(a) (mod p).
2. For every integers k and e, s.(si(a)) = sge(a) (mod p).
3. Let a € Z such that p does not divide a? — 4.
If f(X) is a primitive polynomial over p, then 7 = p+ 1 is the period of s(a). More general
if <“ _4> = —1, then f(X) is irreducible. So N(a) = a!™? = 1. Thus the period 7 of s(a)

divides p + 1. If (“ _4) = 1, then f(X) is reducible. The fact that A ~ F, x F, implies

that the period 7 of s(a) is p — 1, where (?) is the Legendre symbol.

)
For the two first points, if f(X) is irreducible in F,[X], then N(a) = o’ =1 (mod p).
Therefore :

Oép+1 + a*(erl)

N(a) + N(a™)

= 2

= sp(a) (mod p) and 7 divides p + 1.

sp+1(a)

If f(X) is a primitive polynomial modulo p, then « generates the multiplicative group (A*,.) with
cardinal order p? — 1 and = is exactly 7 = p + 1.

Corollary 2.3 For every integer e such that ged(e,w) = 1, where the ged is the greatest common
divisor, the map :
Luc, : Fp, — T,
a > se(a)

1S a one-one correspondence.

Proof: Indeed, since ged(e, w) = 1, then we can use the Euclid algorithm to calculate the inverse
d of e modulo 7. That means there exists an integer k such that de = 1+ kw. Hence :

sa(sec(a)) Sde(a)
S14kn(a)
s1(a)

a (mod p).

O

Lemma 2.4 Let e € N such that ged(e,m) = 1 and let ¢ = s.(a). Then p does not divide c* — 4 if
and only if p does not divide a®> — 4 and (%) = (62—*4>

p

Proof: Since a = s4(¢) (mod p), where d is the inverse of e modulo 7, it suffices to show that if
(@> =1, then (02;4> =1 too.

P P
So, assume that (%) =1, then a € F,. Thus, a® € F, and f.(X) = X2 — c¢X + 1 splits in
F,[X]; fo(X) = (X —a®)(X —a™°) (mod p). Therefore, i.e., (02}'%4) =1 O

2.2 Computation Method and analysis
Lemma 2.5 For every integer n, set s, := sp(a) (mod p). Then

. 2
7/) S2n n 27
1) Sont1 SnSnil — @

w
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Proof: Let n and m be two integers.

S$nSm = (™ +a ™) (a™+a ™) (mod p)
= (an-‘rm +a—n—m) + (an—m +a5n+m)
= Sptm + Sn—m (mod p).
Therefore,

Sn4+m = SnSm — Sn—m (mOd p)'

In particular, we have i) and ii). O
Let k£ = 2"m, where m is an odd integer. To compute sg, first we compute s,,, then so,, :

Som = sfn -2
2
Sqm = S2m -2
2
Sk = Sor—1,, — 2

Then to compute s, we need r multiplications modulo p and we need s,,.

-1
Let m = Zkﬂl_l_i. For every 0 < i <l —1,let fiy1 = 2f; + k11 and fy = ko. Then

=0
fiei =k. For 0 <i<1[l—1 and assume that, sy, , and sy,_, 11 are computed. Then

82f'i*18§.i—1 -2

if k; = 0, then { o -
S2fi_ 141 = Sfi—1<a’)sfi—l+1 —a

Sfi+1

S2fi 1+1 = Sf 15fi 41— QA

if k; =1, then{ 5fi Tty
S2(fic1+1) = S 141 — 2

Sfi41

Computation Algorithm. This method warrant that s; can be computed in about the same
length of time as the k** power is computed in the RSA method. But in the computation of s,,,
having to compute two numbers at each stage does slow the computation down a little, but there
are optimizations in the calculation which mean that the total amount of computation is only
about half less than the amount needed for the RSA system. Therefore, to compute si(a), the
total number of multiplications modulo p is loga (k).

3 Main results

In this section we describe some applications of Lucas sequences, in more details : Lucas
multi-receiver encryption scheme and Lucas Diffie-Hellman key exchange extended to a group of
communications. Through this section, n = pq is an RSA integer, a € Z sush that ged(n,a) =1,
(8n)n is the Lucas sequence generated by f = 22 — ax + 1, and f is a primitive polynomial over
F, and IF,.

3.1 Multi-receiver encryption scheme

In this section, we propose a multi-receiver encryption scheme based on Lucas sequences and
Chines Remainder Theorem. Our scheme consists of two procedures: Encryption procedure and
decryption procedure.
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Algorithm 1: Computation Algorithm.

-1
1. Input: k=27 Z k;2" and a, where kg # 0 and k;_1 # 0.
i=0
. Output: s.
. Sg =2, s1 = a.
. for ¢ from 0 to I — 1 do
. if k; = 0 then s; = s150 — a, sg = 83 — 2
. else then sgp = s159 — a, s1 = 87 — 2
. End if
. End for.
. Return (so).

. §=5p.

© 00 ~J O Ut = W N

= =
= O

. for ¢ from 1 to r do
. s5=s52-2.

. End for.

. Return (s).

—_ = =
=W N

1. Keys generation : First, assume that there are » + 1 users. Any user selects s < r
authorized receivers wuy,--- ,us such that each one has one public key pair (n;,e;), where
every n; = p;q; is an RSA integer, e; is coprime to (p; F1)(¢; F1) and ny,--- ,n., nyppq are
pairwise coprime.

2. Encryption procedure : A sender uses all s receivers public keys to encrypt the message
and then broadcasts the ciphertext to the s authorized receivers as follows :

(a) Assume that he needs to send a message 0 < m < N to the s legitimate receivers, where
N is the minimum of all n;.

(b) Then for every i = 1,...,s, he calculates ¢; = s¢,(m). As mq,---,n, are public and
pairwise coprime.

(c) He uses the Chines Remainder Theorem to calculate the integer ¢ such that for every
i=1,...,8 ¢=¢ (mod ny).

(d) Then He broadcasts the ciphertext ¢ to the s receivers.

3. Decryption procedure : When a autorized receiver i receives the ciphertext ¢, he will
compute his private key d; as follows :
2 2
(a) First he calculates ¢; = ¢ (mod n;), €,, = (Ci74> and €, = (g)

Pi qi

(b) He calculates his private key d; :
the inverse of e; modulo ™ = (p; — €p,)(¢; — €4,)-

(c) Finally, he calculates m = s4,(c;) (mod n;).

Proof :
Encryption :
Indeed, in order to calculate the ciphertext c, for every ¢ = 1,--- s, the sender will calculate
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S S
M; = H n;, ¥; its inverse modulo n; and ¢ = ZciyiMi.

j=1,j#i i=1
As y;M; = 1 (mod n;) and for every j # i, y;M; = 0 (mod n;) (since n; divides M;), for every
1=1,...,8, ¢=¢ (mod ny).
Decryption :

For the decryption phase, as ¢; = s.,(m) (mod n;) and ged(e,7) = 1, ((:2—_4> = (m2_4) and

()= () ”

Thus,
Sd; (C,) = Sdi(sei (m)
= Sdie; (m)
= m (mod ny).
Analysis :

Now, we will discuss security, computation cost and the anonymity of receivers of the proposed
scheme. The anonymity means that the identities of receivers can be protected. We will compare
the computation cost of our scheme and other existing schemes.

3.1.1 Security

Since this scheme uses "LUC" cryptosystem, the security of the scheme is the same as mono-
cast "LUC" cryptosystem. Namely, if Oscar wants to decrypt the encrypted message c, first of all
he needs to break the LUC cryptosystem, which is cryptographically equivalent to the security of
RSA [17, 2].

3.1.2 Anonymity of Receivers

When a sender broadcasts the ciphertext nobody in the group except the sender knows who is
the receiving end.

3.2 Diffie-Hellmane Key exchange extended to a group of communica-
tion

The standard Diffie-Hellman key exchange was first proposed in 1976 [20]. After that there
have been efforts to extend its simplicity to a group setting. The main motivating factor is the
increasing popularity of various types of group applications and the need of doing it securely. Since
key distribution is the cornerstone of secure group communication, it has naturally received a lot of
attention. Notable solutions have been proposed but some of theme are only of theoretical interest,
while the security of some others remains unproven (See for example [12, 8, 3, 13]). In this paper,
a natural extension of Diffie-Hellman key exchange, based on Lucas sequences is proposed, see
Figure 1.

Let n = pg be an RSA integer, a be an integer such that X2 —aX + 1 is a primitive polynomial
modulo p and modulo ¢ too.

Assume that r users uy, - ,u, , whose have access to a public key data (n,a) and each one
has his private key z;, want to agree on a shared secret key. Then :

— The first user u; makes public y%l) = $4,(a).
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— The second one uy, makes public (y§2),y§2),y§2)), where :

ng) =Sz, (a)7

ng) =Sz, (a)v (3)

us =su, ().

The notation yf means that this quantity is published by the j** user.
— The third makes public (y%g),y§3),y§3)7yf)), where :
3
y§ ) :‘913 (y%))

3
yé ) :‘913 (y%),

3
y$¥ =42,

3
yé(l ) =83 (yg)

— Once the 7" user makes public the tuple (y%i), . ,yffgl)
The (i + 1)** makes public (ygiﬂ), e ,ygf;)), where for every j =1,---4, :
i =s L ),
v = (5)
yh" =su ).
— Finally, the last user u,, makes public (ygn), e ,y,(Ln)) and keeps secret the common private
key y = yi")y = 50 (u™)-

— FEach user u;, i =1,---n — 1 can calculates the same value y = s, (yz(n))

The common private key is y = 317(11)1 Indeed,

Y =S8z, (yén_l))
=Sz, (szn_l ("'(Sﬂn (a))))
:anxn,l....acl (CL)

Computation analysis:

We compare the performance monocast "LUC" encryption and L. Harn et al. scheme [11] with
the presented scheme. From Table 1 one can see that proposed scheme is more computationally
efficient than the scheme proposed in [11], see Table 1.

4 Conclusion

In this paper, we introduced a new multi-receiver encryption scheme which provides the anonymity
of receivers. Our scheme is more efficient than prevailing schemes in terms of computational cost.
The security of this scheme is of equal strength as monocast LUC encryption. The comparison with
others results and the security analyses clearly show that the proposed method provides anonymity
of receivers and a good computational cost. Each receiver only needs to keep one private key and
uses this private key to decrypt the ciphertext.
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Public key
SCTS exchange zone
y§1) = Sz, (a)
Uq >

The common

2
private key v = s y1) >
_ . (n) )

Y="Yni1
y= an( ’I(Ln_l))

ygl) = Sz (yl)

ul yg(‘l) = Sz (y;) R
yz(-?l = Suiq1 (yzz'-i-l)\

Figure 1: Diffie-Hellmane Key exchange extended to a group of communication.
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Monocast LUC encryption | L. Harn, et al. scheme Our scheme
Sender n/2 X TE 1024 n X TE 1024 Tl/2 X TE 1024
Receiver Tp To Tp
Rounds of transmission n 1 1
Anonymity of receivers No Yes Yes

Table 1: Comparison results among different schemes.
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