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1 1. Introduction

2 Viewed for a long time as a peripheral issue, Cybersecurity is now at the forefront of everyday
s computer system and network operations, and of research in Computer Science and Engineering.
s Indeed cyberattacks, even when they are detected and mitigated, have a very large cost to systems
s operations including the degradation of the commercial image or trust of the and in 2017 the European
s Union published its recommendation for security and privacy. In addition, the organisations that
» operate systems that come under cyberattack can not only lose market share and lose the trust of
e the end users, but they also have to increase their operating costs both in terms of means to defend
o themselves but also in increased energy consumption and operating costs [1] and CO?* impact [2,3].
10 The SerloT Project [4] finds its origins in early work started over a decade ago on Distributed
1 Denial of Service (DDoS) Attacks [5,6] and on using routing with the Cognitive Packet Network
1z protocol (CPN) [7] to detect DDoS, and trace the attacking traffic so as to use CPN’s ACK packets to
1z drop the attacking traffic packets at upstream routers that carry the attacking traffic, and also detect
12 worm attacks [8-11]. More recently, the EU FP7 Project NEMESYS [12-14] provided the opportunity to
15 examine the cybersecurity of mobile networks including the control plane which is used to establish
1s and keep track of calls. Since the control plane is a critical element that enables the mobile network to
1z function, some attacks aim in particular at this part of the system [15,16]. Further work on the security
s of cyber-physical systems has considered vulnerabilities that address the physical infrastructure, the
1o decision algorithms that manage the system when it operates normally or under threat, and the
20 communication system used to convey data, information and commands between different system
a1 components [17-22].

22 1.1. European Research in Cybersecurity in Recent Years

23 In [23], some recent research on cybersecurity in Europe has been summarised regarding the
2a  several projects funded by the European Commission. A core issue that diffuses through all layers of
= information technology concerns cybersecurity for mobile telephony. Because most modern mobile
26 phones offer opportunistic access [24] to WIFI and other wireless networks, the resulting security
2z vulnerabilities should be constantly monitored both at the network and control plane levels, and in
2s the mobile device. Thus recent [25] has investigated the use of neural network and machine learning
20 methods to discuss this issue. The research in [26,27], addresses attacks that manipulate the signalling
30 plane of the backbone network and directly concerns the mobile network operator as well as the end
a1 user, and the project NEMESYS addressed many of these issues [28,29] using techniques from Queuing
s2 Theory [30,31].

33 KONFIDO [32] concentrates on the security of communications and data transfers for
;s interconnected European national or regional health services. Since travellers from European countries
s must often access health services in another European country, the health informatics systems will
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s have to access remote patient data in a secure manner [32] and the related technical and ethical issues
sz are addressed in a series of recent papers [33-35].

38 The GHOST project [36] addresses security in the IoT system market [37] for homes, and focuses
s on the design of a secure home IoT gateway including the attack detection techniques [38], and
20 the analysis of attack methods that try to bring down the energy supply of the devices by draining
a1 their batteries [39]. The detection techniques that are proposed are based on Deep Learning [40] and
a2 recurrent Random Neural Neworks [41,42] that have been used previously in a variety of applications
as [43,44]. GHOST also investigates blockchain based methods to track and improve the security of the
4« home IoT system[45].

4 2. The SerloT Project

a6 The SerloT project started in January of 2018 [4], and further details regarding can also be found in
a7 a forthcoming paper [46]. The project’s Technical Objectives include means to understand the threats
s to aloT based economy and understand how distributed ledgers (Blockchain) may improve IoT based
40 systems. It will design and implement virtualised self-aware honeypots to attract and analyse attacks.
50 The project will design SerCPN [47], a network that manages specific distributed IoT devices based
51 on the Cognitive Packet Network (CPN). It will use the implementation of Software Defined Networks
s2 (SDN) based on CPN [48-50] using measurements that create the system self-awareness [7,51-54].
ss  These SDNs will use “Smart” Packets (SP) to search [21,55] for secure multi-hop routes having good
s« quality of service (QoS) and measure their security and performance, and will use Reinforcement
ss Learning with Random Neural Networks [56] to improve the network overall performance, including
ss all three criteria of high security, good QoS and low energy consumption [57,58]. It may be possible
sz to extend these schemes with genetic algorithms which use an analogy between network paths and
ss  genotypes [59-61]. Several SerCPN network clusters may be interconnected via end overlay network
s [62], with adaptive connections to Cloud and Fog servers [63,64] for network data analysis and
o Vvisualisation.

61 Combining energy aware routing and QoS [65,66] with security, we can also address network
s admission [67] to enhance security. Wireless IoT device traffic may also be specifically monitored and
es adaptively routed in a similar manner as it accesses SerCPN [68-70].

ca The project will deliver a number of platforms that comprise the main technical outputs of
es the project, including Platforms for (i) IoT Data Acquisition, (ii) Ad-hoc Anomaly Detection, (iii)
e Interactive Visual Analytics and Decision Support Tools, and (iv) Mitigation and Counteraction that
ez will orchestrate, synchronise and implement the decisions taken by the various components.

s 3. Use Cases

69 The SerloT project’s outcomes will be evaluated in a number of significant use cases. These
70 include four main areas. The first one is Surveillance, where physical security in bus depots will be
7 monitored through the infrastructure of OASA which is the largest transport authority in Greece.
72 The second one involves Intelligent Transport Systems in Smart Cities, in particular in areas such as
73 collision avoidance, where we will demonstrate how SerloT can enhance the cybersecurity of such
7a  systems with infrastructures proveded by OASA, Austria-Tech (ATECH), and TECNALIA for vehicle
75 safety. The third use case will involve Flexible Manufacturing Systems (Industry 4.0), which will
7 monitor physical attacks to wireless sensor networks in Industry 4.0 with the help of DT/ T-Sys., for
7z situations related to automated warehouses where different attack vectors may be used for breaking or
7e jamming communication lines. The fourth use case will address Food Chains which require end-to-end
7 security through multiple communication channels, including device authentication, detection and
s avoidance of DDoS and replication attacks, and detection of functionality anomalies and disabling of
a1 10T devices. In the food chain, IoT devices may be critical to notify perishability of food items that use
=2 visually readable labels by IoT devices to trigger indicators for shop managers and customers, offering
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es “on board sensing and communications” for food. This Use Case will be supported by third parties.
s«  We take into account diverse, numerous and powerful cyber attacks.

o Thus the confrontation in SerloT of the physical world with issues of Cybersecurity, creates a rich
ss Opportunity to move forward from traditional work in this area that focuses on cryptography and the
ez management of cryptographic keys [71-74], or the security of software [75] and physical structures
es [76,77], to broad issues regarding security and system efficiency in the presence of cyberattacks to the
e integrated cyber and physical infrastructure.

9o 4. Secure Routing

01 One of the objectives of the project is to design, implement and test a secure network infrastructure
o2 for the IoT, based on Software Defined Networks (SDN) and a smart SDN-Controller with online
o3 cognitive security surveillance and reporting, and with the ability to establish and dynamically modify
s« paths to enhance security for IoT devices and end users, while offering a quasi-optimal level of
os quality of service (QoS) within the required security constraints. The online cognitive surveillance
96 and path management of the network is based on the CPN (Cognitive Packet Network) principle that
oz was discussed in [78] and detailed in [79]. CPNs routing level implementation and performance is
os presented in various papers such as [55,63]. CPN’s implementation as an overlay network is discussed
oo 1in [62], and its use as a software defined network (SDN) is discussed in [80].

100 The smart SDN network designated “SerloT CPN network” or SerCPN that we will develop in
11 the SerloT project, starts with some designs discussed in [62,80].

12 4.1. The SerCPN within the SerloT Project

103 SerCPN is a general secure, QoS aware and energy-aware network solution, suitable for use in
10s  Vvarious application contexts, and in particular for the IoT domain, such as:

108 1. Virtual network over operator’s backbone. Telecommunication companies are starting to offer
106 IoT solutions for their customers. The IoT network can be a separate part of the backbone
107 network, managed by the use of virtualization techniques. SerCPN will offer SerloT solutions to
108 ensure the security of many customers operating IoT networks.

109 2. Overlay over the public Internet. In this case leased links are not used, but instead the resources
110 of the public Internet will be used to create a virtual network [62] of IoT appliances. SerCPNs
111 dynamic and distributed approach will be useful for management of the network.

112 3. Local communication within the IoT network. Some IoT networks may be very large and
113 dynamic (e.g. vehicular networks). In such cases, the use of SDN and SerCPN [80] offer a way
114 forward for a number of security and QoS issues.

us Every node taking part in data exchange within SerCPN should be cryptographically verified,
us and communication should be secured. Therefore the PKI infrastructure will be implemented for
1z authorization of the parties exchanging information and encoding of transmitted data.

118 SerCPN should be easily scalable to thousands of edge nodes. To achieve this scalability without
1o loss of performance SerCPN should be decomposable into sub-networks, and coould use a distributed
120 controller architecture, also allowing for hierarchical network structures based on Software Defined
121 Networks (SDN) [81,82] and possible also distributed SDN [83] and hierarchical SDN [84].

122 4.2. Design goals

123 SerCPN utilises and extends the classic SDN approach. It has an architecture of separated data
12 and control planes, and uses the OpenFlow protocol for communication between them.
126 Decisions about the routes the packets move are made according to the following criteria, ordered

126 by priority:

127 1. Security and Safety. Data must be delivered in reliable way, minimizing the risk of being lost
128 (due to intended attack or accidental failure) or intercepted. This includes protection against
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120 hi-jacking the switches and the controller, and against attempts to feed the controller (or other
130 network components) with wrong information.
131 2. Quality of Service. An important criterion for choosing the paths for packet delivery are the
132 QoS parameters such as throughput, delay and jitter and this can be carried out using CPN as
133 well [85], possible using Composite Goal Functions (CGF) [85] that include both security, QoS
134 and possibly energy as indicated below. Indeed, SerCPN must be secure but its QoS must be
135 attractive to customers.
136 3. Energy usage. Energy usage will be taken into account when deciding about packet routes.
137 Using the known nodes characteristic of energy usage as a function of the load, the load of
138 switches will be adjusted to minimise energy usage, while traffic will be distributed on paths
130 with a view to minimizing the energy consumption per packet or per connection; this can be
140 achieved either by using a heuristic based on CPN [86] or by a computed optimization solution
141 as in [87]

12 5. Architecture of the SerCPN network

143 SerCPN’s components include:

144 1. SerCPN Forwarding Element (SFE),

145 2. SerCPN Controller(s),

146 3. SerloT Analytics Nodes will exploit data collected by SerCPN,

147 4. SerloT Honeypots will also attempt to attract attacks and inform SerCPN about the network
148 state.

149 SerCPN'’s Forwarding Element (SFE) is a basic component of the network. It is a Network

150 Forwarding Element (NFE, referred often imprecisely as SDN switch or SDN router) modified for
151 the needs of SerCPN. SFE performs normal NFE tasks - switching of SDN flows according to rules
12 sent from a controller with use of the OpenFlow protocol. In addition, SFE does the task related to
153 gathering security, QoS and energy usage data, which cannot be done by the SerloT controller alone.
15« SFE may have the client devices connected (edge node/edge SFE) or may be an intermediate node
155 This piece of open-source software we will extend to achieve required features and functionalities is
1 Open vSwitch (https:/ /www.openvswitch.org/)

157 The SerCPN controller (SerCon) will be based on an advanced, up-to-date, open-source SDN
1ss  controller. Consistent, modular and easy to extend internal architecture, along with required features —
10 ability to work in distributed mode — caused that we chose ONOS (https:/ /onosproject.org/) as the
160 basis for SerCon. Controllers in SerCPN will be distributed or at least mirrored (with ability to take
11 over tasks of disabled host), to avoid having single point of failure.

162 The aim of the SerloT Analytics module (SAM) is to provide evaluation of flows in the SerCPN
163 Dy statistical comparison with historical data. Flows having characteristics different than expected may
1ea  be blocked, or directed towards a Honeypot, or put under observation for a later decision. The number,
165 placement and interfaces of SAMs will be discussed with partners responsible for their implementation
16 in the project.

167 The SerloT Honeypot (SH) is a system which mimics the functions of certain devices; it is
16s  connected to SerCPN and analyzes the attacks that are conducted on itself. It can be taken over by an
160 attacker without any harm to other nodes of SerCPN. The number, placement and interfaces of SHs to
170 be discussed with partners responsible for their implementation in the project.

171 The Analytics and Honeypot modules will be developed in WP4 and WP5. Their interfaces will
172 be agreed between IITIS (responsible for WP3) and partners responsible for the specific work packages
173 and tasks that deal with these components of the SerloT project. Further details of the of analytics and
174 about honeypots are out of scope of this paper which focuses on the SerCPN architecture.
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‘ SerloT Controller(s) ]
Figure 1. An example of a basic SerCPN network (single domain)
s 5.1. Types of SFEs
176 Looking at use cases, which include both stationary and mobile nodes, with different requirements

177 (from simple messages to continuous video streaming), we can distinguish the following types of
17e  SerCPN Forwarding Elements:

179 1. Intermediate nodes, connected only to other SFEs; intermediate nodes are responsible of
180 forwarding packets according to rules sent by SerCon and of providing data to SerCon, by
161 direct communication or via SPs. Special case of intermediate node is border node, connected
162 with SFE belonging to another subnet.

183 2. Edge nodes; every edge node does the same tasks as the intermediate node; in addition it
184 contains a prevention module, doing simple checking of flows against predefined conditions;
185 edge nodes may be:

186 e stationary, having one or more cable or wireless connection,

187 e mobile, having one or more wireless connections; main characteristics of mobile node is
188 rapidly changing QoS and high probability of temporary connection losing.

189 Every edge SFE may be a:

190 o Full SerCPN node which has more than one physical communication channel, such as cable
101 or wireless for stationary SFEs; wireless channels only in case of mobile SFEs, usually cellular
102 and/or satellite. It may use several physical channels, e.g., GPRS/LTE and satellite, or GPRS to
103 different operators, with distinct SIM cards and transceivers,

108 e Limited SerCPN node which could be a lightweight mobile node, implementing SerloT features
105 (SPs, prevention), but connected with the core network only through a single Virtual Private
196 Network (VPN) connection, thus doing no routing. Optionally, the VPN can be dynamically
107 reconfigurable.

108 In the SerloT use cases, full mobile nodes will be installed in buses having high QoS demands (e.g., live
10 video surveillance, plus data from sensors). Changing the wireless interface when current connection
200 conditions are degraded will help to maintain the required QoS level. In the case of wearable sensors
+ or simple monitoring of temperature in a food delivery van, the capabilities of a limited node will be
= suffice, since such a node is smaller, lighter and less energy consuming.

2

o

2

o
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203 5.2. Hierarchical architecture of SerCPN

204 Due to required size of SerCPN, introduction of hierarchical architecture is necessary. The SerCPN
20 is divided into domains, called subnets. Every subnet constitutes autonomic SDN network, controlled
206 Dy First Level SerCon as shown in Figure 2. The First Level SerCon is responsible for the routing within
20z the subnet, thanks to data gathered from its SFEs. It will also be able to route packets to neighbouring
208 subnets (via the appropriate border node). In the case of flows having destinations outside their own
200 subnet and neighbouring subnets, routing requests will be sent to a Second Level controller.

210 Second (and higher) level SerCPN controllers will see the lower level subnet as a single meta-node.
au  They will be able to designate routing paths via meta-nodes that they control. Security and QoS
22 meta-data are gathered via lower level SerCons. The paths through subnets, found by higher level
23 SerCons are called meta-flows. The detailed path within a subnet is found by First Level SerCons.

214 A flat structure of domains is also possible in some cases for middle-scale networks. Details of
215 data exchange between SerCons connected in a flat structure will be further discussed and investigated
216 in future work.
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Figure 2. The Hierarchical Architecture of the SerCPN

217 6. Routing Criteria

218 In the case of a SDN based implementation for SerCPN, routing decisions are reflected by creating
210 appropriate rules for given flows. The routing decisions will be taken by an “oracle”, which is fed with
220 security, QoS and energy data, which will be stored in a Cognitive Security Memory (CM). As in CPN
21 [78][79] the “oracle” will be implemented using Random Neural Networks (RNN) [88][89] which will
222 specifically exploit a real-time learning algorithm such as Reinforcement Learning (RL). RNNs will be
222 placed in the controller plugin, and the CM data will be used in the RNN learning process. Let us note
224 that the RL based learning process of CPN not only exploits the ongoing measurement data, but it also
225 generates data such as the comparison between short or long-term history regarding measurements,
226 and the QoS, Energy or Security state of paths [85] that may be exploited by the analytics modules of
22z SerCPN.

220 CM data will belong to three groups, according to the criteria listed in 4.2. A detailed list of used
220 values, as well as their meaning for final evaluation of paths and intermediate nodes will be worked
230 out during the timeline of the project. We will evaluate the:
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231 1. Security (trust level) of devices connected to given edge SFE - likeliness of being the source or
232 destination of the attack.
233 2. Security (trust level) of the SFEs, both edge and intermediate — likeliness of the node being
238 attacked and disabled or intercepted.
235 3. Security (trust level) of particular flows — likeliness of being part of attack.
236 4. QoS parameters provided by particular paths.
237 5. Power consumption and energy usage of particular nodes for specific measured traffic values.
238 In all cases we will focus on, and obtain, quantitative metrics and evaluations, and these values
230 will be used for learning by the RNNs, and transferred for exploitation by the analytics modules of
220 SerloT.
241 Group 1 includes preventive actions. Simple verifications may include the verification of default

22 credentials, which are the biggest IoT threats due to devices having set default passwords, also the
23 fingerprinting the firmware version (with comparisons vis-a-vis of a database containing known
2as  vulnerabilities of particular firmware versions), and more advanced — automatic active penetration
a5 testing of connected devices (one time or periodic).

246 Group 2 actions depend on the details of the implementation of a given network. If all SFEs are
2e7  not administered by the same owner, actions similar to those regarding Group 1 should be used. In the
2es  Opposite case, when all nodes are under the administration of single unit, some similar actions, e.g.
200 pointing at the necessity of firmware upgrades, should be considered. In addition, we may use the
=0 availability rate of the nodes, independently of the reasons such as attacks or technical failure, as a
=1 way to modify the trust level of a node. More advanced methods can include the ability to learn the IP
22 addresses and ports used by IoT devices connected to a given edge node, and — after some time of
23 Observation (e.g. a week) — firewall rules can be set to block or report traffic that does not match the
25 known addresses or ports.

285 The widest group of security measures will be taken as part of Group 3, requiring an estimate of
26 the probability that a given flow is part of network attack. Some of the verifications that may be used
=7 include:

258 o Checking if the source or destination of the flow is on the public blacklist of IP addresses known
280 to be sources of attack.

260 o Checking if a DNS name appearing in a DNS request of a customer appliance is on the public
261 blacklist of domains known to be sources of attack.

262 o Introducing simple (lightweight) prevention without using statistics, e.g.:

Detection of very high bitrate (exceeding predefined threshold)

Detection of access to random IP addresses (IP scan)

Detection of non-standard use of protocols (ssh, DNS, NTP etc.)

Spam detection (e-mails sent from devices we don’t expect doing so, or in amounts

267 exceeding expected numbers)

N NN
o o o
o p oW
[ |

N
-3
o

|

2ee  We should also consider gathering information about whether a given node (SFE or client device) is
260 Often the aim of unsuccessful attacks. Such data may be useful for evaluating its trust level.

270 The next group, Group 4, considers criteria for routing decisions based on QoS parameters.
ann - Throughput of given links, delay and jitter, loss rates in case of wireless links should be measured and
2z forwarded to the CM.

273 Group 5 includes data on power consumption and energy usage. Since energy awareness is not a
z7a  of primary concern to WP3, we will not focus on this point but keep it in mind for further work.

275 Thus the factors listed in Group 1 through Group 4 will be used to create the CGF [85] for SerCPN
2re  Optimisation.

277 The data listed above are directly used by 1st level SerCon(s). Data gathered by the higher level

2 SerCon(s) will be meta-data describing the subnet as a whole. Its detailed content will be worked
20 out during the course of the project. Still, the higher level SerCon(s) will use the same concept of
220 RNNSs and CSMs, carrying out meta-routing decisions in the same manner and according to the same
ze1  principles.
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22 7. Implementation of data acquisition and routing decisions

283 The SerCPN Routing Engine (SRE) will be distributed in one or more SDN controllers as a plugin
zes module, using the RNNs to implement the decision oracles, enabling a semi-distributed way of taking
2es  decisions, but using the advantages of the semi-centralisation of the SDN architecture. Linking specific
2ss  RNNs to SFEs will reflect the physical network topology. The role of a single RNN will be to specify,
2e7  at the time of decision making, which output node should be used for a given SFE, regarding a flow
2ee having a given destination. Data will be gathered by the SRE in three ways:

289 1. Upon request from the controller,
290 2. As unsolicited (asynchronous) messages from SFE to controllers, and
201 3. In the form of Smart Packets (SPs).

202 Requests from controller may be implemented in OpenFlow or other standard protocols, e.g. SNMP.
203 The same applies to asynchronous messages from the SFEs.

200 The Cognitive Packet Network (CP) [55] uses Smart Packets (SPs) that travel from one node to
205 another towards their destination, gathering measured data that is provided by the nodes that are
206 Visited, and the data is returned to the source node that generated the SP in ACK (acknowledgement
207 packets) that use the inverse of the route that was effectively used by the SPs. Normally, the path of
208 the SPs is provided by the SFEs of the nodes visited by the SPs, and the path of ACKs is source routed
200 from the destination node back to the source. Thus in CPN [85] each of the nodes visited by a SP is
300 able to receive and copy from the corresponding ACK, the data that was collected by a SP on its path.
s1  Such nodes can then store and exploit the data that has been collected by each SP that visited the node.
302 On the other hand, in SerCPN, sending of SPs and routing over the network is controlled by the SREs,
303 each of which have a CDE.

308 SPs will be used for data which is not available otherwise, such as delay on the link or total delay
;s between two adjacent nodes including the delay inside nodes, and for data which can be sent by nodes
a6 directly (asynchronously or by request) but which are less urgent (e.g. energy usage). SPs aggregate
307 the data from many nodes on their path and send them back in a single ACK message, reducing the
s potential communication overhead. The use of SPs could be limited to first-level SerCons. Controllers
a0 Of higher level meta-networks could then use data provide by lower level controllers.

a0 7.1, Implementation of SPs

11 Introducing SPs into the SDN network requires extending of Open vSwitch implementation, as
a2 in [80], and is the main difference between SFE and a standard SDN switch. SPs do not exist in any
a3 standard protocol handled by Open vSwitch, so their implementation will be part of our work. SPs
sis  must be recognised and handled in an appropriate way, and sent by SFEs, which may be achieved
ais by standard OpenFlow commands. The node at the end of SP route sends an ACK back to the
as  corresponding controller, which may be carried out with standard OF commands. However, in every
a1z node that is visited, new data is added to the SP so that mechanisms to recognise SPs and handle them
a1 according to SerCPN requirements will be implemented.

a0 7.2. SRE: The SerCPN Routing Engine

320 The SRE will be implemented as an ONOS plugin, and will include the RNNs. The approach will
sz combine advantages of the centralised and distributed approaches. The SFEs have access to their own
sz share of data about the network, gathered in their CM for short-term real-time decision making. Some
23 of this data may be transformed into historical data that is shared remotely with the Analytical Engines
222 in the system, or with other SFEs. Thus a section of the SFE’'s CM may also store data regarding remote
a2s  parts of the network, perhaps on a longer-term basis. Decisions about routing in a particular SFEs are
:2¢ taken for each node by its own RNN. Thus, bad decision will not affect the whole network, but only
sz alocal part of network, surrounding the affected node which will temporarily provide sub-optimal
s2¢  routing decisions.


http://dx.doi.org/10.20944/preprints201808.0237.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 August 2018 d0i:10.20944/preprints201808.0237.v1

9of 14

320 Thus our approach is to enable a distributed architecture for SerCPN, with many domains and
330 controllers which may be organized either in a flat structure, or in a hierarchical structure, or both,
a1 operating at different areas and time scales.

332 A lightweight prevention module (LPM) will be implemented for SFE. It may be part (extension)
a3 of Open vSwitch or it may be a standalone Linux kernel module interfaced with OvS. Data from this
s3a - module may be sent to the controller directly or via SPs.

a5 7.3. Modelling studies

336 It is common practice while designing a communication network to use queueing network models
337 to provide a preliminary evaluation of the consequences of design choices and alternatives [90,91]. The
:3s  topology of the queueing network reflects the physical or logical structure of the real network and
330 the nodes of the network are modelled by service stations with queues corresponding to the packet
s buffers at nodes, waiting to be sent toward their destination. Service times correspond to the time
s needed to send a packet and are proportional to packet length, and will also incorporate any packet
sz processing time at the nodes. Such models help to evaluate the random part of the transmission delays
sa3  introduced by network traffic and congestion, in addition to the propagation delays. This evaluation
sas process will also be carried out during the design of SerCPN.

345 We will consider both discrete event simulation models and analytical queueing models that
sas Will reflect the specific features of this network. Simulation may be more detailed but it is more
sz time consuming, especially in the case of transient analysis where the simulation must be repeated
s thousands of times to obtain statistically credible distributions as a function of time. We may also
ss0 adapt existing and well documented simulation tools such as OMNeT++ [92] or ns-3 [93].

350 When analytical methods are considered, we see in particular the potential use of diffusion
51 approximation [94] where the stochastic process representing the queue size is replaced by diffusion
2 process, and its probability density function serves as an approximation of the queue length distribution.
s The features that are in favour of the diffusion approximation are:

354 o The diffusion model of a single server assumes general interarrival and service time distributions,
355 going beyond “Markov-exponential” models,

356 e Mathematical network models may have any topology, including a hierarchical topology, and
357 are scalable to any number of nodes,

358 o The results are obtained in form of queue length and waiting time distributions, that make
359 it easier to analyse the QoS of paths, e.g. jitter. An alternative method, the fluid -flow
360 approximation, which is frequently used for large topologies and transient analysis, delivers
361 only mean performance parameters and introduces larger errors but may also be considered,
362 o Easy separation (decomposability) of each node within a network model. Indeed, the interactions
363 among nodes are reduced to computation of the input flow parameters at each node [95],

364 o The model may include “classes” of packets that have distinct routing probabilities and distinct
365 characteristics (such as length and processing time at nodes, e.g., allowing to separate the
366 behaviour of smart packets (SPs) and dumb or payload data packets. For instance, a distinct
367 mathematical model may be used for SPs due to the “search” type behaviour that is imposed on
368 their routing schemes [21,96].

369 o Natural ease to analyse transient states based on the solution of diffusion equations,

370 o The transient model can be solved step-by-step, in small time intervals, with parameters specific
a1 to these intervals; any decision of smart SDN controller concerning the dynamic routing of
a2 packets, as well as changes in the flows due to attacks and control mechanisms, may be easily
373 reflected in time-dependent and state-dependent diffusion parameters and time-depended
374 routing probabilities in the equations that model the flows.

srs  In addition, numerical problems and development of software related to the solution of these large
e time-dependent models cn be efficiently handled [91,97]. Models of specific control aspects, such as
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a7 energy-aware routing, can also considered using classical Markov models and their extensions to
sz G-Networks [87,98].
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