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Abstract: Though Cyber Physical Systems (CPS) become very popular in last the decade,
dependability of CPS is still a critical issue and related survey is rare. We try to spell out the jigsaw
of technologies and figure out the technical trends of dependable self-managing CPS. This survey
first recalls the motivation and the similar concepts. By analyzing four generic architectures, we
summarize the common characteristics and related assurance technologies, and propose a more
generic environment-in-loop processing flow of CPS and a formal interaction flow between physical
space and cyber space. Further, the similarity between correctness and dependability is formally
analyzed and the new five research questions of dependable self-managing CPS are presented. Then
we review the critical technologies and related correctness verification & validation (V&V) methods,
the architectures for dependable self-managing CPS. Further, the detail dependability management
and V&V technologies are surveyed, which covers the areas of running-time fault management
methods and whole life cycle V&V technologies, maintenance and available tool sets. For holistic
CPS development, Modeling techniques and MDE (model driven engineering) based V&V methods
are analyzed in detail. Then we complete the jigsaw of technologies and figure out the missing part.
Further, we propose the technical challenges and the further direction. To our best knowledge, this
is the first comprehensive survey on dependable self-managing CPS development and evaluation.

Keywords: Cyber Physical Systems; Industry 4.0; MDE; Hardware and Software Co-design;
Lifetime Verification & Validation; Dependability; Correctness; Flexibility; Self-management; Self-
adapting; Self-healing;

1. Introduction

The primary motivation of developing an artificial assistant system is to increase the
productivity and to easy life. Various technologies have been created and developed, such as
computer, communication technology, control theory and mechanism, etc. With multidisciplinary
technologies being integrated, the complexity of the system increases exponentially. Moreover, these
fragmented technologies can hardly cooperate to form an organic system without a holistic theory.

In the context of Information Communications Technology (ICT), Internet of Things (IoT)
simplifies real world data sensing and collecting. Cloud system mines the connections within the
sensory data with big data analytics and the decision support system helps us explore the alternative
solutions. These technologies improve our understanding of the real world and increase our
productivity. However nowadays, all these activities occur in cyberspace independently, the system
can’t influence the real world directly. Human beings have to make the last decision and take the last
action to transform the physical world.

For control theory, a typical control system monitors the signals from the real world, and then
processes these signals with partial or ordinary differential equations (PDE or ODE). Feedback
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control is the common method widely applied to adjust system’s behavior in next period; and feed-
forward control may be applied to correct deviation and prevent errors. Compared to IoT, control
system reacts in real-time, but is in smaller scale. The weaker process unit strangles the analysis of
large quantities of signals/data, and perverts to apply of big data analytics. As a result, control system
seems “naiver” than IoT.

Due to their own shortages, none of IoT and control system can realize the primary vision. A
new system combining the advantages of two kind systems should be invented. It can sense and
analyze the data like IoT, and interact with the real physical world in real-time as a control system.
This motivation calls Cyber Physical System (CPS). It is a close-loop system, which can learn from
and interact with the physical world automatically, and finally adapt its behavior to new situations.
Take self-driving vehicles as an example, a car “watches” the road with radars, cameras and laser
sensors, etc. The embedded computer draws a picture of the current road based on these sensor data
and recognizes other objects such as other cars, passengers and obstacles. Then actions will be taken
according to the analysis results to avoid collision. Furthermore, a self-driving car can cooperate with
other cars through vehicle network, and connect the transportation data center for better decision
supporting to avoid accidents and road traffic congestions. Considering the bright prospect drawn
by CPS, some researchers regard it as a next revolution of technology which can rival the contribution
of the Internet [1].

CPS was first proposed by the American National Science Foundation (NFS) in 2006. It was
regarded as a practice of networking and information technology (NIT). One year later, the
President’s Council of Advisors on Science and Technology (PCAST) raised the CPS to ensure the
continued leadership of the USA and recommend putting CPS as a top research agenda. On the other
hand, from the view of industrial manufacturing, Germany government put forward Industry 4.0 to
promote the traditional industry to in 2012. Intelligent manufacture can fit the different requirements
of customized orders, i.e. various small orders for nonstandard production. EU (Horizon 2020, in
2013), Japan (CPS Task Force, in 2015), China (Made in China 2025, in 2015) published their own plan
on CPS/Industry 4.0. Though from different motives, CPS and Industry 4.0 try to achieve the same
goal [2]. From the view of smart manufacturing, Hyosung S. K et al. surveyed the approaches in
Germany, U.S., and Korea, which includes Industry 4.0, Smart Manufacturing, Smart Factory, CPS, IoT,
Smart Sensor, Big Data, Additive Manufacturing, and Hologram [3]. Based on the papers [4, 5], we list
most similar technical concepts. They are Wireless Sensor Actor/Actuator Networks (WSAN) [6], the
Fog (an extended concept of IoT that likes the cloud system, but built with embedded systems) [7],
Machine to Machine/Man (M2M) [8], System of System (SoS) [9], etc. In this paper, we use the term
“CPS” to denote such a kind of system.

1.1 Motivation and goal of this survey

According the statistic result of “web of science”, CPS has been widely applied in 271 fields,
which range from “computer science” to “sport science”. The top 10 research areas are illustrated in
Figure 1 and the publications in the decade years are shown in Figure 2. We analyze the papers on
“web of science”, “IEEE Xplore Digital Library”, and “ACM Digital Library “, and the statistic results are
shown in Table 1. Though many papers are published, few researchers comprehensively studied the
dependability of CPS. L.e. “web of science” includes 5187 papers with the keyword “cyber physical
systems” due 2017-6-22, but only 70 papers are returned with keywords “dependability” and “cyber
physical systems”. To further review, only 36 papers explicitly include “dependability” in the keyword
section, and 48 papers of them discuss dependability in one or more section. Only one survey paper
is found, which is about the challenges of dependable CPS infrastructures [10]. Others just mention
the keyword “dependability” in text without further discussion. A similar conclusion can be made
according the survey on component-based CPS architecting since 2015 [11], only 9 of 1103 papers
relate to reliability, and 6 papers focus on maintainability.
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Figure 2 Statistic of published papers on web of science by year (due 2017-6-22)
Table 1. Paper statistic on CPS and dependability (due 2017-6-22)
Keywords Web of Science IEEE Xplore Digital Library ACM Digital Library
ber oh | 187 (T 5,317 (meta data only) 6,033 (full text)
T i m 7 ic
Cyber physical systems 5,187 (Topic) 1,371 (keywords?) 415 (keywords)
Dependability & T 72 (meta data only) 4,146 (full text)
. 70 (Topic
Cyber physical systems (Topic) 22 (keywords) 19 (keywords)
Reliability & Cyber 575 (meta data only) 2,552 (full text)
. 464 (Topic)
physical systems 69 (keywords) 33 (keywords)
Safety & Cyber . 554 (meta data only) 1,691 (full text)
. 539(Topic)
physical systems 91 (keywords) 63 (keywords)

1 keywords is “Author Keywords”. The search filed on “web of science” is topic, which includes title, abstract,
author keywords, keywords plus; “web of science” doesn’t support search within the field of “Author
Keywords”. The “meta data only” field on “IEEE Xplore Digital Library” includes the abstract, index terms, and
bibliographic citation data. The “full-text” field on “ACM Digital Library” includes the abstract, index terms,
text. The “Author Keywords” field means the keyword that Author listed in paper.

CPS can modify the real world, but cannot reverse the effects on physical space. It never
emphasizes too much the importance of dependability to a practical CPS, especially reliability and
safety. Otherwise CPS would not simply our life, but makes it tougher and more dangerous. A
comprehensive survey of dependability will guide the further CPS research.

This work tries to provide a detailed, comprehensive survey on dependable self-managing CPS
development and life cycle evaluation. The challenges and preconditions are also analyzed for
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building a practical CPS. Some promising solutions are introduced for future research. CPS
development involves many requirements, in this survey, we mainly focus on correctness,
dependability and related characteristics that are unique in CPS.

In this paper, the three words “self-adapting”, “self-healing” and “self-management” will repeat
in many times. In addition, we use “self-adapting” to represent the ability of adapting the normal
functions to new context which mainly highlights the correctness. “Self-healing” mainly speaks for
the dependability, it is the ability of adapting the dependability management to new situations. “Self-

management” includes the both concepts of “self-adapting” and “self-healing”.

1.2 Literature Search rule

To cover as more papers as possible, we searched Web of Science, ACM Digital Library, IEEE
XPlore, Springer Digital Library, Elsevier Science Direct and Wiley Online Library. Most cited papers are
ESI papers. Both dependability management and CPS development are systematic engineering,
which needs a long-form introduction and analysis. Therefore, we prefer to cite the full paper rather
than the short paper. In addition, we prefer to cite the research on theory and practice rather than
system introduction and systemic solutions rather than the concepts if they share the same
topic/domain. ESI/SCI and highly cited papers are cited first. As there are several similar concepts to
the item “CPS”, the priority of items is shown as follow: “CPS”="Industry4.0” > "IoT/Fog computing”
>"M2M” >"S50S” >"WSN/WSAN" > "networked control system” > “embedded system” .

1.3 Structure of this survey

The rest of the paper is organized as follows: In section 2, we summarize four generic CPS
architectures, the common requirements/characteristics and the common methods for these
requirements. Furthermore, a more generic processing flow and a formal inter-processing flow of
CPS are proposed. Section 3 briefly introduces the dependability and figures out the similarity
between correctness and dependability with formal analysis. Then 5 new challenges of dependability
are proposed in this section. Section 4 reviews the critical technologies and related correctness V&V
methods, which includes the areas of self-adapting, real-time scheduling, observability and
traceability. Section 5 focuses on architectures of the dependable self-managing CPS. The
comprehensive methods for dependability management are introduced in Section 6, which include
both design period and run-time methods, and also the related management tool sets are introduced.
In Section 7, we make a special review on MDE based correctness and dependability development
solutions for self-managing CPS. Then the shortages of current modeling and MDE technologies are
analyzed in detail. In Section 8, we spell out the jigsaw of technologies and figure out the technical
trends of dependable self-managing CPS. A concept of all-in-one solution is proposed for future CPS
development. In section 9, some interesting features of CPS and issues beyond the technical area are
discussed; the solutions for 5 challenges which proposed in section 3 are concluded.

2. Generic CPS and the common features

Lots of definitions are given from different perceptive for CPS [4]. Here, we just select two
representative ones. One is proposed by CMU CPS group: “Cyber-Physical Systems (CPS) are
integrations of computation, networking, and physical processes” [12]. Another is defined by NIST:
“Cyber-Physical Systems or ‘smart’ systems are co-engineered interacting networks of physical and
computational components” [13]. All of these definitions inevitably involve networking, computing,
controlling, and interacting between cyber world and physical world.

CPS involves several basis technologies. Most of them have been investigated long time ago, like
real-time system, control theory, embedded system, sensor network, etc. But CPS still can’t work well
if we just assemble them together, because the problem space of CPS are far beyond the domain of
these technologies. To solve the problem, in the last decade, researchers have proposed lots of
approaches on architectures/frameworks for CPS. For example, from the perspective of architecture,
there are SOA (Service Oriented Architecture) based architecture [14-16], MAS (Multi-Agent System)
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[17-19], and other aspect oriented architectures like 5C architecture (5C stands for Connection,
Conversion, Cyber, Cognition and Configure) [20], etc. From perspective of the key technical features,
it contains self-management system, self-adaptive system [21], assembly-oriented architecture [22],
collaborative model [23], etc. From the logical structure of CPS, it involves centralized architectures
and decentralized architectures. Moreover there are also lots of explored technologies for building
CPS, e.g. precision timed infrastructure [24], temporal isolation [25], precision time protocol [26],
hierarchical scheduling, and various of modeling methods. Therefore, CPS has been applied in
different areas: e.g. smart manufacture [17,27-29], smart transportation [30], smart city [31], precision
agriculture [32], energy and power system [33], entertainment [34], etc. The further surveys on
application areas refer to papers [4,5,35-36]. The architectures/frameworks for self-managing CPS will
be discussed in detail in section 5.2.1.

2.1 Brief views of generic CPS architectures

One promising design of these architectures is the universal reference architecture, which is
shown in Figure 3. It is proposed by the CPS public working group of the National Institute of
Standards and Technology (NIST) in 2014 [13]. Considering the supporting from NIST, the reference
architecture will be a strong competitor to the standard of architecture for the commercial CPS. This
reference architecture focuses on decoupling CPS. From the vertical view, it introduces the CPS
processing stack, which includes the domains of IoT, control system, modeling and simulation,
business planning process (BPP) optimization, human machine interface (HMI), etc. From the
horizontal view, it lists the technical requirements that involve timing guaranteeing, standardization
and X-ability, etc. According to the reference architecture and the definition mentioned earlier, the
CPS involves physical process, sensors (networks), data analysis system (decision support system,
DSS) and actuators (networks). Meanwhile, even human beings can join the close-loop of processing
and be a subsystem of the CPS.
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Figure 3. NIST reference CPS architecture

There are lots of dimensions to classify CPS, i.e. one famous classification is the concept map
proposed by Lee’s group [12]. As the architecture strongly affects the dependability, here, we classify
CPS’s architectures into 4 categories based on the structure. 1) Centralized architecture, which
contains a global and unique DSS that analyzes the most of the events/information and generates all
the decisions. 2) Hierarchical architecture, which comprises of several DSS subsystems with different
power based on their position. 3) Decentralized system, contrary to centralized architecture, which
has no obvious core and most of the subsystems are equal in function. 4) Hybrid system, in some
sense, is an elaborate composition with three above architectures.
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Figure 4. Generic CPS architecture: (a) Centralized/hierarchical CPS; (b) Decentralized/Hybrid CPS

The generic centralized architecture of CPS can be abstracted as Figure 4 (a). The function of
sensors, DSS, and actuators are separated. Take the centralized CPS proposed in [37] as an example,
data are collected and transmitted to DSS with IoT, and then analyzed with big data analysis on the
cloud system (DSS servers). With the priori knowledge or the help of supervises, DSS makes decisions
and sends them to actuator network, then the target actuators selectivity respond to the commands
and take actions to transform the physical world. From the view of the maturity of technologies, the
centralized CPS is the most controllable and dependable system compared to other architectures.
However, the scalability of centralized CPS is limited because of the unavoidable communication
delay. Apart from the shortage in flexibility, the centralized CPS also suffers single point failure,
which decreases the availability, yet most CPS should provide 24/7 service.

Hierarchical CPS is one common solution to improve the scalability of centralized CPS. Just like
the political structure, the local DSS can analyze partial events and make the simple decision.
Meanwhile, it will send the fusion data to upper level DSS system, i.e. the graphical hierarchical CPS
architecture [38,39]. Similarly, if the information is not sufficient to make decisions at current level,
requests cascade up through the successive levels until to the top layer system. Compared with
centralized CPS, hierarchical CPS is a tradeoff between scalability and real-time processing. As a
result, local DSS should be smart enough to handle as many events as possible, and these processes
should perform automatically because it is difficult for supervisors to monitor and interfere low-level
subsystems. Meanwhile, the hierarchical architecture suffers more cascading failures. In addition,
local DSS is short-sighted. Relying on local decision excessively would be rash and unsafe. It needs
great wisdom and rich experience to make reasonable compromise on the functions and
dependability between different hierarchies.

Decentralized architecture is a widely researched scalable solution which is illustrated in Figure
4 (b) (without DSS), i.e. the multi-agent solution in [18]. The agents can negotiate with each other
based on predefined rules, and form a “team” to solve problems together, e.g. querying the data with
the highest degree of confidence, collaborating and feeding back the weight to optimize the rule. In
short, decentralized CPS is highly flexible but unpredictable and untraceable in structural variation.
Autonomic computing system (ACS) is the common concept to build a dependable decentralized
CPS, it integrates self-management/self-healing into the system. Yet self-healing introduces a self-
referential paradox, which will be discussed in section 3.3. Besides, the local cluster is also myopic
and unresponsive, because information diffusion is inefficient in decentralized systems.
Furthermore, the resource utilization in a decentralized CPS is lower than the centralized
architectures, because repetitive information should be recorded in each subsystem.

To overcome the drawbacks, hybrid CPS is orchestrated with these architectures at different
levels and in different granularities, which is illustrated in Figure 4 (b) (with DSS). The subsystem
may be a centralized/hierarchical system, i.e. connected vehicles; or maybe a decentralized system if
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it is widely deployed [40]. Consequently, both centralized and decentralized structures exist in a
hybrid CPS. Hybrid CPS tries to balances the flexibility, scalability and performance against the
controllability, integrity and intelligence. In addition, it is also a good solution to integrate and extend
the legacy system. However, hybrid CPS also introduces great challenges on dependability, the
physical topology and logical topology are so complex and changeable that all current dependability
management technologies fail to analyze or manage their dynamic behaviors. Therefore, a hybrid
CPS with bad design suffers all the failures that may occur in other architectures.

2.2 Common characteristics of CPS

With the development of ICT and integrated manufacturing technology, to improve
productivity, flexibility and sustainability, CPS is adopted in wider domains and more complex
environment [4,36,41]. It introduces various requirements into the system. Lots of researches
discussed the requirements/indexes of CPS [4,41-44]. We summarize and classify these requirements
and the summary is shown in Figure 5.

Predictability & Self-adaptability &
Observability & Self-management &
Traceability Self-organization &
<~ Self-*
Cost & A P ] .
Energy efficiency \ | . Security & Privacy
-~ 7
Composability & N | / Robustness/
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< — — — -

Correctness

Figure 5. The requirements of CPS

As shown in Figure 5, CPS involves various requirements, such as performance, schedulability
and fairness, real-time and correctness, etc. The correctness requirements include functional
correctness and temporal correctness and some correctness enhancing requirements which are
composability, compositionality, self-* abilities. The maintainability-related requirements consist
of predictability, observability, traceability, maintainability, etc. The comprehensive requirements
are dependability, robustness, stability, security, sustainability, quality of service (QoS) and
lifetime, etc. In addition, the cost and scale related requirements contain cost/performance ratio,
energy efficiency, scalability and flexibility, etc. Moreover, there are still abundant detail
requirements for each level and each capacity of CPS. Due to space limitations, we don’t list one by
one.

These requirements put forward a huge challenge on CPS engineering and requirements V&V.
The design of CPS is an art of compromise. Tradeoff among these requirements is a multi-objective
optimization problem, which is an NP-hard. To make things even worse, these requirements have
nonlinear relationships and form a complex effect network with each other. One tiny change on this
network can lead to big effects on the whole system, which is famously known as the butterfly effect.
Therefore, it is almost impossible to find the best solution that fits for all requirements. Helplessly,
we have to search for a suboptimal solution with few defects on each requirement. What's more, we
should design a system that can solve the multi-objective optimization problem automatically by
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taking into account the run-time context at the same time. To simplify, we will mainly focus on
dependability and its sub-properties, the correctness and its” related requirements in this survey.

It's no doubt that correctness is the precondition for all other requirements, in return other
requirements have complex positive and negative effects on correctness. E.g. the efforts for high
flexibility introduce complexity which is harmful to correctness, and the flexible functions also make
the correctness validation extremely complex. Dependability, especially the reliability, improves the
correctness mostly. Because reliability mechanisms can keep the system perform normally even faults
occur. However, fault-tolerate communication protocols also introduce time-varying delay which is
harmful to time critical applications. Correctness V&V is not only about checking the consistency of
static constraints, but also the dynamic behaviors in random cases, especially in the worst case. The
correctness includes many sub-properties, such as the correctness of functional logic and data types
and interfaces, the semantic fitness of context, real-time, timing, etc. And the temporal issues become
especially critical in CPS [45], reproducing the timing behavior sequence is a necessary condition for
causal inference for building smart CPS. The correctness V&V of CPS is still an open issue and it will
be further discussed in section 4.

Due to the increasing complexity, the methodology of divide and conquer becomes less and less
efficient. As system contains massive subsystems, the divisions between holistic behavior and
individual behavior become larger. E.g. the parasitic effects in large scale integrated circuit design, the
electromagnetic interference between electric components, etc. This phenomenon is a famous problem
discussed in holism and reductionism. To the best of our knowledge, there is no efficient method and
tool to well understand and handle the complexity at the synthesis level.

On current popular solution to solve the challenge of complexity are improving the self-
adaptability/self-management of the system. The goal of self-adapting/self-management is to
manage the system dynamically and automatically [46], and the concept of self-learning [47] goes
even further. The survey [48] detailed the challenges of self-adaptation in dynamic environments
from the view of dynamic optimization problems. To enable these self-abilities will inevitably
introduce additional complexity, which sounds like using one complexity to deal with another
complexity. For further understanding, we refer the reader to the surveys [17,46, 48].

Another solution to handle the complexity is improving the composability and
compositionality (C&C) of components [4, 49-50]. Composability comes from the philosophy of
reductionism, and on the contrary, compositionality is from of holism. As a kind of SoS, improving
C&Cis one best solution for CPS design. C&C has been mainly researched in the area of model driven
engineering/development (MDE, MDD), which is very popular in MDE based CPS development and
maintenance. Composability and compositionality are two positive premises for the self-organization
system. A system with a good capability of C&C can be reorganized and reconstructed more easily
and the new system contains higher correctness. Sztipanovits et al. aimed at the challenges of cross-
domain heterogeneous interactions among physical and computational/networking domains, and
presented a theory of composition to improve stability [51]. Nuzzo P. et al. adopt contracts based
components specification and abstraction and provided a formal supporting for CPS design [52]. Paul A.
et al. proposed a general formal framework for architecture composability based on an associative,
commutative and idempotent architecture composition operator [53]. Sanjit A.S presented a formal
methodology and a theoretical verification and synthesis framework that integrates inductive learning
with deductive reasoning [54]. Stavros T. detailed the key principles of compositionality focusing on
interface design for MDD [55]. A compositional specification theory for components reasoning is
proposed in [56], this specification theory uses synchronistic input and output (I/O) actions to abstract
the temporal ordering of behavior.

Dependability and correctness are highly interrelated and mutually reinforcing. We will detail
analysis the challenges, causes and related methods of dependability in section 3 and 6. Here we
focus on the common structural characteristics related to dependability.

Hybrid structures: As mentioned earlier, hybrid CPS is highly scalable and flexible, and it has
also a good ability of (legacy) system integration. For this reason, on one hand, CPS modeling, design
should take into account the hybrid structures. On the other hand, physical world is normally
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modeled as a continuous system; meanwhile the cyber space, especially the digital (processing and
computing) systems are discrete. The combination and cooperation between the continuous model
and discrete model should be deeply investigated. Moreover, we should rethink the
multidisciplinary features of CPS. The complex structures and theories of hybrid CPS lead
dependability analysis and guarantee to a big challenge.

Heterogeneous components: No single technology can solve all problems. To build a large scale
SoS for different situations, various types of components with different technical standards should
be integrated into CPS, i.e. IEEE 802.11 (Wi-Fi), IEEE 802.15.1 (Bluetooth) and IEEE 802.15.4 (ZigBee,
6LoWPAN) are integrated in IoT [57-58]. In addition, even one function may be implemented in
heterogeneous components for various reasons, e.g. saving energy with heterogeneous CPUs and
improving the reliability with redundant heterogeneous components. In some sense, heterogeneous
components and protocols can improve the dependability of the system. To MDE, heterogeneous
tools will be integrated into the simulation platform [59] and the platform should also be well
implemented and carefully verified to guarantee the correctness and dependability of the platform
itself.

Distributed networked: Distribution and parallelism are two features of the physical world. To
recreate the physical events and to interact with the physical world, distributed networked control
system is the first choice. Information transmission takes time in distributed systems, and clock
synchronization is the key methods to achieve consistent timestamp in distributed systems [45]. To
guarantee the timing of events, a new hardware and software must be invented for CPS to support
the global reference time [60] which is also called the Newtonian time. Guaranteeing the
dependability of a large distributed networked system (CPS) is still an open issue.

Large-scale & big data: The scale of CPS and data are growing rapidly. A large number of
sensors, computation and coordination nodes, cloud servers and actuators are connected in CPS.
These subsystems create vast amounts of data continuously, which include the physical events, the
status information about CPS itself, the control commands and the failure messages. Large-scale and
real-time big data processing challenge the performance of CPS and the privacy of data [61], but on
the other hand, the multi-domain big data is a good evidence for fault diagnosis to improve the
dependability of CPS.

Dynamic (inter-)operation: As mentioned earlier, the physical world is a continuous system
where the environment will affect the CPS continuously. All subsystems of CPS should be
synchronized and coordinated with each other, then interact with the physical world dynamically.
As a kind of subsystem, similarly, the dependability manager should monitor and heal the failed
subsystems continuously. Yet the changeable structures introduce a big challenge to dependability
management.

Human-in-the-loop: As CPS is assimilated into our daily lives more and more deeply, human-
in-the-loop CPS is a certain trend. Human becomes as an uncontrollable subsystem whose behavior
requires special consideration, e.g. lack of concentration, emotional behavior, unstable skills, etc. To
design such a system should take the human machine interface (HMI) and the model of human
behavior into account. Zoltan R. et al. summarized the current theories and practices on interaction
between human and system, then proposed the research challenges of HMI in [62]. And a concept of
human service capability description model is presented in [63]. Azfar K. et al. discussed the different
safety approaches for heavy payload robots, highlighted the technology limits and real-time issues in
human robot collaboration CPS. A generalized guideline is proposed with a case of human and robot
interaction in industry [64]. Research on the dependability of human-in-the-loop CPS is difficult but
an emergent issue.

2.3 Generic processing flow of CPS

According to the general definitions [3,4], the participators of the CPS are sensors, actuators,
computing system (data analysis and decision support system), and commutation network among
them, and some definitions may include the human beings. Most of researches ignore the physical
system, which is the protagonist of physical space, or just mention it as the physical space/world
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without further discussion. The main purpose of the CPS is to interact with the physical world,
without the physical processing, the system is incomplete, especially for models. To build a
dependable CPS, we should not only consider the functions from cyber perspective, but also the
physical effect on cyber devices, and even the effect on the human being. Imagine that a man drives
a car in terrible cold weather: for the driver, the low temperature will reduce his reaction reflex. For
the car, the low temperature will reduce the friction of tire, weak the strength of materials, and even
frozen the lubricant. It is no doubt that the car behaves abnormally. Moreover, in the case that the car
moves downhill, the brake pads will be heated because of friction and the braking effect will become
weaker. As a result, the braking distance will increase significantly.

From this point of view, we raise the position of physical space and propose a generic processing
flow of environment in-the-loop CPS as shown in Figure 6. The cyber system core, which is the
common concept of CPS, consists of sensors (network), actuators (network), networks and DSS. The
physical system includes the entities of sensor and actuator devices, the human beings and the
physical environment around them. We don’t refer the DSS to physical space because DSS is
deployed in the data center. It is in an ideal artificial environment, which is barely affected by the
physical/natural world. In this flow, the blue arrows represent the common data processing flows in
general CPS. We add yellow arrows to show the effects of the physical environment on the human and
the devices. And the green arrows represent the status information of infrastructures, e.g. sensor,
actuator and network, which is very important to dependability management. There are two roles of
human being, one is the CPS manager (yellow) and another is the participator (blue) who joins the
CPS direct as a subsystem. These two kinds of human can communicate with each other through
extra channels like telephone, Internet, etc.
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Figure 6. The generic processing flow of environment-in-loop CPS
The formal interaction flow between cyber space and physical space is illustrated in Figure 7.
s.(t) and s » (¢) are the statuses of cyber space and physical space at time ¢ respectively. S, (¢)
and s, (t) are the observed statuses of cyber space and physical space respectively, where
s'(t)cs.(t) and SZ(Z‘) (- Sp(l‘) . The inputs for DSS are s:,"(t—j,-n,t);S: (t—1i,---,1) .
{D.(c,t)} and {D,(e,t,p)} are the decision for cyber space and physical space. @As, and

@ASP represent the adjusted statuses of cyber space and physical space respectively.

+1
@(L J,()dt +c) is the inertia effect of the physical phenomenon. The physical status s, (¢ +1)

at time 7+1 is affected by cyber space, the inertia effect and the other entities like neighbor nodes,
human being and natural phenomenon, etc.
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Figure 7. The formal interaction between cyber space and physical space

Notice that all the flow paths and processing policies changes dynamically. Following the self-
adaptation rules, the structure of CPS changes continually. Hence, to be dependable, CPS should not
only monitor the physical environment, but also collect the statuses programs and of devices. In some
sense, the information of device statuses is also one kind of physical information. Furthermore, the
DSS should take the effects of physical processes on devices into account during decision making.
And for human-in-the-loop CPS, DSS even should consider the intentions of human beings, interact
with human and reserve enough response time for human beings.

3. Dependability of self-managing CPS

Self-management (self-adapting) system has been widely researched [46, 65] for complex
applications. As a complex system, we believe the self-managing CPS will be the mainstream in the
future. With more and more self-adapting strategies are added into CPS, CPS become highly flexible
in function and structure. It improves the flexibility of CPS, but also makes the dependability analysis
and maintenance more difficult. Numerous researchers highlight the significant role the
dependability plays in a practical CPS [4-5, 10, 41-42, 64]. Correctness is the premise to CPS, and
dependability is the cornerstone to practical CPS. Researching the dependability of self-managing
CPS can improve the practicability, decrease the cost of development and maintenance, and
accelerate the industrialization of CPS.

Following autonomic computing, Harald et al. reviewed the self-healing approaches for large
scale information systems, discussed the relationship between self-adapting and self-healing, and
analyzed the properties of self-healing researches [66]. This survey can provide a significant reference
value for the cloud based DSS design. Yet it doesn’t take the temporal constraints into account which
is very important to CPS. This is also one reason why we make this survey.

In this section, we first recall the definition of dependability and discuss the issues of the self-
managing CPS, and formally analyze the relationship between dependability and correctness; then
we present five new challenges for the dependable self-managing CPS.

3.1 Quick review of dependability

Dependability is an integrating property and has been researched for a long time. It encompasses
three concepts: the threats consist of errors, faults and failures; the attributes include reliability—-R(t),
availability-A(t), safety-S(t), confidentiality, integrity, and maintainability—M(t); the means to
achieve the dependability contain fault prevention, fault tolerance, fault remove, fault forecasting.
And more detailed introduction on dependability and its threats and attributes are referred to [67].
The famous dependability tree is shown as Figure 8 and the failure processing flow is shown as Figure
9. Some researchers also regard the security as a sub-attribute of dependability. Due to the limited
space, we just discuss the dependability without security.
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Reliability is continuity of correct service with the quantitative index of mean time to failure
(MTTF = R(t) =t,), itis a directly temporal measure of the correctness of a service. Availability is
the readiness for correct service with the quantitative index of mean time between failure
(MTBF =t,), it is a percentage of the available time of the service. The maintainability is also a

temporal index to define the ability to undergo, modifications, and repairs, it is generally defined by
the mean time to repair (MTTR =M (t)=t,—t,). The relationship of reliability, availability and

maintainability can be formalized as A(T) = IOT A(t)dt /T =R(T)/ (R(T)+M(T))=t,/t,. Safety is

the ability to keep the system away from catastrophic consequences, yet we general quantify the
safety with the expected loss caused by failures. Confidentiality is defined as the absence of
unauthorized disclosure of information. Integrity is described as the absence of improper system
alterations.

Generally, to traditional systems, we just need to focus mainly on some partial attributes of
dependability, e.g. reliability to rocket and availability to web service. Yet, it is more serious to CPS.
As a large scale system, CPS needs good maintainability to locate the failed subsystems and recover
service quickly. For 24/7 service supporting, CPS needs high reliability, availability and
maintainability. Considering the critical application, CPS should be safety enough. To adapt to the
uncertain situations smartly, CPS should provide integral and consistent information for DSS.
Considering the large potential value of data, guaranteeing the confidentiality of information in the
CPSisnecessary. To develop a dependable self-managing CPS, we should take all these six attributes,
but not limited, into account.
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3.2 The relationship between correctness and dependability of self-managing CPS

Roughly speaking, the most policies of self-healing mainly work in a feedback-adjust pattern,
which is famous for detection-diagnose-recovery. This pattern can be abstracted as Figure 10. From
the perspective of structure, it can be classified into two classes. (a) The self-healing measures are
integrated deeply with normal function, the component will adjust its behavior for dependability
while executing, i.e. some dependable control mechanisms. (b) The self-healing measures and the
normal function are divided into two parts, in other words, dependability management and normal
function are processing independently in time and space, i.e. most dependability measures in
computer science area.

Feedback Feedback
. ComponenF Dependability Adjust behavior Normal
with self-healing manager component(s)
(a) (b)

Figure 10. The patterns of dependability enhancing based on feedback: (a) Internal self-healing in a
signal component; (b) External self-healing with the pattern of detection-diagnose-recovery

To self-adapt to a new context, the system should adjust its states or thresholds based on the
current feedback statuses. As a typical feedback pattern, the correctness at time ¢+ At can be
written as C(t+At) = f.(S, (1) ® ASY (A1), S, (1 + AD)) + [,(S,(1),S,(t + Ar)), it is a predicted value
based on the statuses S.(f) at time f. AS,(Af) is the statuses corrected by self-adaptation and
S; (t+ At) is the real statuses of the physical world at 7 + A¢ which is generally approximated with
a predicted value in practice. f, is a fitness function of the correctness (matching degree) between
the predicted statuses S (t+At) =S, (t)® AS‘(At) and the desired statuses S; (t+At). For an
ideal adaptation, Sc(t+At)=S;(t+At) . [ s the inertia effect of current statuses in new

situation which may have a negative effect on adaptation.
The dependability of the self-healing pattern (a) can be written as
R (t+A0) = £, (S (1) ® ASY (A1), S, (t+AD)* R, (1) + f,*R,(t) and the pattern (b) can be

formalized as R, (t+Ar)= f,(S*" (1) ® AS> (A1), S, (t+AD)*R, () + f,*R,(t) - R,(t) and
R () are the dependability of the normal component and the dependability of self-healing
component at time ¢ respectively. f,, is a fitness function that represents the dependability
measures. f is a reliability decay function which depends on the environment. And S:yb(t)

represents the actual status of devices/infrastructures (which are shown by the green arrows in Figure
6) and S:yb c S; , S b S, . Considering that Sjyb, S.. S:yb and S; are spatial/entity and

temporal dependent, self-healing decision making is an extremely complex and heavy stuff.
Self-adaptation tries to improve the correctness of the system and the self-healing focuses on

enhancing the dependability of the system. Both of them adjust the next-step actions of system based

on current observed statuses. Considering the similarity between the first subexpressions of

C(t+Ar) and R, (t+At),and as well as the domain S”” < S, self-healing can be regarded as a

common self-adapting service but dedicated to the system itself. In this context, dependability suffers
all the challenges of correctness and is even more critical, i.e. fault-tolerate real-time scheduling [68].
As Gabriel et al. claimed in [69]: “Self-adaptive systems tend to be reactive and myopic, adapting in
response to changes without anticipating what the subsequent adaptation needs will be”. This
drawback is extremely dangerous, especially for safety critical CPS, because self-healing would not
be triggered until a fault has been detected. Unfortunately, the healing actions will be too late to avoid
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failures in most cases. Considering the similarity between correctness and dependability to self-
managing CPS, we use C&D as the abbreviation in later chapters.

Theoretically, healing actions are impossible to keep pace with the changeable and unpredictable
real physical world. Fault prevention is an alternative solution, but it is difficult to forecast the correct
S, ,(t+At) and S; (¢ + Atr), because both the CPS and the real world are nonlinear, thinking about

the famous butterfly effect. What is worse, we cannot hold the assumption A7 — 0 because of the

cyb

non-negligible delay of network transmission. As a result, S; (1) may be quite different with
S; (t+ At) indeed. Meanwhile, the correctness/fitness of an action depends on the situation that the
system stands. The S, of system decays continually and the environment S; is volatile, the

dependability strategy AS®”(At) based on S’ () may not fit for S_,(t+At), i.e. some nodes

cyb
c

may have crashed in the time A¢ but AS”"(Af) takes effect only when all nodes work together.

Hence, the self-healing strategy should take all factors into account and consider several steps
ahead to reserve time for taking action. Yet such active self-healing introduces too much overhead
that it is impractical for embedded systems. This puts the self-healing in the difficult position. The

naive ideas to defuse the situation are 1) improve the reliability R (f) of subsystems, 2) improve

infrastructure to keep the assumption Ar — 0 (i.e. high speed real-time network). Another
direction is to find the invariance properties (symptoms) of components behavior that can tolerate
the large At . The prophetic strategies are alternative solutions, which are detailed in section 4.1
and in section 5.3.2.

3.3 The challenges of the dependable self-managing CPS

Though lots of researches on dependability have been done, developing a dependable complex
system is still an open research issue. Because 1) the cost-effectiveness of developing a highly reliable
system increases exponentially [70]. 2) The coverage of testing is an NP-hard problem [71] which
implies that no system can be completely correct. 3) The inconsistent conclusions caused by Byzantine
failures during communication. 4) The increasing complexity makes completely V&V impossible.
Despite the difficulties in engineering technologies, dependability is an unsolvable problem to the
Turing machine system because of halting problem [72], which is a famous paradox of Gddel's
incompleteness theorems in computability theory. In short, the halting problem shows that a
program can’t determinately finger out whether the program will halt (be failed) or not (correct) by
itself over Turing machines. Fault/status detection is such a decision problem, which implies that
fault detection is undecidable to close-loop Turing machine systems. Unfortunately, current
computing systems are Turing machine based and fault detection is the premise of other means of
dependability.

Dependability is tightly intertwined with correctness in self-managing CPS. In order to adapt to
the new situation perfectly, CPS will change its structure, which challenges the dependability
engineering and V&V. Because the structures of traditional systems are predesigned and are fixed or
rarely changed throughout the whole lifetime. Systems just adjust their behavior slightly, e.g.
selecting a new logical branch, i.e. the if-else pattern; updating the states of next operation, i.e. the

feedback control x(t+1)=Ax(t+1)+Bu(t) ; or renewing the threshold/reference value, i.e.

Kalman filtering based adjusting x(t+1) = zln: 0 W,x(¢—1). Systems barely change the topology of

the (physical/logical) components. Even the TMR (Triple Modular Redundancy) system just partially
achieves the goal. It decreases the connection degree between the majority gate and the modular from
three to two and then to one. But no one new modular, which is not predesigned, is appended to the
original system. No new (physical/logical) link (that is not predesigned) is created in the degraded
system.

Yet, to a self-managing CPS, the structure and even the architecture may change to adapt to the
new context [73], which means the link, the ports/interfaces for the new cooperator, and the matrix


http://dx.doi.org/10.20944/preprints201707.0044.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 July 2017 d0i:10.20944/preprints201707.0044.v1

15 of 57

of guard states may be absolutely different. Despite the traditional issues, the self-managing CPS still
faces five new big challenges:

RQ1: How to quantify continuously the dependability of each subsystem under different context,
especially in the unusual situation with sparse evidences? l.e. the reliability of subsystem § under

the context ¢, attime ¢ is p.(s|c/()),and ¢, attime ¢, is p,.(s]|c,(Z,)), how tomodel the
probability function during ¢, — ¢, as we can’t build a continuous model to describe ¢, —¢,?

RQ2: How to adapt the CPS’s behavior when a subsystem joins or quits and guarantee the
semantic consistency of correctness and dependability (C&D)? Le. imagine the scenario that adding
an intern to a complex project midway, the ability of the intern, the arrangement of tasks and the
communication. What’s more, the project manager can even be replaced.

RQ3: How to tradeoff between dependability and other requirements dynamically? le.
guaranteeing real-time performance in a degraded and energy critical CPS.

RQ4: How to make correct decisions for dependability management with incomplete,
inconsistent, inaccurate data and disordered events? E.g. data lost, message delay, event disorders
due to various reasons, such as the unpredictable network behavior caused by imprecise
synchronization.

RQ5: How to remove cumulative errors and continuously assure the dependability of the
program/subsystem that manages the dependability of the system (it is a self-reference problem
similar to the barber paradox, because the dependability manager is also a subsystem of CPS)?

The challenges of RQ1, RQ2 and RQ3 are about the knowledge expression and application of
dependability. The RQ4 and RQ5 challenges are a problem about the correctness and reliability of
dependability management.

4. Approaches on the correctness V&V of self-adapting CPS

As analyzed in section 3.2, to self-managing CPS, dependability and correctness share numerous
similarities. Compared with dependability, more researches have been done on correctness V&V of
self-adapting CPS. Studying the approaches on the correctness V&V can improve the research on
dependability V&V for dependable self-managing CPS.

A CPS with high correctness should behave properly in all situations. The proper behavior
means that the CPS should take the right actions at the right time in the right place. In this context,
taking right actions is performing the operations which fit the context best, the right time means at
the precise time, the right place means choosing the correct objects at an exact physical location. The
correctness issue in CPS is mainly introduced by the complex design to meet the complex
requirements and the volatile application environments. And the detail discussion between
complexity and correctness refer to the book [74] and paper [75].

Correctness is a compound requirement, which includes many sub-properties, such as interface
constraints, real-time, the static functional logic, the timing behavior, fitness of context, etc. To
guarantee the correctness of a CPS, we should validate every automatic constraint of each unit
component, the all compounded constraints of every composition constructed with those unit
components and the tradeoff among constraints in all cases.

The assurance of correctness is a traditional but still unsolved problem. Lots of testing and
formal methods have been proposed which involve from consistency verification [76] to dynamic
logic validation [77], and the targets include circuits, chips, network, software, systems and
requirements, etc. [76-79]. Sara et al. analyzed the need of multiple levels testing on CPS and made
the state-of-the-art survey on testing methods and conclude the challenges in CPS testing [80]. To
avoid duplication of efforts with other surveys, in this section, we focus on the correctness related
approaches on V&V of self-adaptability, real-time scheduling and timing. We discuss these
characteristics in three parts: 1) the state of art of related technologies, 2) the V&V on them, 3) a short
summary. Finally, the measures of traceability and observability are investigated for building the
trustable human centered CPS.

4.1 Self-adaptability and validation
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With the rapid increasing of complexity of applications, self-adaptive and context-aware become
very popular in recent years. Surveys [46, 65] are recommended to help readers can catch a quick
glimpse of relative self-adaptation methods in engineering. Self-adaptation strategies are also widely
explored for CPS. Pekka A. and Jouni M. introduced a middleware-based real-time SOA for CPS to
improve the reliability of CPS [14]. Zhang Y.F et al. proposed agent based framework and improved the
reconfigurability and responsiveness of the shopfloor with gray relational analysis and the hierarchy
conflict applied resolution method [19]. Compared with the biological adaptation of human brain,
Preden J. S. et al. highlighted situation self-awareness and attention for fog and mist computing. The
authors argued that CPS must be aware of its situation to perform the “correct” behavior that fits the
current situation best [81].

SOA based system [14-17] and multi-agent system (MAS) [18-19, 82] are the two mainstreaming
frameworks for self-adaptive systems. SOA framework is generally applied in centralized or
hierarchical CPS. The capabilities of every service are described with WSDL following the Resource
Description Framework Schema Specification (RDFSS) and represented the service with a UUID.
Other services or operators can query the target service based on the content of RDFSS and UUID. To
build large scale distributed CPS/IoT system, services may be packaged as Web resources [82].
Meanwhile MAS is popular for decentralized CPS, agents cooperate with each other and make
decisions based on elections or voting, or some similar statistical information. Paulo L. et al. analyzed
the state of art agent technologies in industrial CPS, proposed the design principles and analyzed
applicability of MAS across 11 emerging CPS aspects [17].

Currently, most effects on self-adaptation are based on rules [37], swarm intelligence [18] or
knowledge [83] or ontology [84]. With the improvement of big data analytics technologies, more and
more machine learning based self-adapting solutions are researched, these approaches are smarter,
and can adapt to various environments automatically. Most machine learning based approaches in
CPS aim at data analysis. E.g. Wang H.T. et al. predicted the influence changes of facilities over
dynamic vehicles with Bayes method and trajectory-based Markov chain model [85]. Chen Y.Y et al.
introduced and objects searching system for IoT with context-aware hidden Markov model and ontology
method [84]. Martin M. et al. compared the effect of deep learning and four multi-class classifiers
which include multiclass neural network, multiclass decision jungle, multiclass logistic regression and
multiclass decision forest on data processing in Industry 4.0 [86]. Some other researches focus on the
behavior monitor and control. E.g. Kush R.V. et al. redefined safety based on the terms of risk,
epistemic uncertainty and harm for statistical machine learning [87]. Alexander Maier presented an
appropriate passive online learning algorithm for cyber-physical production systems timed automaton
learning algorithm [88].

Yet these approaches need lots of training examples, and the overheads are too heavy to apply
them on tiny sensor and actuator nodes. What’s more, the connections between phenomenon and
effects are based on statistical results of the whole entities. Such connections are lack of
personalization, which may be unfit in some cases because CPS applications are location-aware and
object-aware. It still needs to learn on time series of historical behaviors for every subsystem.
Meanwhile, most self-adaptation actions are taken after the target phenomenon has been observed,
which implies that there is almost no time left, especially for critical system. Gabriel A.M. et al.
presented a proactive latency-aware, self-adaptation with the offline formal specifications of the
adaptation tactics, a stochastic behavior model of the environment and a runtime probabilistic model
checker [69]. Proactive adaptation should predict the context of system and environment in the future
then make the best decision for adapting actions. Unfortunately, forecasting the future is a harder
problem. As S.A Seshia et al. argued “the mainstream machine learning techniques of today do not
perform exact learning”[89]. To achieve dependable self-adaptation, causal analysis and reasoning
methods are needed urgently.

As the physical effect is hardly eliminated, the potential inaccuracies of machine learning [89]
are intolerable in critical situations. The correctness V&V of adaption policies is indispensable, but
compared with self-adaptation strategies, few researches of the V&V on self-adapting were published
and most of them just posed the emergent challenges of self-adaptation V&V [89-91]. Following the
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directions in [90-91], S.A Seshia et al. proposed a concept of trustworthy machine learning [89]. Ivan
T. et al. presented a blueprint process for V&V of decentralized, self-organizing cyber-physical
production systems which includes planning, engineering, commissioning, pre-operation, operation,
maintenance and optimization phases [92]. In the context of theory, Zoltan T. et al. discussed the
problem of verification based on factored Markov decision processes in a factored event-learning
framework [93]. Hence, we can make a conclusion based on those approaches that the contract based
or model based formal V&V is a promising method to guarantee the correctness of machine learning
based on self-adapting.

To non-machine-learning based adaption, Marcello M.B et al. formalized the semantics of the
adaptation logic of the component called OLIVE with constraint LTL over clocks (CLTLoc) and verified
the properties with SMT-solver. The results show that the upper bound of the temporal cost of the
correctness check. Further, the authors point out the need of ad hoc approaches to perform on-line
verification and discourage the use of general formalisms [94]. Marwa H et al. first built a high level
abstract model with event-B method and verified the correctness of self-adaptive systems with the
transformation rules of pattern entity, tagged value and connections [95]. Paolo A et al. provided a
formal rule based validation method for service-oriented applications. The authors validated the
behavior by scenario-based simulation [96]. Youngil K et al. introduced a vehicle-driver closed-loop
simulation method to verify the self-adaptation algorithm for integrated speed and steering control
with the CarSim and MATLAB/Simulink [97]. Therefore, simulation based validation is also an
alternative method.

Overall, self-adaptation is the technological trend of CPS, various measures of self-adaptivity
are widely researched in different domains, and even the environmental factors have been
considered. However, the V&V of self-adaptation is just at the beginning. Despite the complexity of
self-adaptation, modeling the effects of environment and the behaviors of human beings are the two
obstacles that must be overcome because they are the two most challenging parts.

4.2 V&V on real-time schedulability

Real-time is a traditional property of the critical application. The real-time scheduling methods
have been widely researched for a long time [98]. The scheduling in CPS is also the common
distributed real-time scheduling issues. Current researches focus on the scheduling with multi-
constraints. E.g. enerqy and temporal constraints [99], fault tolerance and temporal constraints [68],
security and temporal constraints [100], system and environment states and priority of tasks [101], etc.
Furthermore, a recommended method of multithreading multi-agent scheduling was proposed to
search the efficient and fast solution of complex problems in real-time featuring rapid dynamic
changes and uncertainty [98]. A period and deadline selection method was presented to improve
control performance [102]. A hybrid discrete particle swarm optimization-genetic algorithm was
proposed for multi-task scheduling problem in service oriented manufacturing systems [103].

Similarly, the problem of V&V on real-time scheduling has also been widely studied. E.g. worst-
case execution time (WCET) analysis [104], perceptions scheduling V&V [79]. A general model of
mixed-criticality recurrent real-time tasks was proposed, and the analysis model took WCET, relative
deadline, and period into account at two criticality levels [105]. A flexible model-based schedulability
analysis approach is introduced for hierarchical CPS, which can analysis the real-time attributes with
stochastic information through an extensive framework [106]. Qian Z. et al. proposed a time-
constrained aspect-oriented Petri Net for CPS modeling. Then a general scheduling analysis method
is presented by decomposing the model into four modules. Last, the schedulability of four modules
is analyzed separately [107]. Divisible schedulability method is very useful to large scale system.
Furthermore, a customized formal model is proposed to analysis the schedulability for event based
concurrent reactive systems. The authors first formally defined an event-based scheduling policy and
proposed a decentralized scheduling method, this method can automatically decompose the
scheduling policies into atomic scheduling policies and analysis those policies independently [108].

One key constraint to scheduling arithmetic is that the arithmetic should have low temporal and
space complexity. Whereas fast arithmetic generally is simple, but not smart enough to deal with the
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problem having massive constraints. Unfortunately, as mentioned in section 4.1, the self-adaptive
CPS is applied in the uncertain environment and suffers various constrains. Centralized scheduling
itself will be the bottleneck of performance and accuracy/correctness. Hierarchical scheduling and
decentralized scheduling will be the trend. To V&V, as CPS always consists of large amounts of
subsystems, decomposable methods can highly improve the performance of schedulability analysis,
especially for hierarchical scheduling and decentralized scheduling. Moreover, analyzing the
schedulability with abundant constraints will be meaningful for arithmetic optimization and
validation.

4.3 V&V on timing behavior

In order to be smart, we have to integrate the learning and reasoning methods into CPS. The
premise for learning and reasoning is reproducing the relationship of physical events in cyber space.
Guaranteeing the timing behavior is a necessary condition for building an intelligent CPS. Some
papers have raised the challenge of timing assurance [20, 45, 109]. Yet considering the deviation
between crystal oscillators in distributed nodes, the stochasticjitter of signals, the unpredictable delay
of communication, the value of inputs and the branch selected at run-time. It will be very difficult to
achieve the global reference time [60] in distributed CPS. In addition seamless integration and
interaction between cyber and physical space demand to deliver information of sensing, processing,
and control in correct order and in real-time. As timing has never been treated as a basic premise ago
[109], it needs to reconsider the role of timing to CPS. Researches already try to redesign the whole
system from hardware platforms [110] to operating system [111], from programming models [112] to
architectures [25], from time synchronization protocols [26] to communication standards [113-115].

Timing is a sensitive runtime constraint. To verify and validate the timing behavior, we need to
take all factors at different levels into account and build a comprehensive model, which includes the
sub-model of hardware behaviors, software behaviors, network behaviors and environment
actuations. To our best of knowledge, there are no such comprehensive models and modeling tools
now. All approaches on V&V just take partial factors into account. E.g. Cardoso J. et al. examined the
requirements of critical industrial application, proposed the temporal semantics for network
communication, evaluated the effects of network limitations on time-critical systems with model
based design and simulation [116]. A programming model called PTIDES is presented for distributed
real-time embedded systems design. It extends the programming abstractions with temporal
semantics [117]. In the context of model of computation (MoC), another two further works on PTIDES
is discussed in [118-119]. The key idea of PTIDES is to cover the oscillations of delay, it sets a strict
trigger condition and timestamp for event delivering and processing. In some sense, to
communication, timing assurance is a stability issue of network transmission delay. M.C.F. Donkers
et al. presented a modelling framework for discrete-time linear switched and parameter-varying
NCSs (network connected systems), and the factors of time-varying transmission intervals, time-
varying transmission delays, packet dropouts and communication constraints are considered in this
framework. The authors analyzed the stability of such NCSs with a stochastic computational
technique [120]. A methodology is presented to optimize timing behavior with a multi-objective
evolutionary optimization algorithm called NSGA II. The authors modeled the timing interfaces of
components with a timed-automata and verified the model with the UPPAAL based on computation
tree logic [121].

Timing is an important functional requirement, which should be treated seriously in CPS.
Considering the current process on timing research, the design of timing assurance infrastructures
should be accelerated to offer better supports for the large scale CPS. The phenomenon and the effect
of time-varying should be researched at all levels of CPS. As the jitter of timing is random, the
statistical probabilities of jitter must be explored for simulation based V&V. Considering the
significant amount of work, researchers and organizations should cooperate together to develop the
V&V toolset as soon as possible.

4.4 Observability and Traceability
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As CPS is too complex to be tested completely, improving the customers’ confidence of system
becomes a big challenge. It is meaningful to helping users notify the signs of abnormal behaviors and
take preventive actions to reduce losses. It is valuable to save the evidences and the scenarios of
failures for the maintainer. We need additional assistance measures to guarantee and to check the
correctness of the system in run-time. This issue calls for high observability solution for CPS.
Moreover, enhancing the traceability of CPS can improve efficiency and productivity, especially the
tracing of failures and changings.

Modern systems are packaged so well that like a blackbox. It becomes more and more difficult
to understand the behavior of the system and backtrack the history statuses based on limited
detectors. Observability has been systemically investigated in the control system area for a long time.
To CPS, observability researches mainly focus on the optimization and formal analysis. David
Lawrence et al. first introduced observability into CPS as a part of the verification process to ensure
reliability. To select the observation points efficiently, the authors built feedback model, recovery
model, compensation model and degradation model with extended finite state automata [122].
Dimitri L. presented a formal method with the partially observed petri nets for discrete event systems
and defined formal observation sequence. By computing the degree of confidence of past and future
states and events, the authors estimated diagnosability, detectability, and predictability [123].

Though big data implicates lots of information, mining the potential value of trivial data is
difficult, especially mining the comprehensive information involving multidisciplinary and
multidimensional concept. To overcome this drawback, we need to improve the traceability of CPS
to trace the changes of products, documents, requirements, specifications, bugs, system updating and
subcomponents [124] etc. Most researches on traceability are belong to the MDE (Model Driven
Engineering) domain. Kamal S. et al. introduced the definitions and techniques of traceability [124].
Stefan W. et al. investigated the traceability in requirements engineering and model-driven
development [125]. To determine if a given source code change impacts the design of the system,
Maen H. et al. presented an automatic approach that allows code-to-design traceability to be
consistently maintained the evolvement of source code [126]. A framework called iTrace was
proposed for the management and analysis of traceability information of different models in MDE
projects [127]. A general theoretical framework called TF4SM was proposed for developing
traceability solutions in small manufacturing companies [128].

Observability and traceability are a couple human-centered characteristics, which are useful to
human-in-loop CPS. Observability improves the correctness in fine grain statuses, while traceability
simplifies the management at a systemic level. Yet the increasing complexity decreases the
observability of the system. It becomes more and more difficult to understand the current behavior
of a system with limited detector. Higher level detectors are needed to show the comprehensive
statuses of subsystems. To achieve this goal, on one hand, we need to export the invariable systemic
properties; on the other hand, the detectors should be smart enough to make comprehensive
conclusions but show the result visually. CPS are multidisciplinary and cross-domain applications,
to easy the communication between the staffs with different backgrounds and to simply the
management, the whole life-cycle MDE based traceability solution is urgently needed.

4.5 Brief summary

Correctness is the first citizen requirement for all systems during all periods. In this section, we
focus on the rising characteristics in CPS and investigate the current solutions and V&V approaches
on self-adaptability, real-time scheduling, timing behavior assurance, observability and traceability.
Considering the changeable environment, it is impossible to validate the correctness of system in all
the cases. As multi-objective decision is an NP problem, CPS has to apply the decisions with low. To
guarantee the correctness of a CPS, traditional testing and validation measures are still useful,
especially for subsystem design and software development and testing. As Lee stated that “a CPS
theory is all about models” [129], MDE approaches on formal V&V and simulation based V&V will
be the mainstream to guarantee the correctness. In addition, as a kind of SoS, improving the C&C
abilities of subsystem can decrease the complexity of CPS remarkably, simply the V&V evidently
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and enhance the self-adaptation fundamentally. In addition, timing behavior assurance is a new
fundamental challenge to CPS architecture design.

5. Architecting dependable self-managing CPS

Considering the complexity of CPS, starting with a good design and developing with an efficient
tool is a wise choice. Good design can not only decrease the cost and risk of system development, but
also can improve the flexibility and ease the management (configuration, operation and maintenance)
of the system. In this section, we mainly focus on the current approaches on architectures/frameworks
of dependable self-managing CPS and the toolsets for CPS development. Finally, we make a short
conclusion of the qualities of good architectures/frameworks. Here, we use the term “architecture”
to represent “architecture or framework” in short.

Theoretically, the architecture defines the upper bound of dependability. To design a good
architecture, we should firstly analyze the requirements of dependable self-managing CPS. Despite
the requirements concluded in Figure 5, we should refine the requirements of dependability and self-
management. E.U. WARRIACH et al. [130] defined the “self-* properties” for self-management
system as a set of abilities which are self-healing, self-protection, self-awareness, self-organizing, self-
synchronization and self-configuration, and detailed both functional and nonfunctional requirements of
self-healing in smart environment applications. The authors also indicated the abilities of dependable
framework, which include monitoring, analysis, fault-detection, fault-prevention, fault-tolerance,
fault-healing, and fault-notification.

As discussed in section 2.1, the popular architectures are SOA based architecture, MAS, and
other aspect oriented architectures. Here, we analyze 97 approaches with self-* ability among more
than 300 papers. We select 20 (in 26 papers) real CPS architectures (not concept) and list the key
methods on C&D in those approaches in Table 2.

Table 2. Reaches on CPS architectures

Ref Arch Key Methods for correctness & dependability?
[14] SOA based Decouple, composite service; Hearffbeat, real-time FDIR, Fault tolerate
based on middleware;
fied A ion. Domain- ific Descripti h F 1
[15] SOA based Unified Abstraction, Domain-Speci ?c escription Schemas, Forma
Semantics;
Knowl -Dri i h i 1 i
[16] SOA based nowledge-Driven Service Orc .est'ratlon, Ontology based service
description;
Formal Contract for physical property, dynamic physical behavior,
[131] SOA based Act ToT physical property, cynamic payst v
hybrid system behavior;
[132] SOA based Proxy, Virtualization, Middleware, Ontology, Semantic
(ebbits) Knowledge, Rule base context recognition; Predictive maintenance
Self-Organizing & Self-Adaptive Models, Rules & Knowledge based
[19] MAS based ganmzing pPav _ nowieds
Reasoning, proof-of-concept; Exception Identification Model;
37] MSA + Data-driven self-organization, intelligent negotiation based on
cloud contract net protocol, Deadlock prevention;
[133] MSA + Soft real-time MSA, Hard real-time function blocks (holons);
holons Redundancy;
Virtualization, multilevel smart scheduling algorithms;
[134] Cloud based g ey , gagon
Redundancy, checkpoints;
Distribution middleware, Virtualized interrupt model, Spatial &
[135] Cloud based e , , - ) 1 , P , p '
temporal isolation based on partitioning; Fault isolation;
Virtualization, Task migration, Evolutionary algorithm for
[136] Cloud based i grat voHonaty agor

placement, WCET response time guarantee;

d0i:10.20944/preprints201707.0044.v1
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Software .

[58] ) Network-centered (SDN), Technology Standardization;
defined

[20,137] 5C Arch Decouple,5C, knowledg(.e bas'ed,' Prlognos.t.ics {.md health management,

Fault isolation & identification;

[18,138 Rainbow Architecture-based self-adaptation (ABSA), (Re)scheduling,

/139] Strategy based, Mutation rules robustness tests;

[21,27, DEECo DSL, Decouple, IRM, Knowledge, Deterministic semantics, Formal

140,141] analysis; Proactive reasoning, Reliable communication;

[83] Na? Standardization, Open-Knowledge-Driven, ontology;

[142] Na 8 steps comprehensive FDIR, Knowledge, Reasoning;

[143] Federation Component-based, Plug-in software, Plug-in runtime environment

Arch based on VM, Federation life-cycle management;
[144] Na Fault mode, Reconfiguration, Rule based diagnosis, Reasoning;
[145] EVM? EVM, Virtual Component, EVM DSL*, Formal design, multi-level &

multi-object scheduling

'The dependability methods are shown in italic; 2Na: no explicit introduction is provided; (EVM: Embedded
Virtual Machine. ‘DSL: Domain Specific Language.

Decoupling and abstraction are two common methods to tame the complexity in CPS.
Scheduling/migrating tasks among the decoupled components/services/agents are the main
technology to achieve the flexibility. The methods for self-adaptation that applied in these
architectures are smart scheduling algorithms based on rules, knowledge, strategies and evolvable design.
Standardization plays an important role in CPS services/subsystems orchestration, especially the
orchestration of heterogeneous subsystems. Most of these architectures focus on the functional
requirements of application and flexibility (self-adaptation). Formal model and
formal/mathematical analysis are the main approaches to guarantee the correctness formally.

Traditional methods are still the mainstream to achieve the dependability. Thanks to the abound
subsystems in CPS (especially the cloud based CPS and MAS based CPS), subsystem (agent,
component) level redundancy is a popular solution to improve the availability of the system. To
cloud based CPS, VM based resources isolation can simply the fault isolation approaches a lot. Rule
or knowledge based fault diagnosis and reasoning are one solution that may mostly fit the flexibility
requirement of CPS. As CPS is a holistic and organic system, comprehensive FDIR methods should
be applied at all levels and all subsystems of CPS to avoid the bottleneck of dependability.
Middleware also is an alternative solution to apply dependability measures on heterogeneous
subsystems and to provide consistent behavior.

Architecture-based self-adaptation (ABSA) is an advance concept to achieve high flexibility. It
can significantly expand the potential of adaptation, which is useful for overcoming the challenges
from RQ1 to RQ5. The multi-object scheduling algorithms that take the dependability into account
is a key solution to overcome the challenge of RQ3, such kinds of algorithms should consider the
multi-dimension and even multi-domain constraints and cooperate between cross-layers. Formal
methods are a way to quantify the dependability and semantic methods are a good choice to check
the fineness between architectures/decisions and contexts. Therefore, modeling with quantifiable
formal semantic is a potential solution to conquer the challenge of RQ1. Standardization is the
common solution to minimize the differences of behavior of heterogeneous subsystems, and it will
contribute to solving the RQ2 and RQ4. Middleware is a strong competitor to achieve ABSA and
Standardization. Rules, knowledge, strategies based methods (scheduling or decision) may improve
the accuracy of context adaptation, but the real performance depends on the achievement of RQ4.
Virtualization is a great solution to prevent the propagation of errors and achieve fault isolation.
However, VM based isolation is still to heave to sensors and actuators, and maybe container based
isolation is a better choice. Redundancy can improve the upper bound of dependability, but it should
be applied together with smart scheduling and decision making methods in self-managing CPS.
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Most of these architectures are networked, but only a few of them pay special attention on
network organization and network management. SDN may be a good solution to improve the
flexibility and dependability [146] of large scale CPS. Real-time assurance at architecture level is
mentioned a little in most proposals, especially the instability delay in the network communication.
The proposal in [136] introduced a kind WCET response time guaranteeing mechanism to manage
the volatile delay from resource armament and placement. To our best knowledge, architecture level
timing related method is still a concept. Precise time communication and time synchronization
should be considered at a systemic level. The effects of fault recovery should be researched, especially
the effects on real-time and timing behavior.

6. Dependable self-managing CPS engineering

Various dependability technologies are integrated for both CPS design and evaluation [147-149].
As the traditional methods for dependability has been widely surveyed, we just summarize these
methods and discuss the shortages of them for dependable CPS engineering briefly, readers can learn
further details from the reference surveys and books. In this section, we pay special attention on the
approaches of dependable self-managing CPS in detail, which includes the technologies for
dependable CPS development, the measures for dependability management in run-time, the
dependability V&V methods and other related methodologies. A brief summary is given at the end
of every topic. Considering the widely research on MDE, the MDE based dependability V&V
methods will be analyzed in section 7.

6.1 The traditional dependability means and V&V

Generally speaking, correctness is the basic precondition for dependability management, and
good dependability strategies can enhance the degree of correctness of systemic behavior and limit
the loss. Dependability has been researched for a long time and is well surveyed. The core
methodologies of these measures are temporal and spatial redundancy. Massimo T. et al. focused on
the fault detection, isolation, and recovery (FDIR) and reviewed FDIR strategies in detail for the space
systems engineering and summarized the experience and the lessons learned with a real case [150].
Z.W. Gao et al. concentrated on fault diagnosis and fault-tolerate and studied the real-time signal based
techniques in control domain, which includes the time-domain, frequency-domain and time-
frequency methods [151]. Focusing on hardware engineering, Sparsh M. et al. provided a
comprehensive survey of reliability techniques for microarchitecture design (such as processor
registers, cache and main memory, etc.) [152]. Thaha M. et al. surveyed the fault detection algorithms
in WSN and performed a qualitative comparison of the latest fault detection researches including
centralized, distributed and hybrid algorithms and analyzed the shortcomings, advantages of those
algorithms. From the data-centric perspective, the authors took 7 types of faults into account which
include offset fault, gain fault, stuck-at fault, out of bounds fault, spike faults, data loss faults and
aggregation/fusion error [153]. Samira C. et al. reviewed the fault tolerance methods at different WSN
levels and classified these methods into 4 categories: power management, flow management, data
management, and coverage/connectivity [154]. More detail and systemic introduction to
dependability/reliability engineering refer to the book [155-157]. It should be mentioned that all
introduced dependability management belongs to the active fault handling measures. In some cases,
“let it crash” is one best solution because fault management takes too much time and costs too much.

The traditional dependability V&V methods are surveyed in [155-162]. These methods include
Fault Tree Analysis (FTA) e.g. Event tree analysis (ETA), Component Fault Tree (CFT), Software Fault
Tree Analysis (SFTA), Fault Contribution Tree (FCT); Binary Decision Diagram (BDD), Availability
block diagram (ABD), Reliability block diagrams (RBD), Reliability Graphs; Failure Modes and Effects
Analysis (FMEA), Failure Modes Effects and Critical Analysis (FMECA), Software Common Cause
Failure Analysis (SCCFA); Hazard and Operability Analysis (HAZOP), Functional Hazard
Assessment (FHA), Risk Reduction Analysis (RRA), Cost-Benefit Analysis (CBA), Qualitative Criteria
Analysis (QCA); Markov chain analysis, Petri Net analysis; and Boolean SAT and its generalization:
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Satisfiability Modulo Theories (SMT), Bounded Model Checking (BMC) other Higher-order-Logic
based proving like HOL4, Isabelle/HOL; etc.

Another useful method to improve the dependability is the fault injection. As a measure for
testing, it can be applied to improve the correctness. According to the ways that faults injected, fault
injection can be classified as hardware-based (HWFI) [163], software-based (SWFI) [163,164], and
simulation-based (SMFI) [163, 165]. It needs to develop the real target system first to apply the HWFI
and SWEFI. Generally, it is too late and costs too much to consolidate the dependability for complex
system development. SMFI is integrated with MDE toolsets, but needs priori knowledge to model
the behavior of the target system (both hardware and software), especially the model of faults and
their effects. More detail introduction of fault injection is referred to [166].

As C&D are two comprehensive requirements, to reduce the cost and the risk, we should
consider them through the whole period of development, verify and validate them as early as
possible. In addition, this is also the key motivation of the famous V-model. The application of
traditional methods for C&D in different periods of V-model can be roughly summarized in Figure
11. The '+ means that the methods in previous period can also be applied in the current period. Le.
the fault injection can also be applied at the stage of integration.

Consistency analysis, Requirement ) s Operation +, Fault detection
FHA, HAZOP--- engineering Petri Net analysis, peratio isolation recovery

Markov analysis,

Contract analysis, +, Reorganization,

FMEA.FMECA --- System design SATSMT System testing Reconstruct
C&C analysis, Architecture HOL Integration +, Fault isolation,
RBD,FTA,FCT:-* design testing Redundancy

Constraint Analysis, . L . L
SMV, LTL-- Module design Unit testing Fault injection

R \ S A 7
\Auto code generation Coding / Auto testing & tuning /

:::::i - T T T T T *Both
*Correctness Correctness & Development Dependability *Dependability
methods Dependability V&V P management methods

Figure 11. Correctness and Dependability engineering and V&V

Reconfigure

Process y

Process _;> —l> Evaluation
model

Fault detection

Figure 12. The traditional FDIR schema

The traditional methods are mainly appropriate for the general-purpose computers, which are
well protected, or for the special applications that can tolerate high cost (like space application).
However, these assumptions could no longer be held strictly in CPS. CPS is a large scale system and
widely applied in various areas. It is cost-sensitive and exposed to an unpredictable environment.
These methods are still useful for the basic subsystem designing, but become less and less efficient in
protecting the CPS holistically. They just fit for the RQ1 challenge without context adaptation
requirements because mechanical measures can hardly adapt to the changeable requirements
smartly. Taking the FDIR as an example, the traditional schema is illustrated in Figure 12. Predefined
process model is the precondition to apply the traditional FDIR. Notice that predefined model also
implies the function and structure of the system are fixed. L.e. the dimension m and 7n of the
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watching matrix X, ., of a control system generally is fixed in run-time. Concisely, it's impossible

*n
to build a sophisticated model of an arbitrary changed structure. Considering the self-driving car as
another example, as the scenarios of transportation are infinite, the error source and the combination
of faults are also infinite, testing or fault injection for all these cases is a mission impossible.

Meanwhile, the traditional V&V methods are also not powerful enough to solve the RQ2
challenge. These methods are founded on the assumption of static structure and lack of dynamic
semantics [167] to evaluate the varied structures and behaviors. Le. the topology (the connection
between the elements) of a fault tree or a block diagram is static. FTA and RBD can model the stable
structure before or after the joining with two independent instances. However, FTA and RBD cannot
analyze the process when a new subsystem is joining the CPS. The complexity is also another
challenge to the V&V technologies, i.e. the state explosive problem to Markov, Petri Net based
analysis. The unpredictable environment is another insurmountable obstacle to both traditional and
the new V&V technologies. The unpredictable environment always means that we can’t model the
detail behaviors and test all possible cases.

Hence, smarter dependability management should be researched to adapt to the varied context
and more dynamic V&V methods should be invented for guaranteeing the dependability of the
dynamic structures and behaviors in CPS.

6.2 The run-time dependability management for self-healing CPS

There is no doubt about the important role that dependability plays in CPS application. Despite
the traditional methods, more and more researches try to improve the flexibility of the dependability
management methods in run-time. Run-time dependability management aims at the challenges of
RQ1 and RQ5. The survey on reliability aspect in section IV.B of the paper [35] can show us a
preliminary view of the current researches on dependability of CPS. Most of these approaches focus
on the adaptability of self-healing solutions or self-reconfiguration strategies.

In this section, we mainly focus on the modern methods of self-healing (self-adaptation has been
analyzed in section 3). Following the classification of the means to achieve dependability, our
investigation is organized into 3 parts: 1) fault tolerance, 2) fault prediction (forecasting) & prevention, 3)
maintenance. Because fault remove approaches belong to the field of V&V or testing, we will analyze
them in section 5.4.

6.2.1 Modern methods for fault tolerance

Fault tolerance is a key technology to improve the run-time dependability of systems. As there
are numerous similar subsystems (i.e. sensor nodes) in CPS, spatial redundancy mechanism can be
applied naturally at the subsystems level. Following the general process flow of fault tolerance, we
organize the investigation into 3 parts: fault detection/diagnosis, fault isolation, fault recovery/
tolerance.

1. Modern fault detection/diagnosis

Yang et al. [168] focused on the fault of context inconsistency and surveyed the
improvement techniques and the challenges of deploying dependable pervasive computing
systems from the fields of context management, fault detection, and uncertainty handling. The
authors classified the detection methods into 1) statistical analysis-based detection, 2) pattern
matching-based detection, 3) coverage criteria-based detection, 4) simulation based detection. Yet most
surveyed papers just detect the inconsistency between the function context and the environment,
but few of them detect the inconsistency between the dependability management context and
the status of system and environmental, which are closer to the concept of correctness.

From the academic view, knowledge-based fault diagnosis and fault-tolerate techniques are
surveyed, which including knowledge-based, and hybrid/active diagnosis. Furthermore, the

quantitative knowledge-based fault diagnosis can be further divided into 1) statistical-analysis
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data-driven fault diagnosis, 2) nonstatistical-analysis data-driven fault diagnosis, 3) joint data-driven
fault diagnosis. [169] According to this survey, we can figure out that feedback (backpropagation
to Al based algorithms) plays an important role in model training for fault diagnosis, and data
is the key to achieve the highest quality diagnosis result (training).

Knowledge-based fault diagnosis generally needs huge resources (CPU and memory),
which can be applied in the cloud system (DSS) but is not very suitable for sensors and actuators.
What's more, data driven diagnose is good at recognizing the abnormal (unexpected) behaviors,
but not the faults, which increases false alarms (False Positive rate).

To sensors and actuators, traditional fault detection/diagnosis methods are still the
mainstreaming solutions, E.g. heartbeat methods, WCET based detection, and
threshold/event/state based methods. Modern methods include: 1) Model based fault detection
[170-171], yet the flexibility is limited. 2) Probabilistic fault detection and isolation [172], which may
increase the rate of False Negative. 3) Cooperative fault detection [173], through exchanging
(checking) information between neighbors. 4) Distributed fault detection [174], based on the
statistical result of the neighbors’ data. 5) Machine learning based fault detection [175-177], these
methods are generally applied in the data center and based on the collected data.

In some sense, similar to WSN, the faults in CPS are local in the network. By taking
advantages of the abound subsystems, WSN can tolerate partial failure of subsystems and loss
of data [153]. Whereas CPS is location-aware and individual-sensitive, the data in each location
is unique and may be irreplaceable to decision making, using the approximate value from
neighbors will decrease the fitness of decision and increase the risk of failure. Statistical based,
time series based and multidimensional data validation are needed to build a comprehensive view
of the reliability (confidence) of data.

2. Modern fault isolation

As complementary to the traditional fault isolation methods, virtualization becomes a

popular technology to isolate faults at the subsystems level, because it can isolate the resource
and runtime environment for applications, which can prevent the fault propagation naturally.
As we all known that redundancy based on Virtual Machines (VM) is the main way to achieve
high availability in cloud system (DSS), and the sensors and actuators are naturally isolated by
separated hardware. A detail survey on middleware based isolation for sensor and network is
reviewed [178]. To CPS, virtualization can also be applied to improve the isolation of networks.
A virtual platform called Xebra is proposed to provide isolated communication for CPS [179].
Both node-level and network-level virtualization are surveyed for WSN, the authors classify the
network virtualization into 1) Virtual Network/Overlay-based Solutions, 2) Cluster-based solutions and
3) Hybrid Solution based Middleware or VM. [180]

3.  Fault recovery/tolerance

As there are numerous subsystems, redundancy at node level is a natural solution to
achieve fault tolerance in systematic CPS. Thanks to the virtualization technology, an advanced
2f+1 replication solution is designed to achieve the Byzantine fault-tolerate [181]. The effects
(robustness) of network topology (redundancy and structure) on connection (recovery) are
studied through the simulation of six kinds of topology [182]. Manuel R. et al. explored the role
that diversity plays in defending the faults and attacks through qualitative analysis, the result

shows that diversity can tolerate the common-mode failures but will introduce undetected
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failures [183]. To tradeoff between the cost and reliability, a formal specification of spatial and

temporal redundancy based reliability is proposed; a framework is designed to determine the

maximum reliability with a recursive formulation [184].

To design a fault tolerance CPS, spatial or temporal redundancy is the main solution. As all the
redundant components suffer the same environment, redundancy with isomorphic components
cannot tolerate such failures. Diversity design with heterogeneous components may be an alternative
solution because it can offer cross-validation. Notice that flexible, accurate and high efficient fault
detection/diagnosis methods will be the key to achieve dependable CPS. In addition another
important factor which should be taken into account is the time cost of fault diagnosis and recovery,
especially to the time critical CPS.

6.2.2 Modern methods for fault prediction and prevention

Fault prediction & prevention predict the faults based on symptoms or abnormal behaviors or
thresholds, then prevent the failure with proactive measures (i.e. replace the risky component) or
replace with safe actions or reject (freeze) the dangerous operation (i.e. reject to start an unsafe car).
A fault prevention framework is proposed, which consists of monitoring, fault-prediction, and
adaptation mechanisms [185]. To prevent selecting the unhealthy node as cluster heads, a fault-
prevention clustering protocol is designed, which includes failure prediction, cost evaluation, and
clustering optimization [186].

As fault prediction is the precondition to prevent failure, most researches focus on this field. To
evaluate the approaches of the battery power depletion prediction with received signal strength
indicator (RSSI), six general models are tested, and the result shows that the AR model has the best
performance [187]. The performance comparison of two fault prediction algorithms (multiple linear
regression, and artificial neural networks) on the remaining lifetime of battery-powered WSN node
is shown in [188], the results show positive improvement in power control and reliability and
availability. Based on AZOP and FMEA analysis, a simulation based multi-agent fault prediction
and diagnostic system is described in [189]. Further, the authors built a process-specific ontology to
describe the concepts of process, diagnostic ontology to express the knowledge from human
expertise and related operations. A prototype prediction based intelligent diagnostic system is
introduced in [190]. The prototype system integrates qualitative and quantitative process models,
operational experience with a real-time G2 expert system. Furthermore, the system extracts the
“cause-effect” rules and suggestions from the standard HAZOP analysis. The detail classification of
online failure prediction methods is shown as Figure 13 [191].

The result of fault prediction is generally expressed with a probability value whose domain is
[0,1], while the execution of prevention and recovery operation is binary {0,1} (do or do not).

Mapping from [0,1] to {0,1} isincautious and risky. Kush R.V. et al. introduced a set of measures

to guarantee the safety of machine learning, including inherently safe design, safety reserves, safe
fail, and procedural safeguards [87]. Proactive prevention may take unnecessary, even unsuitable,
operations which is not only wastes resources and increases the delay, but also may introduce new
errors to system, model based or knowledge based failure prediction & prevention may relax this issue by
causal inference. Furthermore, considering the real-time constraint and the complex environment
and human activity effects, current failure prediction methods are still not powerful enough. Long-
term and short-term failure prediction should be selectively implemented at different levels of CPS
according to the accessible data set size. Prophetic failure prediction should be researched urgently for
real-time, safety-critical CPS.
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Figure 13. A taxonomy for online failure prediction approaches

6.2.3 Modern methods for maintenance

With the increasing complexity of CPS, locating the failed nodes among the millions of
subsystems is a big challenge. It should be careful to recover or replace failed nodes to prevent to
introduce new errors. Consequently, maintenance is a key technology to prevent the decay of CPS.
Santiago R.Z et al. first reviewed the existing maintenance principles for linear complex systems
(LCS), then figured out the non-applicable, exportable and adaptation required principles for the CPS
by analyzing the similarities and differences between LCS and CPS [192]. According to the concept
of maintenance 4.0 in [193], modern maintenance are main about self-healing, especially failure
prediction. As most of these methods have been reviewed above, to avoid unnecessary duplication,
the maintenance here represents recovering the system from the failures that belong the ability of
self-healing, i.e. physically replacing a broken engine.

As an inference of the halting problem, it is impossible to develop a self-healing system, which
can diagnose all faults and recovery from all failures automatically, so the dependable self-managing
CPS still need some external assistances (maintenance). Two main directions to easy the maintenance
are summarized. One is simplifying failure identification and location. Improving the observability and
traceability of CPS is one way to achieve this goal. Another way is developing assistance program. A
condition and time based maintenance model and framework is proposed and domain knowledge based
decision making for maintenance is highlighted [194]. The Bayesian networks based assistance
programs for dependability, risk analysis and maintenance is reviewed [195]. Another is simplifying
repairing/replacing. The basic solution is designing the subsystem with high C&C so we can just
replace the old failure subsystem without any additional adjustment. The advance solution is
developing applications for the decision making for repairing. A linear programming-based model
is developed to optimize the repair priorities and a stochastic model is introduced to examine these
reparation policies [196].

6.2.4 Brief summary

To improve the run-time dependability of CPS, comprehensive fault management methods
should be integrated at different levels carefully and the side effects introduced by these methods
should be taken into account during the evaluation. According to the previous investigations above,
some common trends on runtime methods for dependable self-managing CPS are: 1) straightening
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the reliability of infrastructures (hardware, software and network) using the traditional methods (for
RQ1); 2) improving the availability of sensor (network) and (network) with subsystem redundancy
and reconstruction (for RQ1); 3) integrating the fault detection/diagnose methods (i.e. FDIR) on
sensor nodes and actuator nodes to block the propagation of errors and to limit the effect of failures
(for RQ1); 4) enhancing the fault isolation at subsystem/application level (i.e. virtualization
technology) (for RQ1); 5) using group intelligence (i.e. DFD, cooperative detection) to check each
other automatically (for RQ1 & RQ2); 6) applying data-driven methods (i.e. machine learning) on
DSS to predict faults (for RQ1 & RQ5); 7) building knowledge based methods (i.e. ontology) or
exporter system on all subsystems (both DSS and end-devices) to evaluate the prediction and then
taking reasonable actions based on the evaluation, and also knowledge based methods or exporter
system can be applied to predict the faults if no big data available (for RQ1 & RQ5).

Fault tolerance, fault prediction & prevention methods can improve the dependability of the
system, but also introduce new errors because they will increase the complexity. The risk of adding
complexity (self-healing) to handle complexity (normal function) is formally discussed in [197]. To
improve the performance of fault management at low cost, some advices are provided: 1) keeping
the fault management measures simple and verifiable; 2) taking the side effect of fault
management into account (e.g. time delay, resource budget etc.); 3) if recovery costs too much then
system can just notify the stakeholders (other subsystems and managers) and let it crash safely. The
issuers should be reminded: 1) the failure caused by wrong timing behavior and the prevention
methods should be taken seriously. 2) Environment effects are not considered in current researches. As
CPS is tightly integrated with physical processes, environment can affect the system directly which
may totally change the distribution and rate of faults. 3) Human effects are also not evaluated. With
the widely applying of CPS in daily life, human-in-loop CPS will be the trend and the unpredictable
and controllable human behavior will be the new source of errors.

6.3 The formal V&V for dependable self-managing CPS

Considering the side effect (complexity) introduced by self-management, compromise is
necessary. To tackle the challenge of RQ3, we need to evaluate the design of dependable self-
managing CPS. In this section, we just focus on the available formal V&V methods for dependability,
and MDE based methods will be detailed in section 6. To overcome the drawback of traditional V&V
methods, one way is enhancing the traditional methods with dynamic and temporal semantics.
Another is developing dedicated models with mathematical methods or with (new) high level
dynamic formal language (HLFL), and the other solution is simulation based V&V.

As a well-established and well-understood technique, FTA has various extensions for analyzing
dynamic behaviors such as Dynamic Fault Tree (DFT) [159-160] for capturing the sequence
dependent dynamic behavior with functional dependency gate and SPARE gate; Temporal Fault
Trees (TFT) [159-160] for modeling temporal requirements with temporal logic and Pandora TFT [160,
198]; Component fault trees (CFT) [159-160] for managing the complexity of modern systems by
hierarchical decomposition of systems, and Hybrid Fault Tree Automaton [199]; Repairable Fault
Trees [159] for analyzing the effect of repair policies, State event fault trees [160], etc. Petri net is
another popular formal method for CPS V&V. The Definition and an object-oriented Petri nets formal
modeling approach is proposed for High-Confidence CPS [200]. A GSPN model is built to analyze
the security and dependability of digital control systems in nuclear power plants [201]. A multi-level
directed acyclic graphs, interdependent coupled networks.

To quantify the impact of unavailability of SCADA system, a mathematical method which
combined with mean failure cost (MFC) metric and the classic availability formulation is proposed
[202]. A new set of solutions based on undirected graph is proposed to verify the topology verification
and locate the failure in Software Defined Networks (SDN) [203]. A dedicated symbolic model based
on a combination of existing notions of robustness is introduced designing robust CPS [204]. To
overcome the incomparable of the dual conjunctive scheme, a method is developed for verifying N-
inference diagnosability [205]. To evaluate the ability of withstanding and recovering from irresistible
catastrophic, Alexander A. G introduced the concept of resilience and present two classes of formal
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models, which are multi-level directed acyclic graphs and interdependent coupled networks [206].
To formalize and assess the reconfigurable CPS, Linas L et al. formally defined the dynamic system
architecture in Event-B, and verified the correctness based on derived model. To guarantees the
resilience of data processing, the authors transformed the Event-B model to the statistical UPPAAL
and evaluated the likelihood of resilience under different system parameters with a statistical model
checking [207]. To analyze the unpredictable and random components at times at different levels of
abstraction, higher-order logic (HOL) is used to model cyber-physical transportation systems
formally. Then the authors obtained a randomized model by adding appropriate random variables
and the probability or expectation of the system based on formally reasoning [208]. Taking TTA,
FlexRay, and TTCAN as examples, I. Saha et al. analyzed the three startup algorithms of time-
triggered architectures and presented specified formal models of faults for these architectures, then
proposed different verification approaches for the three startup algorithms [209].

Generally, simulation based analysis is integrated with these extended FTA to overcome the
complexity of the model. The analysis methods include Algebraic, Markov Chain, Petri Nets,
Bayesian network, Monte Carlo simulation [159]. To analyze the impacts of the cyber layer of
composite power systems; a multi-state Markov chain model is built; non-sequential Monte-Carlo
simulation is applied to evaluate the reliability and availability [210]. More simulation based V&V
will be introduced in section 6.

6.4 The related toolsets for CPS design and V&V

There are numerous existing toolsets for embedded system or control system development, yet
these toolsets are fragmented. Most of them are just professional at developing the subsystems of
CPS. Some of them are aspect specified, e.g. LabView for embedded instrument engineering, SCADE
for embedded control software development, Simulink for multi-domain dynamic systems design,
etc. Some are good at network design and simulation, e.g. Opennet, OMNET++, NS2, and NS3 etc.
Some are domain specified, e.g. Ardupilot for airplane engineering, AutoSar for vehicle engineering
etc. Though we have many choices for developing every subsystem of CPS, it is still unable to form
a holistic toolset for CPS development. The first reason is that developing CPS are beyond the original
ability of these tools. The second reason is the incompatible standardization (i.e. file type) and the
inconsistent description (i.e. data and message type), which barricaded the cooperation between
these tools. The third is the closed implementation, which limits the integration with other tools.

To build a holistic toolset for CPS, abundant researches have been done. From the perspective
of engineering, Robert H et al. [211] reviewed the existing tools and standards, component- and
model-based design flow, component programming and deployment practices, SOA engineering
methods and CPS, interoperability and information models, simulation and modeling for CPS. In
addition, the authors explained the supporting of a toolset to the integration of the virtual and
physical engineering with an industrial case study. The example case uses an engineering software
environment called vueOne, which is a toolset for Ford’s virtual engineering in Powertrain assembly.
Based on the concept of model driven architecture, a platform-based design environment called
METROII is proposed [212]. It integrates FSM and KPN, provides mapping between SystemC and
METROII, uses execution semantics in three phases to realize the model of computation (MoC).
Another tool based on SystemC is introduced as a virtual platform for MDD based dependable CPS
software design; the tool is prototypically integrated with Simulink as a part of AUTOSAR toolset
[213]. To integrate WSN to CPS, a simulation toolset for cyber-physical automation systems is
proposed. This toolset contains GILOO (the appended software module), COntiki OS JAva Simulator
(COQJA), a cross-level wireless sensor network simulator, and the LabVIEW system design software
[214]. To minimize or avoid future consequences and disruptions on the cyber physical production
systems (CPPS), a prototype knowledge-based tool is designed for digital factory. Furthermore, the
tool has been evaluated with both industrial and scientific stakeholders, the result shows it is useful
to help the stakeholders aware of their decision consequences in CPPS design activities [215]. Another
toolset called COMPASS is developed for safety-critical systems. It is a component-based modelling
and system-software co-engineering tool which is integrated with the core language called SLIM, the
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new symbolic model verifier (NuSMV), a probabilistic model checker called MRMC, the
requirements analysis tool (RAT) [216]. Compared with other modeling languages, SLIM, an
extension of the Architecture Analysis and Design Language (AADL), has a formal grammar, which
makes it possible to model and analysis the normal and error behavior formally with COMPASS. A
formal toolset is designed for the formal design and safety analysis of wheel brake system. It includes
a contract-based design tool for architecture modeling, a model-based safety analysis platform for
modeling the behavior at the leaves of architecture, and a model checker for verifying the model
[217]. Lots of researches work on this topic, due to the limited space, we will not introduce them one
by one.

According the analysis of current researches on CPS toolset development, two trends can be
found: 1) MDD/MDE based toolsets become the mainstream, and more detail survey on MDE will
be analyzed in section 6. 2) Integrating with several mature tools in different domains (at different
levels) are the main choice. Moreover, this choice also can be classified into two major types. One is
developing new coordinator/modular to extend or combine current tools. But it is difficult to keep
consistent semantics and behaviors between different tools, and the efficiency is low. Another is
designing a new modeling language and then transforming the unified model as an input of other
mature tools. The unified reference model always contains the richest information. However, some
detail has to be abandoned during the transforming because current tools can just describe part of
the unified reference model. Another challenge is the timing behavior, which is mentioned in section
3.3. Yet, few of current tools have taken the timing into account. Maybe a completely new tool should
be developed or a set of current tools should be redesigned to ensure the timing behavior.

6.5 Brief summary

As self-managing CPS is integrations of various technologies, many measures should be applied
during the whole life cycle of engineering to holistically guarantee the dependability. Diverse
measures are recommended to provide cross-validation, e.g. cross validate with model based
diagnosis and data-driven diagnosis, or even knowledge based diagnosis. Further, these measures
should be integrated organically to avoid the inconsistent in fault prediction and diagnose at different
levels, and to minimize the unexpected side effects, which needs great wisdom to achieve the balance.
MDE shows us a promising way to evaluate the dependability management measures in the early
development period.

7. MDE based V&V for dependable self-managing CPS

Though there are still some problems in project management, MDE has shown remarkable
advantages in developing complex software for industrial applications [218]. From perspective of
IoTPS (Internet of Things People and Services), the role of MDD plays in IoT development is
discussed and the quantified benefit is evaluated [132, 219]. To tame the complexity and to easy the
communication between teams from different background, we believe that MDE will be the
mainstream to develop the CPS. The generic life cycle of MDE based CPS development is illustrated
in Figure 14. To avoid going into infinite detail of molding and tool design, we just focus on the
technologies of MDE based V&V on this survey. MDE tries to solve Q1 to Q5 in design period. One
similar concept called model-based dependability assessment (MBDA) is introduced in [160].

Hundreds of modeling and simulation tools have been designed in both control area and
embedded system area. These tools or languages can be classified into five classes: 1) hardware
modeling, 2) architecture modeling/system-level modeling/software modeling, 3) network modeling and
simulation, 4) Logical theorem based provers, 5) generic modeling & simulation. Based on the surveys
[52,220-223] and our knowledge, part of popular tools/languages are exhibited in Table 3.
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Figure 14. MDE based CPS development (an AADL based view)

Table 3. Current modeling and simulation solutions for CPS

Tools/languages Modeling and simulation Tools!

Verilog, VHDL, SystemC/TLM and Analog-Mixed-Signal (AMS),
Property Specification Languages, Modelica, etc.

SysML, MARTE, AADL, Behavior Interaction Priority (BIP), Abrial’s
B, Event-B, Functional Mockup Interface (FMI), Statecharts, etc.

Network modeling & NS2, NS-3, OPNET, OMNeT++, QualNet, SWANS++, JiST/SWAN,
simulation ANSim, COQJA, GloMoSim, ATEMU, etc.

SMT, Temporal logic (LTL, CTL, TCTL, HRELTL, HTL, MTL), Hybrid
Automata, Timed Automata, State Machines, Esterel, etc.

Generic modeling & Matlab/Simulink, Ptolemy II, ArduPilt, AutoSar, SCADE, LibView,
simulation AtoM, Modelyze, OpenMETA, etc.

Hardware modeling

Architecture modeling

Logical theorem

! Due to the limitation of page space, some references of tools/languages are not included in this paper.

7.1 MDE based CPS approaches

MDE is regarded as a promising solution to tame the complexity and to simplify the process of
engineering. Following the trend, more and more researchers attempt to use MDE to facilitate CPS
development and V&V. In this section, we pay special attention on the modeling and analysis
technologies applied in MDE based CPS.
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According to the literature statistic on component-based CPS architecting [11], models are used
in 45 over 49 selected studies (detail analysis the paper); the common choice for modeling is applying
architecture description languages or component languages, such as, AADL, AUTOSAR, Simplex,
PRISMA, DEECo and Modelica, etc. Furthermore, the detail statistical analysis of the selected 49
papers is expanded on five subjects: contributions, lifecycle support, construction, extra-functional
properties support, domains and components lifecycle support.

Another similar survey on MDE based life cycle management of CPS is proposed [224]. Based
on the analysis of CPS’s evolution, the authors pointed out the trend of self-organizing and context
based CPS, the uncertainty issues in design and the challenges for CPS integration. Then the authors
introduced the recent researches on functional and architectural design, methods and tools for the
modeling and simulation, product lifecycle management, architecture and behavior paradigm.
Lastly, a generic MDE based workflow (design, modeling, simulation and integration) for self-
configuration agent-based Cyber Physical Production Systems (CPPSs) is discussed. The concepts of
condition monitoring, model prediction, failure prediction, and maintenance are presented with a
wind turbine case.

We select 23 relatively systemic researches from 221 related papers on MDE based CPS V&V
practices. The analysis of these papers is shown in Table 4. Multidisciplinary technologies are
integrated to support systemic analysis of different requirements. MDE is applied for various reasons.
Here, we analyze the MDE approaches from 4 dimensions: 1) the type of models, 2) the type of modeling
means, 3) the universality of model/research, 4) the engineering period that the approach belongs to. The main
topics and the key solutions of selected papers are also introduced. Moreover, the statistical analysis
of these literatures is shown in Figure 15. According to the Figure 15.d, currently, most researches
focus on the design V&V at the early period of engineering.

Table 4. Current approaches on MDE based CPS

Ref Cha! Topic Key solutions

Formal specification V&V on Event-B based
[95] D,D,GV Correctness V&V
formal model.

Proof-of-concepts with formal framework SCA-
[96] D,D,D,V  Correctness V&V

ASM.
[97] C&D,E, Simulation based Dedicated driver model, closed-loop simulation
D,V Correctness V&V based V&V

[208] P,EDR Unpredictable assumptions Formal modeling with HOL, randomized
Y & requirements V&V models for formally reasoning.

. . o Build adequate high-level abstraction with
Simulation & statistical

[225] C,F.GV ) SALMA, stochastic delays and errors are
model checking

considered.
Physical side Non- ) . )
. . Refined model with precise control and more
[226] CEM,R functional requirements . . .
) detailed simulation parameters.
modeling.
C&D,F, Introduce the MDE methodology with
[227] MDE process workflow . ) .
MW integrated models (Simulink+AADL).

) . Runtime assertion with debugging, framework
C&D,D, Debugging, run-time . . .

[228] i through predefined constraints with new
G,T assertion )

dedicated language.

Model transform between AADL (formally

C&D,H, Model-to-Model (M2M L L , . .
odel-to-Model ( ) validation) and Simulink (simulation with state

[229] ]
GV transformations

flow model).
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D,F,
[230]

M&D,V

D&P,H,
[231]

GV
[232] D,D,GV
[233] D,HG,V
[234] N,D,G,V
[235] D,ED,V
[236] P,EM,V
[237] D,D,GV

C&D,H,
[238]

GV
[239] D,EG,T

C&D&P,
[240] E&D,

M&D,W

C&D,
[241] F&E&H,

G&D2,V

D,D,D,
[242]

V&T

C&D&P,
[243] F&E&D,

GV

M2M transformations

Model (switch guard)
enhancing

Consistency assurance for
behavioral self-adaptation
Co-design of scheduling
and control

SDN development &
verification

Complexity management,

consistency checking.

Statistical Model Checking

Complexity management,
context-aware systems

verification

Tool for Non-functional
property checking

Distributed model-based
testing

modeling, co-simulation &
optimization (correctness,

reliability)

Integrated formal

modeling, joint-analysis

Simulation-based testing
and evaluation, tool
Integration

Distributed simulation
(MoC)
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Multitude of models in a variety of formalisms,
guarantee structural and semantic consistency.
A dedicated language for mode-switch guards
to enhance reasoning the uncertainty.
Invariants based adaptation with container
managed embedded UML state machine.
Mathematical formulation and analysis with 6-
tuple model for IWCN.

DSML based SDN constraints verification,
Model-Driven toolset with code generation.
Consistency analysis of conjunctive &
disjunctive, multi-model heterogeneous
verification.

Cross-Entropy method based Sampling, Monte-
Carlo method based rare events estimation.
Model context-aware system’s adaptive
behavior with formal semantics, verify based on
invariants.

SysML/MARTE, Modelica & Statistical Model
Checking integration with Functional Mock-up
Interface.

Modeling with UTA, using serialization service
and NTP Protocol to achieve A-testability (< 1
ms).

Co-simulation with a set of tools; integrating
continuous, time-discrete & event-discrete
models; real-time synchronized distributed
simulation.

Integrated model with 5 formal specifications
(global model, Interface, CS, Atomic Model,
Coupled Model)

Three-in-One simulators (Traffic, Network

Driving), integrated with interface coordinator.

Integration of Ptolemy II and HLA, use discrete
events, synchronous-reactive, synchronous

dataflow, process networks, continuous-time

! Characteristics: <model type, mean, universality, engineering period>; model type= <continuous(C), discrete (D),

possibility (P)>; mean = < equations (E), formal language (F), dedicated language/generic programming

language (D), hybrid (H) >; universality = <generic model/method (G), methodology (M), domain dedicated

model/method (D)>; engineering period= <system analysis/design/V&V (V), requirement analysis(R),

testing/debugging (T),development(D), whole life cycle (W)>; and all ‘N’ means the item cannot be inferred

from the paper or its related references. 2generic method but introduced with a dedicated case (model)

d0i:10.20944/preprints201707.0044.v1
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Figure 15. The literature statistic on MDE based CPS (the amount of selected paper is 23), a.
percentage of model type; b. percentage of modeling means; c. percentage of MDE research domain;
d. percentage of engineering period that the approach belongs to

7.2 MDE on dependable (self-management) CPS V&V

In short, fault diagnosis depends on the analysis on the causal relationship between symptom and
error source. The core idea of fault recovery is breaking or disabling the cause-effect connection by
removing the error source or preventing fault trigger events. So discovering the causality is the core
for dependability management. As an all-in-one solution, MDE can naturally provide a holistic view
of the causal relationship of the error in the system because the models in MDE are formed with the
internal logic and objects (possible error sources), the interfaces (available fault propagation paths) and
the interaction (the direction/causality of fault propagation) between components.

Yet, as mentioned at the beginning, few researches have published on the dependability of CPS.
In the section, we ease the restrictions of eligible papers to MDE based and model based dependability
V&V. A comprehensive survey on MDE of fault-tolerate (software) systems is presented [244], and
10 MDE approaches are analyzed from 13 characteristics. Yet this survey is dedicated to high
reliable/available component-based information and communication system, no MDE approach for
physical side is analyzed. Another detail survey on models based the root-cause analysis (RCA) is
proposed [245]; the authors introduced the models, the inference techniques and the theoretical
complexity of inference. Combined with the two surveys [244-245] and the analysis in section 6.1, we
can draw the workflow for MDE based dependable CPS V&V which is illustrated in Figure 16.
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Figure 16. Model integration workflow of MDE (Top-down design view in AADL)

For MDE based CPS dependability V&V, we need to generate the RCA models from the
reference models of MDE. In order to generate the RCA model automatically, the additional effects
should be taken. 1) Specializing the error behavior model: developers should sign all original sources of
errors and define the trigger conditions and the occurrence probability of each faults; and for the
safety-critical system evaluation, the consequence of failures should be given. 2) Embedding the
specialized error behavior model in computation integrated model: developers should bind the states and
variables between normal model and error model, define the connection of normal behavior and error
behavior. 3) Transforming the dependable system model to RCA models or simulation model, i.e.
transforming the hybrid AADL behavior model to petri net model. Then we can do dependability
V&V with the current RCA tools. As mentioned above, another alternative solution of step 3 is
generating executable model, and verifying dependability with simulation. The workflow of MDE based
V&V and model based V&V are illustrated in Figure 17. We reviewed both MDE based and model
based dependability V&V researches on CPS, which is shown in Table 5.

specialized .
error behavior Heangliend e
/ ——> RAC model
M2M transformin
Dependable & State based analysis
reference by simulation
model M2S generating Simulation
model
Simulation with
executable model
MDE based V&V Model based V&V

Figure 17. The role of model based V&V in MDE process

Table 5. Recent researches on MDE/model based dependable (self-management) CPS V&V

Ref Type! V&V?2 Key analysis technologies

[140] Sim SF, Rb Simulation and statistical analysis

[210] RCA R RBD, Markov Chain (MC), Monte-Carlo simulation
[216, 246] M2M CD,r NuSMYV, FTA, FMEA, HSIA, MC

[247] RCA R MC

[248] RCA R, A, ST Stochastic Petri Net

[249] M2M D Dependability domain ontology, FMEA

[250] RCA D MC, Stochastic Activity Network

[251] M2M CARDb BDD, BMC, FTA, FMEA

[252] M2M C,SF, probabilistic temporal logic language, MC



http://dx.doi.org/10.20944/preprints201707.0044.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 July 2017 d0i:10.20944/preprints201707.0044.v1

36 of 57
[253] M2S C,Rb,R, SC Simulation & calculation
[254] M2M R,A,M,SF Bayesian Belief Network
[255] Automata & LTL CR model-based diagnosis, contract checking
[256] M2S SF, Rs Simulation and statistical analysis

! RCA means analyzing the dependability with original dependable model (without transforming), M2M
means transforming reference model to RCA model, Sim means analyzing with original simulation model,
M2S means generating the simulation model from reference model; 2 Available items: Correctness (C),
Dependability (D),Reliability(R), Availability(A), Safety(SF), Sustainability(ST), Robustness(Rb),
Maintainability(M), Performance(P), Security(SC), Reusability (Rs)

7.3 Conclusion on CPS modeling

Model is the core of MDE methods, it limits the power of MDE based V&V. The control model
generally is abstracted at a low level with PDE/ODE equations, which is dedicated to a special case.
The lack of high level abstraction raises the complexity of V&V, increases the cost of analysis and
simulation, and also decreases the flexibility of the model. By contrast, high level abstraction (i.e.
UML model) is more generic but may miss details, and the discrete model is inappropriate for
describing the dynamic behavior. Furthermore, in some cases, only statistical probability is available
during the design cycle, no other accurate data/behavior can be referred to (i.e. the time when a fault
occurs). As a result, the probability (non-determined) model may be the only choice, and probability
is the nature method to describe the stochastic events in CPS.

The mathematical model can provide the quantitative analysis, but generally is one model for one
target system, and it can only analyze one property/index of the target system with one model, which
normally is applied in the domain specified model as highlighted in [226]. For CPS, building a set of
pure mathematical models is a heavy work. It is a skillful practice and requires deep understanding
of the internal mechanisms of system and physical phenomenon. Formal models can also provide
rigorous analysis and it is generally applied for correctness V&V. Similar to the mathematical model,
it is impossible to provide abstraction of CPS at all levels in different details with one formal model.
A set of formal models are required to describe the systemic CPS, i.e. [241]. Guaranteeing the
consistency of these models is a big challenge. Dedicated modeling language can fit the target case very
well, but is poor in universality. By contrast, generic programming language has great universality but
is clumsy. Both of the two languages convert the task of modeling to programming, and the
correctness of the model itself also should be verified carefully. Hybrid method is to take the
advantages of different methods and mix them together to build a CPS model. To overcome the
difficulties of interaction between methods (i.e. sharing the states and values), some interfaces and
operations should be defined.

7.4 Conclusion on MDE based CPS V&V

There are two types of V&V, one is static analysis and another is dynamic simulation. Static
analysis means the model is static during analysis, it checks the model based on the syntax,
constraints, rules or contracts, what should be mentioned that the analysis means itself may be
dynamic (i.e. statistical model checking). Most MDE based static analysis approaches transform the
meta-model (CPS model) to checking model or apply the checking methods on the meta-model. MDE
based dynamic simulation fallows the concept Models of Computation (MoC). It takes the model as
a program. By abstracting the objects in the real world, the researchers build a dynamic and
executable model or generate an executable model according the meta-model, then execute the model
and verify the detailed behavior of these objects.

Due to the complexity of CPS, it is almost impossible to analyze systematically the CPS’s
behavior in a proper detail with formal methods. Simulation based V&V is the alternative solution.
Roughly speaking, there are four main types of modeling & simulation solutions: 1) Mathematical
(numerical) simulation, i.e. control system simulation with Simulink; 2) Symbolic based simulation
(automated theorem proving), e.g. temporal logic, symbolic logic or automata; 3) Monte Carlo
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simulation (probability simulation), i.e. DFT analysis with Monte Carlo method; 4) Event-driven
simulation, i.e. network protocol simulation with NS-2. These four solutions have been well
investigated and widely applied in different disciplines at different levels, but they have not been
integrated organically.

For physical level simulation, i.e. simulating physical objects with physical laws: it is a cost efficient
way for hardware design, which may accelerate the development significantly. Building more
faithful model and developing the simulator (emulator) supporting more precise physical
parameters are the main research area for MDE on CPS, especially the effects of random events e.g.
[62, 226].

For strategies level simulation: it is a complimentary technique for formal analysis, and tries to
solve the problem which is difficult for quantitative calculation, e.g. the performance of random
events triggered scheduling, stochastic process, etc. guaranteeing/estimating the coverage of the
simulation is the main challenge.

For components’ interaction simulation: it analyzes the interaction behavior of components, e.g.
synchronization, communication, resource competition, etc. generally the structure of these
components is static. Behavior Interaction Priority (BIP) simulation and hardware-in-the-loop
simulation are two representative researches. As CPS has a dynamical architecture, modeling and
simulating the dynamical interaction among components is a challenging mission.

For multi-agents (nodes) simulation: current researches focus on the wired/wireless network
communication and cooperation amongst abundant nodes (agents), e.g. NS2 (network), cellular
automata (cooperation). Yet, normally, the nodes in the simulation are homogeneous. In addition, for
simplicity, other factors are ignored, i.e. the ideal physical environment (transmission radius of radio
is an ideal circle). As argued earlier, the physical environment has a strong influence on cyber space;
such assumptions will induct the simulation to generate a result with a little reference value for
dependable CPS V&V. Like physical level simulation, to build more refined communication
channel model and to develop a high fidelity simulation need to take into account more precise
physical parameters. Moreover developing a high performance distributed simulator with strict
time synchronization will improve the quality of simulation significantly.

For CPS detail behavior and effects simulation: this is the ultimate goal for simulation based CPS
V&V. As all factors at all levels can affect the behavior of CPS, comprehensive simulation is necessary
for adaptation strategies (correctness) decision evaluation (correctness), prophetic dependability
management (dependability), environment-in-loop evaluation (C&D), and human-in-loop evaluation
(C&D) etc.

7.5 Discussion on CPS modeling & simulation

There is no doubt that computer modeling & simulation has emerged as an indispensable
method for CPS research, but 1) what kind of model can faithfully reproduce the behaviors of CPS
and environment, discrete model or continuous model? 2) Can the selected model naturally
cooperates with other runtime technologies (i.e. data-driven machine learning)? The answer of the
first question may depend on philosophical view of the physical world and cyber world. Is the
physical world discrete or continuous? Do we live in a probabilistic or deterministic world? Here, we
do not want to go deep into the philosophical discussion. In fact, we just show some possible views,
which may improve the understanding of CPS and design better models and simulation tools.

Generally, in Newtonian space-time, physical process is believed to be continuous, and it is
modeled with algebraic equations or differential equations (e.g. ODEs, PDEs and DAEs etc.). Yet,
model electronic computers can’t process the continuous signal directly (generally, it should be
converted into digital signal with ADC first). What’s more, from the quantum space-time view, could
it be possible to analyze the physical process with discrete model without losing precision and real-
time? How to achieve a good balance between performance and fidelity? Is it possible to build a
grand unification model (hybrid model) to represent the processes of computing, communication,
actuations and physical effects with on-demand abstractions? Considering the limited perception of
the physical world and the cyber space, are formal methods flexible enough to demonstrate the
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complex stochastic behavior of CPS? If not, is the probability method a better solution? An ideal
solution should be able to model the physical process, the computation and the communication and
the interaction among them.

In order to be analyzable, formal/mathematical methods ignore so many factors that it is almost
impossible to analyze the detail behavior. Simulation is the only systematical solution. There are 4
kinds of simulation for V&V: 1) mathematical/numerical simulation; 2) automated theorem proving; 3)
Monte Carlo simulation; 4) event-driven simulation. However, none of them can model a complex CPS
independently as it involves multi-disciplines. E.g. 1) the Zeno effect troubles the control system
simulation [129] and there are few attempts at building numerical model for software. 2) Most
satisfiability (SAT) problems are the NP problem (actually, k-SAT is an NP problem when k>2) which
implies that validation has poor performance, and formalisms generally not well suited to reflect the
stochastic nature of communication in a cyber-physical setting [224]. 3) It may very difficult to get the
exact probability distribution in real world, and the cases with small probability may never be tested.
4) Event-driven model is dedicated to discrete system, it can’t constantly represent the physical
process.

It seems that no solution is perfect enough for modeling CPS alone. 1) Maybe we should
organically integrate both discrete model and continuous model, non-deterministic (probability)
model and deterministic (formal) model together (i.e. co-simulation toolset [215]). In addition, the
key challenges will be how to describe the fine grain interaction between models and improve the
performance of V&V. Or 2) we can build a unified reference model and then transform it into a proper
model based on the different purposes for V&V (i.e. AADL based toolset [216]). Improving current
model to support domain-specific properties and keeping the consistency semantic during model
transforming are the two main challenges.

8. The Jigsaw and Future Directions of CPS Technology

CPS is a new multidisciplinary cross-domain and rapid progressing research area. It requires
great skills to trade off among these complex requirements. The challenging problem is run-time
context adaptation, CPS should work out a compromise automatically to adapt to various scenarios
dynamically. What makes things even worse is that the data/events for decision making may be
incomplete, insufficient and even incorrect. With the increasing scale of CPS, self-management will
be an important ability for CPS. Developing a dependable self-managing CPS demands not only self-
healing capability, but also high maintainability for the maintenance from both inside and outside of
the system.

8.1 Available and missing measures

To develop the dependable self-managing CPS and to maintain the correctness and
dependability through the whole life cycle, comprehensive methods should be integrated at different
levels of the system. We conclude the popular (may be potential) methods and frameworks from
thousand papers for dependable CPS engineering. Correctness V&V methods, self-adaptation
solutions and V&V methods, dependability and V&V methods, MDE solutions (toolsets) are
investigated at four main levels: 1) hardware level (nodes and network devices), 2) basic software
level (operating system and network protocols), 3) middleware and framework, 4) domain/aspect
oriented solutions. Considering the readability, we select part of the results, which are illustrated in
Figure 18.

Based on the jigsaw of technologies, we can draw seven conclusions. 1) The researches of
precision timing behavior are just at the beginning and most of them focus on the hardware & basic
software level, few systemic tools or theories on this field are proposed. 2) The dependability methods
can be applied at any level, while the weight of flexibility increases with the rising of level. 3)
Simulation based methods and dynamic logic based models (whose process of analysis is also a
simulation based) dominate the V&V of correctness and dependability at the high level. 4) C&C is a
promising solution to improve the flexibility and to mitigate the increasing of the complexity. 5)
Highly flexible architecture (i.e. ABSA, SDA, and SDN) is the base to achieve the self-management
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and a key solution to improve the maintainability. 6) MDE is a holistic solution to tame the complexity
and the decrease the risk of CPS engineering. It should be mentioned that 7) specifications [257-258]
is also the useful measure to guarantee the quality of CPS.
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Figure 18. Available measures for dependable self-managing CPS at different levels’

Seven missing pieces of current jigsaw are concluded: 1) theory, infrastructure and tools
supporting for timing behavior at high level are urgently needed. 2) Precision timed wireless network
is emerging. 3) Network integrated V&V and large scale supported toolset are needed. 4) The
coverage and performance of testing and simulation should be improved. 5) The side effect of
dependability management should be continually studied. 6) Dynamic strategies for tradeoff among
various constraints, which aware the environment and the statues of the system are required. 7) The
research on the cooperation of these dynamic strategies should be put on the agenda.

8.2 Technical drections of dependable self-managing CPS development

CPS contains various technologies. However, the constraint spaces of the requirements of these
technologies are just a subset of CPS’s. To be applicable for CPS, first, these technologies should be
improved to satisfy requirements of CPS. Second, the involving technologies should share the
consistent constraints and the same meaning of communication data. CPS is an organic integration.
In fact a lots of technologies are available, but they are still not enough for CPS development. In this
section, we briefly summarize the challenges of dependable self-managing CPS development
discussed above, which are shown in Table 6. In addition, the urgency of technology depends on 1)

1. We prefer to list the theory or the type of technologies rather than the detail tool in the figure. Yet, MDE is an
integration of technologies, we have to name the classic toolsets instead. The priority of selection is theory >
category of technologies > language > tool. The frequency is the main selection rule.

Notice: it's impossible to list all the technologies in one picture, and just some popular methods are mentioned.
Due to our limited knowledge, some other methods may be missed. All suggestions are welcomed to refine the

jigsaw.
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the maturity of the technology [5], 2) the social expectation and acceptance of technology [42], 3) the
degree that other technologies depends on target technology (based on Figure 18).

Table 6. New technical challenges of dependable self-managing CPS

Technical Area New Technical Technologies® Urgency Target
Hardware & software Precision timed, real-time HW & SW High Timing
infrastructure development Standardization of subsystem (interfaces) Medium C&C
Low power devices Medium Energy
Network communication Precision timed network transmission High Timing
& management Real-time (wired & wireless) communication High Real-time
Heterogeneous network management Medium Maintainability
Architecture design Atomic service & subsystem design Low C&C
C&C contract, interoperable subsystems Medium  Self-*
Discrete-continuous subsystem integration Medium Correctness
Invariant behavior of integration High Correctness
Theory for dynamic architecture High Flexibility
Methodology for holistic design Medium Design
Middleware FDIR middleware & Node level self-healing Medium Dependability
Light-weight virtualization & migration Medium Self-*
Domain ontology, Knowledge database Medium Self-*
Service discovery & combination High Self-*
Consistent spatio-temporal ~ Global reference time for large scale CPS High Timing
& context cognition Low cost clock synchronization Medium  Correctness
Global location reference for mobile CPS Low Correctness
Consistent data and context assurance High Correctness
Lifecycle management Manage dynamic & changeable architecture High C&D
(self-management) Multi-objective (prophetic) adaptation High C&D
Knowledge-driven decision making High C&D
Decision/adaptation safety/evaluation Medium  Safety
Situation aware self-healing & notification High Dependability
Causality analysis High C&D
HMI for Human-in-loop CPS High Usability
Modeling & validation Newtonian time model for temporal behavior =~ High Fidelity
Dynamic architecture modeling High Fidelity
Multidisciplinary modeling High Modeling
Consistent of model transforming High Correctness
Evaluation the correctness of models High Correctness
Holistic modeling theory or methodology Medium Modeling
Situation based model V&V Medium V&V
Simulation Discrete-continuous-probability co-simulation =~ Medium V&V
Holistic multidisciplinary simulation High V&V
Environment-in-loop simulation Medium V&V
Human-in-loop simulation High V&V
Fidelity evaluation High Correctness
MDE tools MDE toolchains (design, V&V, coding, testing) Medium Efficient
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Whole life cycle V&V supporting Medium V&V

! The challenges of security and traditional technologies are not discussed in this table.

8.3 Future direction: an concept of all-in-one solution

As argued in section 6.5, simulation is the most promising solution for V&V of complex system
and strategies. However, it is still impossible to provide complete V&V for the self-adaptation
strategies and the self-healing strategies during design period, because the possible
scenarios/contexts are infinite. Runtime V&V can improve the efficiency significantly, and
models@run.time is the solution for runtime V&V. Notice that simulations for the self-adaptation and
the self-healing strategies demand the additional architecture information. Therefore, we can go a
step further and build all-in-one simulation for dependable self-managing CPS. The Figure 19
illustrates the conceptual solution.

Sensor data and Physical events

[ S p
& ensor X
Sensor \g’
& Actuator -
- v
: 2

ro T T Physical process
decision T

Cyber System M Physical world

Dependability &  predict and make

Events and data function pr.ediction decision based on
from Cyber and & advice simulation results Report events,
Physical space Synchronize &

Calibrate model

ou ou  ou, o
+ W

a a ' a
u,
L=c,-c,*u,

==
Q (= D HW&SW co-design & co-validation O
HW&SW model Cyber & Physical Space co-simulation Physics model

Figure 19. Co-validation and co-simulation through the whole life cycle of CPS

To achieve this goal, we should build the models of both the cyber system and the physical
world. With the improvement of MDE tools, all these models will be available with little additional
cost. The cyber system just needs to send a copy of data and events to the simulator then the simulator
can evaluate the current situation and search the potential self-management strategies. Further, the
simulator can forecast the future with highest occurrence possibility and provide the best strategy or
a set of possible strategies (advices). This forms a close-loop runtime V&V for dependable self-
managing CPS. With MDE based solution for development period V&V, we can build a whole life
cycle evaluation for dependable self-managing CPS.

9. Discussion and conclusion

CPS will deeply involve in daily life. The human being becomes a subsystem of CPS, which is
an uncontrollable and unpredictable factor to CPS. The researches in [62-64, 259-260] introduce the
recent exploration from molding human being’s behavior to management for this problem. What's
more, CPS is tightly embedded in the physical world and will be influenced by the environment
easily. Some researchers have already started to take the environmental factors into account [261-
262].
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Dependable self-managing CPS developing and maintaining is a fine art, which demands
holistic measures, including modeling technologies, development technologies, project management
technologies and standardization of these technologies. The system will not perform well if any part
is imperfect. Though numerous researches have been done in the decade, the jigsaw implies that both
the modeling technologies and the infrastructures and self-management technologies must be
continuous improved for practical CPS.

Model is the key to CPS theory, and MDE is the key to CPS development. Unfortunately, both
of them need to be improved for CPS engineering. However, models and MDE tools can’t be
developed by a single team. It calls for cooperation of stakeholders coming from different engineering
disciplines. As dependability and correctness depends on the context, domain-specific models and
environment-specific/scenario-specific models are necessary for detail analysis. Domain-specific
modeling languages will be a better solution than generic modeling language to build a high-fidelity
CPS model. Therefore, we can embed the platform, environment and scenario dependent properties
in a generic reference model.

Formal V&V and simulation based V&V are two useful solutions to find the defects in design
period. However, current methods can’t systematically analyze the dependability and correctness of
CPS alone. Integrated methods are the common solutions, yet guaranteeing the consistency of these
methods is still an open issue. What’s more, integrated methods are still not enough for systematically
analysis. Cross-level and multidiscipline simulation are urgently needed for CPS V&V. To avoid
unnecessary V&V, models@run.time and runtime V&V are recommended. In addition runtime
dependability management should be integrated into CPS.

Self-managing CPS can’t be achieved without dynamic architecture. Architecture-based self-
adaptation (ABSA) is a great concept for CPS development, but we need more technical detail.
Software defined architecture and software defined network show an alternative solution. The core
solution is separating the control logic of structure and topology from physical elements, and
decoupling the architecture management flow and functional process flow. Meanwhile,
virtualization can isolate the applications by providing separated runtime environments.
Consequently, we can control the VM or the container instead of embedding the control logic in
functional logic of applications. Such decoupling decreases the complexity of logic and improves the
dependability and flexibility of CPS. Software defined CPS will be a promising solution for
developing dependable self-managing CPS.

Compared with model driven adaptation, data-driven is more flexible and higher adaptive.
Machine learning (ML) can learn to adapt to the new environment, but the learning process is time
and cost consuming. Current online learning methods may be inapplicable for safety-critical CPS.
Besides, error data (error behavior) is relatively scarce because failure occurs at low frequency and
error data is difficult to be collected, i.e. a failed system can’t send back data. Lack of training data
hinders the application of ML based fault diagnosis for CPS. Model based fault injection can alleviate
this issue, but it can’t solve totally the problem because the scenarios are infinite. We can use ML to
classify the scenarios (building the association between symptom and scenarios) and design a FDIR
model (building the causality between symptom/failure and error) for each type of scenario, then
create some methods to smoothly transfer from one model to another (for RQ1). Moreover, we can
check the results from ML models with knowledge base methods or expert system (for RQ1 & RQ4
& RQ5).

Building specification and improving the C&C of subsystem can fundamentally decrease the
complexity of architecture and service reconstruction (for RQ2), but it still can handle the complexity
caused by increasing scale. As CPS is Sof, it is built with abundant similar subsystems, we can take
the advantage of the self-similarity of CPS’s architecture and behavior to slow the increasing
complexity. E.g. we can use the transfer learning method to learn the model/behavior from similar
subsystem (for RQ3 & RQ4). The subsystem can monitor and check with each other (for RQ4 & RQ5).

CPS is integrations of multidisciplinary technologies. Holistic design theory and systematic
development tools are the emergency technical needs for CPS engineering. Notice that project
management methodology and standardization of CPS can improve the quality of design and
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simplify the maintenance. However, none of them can be achieved by a single team, so international
multidisciplinary cooperation is urgently needed to investigate the dependable self-managing CPS
development and evaluation.
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