Pre prints.org

Article Not peer-reviewed version

Embedding Security Awareness in loT
Systems: A Framework for Providing
Change Impact Insights

Masrufa Bayesh and Sharmin Jahan :

Posted Date: 10 June 2025
doi: 10.20944/preprints202506.0779.v1

Keywords: 10T, Change impact; Importance Factor; Security awareness

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/4513575
https://sciprofiles.com/profile/2794124

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 10 June 2025 d0i:10.20944/preprints202506.0779.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

Embedding Security Awareness in IoT Systems: A
Framework for Providing Change Impact Insights

Masrufa Bayesh and Sharmin Jahan *

Oklahoma State University

* Correspondence: sharmin.jahan@okstate.edu

Abstract: The Internet of Things (IoT) is rapidly advancing toward increased autonomy; however,
the inherent dynamism, environmental uncertainty, device heterogeneity, and diverse data
modalities pose serious challenges to its reliability and security. This paper proposes a novel
framework for embedding security awareness into IoT systems —where security awareness refers to
the system’s ability to detect uncertain changes and understand their impact on its security posture.
While machine learning and deep learning (ML/DL) models integrated with explainable AI (XAI)
methods offer capabilities for threat detection, they often lack contextual interpretation linked to
system security. To bridge this gap, our framework maps XAl-generated explanations to a system's
structured security profile, enabling the identification of components affected by detected anomalies
or threats. Additionally, we introduce a procedural method to compute an Importance Factor (IF) for
each component, reflecting its operational criticality. This framework generates actionable insights
by highlighting contextual changes, impacted components, and their respective IFs. We validate the
framework using a smart irrigation IoT testbed, demonstrating its capability to enhance security
awareness by tracking evolving conditions and providing real-time insights into potential
Distributed Denial of Service (DDoS) attacks.

Keywords: IoT; change impact; importance factor; security awareness

1. Introduction

The rapid advancement of Internet of Things (IoT) technology has profoundly trans-formed
modern life, reshaping how we interact with our surroundings and driving innovation across
numerous sectors [1]. IoT systems are particularly effective at automating processes and optimizing
resource utilization in areas such as smart homes, healthcare, agriculture, and industrial automation.
By seamlessly interconnecting a wide range of de-vices—collectively referred to as “things” —over
the internet, these systems are designed to sense, analyze, and intelligently respond to both
operational and environmental conditions. Continuous monitoring of system attributes enables IoT
devices to generate actionable insights, significantly enhancing task management and decision-
making processes [1-3].

As IoT adoption continues to expand, the exponential increase in connected heterogeneous
devices and their complex interactions introduces significant challenges, particularly in terms of
security and system resilience. IoT ecosystems comprise a broad spectrum of components, ranging
from resource-constrained sensors to high-performance cloud platforms, each characterized by
distinct computational capabilities, functionalities, and communication protocols [4,5]. This inherent
heterogeneity results in divergent security requirements and protection mechanisms, which can
create vulnerabilities exploitable by adversaries. The high degree of interconnectedness within these
systems further amplifies the risk; a compromise in a single weak component or an unexpected
environmental disturbance can cascade through the network, jeopardizing the overall system’s
security and functionality [4]. Moreover, suboptimal security practices by IoT users, coupled with the
unpredictable nature of threats stemming from interconnected devices and services, further
exacerbate these vulnerabilities.
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Conventional static, rule-based decision-making strategies are inadequate for addressing the
dynamic and unpredictable nature of IoT environments. In contrast, effective dynamic decision-
making requires the ability to accurately interpret changes in the operational environment, reason
about their implications for system security and functionality, and adapt strategies accordingly.
Researchers [6-8] emphasize that embedding security awareness into IoT systems is essential to enable
them to reason effectively about appropriate mitigation responses in the face of uncertainty. Security
awareness, conceptualized as an extension of self-awareness, empowers IoT systems to detect changes
in both environmental conditions and internal system attributes while concurrently assessing their
implications for the system’s overall security posture [6,9,10]. This capability involves the real-time
extraction of security-relevant insights by analyzing variations in the system's behavior and
operating context [6,10].

A key challenge in embedding security awareness lies in processing the large volumes of
heterogeneous data generated in real time. In this regard, advanced machine learning (ML) and deep
learning (DL) techniques, combined with powerful computational resources, have emerged as critical
enablers, driving IoT systems toward greater levels of autonomy [11-13]. However, while ML/DL
models excel at detecting and predicting changing conditions, data processing alone is insufficient to
realize full security awareness. True security awareness must go beyond detection by incorporating
robust methods for interpreting the effects of uncertain or unforeseen changes on the system's
security profile. This involves identifying the specific functionalities and security requirements
affected by such changes and evaluating their significance within the broader application context
[6,14,15]. Achieving this level of interpretability requires a formal articulation of the system’s security
profile, which includes abstract representations of its security requirements, operational constraints,
and the interdependencies among internal components [16].

In this paper, we propose a framework to embed security awareness into IoT systems. This security
awareness is a crucial component, providing insights into the system’s security state and changes.
These insights are essential for reasoning about appropriate countermeasures to defend against
potential threats. Recent advances in ML/DL models have significantly improved the detection and
classification of uncertain or anomalous conditions by leveraging domain-specific training data for
proactive threat prediction [17,18]. At the same time, explainable artificial intelligence (XAI)
techniques have enhanced the interpretability of ML/DL outputs, revealing which system and
environmental attributes influence security outcomes. This interpretability helps uncover the root
causes of operational anomalies and deviations [19,20].

Despite recent advancements, integrating XAI outputs with a system's security profile remains
a significant challenge. Without this integration, the insights generated by XAI lack the contextual
grounding necessary to support informed security decisions. In our previous work [6], we proposed
a mapping technique and developed a component capable of extracting and interpreting XAl insights
from a trained DL model within the context of the system’s security profile. We represent the system’s
security profile using a Security Assurance Case (SAC) [16,21], which structures security claims and
supporting evidence to demonstrate compliance with defined security requirements. In an SAC,
high-level security requirements are articulated as top-level goals, which are then refined into sub-
goals, strategies, and solutions. This hierarchical structure enables traceable reasoning about how the
system satisfies its security requirements. Strategy nodes define the mechanisms or processes
employed to fulfill specific security goals or functions, while solution nodes provide supporting
evidence—such as test cases, analysis results, or system logs—that verify the correct operation of
these mechanisms. To model the SAC, we use the Goal Structuring Notation (GSN) [22], which
explicitly captures the relationships between system goals, implemented security mechanisms,
operational processes, and the corresponding evidence that underpins assurance arguments.

The mapping technique from [6] extracts relevant attributes from the XAI output of each
prediction instance, maps them to the attribute lists included in the evidence nodes in the SAC, and
uses metadata to trace affected components. This allows us to identify which functionalities and
security requirements are impacted by changed conditions. However, identifying the affected
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components alone does not provide a complete picture. To fully understand the impact of these

changes, we must also determine the operational significance of the affected components in

maintaining system functionality.

In this paper, we introduce a metric called the Importance Factor (IF) as part of our security
awareness framework. Each component within the IoT system is assigned an IF value that quantifies
its significance in maintaining the system’s overall operation. Identifying affected components
alongside their respective IF values provide actionable insights into the impact of changes on system
operation and can support the prioritization of protection measures and resource allocation. This
ensures that critical functionalities receive prompt attention compared to less essential ones.

Determining the significance of a component in an IoT system is a non-trivial challenge. While
components with explicitly critical functionalities are clearly important, seemingly minor
components may also play pivotal roles due to the tightly coupled and interconnected nature of IoT
architecture. For example, the failure of an ostensibly insignificant sensor could trigger cascading
effects across the network, potentially disrupting key security mechanisms or operational processes.
Therefore, systematically assigning IF values based on both functional significance and system
interdependence is crucial for enhancing resilience, strengthening security, and improving
autonomous decision-making in uncertain, dynamic environments.

To address this challenge, we propose a procedural approach for deriving the IF of processes
within IoT systems. We model the system’s interconnections as a directed call graph [23,24], which
captures structural relationships between processes by representing their invocation dependencies.
To assess the criticality of each process, we adopt a weighted PageRank centrality algorithm [25],
incorporating both degree centrality [26,27] and PageRank centrality [28]. We develop a procedural
method to compute the IF of each process while considering the multi-layer architecture of the IoT
system. Building upon our prior work [6], we extend the security profile to incorporate IF values and
generate interpretation reports that include both the affected functionalities and their corresponding
importance. These enriched interpretation reports serve as the foundation for security awareness,
enabling intelligent, prioritized, and context-sensitive responses to evolving threats. However,
designing a complete mitigation strategy in response to evolving threats is beyond the scope of this
paper. The key contributions of this paper are twofold:

e We develop a procedural approach to assign an Importance Factor (IF) to each system component
based on its significance to the system’s overall operation.

e We enhance the security profile by incorporating IF values and extend the security awareness
framework to generate enriched interpretations that provide insights into the affected
components, their functionalities, and their operational significance.

To evaluate the effectiveness of our approach, we implemented a testbed based on an IoT-
enabled smart irrigation system and deployed the developed component. The experimental results
demonstrate the component’s effectiveness in extracting information from XAI outputs and
generating interpretations that align with the system’s security profile, thereby validating the
proposed methodology.

2. Background

The advent of the IoT has transformed interactions between humans and the physical world by
enabling seamless connectivity among heterogeneous devices [1]. However, the dynamic and
distributed nature of IoT environments presents significant challenges to secure system management
[29]. The integration of resource-constrained devices, diverse communication protocols, and vendor-
specific technologies has significantly expanded the attack surface [4,29]. Common vulnerabilities
stem from unsecured communication channels, physically exposed devices, and inconsistent security
practices—particularly in remote or under-resourced deployments. These risks are further
exacerbated by dependence on third-party services and the lack of standardized security policies.
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IoT systems typically follow a multi-layered architecture, each layer responsible for distinct
operational functions—from data sensing to processing, transmission, and end-user services [30,31].
A common five-layer architecture includes:

e Perception (or Physical) Layer: Houses sensing devices and collects raw data.

e Edge/Fog Layer: Offers localized computing resources to reduce latency and offload processing
from the cloud.

e Cloud Layer: Manages large-scale data processing, analysis, and storage using heterogeneous
cloud services [31].

e Network (or Transport) Layer: Ensures data transmission between layers.

e Application Layer: Delivers services and interfaces to end users.

While this layered architecture improves scalability and performance, it also introduces security
risks at each level. For example, the Perception Layer is vulnerable to node capture, replay attacks,
eavesdropping, and physical tampering. The Network Layer faces threats such as DDoS attacks, man-
in-the-middle attacks, spoofing, Sybil, and sinkhole attacks [32]. Numerous studies have emphasized
security as one of the most critical and unresolved challenges in IoT systems [33,34].

Given these challenges, there is a clear need for adaptive and robust security frameworks that
can not only protect data and infrastructure but also respond effectively to the evolving threat
landscape in IoT environments. Recent literature underscores the critical need to embed security
awareness into IoT systems to address the growing complexity and evolving threat landscape [35].
Security awareness builds upon the concept of system self-awareness by enabling autonomous systems
to detect and reason about changes in both environmental conditions and internal states—and to
assess how these changes impact the system's security posture [6-10]. Achieving this requires
continuous monitoring of functional, network, and environmental attributes, along with dynamic
assessment of their variations to generate actionable insights. These insights are vital for
implementing adaptive and resilient security responses capable of mitigating emerging threats [36].

However, the inherent complexity of IoT ecosystems—combined with the vast volume of
heterogeneous and multimodal data—poses significant challenges to achieving effective security
awareness. Extracting actionable insights from raw data demands advanced analytical capabilities.
Machine learning (ML) and deep learning (DL) techniques have demonstrated considerable success
in tasks such as threat prediction and anomaly detection within IoT environments [17,18]. Despite
their effectiveness, these models often operate as “black boxes,” which limits their applicability in
security-critical domains where trust, transparency, and accountability are paramount.

Explainable AI (XAI) seeks to address this limitation by enhancing the interpretability of ML/DL
models, providing insights into which input features influence predictions and why [19,20]. XAI
methods are generally categorized into model-specific and model-agnostic approaches. Model-
specific techniques are tailored to particular types of models that are inherently more transparent,
such as decision trees or linear models [37]. In contrast, model-agnostic methods can be applied to
any black-box model regardless of its internal architecture, making them suitable for interpreting
complex models like deep neural network (DNN). These methods typically rely on surrogate models
to approximate and explain the behavior of the original black-box models [38].

For instance, Local Interpretable Model-Agnostic Explanations (LIME) [39-41] constructs
simple, locally faithful surrogate models that mimic the behavior of the complex model around a
specific instance. Similarly, SHapley Additive exPlanations (SHAP) [42,43], grounded in cooperative
game theory, assigns importance to input features by calculating their marginal contributions to a
model's prediction. Beyond merely justifying predictions, XAI can reveal hidden data patterns and
offer deeper contextual insights [44]. These insights are critical, as mitigation strategies based on
opaque or misunderstood model behavior may inadvertently introduce new vulnerabilities [6,45].

Despite its promise, effectively integrating XAI into autonomous IoT systems remains a
significant challenge. The interpretation of XAl outputs often requires human expertise, limiting
opportunities for automation and scalability. To truly embed security awareness into autonomous loT
environments, there is a need for an automated mechanism that can extract, interpret, and map XAlI-

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202506.0779.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 10 June 2025 d0i:10.20944/preprints202506.0779.v1

5 of 23

derived insights to the system’s security profile. This would enable the identification of affected
security requirements, components, or functionalities and support adaptive security decision-making
[6]. While advances in XAI have enhanced interpretability, a critical gap remains in contextualizing
these insights with respect to a system’s security profile. A security profile defines the system’s
security requirements and abstracts the interrelationships among those requirements, along with the
corresponding security mechanisms and system functionalities designed to fulfill them [16]. To
systematically represent this profile, a structured methodology is required.

Security Assurance Cases (SACs) [16,21], typically modeled using Goal Structuring Notation
(GSN) [22], provide a formal framework for articulating and evaluating a system’s security assurance.
SACs are hierarchical and traceable structures composed of interrelated elements that collectively
demonstrate the argument why a system can be considered secure, supported by both evidence and
logical rationale. A SAC begins with high-level Goals that state the system’s primary security claims
or objectives. These are incrementally decomposed into Subgoals and Strategies, which outline how
the claims will be achieved —often by pointing to specific components, mechanisms, or design
decisions. Solutions represent evidence or artifacts (e.g., test results, certificates) that support the
claims. Additional elements, such as Context, Justification, and Assumptions, provide relevant
environmental information, rationale for decomposition choices, and any underlying assumptions of
the argument, respectively. By tracing SAC, stakeholders can clearly understand how the system
satisfies its security requirements and identify dependencies between functional and security
objectives, associated controls, and the supporting evidence [16,21]. GSN offers a graphical
representation of SACs, using standardized shapes and links: Goals and Subgoals are rectangles,
Strategies are parallelograms, Solutions are circles, and Contexts are ellipses. These elements are
connected using SupportedBy (solid arrow) and InContextOf (hollow arrow) relationships [22]. A
SAC template built on GSN, such as the one proposed in [16], formalizes security claims and control
statements, providing a robust foundation for modeling a system’s security profile. This structured
abstraction is a crucial step toward embedding security awareness into autonomous IoT systems.

Nevertheless, effective security awareness requires more than just interpreting how uncertainty
impacts the system’s security profile—it also demands an understanding of how these changes
influence overall system functionality. Mapping XAl-generated insights into SAC structures helps
bridge the interpretability gap by aligning model decisions with defined system behaviors and
security objectives [6]. This alignment strengthens the precision of component-level impact
assessments and provides a clearer picture of the system’s evolving security posture. However,
merely identifying which components are affected offers a limited view. It is equally important to
assess the operational significance of those components within the system. Node centrality
measures—widely used in network flow analysis to estimate the importance of nodes—offer a
quantitative means to evaluate component criticality [25,27]. To apply these metrics, the system
architecture can be modeled as a directed graph using a call graph representation [23,24], which
captures process-level interactions between components. Centrality metrics such as Degree
Centrality and PageRank [25-28] can then be employed to evaluate each component's influence and
priority in sustaining system operations. This graph-based approach enables more informed and
strategic threat response by not only identifying affected components, but also understanding the
potential ripple effects of disruptions—how failures may propagate and impact other parts of the
system.

3. Approach

This paper presents a systematic approach for determining an Importance Factor (IF) to each
component within an IoT system, along with its incorporation into the security awareness
framework. We detail the key elements of the proposed framework designed to embed security
awareness into the IoT infrastructure. To validate our approach, we have implemented a smart
irrigation system testbed and demonstrate the effectiveness of the framework using this real-world
scenario.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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3.1. IoT Based Smart Irrigation System Testbed

Our designed IoT based Smart Irrigation System testbed has five layers, by adopting general IoT
architecture [30,31], as shown in Figure 1. The Physical Layer consists of soil moisture sensors for
monitoring soil water content, along with temperature and humidity sensors to capture ambient
environmental conditions. These sensors are integrated through a hardware circuit centered around
a Raspberry Pi, enabling real-time data acquisition and control. In the testbed environment, a buzzer
is used as an actuator to simulate the behavior of an irrigation mechanism. This configuration
supports controlled testing and validation of automated decision-making and response strategies
within the system. To support data acquisition, the hardware circuit incorporates an Analog-to-
Digital Converter (ADC) that converts the analog signals generated by the sensors into digital data.
This conversion enables Raspberry Pi devices, positioned at the Edge Layer, to collect and process
sensor input effectively. Within the Physical Layer, two primary processes are executed: ReadSensor,
which captures real-time data from the sensors, and SendSensorDataToEdge, which transmits the
digitized data to the Edge Layer. Communication between the Physical and Edge Layers is facilitated
using the User Datagram Protocol (UDP), a lightweight and efficient protocol well-suited for real-
time, low-overhead sensor data transmission.

Cloud Layer
Edge Layer [ ReceivedNetwokTrafficData }q-‘—i SendNetworkTrafficDataToCloud
! 3
[ SendSensorDataToCloud F = =’[ Recelvedtiensorlala J [ PreprocessNetworkTrafficData }
] a PreprocessedSensorData ‘
[ AggregateSensorData ] * [ FeedNetworkTrafficDataToDLModel ]
? I FeedSensorDataToMLModel ] ‘
[ CleaningSensorData ] [ ExecuteDLModel
T I ExecuteMLModel ] ¥
[ GetDLModelPrediction ]
[ CollectSensorData ] L ¢
* [ GetMLModelPrediction ]
Generate AttackStatus& CollectNetworkTrafficData
+ ConsequenceResult
| SendTriggerToActuator | g —p # DecidetoTriggerActuator ]—l ----- " ‘
‘ [ ProtectionControlConfiguration ]
| _] ........................ (won) & 2 =
i ® =
b

SendSensorDataToEdge

@ ofs & B2
ShnwAnalysisResuIl&TnggerEcisinn} . &

‘ TriggerActuatorToActivate

ReadSensor

il

Physical Layer Application Layer Network Layer
—_—— data transmitted in UDP packet
B R Internal communication, not
== = data transmitted in TCP packet e transmitted in network packet
e data transmitted in HTTP packet

Figure 1. Process flow diagram of IoT-based Smart irrigation system testbed.

The Edge Layer comprises Raspberry Pi devices responsible for collecting, preprocessing, and
aggregating sensor data before forwarding it to a centralized server in the Cloud Layer. Upon
receiving sensor data, each Raspberry Pi executes a sequence of processes, illustrated in Figure 1. The
CollectSensorData process temporarily stores raw sensor readings for a predefined time window to
support temporal analysis. The CleaningSensorData process enhances data integrity by filtering out
anomalies such as null values, duplicate entries, and corrupted records. Next, the
AggregateSensorData process computes statistical summaries (including average, minimum, and
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maximum values) to represent prevailing environmental conditions (e.g., soil moisture) over the

specified interval. The final step in this layer, SendSensorDataToCloud, transmits the aggregated data

to the Cloud Layer using the Transmission Control Protocol (TCP), which ensures reliable and
ordered data delivery, and incorporates basic security mechanisms to protect data during
transmission.

The Cloud Layer functions as the computational core or “brain” of the IoT system, responsible
for executing advanced analytics and managing sensitive data. On the server side, a ML model is
deployed to predict soil moisture levels and inform automated control decisions. We designed an
automated pipeline that manages the end-to-end flow from data reception to actuator decision-
making based on the model's output. The pipeline initiates with the ReceivedSensorData process,
which stores aggregated data from the Edge Layer into a local repository and logs the status of each
transaction. The subsequent PreProcessSensorData stage formats and encodes the data, transforming
it into a valid input instance for the ML model. This instance is then processed by
FeedSensorDataToMLModel, which forwards the data to the prediction model. The ExecuteMLModel
process activates the model to generate a prediction, which is logged by GetMLModelPrediction. The
final stage, DecideToTriggerActuator, evaluates the prediction outcome and determines whether the
irrigation valve actuator should be activated or not. The resulting decision is communicated along
two paths:

1. To ShowAnalysisResult&TriggerDecision at the Application Layer, where the user is notified of the
prediction and actuator decision.

2. To the Edge Layer, where the SendTriggerToActuator process relays the command to the Physical
Layer. In this layer, the TriggerActuatorToActivate process initiates actuator activation, which is
simulated in the testbed using a buzzer that represents the irrigation valve.

Communication from the Cloud to the Edge Layer also uses TCP to ensure reliable data
transmission, whereas communication from the Edge to the Physical Layer uses UDP, favoring low-
latency, lightweight messaging suitable for real-time actuation. The Application Layer hosts the
ShowAnalysisResult& Trigger Decision process, which provides a user-friendly interface for visualizing
analysis outcomes and system decisions. This interface also supports manual control, allowing users
to override or trigger actuators as needed. Data exchange between Cloud and Application Layers is
conducted over the Hypertext Transfer Protocol (HTTP), enabling seamless web-based interaction.

The Network Layer forms the foundational infrastructure of the system, comprising routers, Wi-
Fi access points, and a network server responsible for managing traffic flow and facilitating end-to-
end communication across all layers. To strengthen the system’s resilience against cyberattacks and
security threats, it is crucial to secure the communication channels between different layers of the IoT
architecture. However, the inherent heterogeneity of IoT ecosystems—-characterized by diverse
devices, communication protocols, and varying security configurations—introduces vulnerabilities
that adversaries can exploit to disrupt system operations.

Addressing these risks requires embedding security awareness into the system, enabling it to
detect anomalous changes and assess their potential impact in accordance with the unique
characteristics and operational constraints of each architectural component. In our IoT-based smart
irrigation system testbed, we focus on uncertain and potentially disruptive events such as Distributed
Denial of Service (DDoS) attacks to prevent seamless communication among different layers in the
IoT architecture. To mitigate these threats, the testbed integrates a DL model that predicts potential
DDoS attacks by analyzing critical attributes of network traffic. The CollectNetworkTraffic process is
responsible for capturing traffic data, extracting relevant features, and generating monitoring
instances for further analysis.

The testbed leverages the publicly available Edge-IloTset dataset [46], a comprehensive and
heterogeneous collection of IoT cybersecurity traffic data covering multiple layers of IoT applications.
This dataset includes both benign and malicious traffic, featuring a broad range of DDoS attack
scenarios targeting protocols such as TCP, UDP, and HTTP. Within the testbed, the
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CollectNetworkTraffic process is configured to load and prepare instances from this dataset for
subsequent analysis by the DL-based detection model.

The SendNetworkTrafficDataToCloud process transmits these prepared instances to a DL-based
detection model hosted in the Cloud Layer. There, the model analyzes the data and classifies it as
either benign or malicious. A dedicated prediction pipeline supports this workflow, comprising
several processes—ranging from ReceivedNetworkTrafficData to GetDLModelPrediction, as shown in
Figure 1.

Crucially, this pipeline works as a security awareness component that not only detects potential
DDoS attacks but also generates interpretive insights into the network traffic attributes contributing
to anomalous behavior. Furthermore, it evaluates the impact of these anomalies on the system’s
functionality and security posture. At the «core of this component lies the
GenerateAttackStatusé&ConsequenceResult process, which synthesizes detailed reports on the predicted
attack, the changed conditions and outlines the potential consequences of detected threats on the
system’s operational behavior and overall security profile. This testbed configuration serves as the
foundation for describing and validating the proposed methodology for intelligent, security-aware
IoT systems.

3.2. IoT DDoS Dataset and DNN Model

As previously outlined, the testbed incorporates a DL pipeline specifically designed to detect
DDoS attacks and generate actionable insights that embed security awareness into the testbed. At the
core of this pipeline is a Deep Neural Network (DNN) model, trained using 19 carefully selected
features from the Edge-IloTset dataset [46], which contains labeled IoT network traffic spanning three
communication protocols. To optimize detection across different DDoS attack types—namely TCP,
UDP, and HTTP—protocol-specific feature subsets were identified based on expert
recommendations from [47]. For example, in the case of TCP-based DDoS attacks, which exploit the
TCP three-way handshake by flooding the target with SYN packets, a set of critical features (referred
to as TCP attributes) is selected, as detailed in Table 1. Corresponding feature sets were also derived
for UDP and HTTP-based attacks.

Table 1. TCP Attribute set.

TCP attributes Description

tep.flags Flags

tep.ack Acknowledgment number
tep.ack_raw Acknowledgment number (raw)

tep.checksum

checksum

tep.seq Sequence number
tep.flags.ack Acknowledgment
tep.len TCP segment length

tep.connection.syn

Connection establish request (SYN)

tcp.connection.rst

Connection reset (RST)

tcp.connection.fin

Connection finish (FIN)

tep.connection.synack

Connection establish request (SYN+ACK)

The DL pipeline consists of several components starting from ReceivedNetworkTrafficData, which

captures traffic data. For simulation purposes within our testbed environment, traffic instances are
passed sequentially from the dataset [46].Next, PreprocessNetworkTrafficData filters out irrelevant or
noisy features from the network traffic instance and only includes the selected 19 features. Categorical
variables like http.request.method, http.referer are label-encoded to facilitate numerical processing.
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Continuous features are normalized using the MaxAbsScaler, ensuring efficient training
convergence. Finally, the FeedNetworkTrafficDataToDLModel module feeds the preprocessed data into
the DNN for inference. The model is trained to classify three distinct DDoS attack types, as
summarized in Table 2.

Table 2. DDoS Attack Types and Description.

Attack type Description

TCP SYN Flood DDoS attack Make the victim’s server unavailable to legitimate requests

UDP flood DDoS attack Overwhelm the processing and response capabilities of victim
devices

HTTP flood DDoS attack Exploits seemingly legitimate HTTP GET or POST requests to
attack IoT application

For DDoS attack detection, we employ a modified ResNet50-1D-CNN model, an adaptation of
the well-established ResNet50 architecture tailored for one-dimensional network traffic data.
ResNet50 is widely recognized for its deep residual learning capabilities [48], which allow the
construction of very deep networks without suffering from vanishing gradient issues. Training is
performed over 50 epochs, with early stopping and learning rate reduction applied to prevent
overfitting and enhance generalization. The final trained model achieves a high accuracy of 99%,
demonstrating strong performance and robustness across different DDoS attack types. We selected
this model due to its high detection accuracy and its effectiveness on our dataset. However, this work
does not advocate for ResNet50-1D-CNN as a universal solution. The choice of ML/DL models should
be determined by each organization's specific security requirements and the nature of their datasets.

Once deployed in the testbed, the ResNet50-1D-CNN model continuously analyzes incoming
network traffic through the ExecuteDLModel process within the pipeline (as illustrated Figure 1).
When a potential DDoS attack is detected, both the model’s prediction and the corresponding
network traffic instance are passed to the GenerateAttackStatus&ConsequenceResult process. This
process generates a structured and insightful report on the system’s current security state. The
resulting output can be leveraged to assess system vulnerability and prioritize appropriate responses.
While the actual development of mitigation strategies is beyond the current scope of this paper, this
structured awareness output lays the foundation for future work in dynamic and informed risk
mitigation planning.

3.3. Local Explanation of the DNN Model and Information Extraction

LIME (Local Interpretable Model-agnostic Explanations) [39-41] is an XAI technique that
provides local explanations for individual model predictions. In the context of DDoS detection, LIME
highlights the specific attributes and their values that most influenced the model’s decision for a
given network traffic instance. LIME operates by perturbing the input data instance in the vicinity of
its original attribute values, generating a neighborhood of synthetic samples. It then fits a sparse
linear surrogate model to approximate the behavior of the complex model (in this case, our ResNet50-
1D-CNN) within that local region. Each perturbed sample is weighted based on its proximity to the
original instance, ensuring the surrogate model focuses on the most relevant variations.

The resulting LIME explanation identifies which attributes had the most significant impact on
the model's prediction, along with the specific conditions under which they influence the outcome.
These insights help uncover patterns or anomalies that may indicate uncertain or suspicious
behaviors potentially leading to a DDoS attack. Thus, LIME not only enhances interpretability but
also contributes to a deeper understanding of the factors underlying security threats. As illustrated
in Figure 2:

e Left Side (NOT DDoS_UDP): Displays attributes that contributed to the prediction that the instance
is not a DDoS_UDP attack.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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e Right Side (DDoS_UDP): Highlights attributes that pushed the prediction toward a DDoS_UDP

classification.
P Titi NOT DDoS UDP DDoS _UDP
Prediction probabilities S _ Feature Value
tcp.connection.synack ...
DDoS_HTTP :
DDoS TCP udp.stream > 0.00 top.comnection.synack
- 0.01
pDos_uoe [ 1.00 tep.len <= 0.00 udp.stream
00 .
Normal http.referer=0.0 R
0.00) htp.referer=0.0
tcp.connection.fin <=...
0.00 tep.connection. fin
tcp.ack _raw <= 0.15
.00 = tep.ack_raw
gig.ack <=0.00 tep.ack
tep.flags <= 0.06(;40 tep.flags
tep.checksum <= 0.19 tep.checksum
0.00

Figure 2. LIME explanation for one network traffic instance.

Each horizontal bar represents an attribute, where the length indicates the magnitude of its
influence and the direction shows whether it supports or opposes the predicted class. For example:
udp.stream > 0.00 (0.01): Indicates that a high volume of UDP packets (where the original value is
0.73) contributes positively to a DDoS_UDP classification. This may reflect an attempt to overwhelm
servers through excessive UDP traffic.

While LIME provides valuable instance-level explanations, it does not fully address how these
changing conditions affect the system’s broader security posture. To bridge this gap, we integrate an
automated interpretation generator within the GenerateAttackStatus&ConsequenceResult process. This
component enriches local explanations by mapping them into the system’s overarching security
profile, offering higher-level insights into how specific attribute variations impact both system
functionality and overall risk exposure.

The GenerateAttackStatusé&ConsequenceResult takes two primary inputs: i) local explanations
generated by LIME from DNN prediction instances, and ii) a Security Assurance Case (SAC), which
serves as the system's security profile, as illustrated in Figure 3. A parsing module, parseExplanation,
processes each explanation and generates a set of ordered attribute-state pairs by considering the top
10 attributes which positively contributes to the prediction, denoted as:

Sexp = {(attr, st)}

Process XAl
{— Importance Method

Secunty profile Explanation

éxtractGoalAttnbuteReIatioB éarseEpranatio@

Ssac={(G,Proc,attr,jmportance)} Sexp={(attr,st)}

@apExplanationwithSA@

Smap={(G,proc,attr,importance,st)}

(GeneratelnterpretatiorD
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Figure 3. Dataflow diagram of GenerateAttackStatus&ConsequenceResult component.

Here, attr refers to an attribute from the explanation, and st denotes its corresponding
condition. For instance, based on the LIME explanation of a DDoS_UDP attack shown in Figure 2,
parseExplanation would produce the set:

Sexp = {(udp. stream, udp. stream > 0),
(tcp. connection. fin, tcp. connection. fin =< 0),
(tep.ack.raw, tep. ack.raw <= 0.15),

(tcp.ack, tep.ack <= 0)}

This parsing step is repeated for every prediction instance to capture the behavior patterns
reflected in the explanation. The GenerateAttackStatus&ConsequenceResult process also takes as input
a corresponding SAC instance, which articulates security compliance arguments tied to the system’s
security requirements. Within this step, the ExtractGoalAttributeRelation process extracts
dependencies between SAC goals and system attributes. The output is a set of tuples:

Ssac = {(G, Proc, attr, Importance)}
where: G is a goal defined within the SAC,

Proc is the system process responsible for fulfilling that goal,

attr is the set of attributes linked to the goal via solution nodes in the SAC and used within
Proc,

Importance is the Importance Factor (IF) assigned to each process based on its contribution to the
overall system’s operation. Details on how IF is computed are provided in a later section.

The relationships among processes and their respective goals are modeled through SupportedBy
links in the SAC structure.

For the testbed, we choose three security controls from the NIST SP 800-53 [49] framework as
security requirements with an aim at mitigating DDoS threats. The statements of those security
controls are expressed as the top-level goal in the SAC, as shown in Figure 4, Those goals are:

SC-5: “System(s) protect against or limit the effects of denial-of-service events and employ the
necessary controls to achieve this objective.”

This goal is supported by two related security control goals:

SC-5(3): “System(s) employ monitoring tools to detect indicators of denial-of-service attacks
initiated via network traffic flooding.”

SI-4: “System(s) continuously monitor to detect attacks and potential indicators of compromise
in alignment with security objectives.”

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Context: SC-5 [a]:
Assignment (types of denial-of-service Goal: SC-5 Main: System(s)
events): DoSEvent = {TCP SYN Flood, UDP protect against or limit the effects of
Flood, HTTP Flood} the types of denial-of-service events
and employ the controls to achieve
Context: SC-5 [b]: the denial-of-service objective;
Assignment (controls by type of provides = [val(DoSEvents),
denial-of-service events): protectionControl = val(detectAttackType),
{IPS, Firewall rules } val(protectionControl)]

A
‘ [val(detectAttackType)]

antgxt: Scf5(3)-' Ass'ign.ment Goal: SC-5(3) Main: System(s) employ
(organization-defined monitoring tools) < monitoring tools to detect indicators of
onitorinTools = "Deep learning model) denial-of-service attacks launched by

flooding network traffic;
provides = [val(detectAttackType),
val(modelPerformanceMatrix)]

‘ [val(monitoredNetworkData)]

Context: SI-4:Assignment(organization-defined Goal: SI-4 Main: System(s) monitor the system
<<

e s Sl P to detect attacks and indicators of potential attacks
monitoring objectives) monitoringObjectives =

in accordance with the objectives;
{TEPSYN Fload, HDPEload, HTTP Fload) provides = [val(monitoredNetworkData)]

Figure 4. Security controls chosen as security requirements from NIST SP 800-53.

We adopt the GSN [22] template and initialization methodology for constructing SAC as
introduced by Jahan et al. in [16]. The SAC instance, structured using GSN, organizes the assurance
argument hierarchically to demonstrate compliance with the specified security controls. A partial
view of this argument structure is illustrated in Figure 5. In GSN, goals, represented as rectangles,
articulate the security requirements that must be satisfied. Each top-level goal is further refined into
one or more strategies (parallelograms) or sub-goals, capturing the logical decomposition and
interdependencies among system processes involved in fulfilling the requirement. These
interdependencies are represented using SupportedBy relationships, visualized as filled arrows
connecting related nodes. Solution nodes (circles) provide supporting evidence that specific system
processes are functioning as intended and are capable of meeting the corresponding goals. This
structured approach allows the SAC to trace how individual processes contribute to overall system
assurance and facilitates the integration of explainable Al insights into the broader security argument.
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Context: SC-5 [a]:

Assignment (types of denial-of-service Goal: SC-5 Main: System(s)

events): DoSEvent = {TCP SYN Flood, UDP
Flood, HTTP Flood}

protect against or limit the effects of

the types of denial-of-service events

and employ the controls to achieve

the denial-of-service objective;

Context: SC-5 [b]: provides = [val(DoSEvents),

val(detectAttackType), [val(detectAttackType)]
val(protectionControl)]

Assignment (controls by type of
denial-of-service events): protectionControl =
{IPS, Firewall rules } ‘

Goal: SC-5(3) Main: System(s) employ
monitoring tools to detect indicators of

Q Context: SC-5(3): Assignment denial-of-service attacks launched by

organization-defined monitoring tools) flooding network traffic;

onitorinTools = "Deep learning model) .
d 9 provides = [val(detectAttackType), [val(monitoredNetworkData)]
val(modelPerformanceMatrix)]

Goal: SI-4 Main: System(s) monitor the system
to detect attacks and indicators of potential attacks
in accordance with the objectives;

provides = [val(monitoredNetworkData)]

/ Strategy: S9: Argument over DL model
pipeline for network traffic monitor at
cloud layer
/ Strategy: S$10: Argument over /

CollectNetworkTrafficData at network /

monitoring objectives) monitoringObjectives =

Context: SI-4:Assignment(organization-defined
{TCP SYN Flood, UDP Flood, HTTP Flood}

Goal: SI-4 Req: Monitor
network traffic to detect DDoS

layer
Goal: G-11:Monitor HTTP | l
network traffic in between Cloud | Goal: G-10:Monitor UDP network
and Application layer ’ ‘ traffic in between physical and
edge layer

Strategy: S11: Argument
over SendSensorDataToEdge
at Physical layer

l

Strategy: S13: Argument over,
TriggerActuatorToActivate at
Physical layer

Goal: G-14:Record
transmitted sensor
data reading

Goal: G-13:Transmit
sensor data reading to
edge layer

Strategy: S12: Argument
over CollectSensorData at
Edge layer

Strategy: $23: Argument
over ReadSensor at Physical
layer

Goal: G-30:Read new sensor
data in a regular manner

Solution:
sn7:

Solution:
Sné:
Record of network
traffic packet's
UDP attributes

sensor status

Figure 5. Partial Security Assurance Case, representing security profile of the system.

In the ExtractGoalAttributeRelation process, the SAC instance is encoded into a tree structure
based on the SupportedBy relationships defined in the GSN model. In this tree, top-level goals act as
root nodes, and the leaf nodes represent solution nodes providing evidence. The objective is to trace
all possible dependency paths from each root goal to its corresponding solution nodes. To achieve
this, a depth-first search (DFS) [50] traversal is employed. For each root node, a stack is maintained,
where each stack item holds a list representing the current path from the root to a given node. If a
node has no children, it is considered a leaf node, and the path is stored in the set AllPaths. Otherwise,
the current path is extended to each child node and pushed back onto the stack for further traversal.

An example, a path extracted through this traversal is:

SI-4 Main | S9 | SI-4 Req | S10 | G-10 | S11 | G-13 | Sn6

CC BY license.
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This path illustrates that the solution node Sn6, which monitors UDP traffic attributes, provides
evidence about behaviors in network traffic conforming to the UDP protocol. From this, it can be
inferred that a potential DDoS_UDP attack is launched by manipulating UDP attributes and could
compromise goal G-13, which ensures the functionality "Transmit sensor data readings to the edge
layer." This, in turn, would affect the SendSensorDataToEdge process (linked via strategy S11),
demonstrating how such manipulation cascades through the assurance case, eventually impacting
the top-level security control goals such as SI-4 Main. This kind of dependency tracing is critical for
understanding the cascading effects of component compromise and identifying affected goals and
processes.

The ExtractGoal AttributeRelation process outputs a set of dependencies in the following form:

Ssac = {(G —13,SendSensorDataToEdge, udp. stream, 0.016)}.

Here, the tuple denotes that goal G-13 could be degraded since the process,
SendSensorDataToEdge, which is associated with the attribute udp.stream has been impacted by the
change of udp.stream attribute’s state. And assigned an IF to SendSensorDataToEdge is 0.016.

Next, the MapExplanationWithSAC process maps attributes from the local explanation set S, to
entries in Sg4.. It extracts and compiles information about which goals and processes are affected by
the current states of attributes (denoted by st in each S,,, tuple). The output of this step is:

Smap = {(G, Proc, Attr,IF, st)}

This mapping forms the basis for generating a high-level interpretation.

The Generatelnterpretation process uses mapped information to generate a structured
interpretation of the explanation, illustrated in Figure 6, in JSON format. The resulting JSON object
contains two major substructures:

e interpretation_info: A nested object outlining affected attributes and their states, associated
processes, corresponding goals, and IFs.

e traffic_info: A summary of the model's prediction (e.g., DDoS_UDP with 99% confidence) and
the relevant attack context.
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affected goal:
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“attack"
“dummy"

"38155"

“DDOS_UDP"
©.9999958

"G-13"

"Transmit sensor data reading to edge layer"

"udp.stream"
“"udp.stream > e.ee"
©.7264197026607092

"SI-4 Main|SI-4 Req|G-1e"

"G-10"

“monitor UDP network traffic in between physical and edge layer”

"SI-4 Main"

"monitor the system to detect attacks"

"SI-4 Req"
"monitor network traffic to detect DDoS"

“SendSensorDataToEdge”

.e16393

"G-14"

"Record transmitted sensor data reading”

"udp.stream"
“"udp.stream > e.ee"
©.7264197026607092

Figure 6. Generated JSON report in a structured form.

In the example scenario, the interpretation confirms a DDoS_UDP attack with 99.99%

doi:10.20944/preprints202506.0779.v

© 2025 by the

confidence. The attack targets the SendSensorDataToEdge process (identified under the process object),
which has an IF of 0.016, by manipulating the udp.stream attribute with the condition udp.stream > 0.
The objective of this attack is to disrupt the functionality of the SendSensorDataToEdge process, whose
purpose is defined in Goal G-13 as “transmit sensor data reading to edge layer,” as indicated in the
interpretation_info object of the JSON report.

Due to the interdependencies within the system, this attack also affects other goals—specifically
G-10, SI-4 Req, and SI-4 Main—as illustrated in Figure 6 and listed under the affected_goal attribute
in the JSON report. These cascading impacts highlight the interconnected nature of system goals
within the security profile and the broader consequences of a targeted process disruption.
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3.4. Generate System-Call Dependency Graph (ScD Graph) and Calculate Importance Factor (IF) Assigned
to Each Process

The outcome of the mapping technique pinpoints the affected functionalities and security
requirements due to the changes in the conditions of the system’s attributes. It also includes process
importance, which is IF of the process. IF is defined as the significance of those processes in
continuing the system’s operation.

We model the IoT system’s internal architecture and interdependencies among the processes as
a form of call graph, G = (V,E) where V is the set of nodes in the graph representing the processes
in IoT system and E is the set of directed edges connecting the nodes, expressing the calling
relationship among the process, thus the control flow from process to process. An edge e;;in E is an
ordered pair of nodes v;, v; € V, representing the control flow from node v; to v;.

To construct the Call graph, we collect the execution traces of the processes in the IoT system,
which is the IoT-based smart irrigation testbed for our case. The execution trace records of all the
processes getting invoked and the flow of control, starting from the sensor reads data to finally
activate the actuators after analyzing the data if needed. Our testbed call graph includes 15 processes
as shown in the graph in Figure 7, in which there are three processes involved in Physical layer, so
three nodes are included in the call graph (represented in green circle). Similarly, five nodes (yellow
circle) representing the processes in Edge layer, six nodes from Cloud layer (blue circle) and one node
for the process from Application layer (no fill circle). The edges reflect how the processes are
interconnected in the entire architecture from Physical layer to Application layer.

Received-
SensorData

ReadSensor

Decideto-
Trigger-
Actuator

&TriggerDecision

GetMLModel-
Prediction

Preprocessed-
SensorData

Aggregate-
SensorData

Cleaning-
SensorData

TriggerActuator-
ToActivate

Execute-
MLModel

eedSensorData-!
ToMLModel

Figure 7. Call graph of IoT-based smart irrigation system (testbed).

For example, the node, VpecigetoTriggeractuator Tepresenting the process, DecidetoTriggerActuator
from the Cloud Layer and this node is connected both with the node, vsendrriggertoactuator from Edge
layer and vgspowanalysisResult&TriggerDecision {rOm Application layer, since DecidetoTriggerActuator
process is for both notifying the application user about the farm condition and activation of actuator,
via ShowAnalysisResult& TriggerDecision process and on the other hand transmitting signal to Edge
layer’s process SendTriggerToActuator to enable actuator resides in Physical layer. So, an edge,
€DecidetoTriggerActuator —ShowAnalysisResult&TriggerDecision is connection nodes UDecidetoTriggerActuator and
VshowAnalysisResult&TriggerDecision - And another edge/ €DecidetoTriggerActuator —SendTriggerToActuator is
ConneCting nodes, UDecidetoTriggerActuator and VSendTriggerToActuator: The direction of the edge reflects
how the control flows in the operation. Since DecidetoTriggerActuator process notifies user on the
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decision of activating actuator, so control flows from DecidetoTriggerActuator to
ShowAnalysisResult& TriggerDecision process. On the other hand, DecidetoTrigger Actuator process also
receives command from user when user tries to override the activation of actuator decision. So, there
is a control flow from ShowAnalysisResult& TriggerDecision to DecidetoTriggerActuator. So, the edge,
€DecidetoTriggerActuator —ShowAnalysisResult&TriggerDecision is bi-directional. But, the edge,
€DecidetoTriggerActuator —SendTriggerToActuator 15 Unidirectional reflecting the control flow from
DecidetoTriggerActuator to SendTriggerToActuator.

We have assigned weight to each edge based on how many layers in IoT are merge together via
this edge and what's those layer’s priority. As we know IoT architecture includes multiple layers to
accommodate diverse components, each of which are responsible for specific needs [2]. There are
some processes involved in connecting one layer with another layer in order to seamless and efficient
operation of the IoT system. For example, the edge connecting SendSensorDataToEdge from Physical
layer and CollectSensorData from Edge layer is crucial in control flow for seamless operation of our
IoT system and also considering an attack surface for attackers targeting the Edge layer by
manipulating sensor data from the Physical layer. We have provided higher priority to those edges
than the edges managing the control flow within a single layer. So, the weight is assigned to the edge,
e;j connecting the nodes v; and v;, as,

w(ej)=Lp+Lg+Lc+Ls+ Ly

Here,

Lp = 1if either or both v; and v; are the porcess in Physical layer, otherwise 0.

Lg = 1if either or both v; and v; are the porcess in Edge layer, otherwise 0.
L¢ = 1if either or both v; and v; are the porcess in Cloud layer, otherwise 0.
L, = 1if either or both v; and v; are the porcess in Application layer, otherwise 0.

Ly = 1if either or bothv; and v; are the porcess in Network layer, otherwise 0.

For  example, in our  testbed’s call graph, there is an  edge,
€pecidetoTriggerActuator —ShowAnalysisResult&TriggerDecision COImECﬁng nodes UbecidetoTriggerActuator and
VshowanalysisResult&TriggerDecision- 1his DecidetoTriggerActuator node is a process from Cloud layer
and ShowAnalysisResult&TriggerDecision is a process from Application layer. So, the weight of that
edge/ eDecidetoTriggerActuator —ShowAnalysisResult&TriggerDecision will be/

w (eDecidetoTriggerActuator —ShowAnalysisResult&TriggerDecision) =0+0+1+1+4+0=2

The call graph serves as the foundational structure for calculating the IF of each process in the
IoT system. To derive IF values systematically, we developed a procedural approach leveraging the
PageRank algorithm [28], which evaluates node importance based on incoming links, their respective
PageRank scores, and the number of outgoing connections. The standard PageRank formula used is:

1-—«a PR (v
PR (u) = Fay @)
N v €ln(u)

dy

Here PR(u) is the PageRank value of node ,

a is Damping factor(in my method, there is no random teleportation, just pure link-following.
So, I consider ot = 1)

N is Total number of nodes in the graph

In(u): Set of nodes linking to node u, incoming node to u.

d, is Out-degree (number of outgoing links) of node v.

Since our call graph is a weighted, directed graph, we extended this model using the Weighted
PageRank algorithm [25]. This approach better captures the varying significance of edges by
incorporating edge weights. For each node, edge weights are normalized by the total weight of all
outgoing edges from that node. The formula for the Weighted PageRank becomes:

w (v,u)

Yze out(w)W(v.2)

1-
WPR (1) = —=+ a Xy e WPR (v)

Here WPR(u) is the weighted PageRank of node u
w(v,u) is the weight of the edge from node v tonode u,
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and Y., ¢ outwy W(v, 2) is the total weight of all outgoing edges from node v.

By applying this algorithm to the call graph, we calculated the IF for each process, treating each
process as a graph node. The resulting importance of scores reflects how central a process is to system
continuity and overall resilience. A higher IF indicates a more critical process in sustaining secure

and functional operations. The complete list of processes with their corresponding IFs is provided in
Table 3.

Table 3. of Processes in IoT-based Smart Irrigation System (testbed) and their Important Factor.

Process Name Importance Factor
DecidetoTriggerActuator 0.156
TriggerActuatorToActivate 0.094
GetMLModelPrediction 0.09
ShowAnalysisResult&TriggerDecision 0.086
SendTriggerToActuator 0.086
ExecuteMLModel 0.082
FeedSensorDataToMLModel 0.074
PreprocessedSensorData 0.066
ReceivedSensorData 0.057
SendSensorDataToCloud 0.049
AggregateSensorData 0.041
CleaningSensorData 0.033
CollectSensorData 0.025
SendSensorDataToEdge 0.016
ReadSensor 0.008

The list of IFs of each process in the systems is stored as Process Importance in
GenerateAttackStatus&ConsequenceResult component, as illustrated in Figure 3, and is utilized by the
ExtractGoal AttributeRelation process during the generation of the outcome set, Sg,.. In the final JSON
report generated for any detected attack incident, the affected process along with its corresponding
IF is included, as shown in Figure 6.

By examining a process’s Importance Factor, we gain insight into the potential impact of
uncertain changed conditions on the system’s overall functionality. This metric serves as a valuable
indicator of a process’s significance within system operations and provides critical insight for
fostering security awareness. It helps identify potential degradation in the system’s security state
resulting from the compromise of affected processes. The generated report is a foundational
component for promoting security awareness and can be instrumental in evaluating the system’s
confidence in meeting its defined security requirements.

4. Performance Analysis

To evaluate the performance of our proposed framework for embedding security awareness into
IoT systems, we conducted a detailed analysis of the deep learning (DL) pipeline. This evaluation
measured the average execution time for three key components: model prediction, XAl-based
explanation generation, and the mapping of XAI outcomes to the system's security profile via the
GenerateAttackStatus&ConsequenceResult process. The experiments were performed on a personal
computer running Microsoft Windows 10 Pro, equipped with a 12th Gen Intel(R) Core(TM) i9-
12900H CPU @ 2.50GHz and 32 GB of RAM. A summary of the execution time analysis is presented
in Table 4.
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We also assessed performance across different attack types and observed that all three
components of the DL pipeline maintained consistent execution times, regardless of the specific
attack scenario. However, the XAI explanation generation consistently incurred significantly higher
processing time compared to the other components. In future work, we aim to incorporate more
advanced ML/DL optimization techniques to improve system efficiency and reduce the latency
associated with explanation generation.

Table 4. Performance analysis result.

Process Name Average Execution time (in sec)
Overall Model Prediction 0.154893
Generate Explanation 8.426568
Mapping and Generate Report 0.151432
DDoS_UDP Model Prediction 0.159036
Generate Explanation 8.082033
Mapping and Generate Report 0.153765
DDoS_TCP Model Prediction 0.152603
Generate Explanation 8.802392
Mapping and Generate Report 0.149118
DDoS_HTTP Model Prediction 0.153175
Generate Explanation 8.373173
Mapping and Generate Report 0.151548

5. Conclusions

The rapid integration of IoT technologies holds transformative potential to enhance
productivity, sustainability, and resilience across various domains. However, realizing these benefits
presents significant challenges—particularly in managing the complexity, dynamism, and security
sensitivity inherent to such environments. This paper addresses these challenges by proposing a
novel security-aware framework for IoT systems. By integrating contextual intelligence, explainable
artificial intelligence (XAI), and structured security assurance modeling, the framework enables real-
time reasoning about environmental and operational changes and their implications for system
security.

A key innovation of this work is the introduction of a graph-based procedural approach to
quantify the importance of individual system components, thereby enhancing the system’s ability to
prioritize and adapt its security responses. By combining interpretability, adaptability, and risk-
awareness, the framework establishes a foundation for developing intelligent, secure, and
trustworthy IoT infrastructures.

We acknowledge that the current implementation of the security awareness component
introduces performance overhead, indicating the need for optimization of computational processes.
Another concern lies in the framework’s reliance on XAI methods to provide actionable insights.
These methods must be rigorously evaluated to ensure their fidelity and reliability. In future work,
we aim to address these concerns through performance optimizations and thorough validation of
XAI techniques.

To the best of our knowledge, there is currently no existing approach that directly maps XAI
outcomes to a system’s security profile to generate insights on uncertain changes and their
implications for system security posture. As such, a direct comparison with other methods is not
feasible at this stage.
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The successful implementation and evaluation of the proposed framework within a smart
irrigation testbed demonstrate its practical feasibility and highlight its potential to inform the
development of self-aware, security-conscious IoT systems across a range of critical application
domains.
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