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Abstract: Water management systems help allocate water resources effectively, considering various
demands such as agriculture, industry, domestic use, and environmental needs. They optimise
water distribution and ensure equitable access, minimising water scarcity and conflicts. Critical
elements of this system are often the target of various attacks. Depending on the target of the attack,
different scenarios based on physical, cyber, or combined forms of attacks can be used.
Requirements for the protection of water objects forming part of the critical infrastructure system
are determined primarily by generally binding legal regulations, technical standards, or other
requirements of third parties. These requirements imply the need to adopt certain protective
measures. Physical protection system (PPS), as a convenient way of organising protective measures,
makes it possible to prevent an unauthorised person from achieving his goal. Current procedures
aimed at protecting objects use a qualitative or quantitative approach. The article presents the use
case of a possible way to protect a selected water reservoir that has been identified as a national
element of critical infrastructure in the subsector Drinking Water Provision. The use case is based
on the analysis of safety requirements and subsequent design of the PPS water reservoir. To verify
the functionality of the proposed PPS, a quantitative PPS model was created using a software tool,
and four possible attack scenarios were simulated.

Keywords: water reservoir; critical infrastructure elements; physical protection system; model;
simulation; physical attack

1. Introduction

Water reservoirs are susceptible to various types of attacks that can jeopardize water quality,
disrupt service, and pose risks to public health and safety. Next text presents real-world examples of
attacks on water reservoirs, highlighting their consequences and the lessons learned. In 1993,
Milwaukee, Wisconsin, experienced a major outbreak of Cryptosporidium, a waterborne parasite,
due to inadequate filtration and disinfection practices. The contamination affected the city's water
reservoir and led to over 400,000 cases of illness and 69 deaths. This incident highlighted the need for
improved water treatment and surveillance systems to prevent and respond to waterborne disease
outbreaks [1] In May 2000, contaminated groundwater infiltrated the municipal water supply system
in Walkerton, Ontario, Canada, leading to a widespread outbreak of E. coli infections. The
contamination was traced back to a cattle farm near one of the wells supplying the reservoir. The
incident resulted from a combination of inadequate water treatment processes, flawed monitoring,
and improper response to the detected contamination [2]. During the Iraq War in 2003, several
incidents of deliberate sabotage targeted water reservoirs and treatment facilities. The attackers
aimed to disrupt water supply, degrade infrastructure, and create chaos. These acts of sabotage
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resulted in severe water shortages and compromised sanitation services in various regions of Iraq [3].
In 2013, a lone hacker remotely accessed the Supervisory Control and Data Acquisition (SCADA)
system controlling the Bowman Avenue Dam in Rye Brook, New York. Although the attack did not
cause any operational impact due to the dam's offline status, it raised concerns about the vulnerability
of critical water infrastructure to cyber-physical attacks [4]. In 2014, two individuals attempted to
poison the drinking water supply at the Lake Forest Reservoir in California. The attackers, with access
to the reservoir site, poured a harmful substance into the water. However, their actions were detected
before the contaminated water entered the distribution system. This incident emphasized the
importance of rigorous security protocols, surveillance systems, and prompt incident response [5]. In
2019, a group of individuals attempted to poison a water reservoir in regional Victoria, Australia.
They released a hazardous substance into the reservoir, targeting a specific community. The plot was
detected early, and swift action prevented the contamination from reaching the water supply,
underscoring the importance of robust monitoring systems and rapid response protocols [6]. These
examples of attacks on water reservoirs illustrate the potential consequences and vulnerabilities
associated with such incidents. They emphasize the importance of implementing robust security
measures, conducting regular risk assessments, and maintaining strong response capabilities. By
learning from these cases, water utilities and stakeholders can enhance the security and resilience of
water reservoirs, safeguarding the integrity and availability of clean water for communities.

The security and protection of water reservoirs is crucial to ensure the security, safety and
reliability of our water supplies. The state of the art in this area involves a multidisciplinary approach
that includes physical security measures, cybersecurity measures, and risk management strategies.
The U.S. Environmental Protection Agency (EPA) provides guidance for assessing the security risks
to water utilities and developing mitigation strategies in their document "Security Risk Assessment
for Water Utilities" [7]. Similarly, the U.S. Department of Homeland Security offers information on
protecting water infrastructure from physical and cyber threats in "Protecting Critical Infrastructure:
Water Sector Security” [8]. The World Health Organization (WHO) has published "Water Security
Handbook: Planning for and Responding to Drinking Water Contamination Threats and Incidents"
[9], which provides guidance for developing water security plans and responding to water
contamination incidents. The Water Environment Federation also offers a resource on the integration
of cybersecurity and physical security measures in protecting water systems in "Cybersecurity and
Physical Security: A Unified Approach to Water System Protection” [10]. The book "Security of Water
Supply Systems: From Source to Tap" provides a comprehensive overview of the security issues
related to water supply systems, including risk assessment, physical security, and cybersecurity [11].
In addition to these resources, the National Institute of Standards and Technology (NIST) provides a
framework for improving critical infrastructure cybersecurity in their document "Framework for
Improving Critical Infrastructure Cybersecurity, Version 1.1" [12]. The American Water Works
Association (AWWA) has also published a document on risk assessment and management for water
and wastewater utilities [13], while the Water Research Foundation offers a resource on security risk
assessment and management for small and medium water systems [14]. Overall, the state of the art
in water reservoir security involves a multidisciplinary approach that addresses physical security,
cybersecurity, and risk managementreferences.

2. Materials and Methods

The requirements for the protection of objects against intentionally acting unauthorised persons
with the aim of damaging, destroying, or stealing protected tangible or intangible property located
in the object that is owned or managed by a natural or legal person are determined primarily by
generally binding legal regulations, technical, national, or international norms and standards, the
requirements of insurance companies or other third parties such as parent companies or strategic
customers.

Those requirements imply the need to adopt certain protective measures, which should be
organised in such a way as to ensure the protection of the property of the owner or operator. If asset
protection is the process of establishing a state of security using protective measures aimed at
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preventing or stopping any undesirable activities or events (e.g., an electrical short circuit and
subsequent fire) that are contrary to the interests of the owner or manager of that property, then the
physical protection system (PPS) is the instrument used to achieve this state.

Physical protection system (PPS), as a convenient way of organising protection measures, allows
an unauthorised person to achieve his goal, which may be, for example, theft, damage, or destruction
of a protected asset. Such a system of protection can be understood as a system implemented by
technical and regime protection measures or elements, which can be divided into alarm systems,
mechanical barriers, security services, and regime measures. Mechanical barriers serve to deter, slow
down, or stop an unauthorised person or intruder, while alarm systems serve to subsequently detect
it and trigger an alarm state. An integral part of the protection system are security services, which
ensure timely intervention and apprehension of the intruder. Regime protection ensures the proper
functioning of those protective measures [15].

In the planning phase, design, implementation, or operation of building protection systems, it is
possible to talk about the functionality, economic efficiency, reliability, or quality of PPS from the
point of view of their evaluation [16].

A functional PPS shall be considered to be one that fulfils the basic condition that from the initial
detection point the attack time is greater (including the total breaking time of mechanical barriers and
the time of intruder movements) than the response time of the intervention unit. This means that the
PPS is operational if the ratio of these times in that order is greater than one. In the case of an intruder
whose aim is to steal a protected interest for its later monetization, it is sufficient to detain him at the
latest at the time of leakage, thereby prolonging the total disposition time of the intervention unit. In
the case of an intruder whose object is to damage or destroy a protected interest in the form of
sabotage or a terrorist attack, it is necessary to detain him before he achieves his objective, i.e. before
the protected interest is damaged or destroyed. In this case, we cannot calculate the time of its leakage
[15,17].

In practice, a credible demonstration of the fulfilment of this basic condition for the functionality
of the system is often difficult to achieve. Existing procedures for object protection use one of two
basic approaches [18]:

e  qualitative approach,
e  quantitative approach.

Procedures using a qualitative approach shall be based on expert estimates by evaluators, where
it is not possible to verify precisely the sufficiency of the proposed level of protection and it is
necessary to rely on the expertise of the designers of these procedures. In this case, it is not possible
to verify whether the PPS is undersized or, on the contrary, oversized in view of the proposed
protective measures.

Procedures based on a quantitative approach make it possible to demonstrate precisely the
justification of the proposed protection measures using measurable input and output quantities. In
this case, it is already possible to verify that the PPS, in view of the proposed protection measures, is
not undersized or oversized.

There are currently several tools (software) using one of those approaches for evaluating the
functionality of a protection system [19]:

e  qualitative approach: RiskWatch (USA), CRAMM (UK),

e  quantitative approach: SAVI, ASSESS (Sandia National Laboratories, USA), Sprut (Scientific and
Production Enterprise ISTA SYSTEMS ]S Co., Russia), SAPE (Korea Institute of Nuclear Non-
proliferation and Control, South Korea), SATANO (University of Zilina, Faculty of Security
Engineering, the Slovak republic).

In practice, a qualitative approach is mainly used, although it brings a considerable degree of
subjectivity to the PPS proposal. The main reason for this is the fact that in practice real values of
input quantities are missing, such as:

e  breakthrough resistances of mechanical barriers, varying depending on the type of tool used to
overcome them,
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e  probability of detection by alarm systems, which vary depending on the intruder's knowledge
of the technologies used (e.g. method of evaluating the change in physical quantity due to the
violation of the protected area),

e  reliability of alarm system elements,

e reliability of the human factor.

For these reasons, these instruments are used in practice only in a specific area (e.g. nuclear
protection) respectively are still in the development phase at various research institutions. In practice,
procedures based on a qualitative approach are used much more frequently, which can be further
subdivided into [15]:

e  directive approach, where protective measures are precisely defined, regardless of the specifics
of the operation and the environment in which the object is located,

e  variant approach, where it is possible to choose from a finite number of proposed solutions,
combining various protective measures, which will allow to take into account to some extent not
only the specifics of the operation and environment, but also the financial, technical, or
personnel possibilities and capacities of the owner or manager of the facility.

The first and most important step in the TSO design process is to determine the minimum level
of protection, which subsequently determines the choice: technical solutions for alarm systems and
mechanical barriers, dislocation, parameters and functionalities. The minimum level of protection
determines which protective measures are to be implemented, in what proportion and with what
characteristics (e.g. security degree/class, purpose of use, key parameters of system elements,
dislocation).

The minimum level of protection may result from the so-called safety requirements, which may
be given:

e anessential condition for the functionality of the protection system,

e  third party:

the state, through generally binding legal regulations,

standards bodies, by means of a normative standard,

an insurance company, through terms and conditions,

the customer, in the form of contractual terms or recommendations,

the parent company, in the form of internal organisational regulations,

another third party, through a regulation, contract, regulation, norms, standards, etc.

O O 0O 0O 0O O°

In the case of setting a minimum level of protection, based on the fulfilment of the basic condition
of functionality of the protection system, a quantitative approach shall be used, using time and
probabilistic bases of input and output quantities values (e.g. breakthrough times, transfer and
reaction times, detection probabilities, etc.). When setting a minimum level of protection based on
meeting the security requirements of third parties, a qualitative approach is used in most cases, either
a directive approach or a variant approach.

In many cases, the setting of a minimum level of protection is linked to the risk management
process, where the requirements for protective measures increase in scope, respectively become
stricter with increasing risk levels (e.g. the safety class of alarm systems increases). Even if the risk
management process does not affect the resulting minimum level of protection (i.e. it is directly
defined), it has a significant influence in determining the dislocation of elements of protection
measures (e.g. cameras, detectors, mechanical barriers, etc.). The requirement for the risk assessment
process related to the protection of objects against anthropogenic intentional threats is determined
by international and national generally binding regulations, norms and standards focused on a
certain field of application (e.g. classified information, protection of critical infrastructure, protection
of banking entities, protection of residential premises, etc.).

After establishing a minimum level of protection, which defines which protection measures are
to be implemented, with which characteristics and parameters (level, resp. security class, purpose of
use, key parameters of system elements), it is necessary to decide on the location of individual
protection measures, systems, respectively their elements (e.g. location of cameras, detectors,
mechanical barriers, etc.).
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The position of individual TSO elements is influenced by a number of requirements, of which
the most important include:

e  dislocation given by a minimum level of protection,

e  dislocation given by manufacturers' recommendations,

. dislocation given by the parameters of protective measures,

e  dislocation due to technical regulations,

e  dislocation due to the risk assessment process, or vulnerability analysis,
e  dislocation due to environmental influence.

Only after determining the parameters, operating conditions, it is possible to look for a specific
manufacturer or seller on the market who offers a product that meets all defined conditions. Where
such a product does not exist on the market or is economically disadvantageous, it is necessary to
ensure these requirements by combining several products, but in such a way that the required
minimum level of protection, the purpose of individual protective measures, or the dislocation of
protective measures are not altered. For example, a dedicated area can be covered by several elements
of alarm systems (e.g. detectors or cameras). In the case of the design of the system, we can talk about
a certain variation, but it is necessary to bear in mind the preservation of the intended purpose of
individual protective measures and also the maintenance of the required minimum level of
protection.

3. Results

This chapter specifically elaborates on the safety requirements of the physical protection system
of water reservoir, from the determination of the purpose and the required minimum level of
protection, through the dislocation of individual protection elements, to the design of technical
solution parameters and operating conditions of the protection system. This use case may be part of
the reservoir operator's safety plan.

The selected object Vodnany water reservoir as an engineering structure defined by its boundary
and perimeter, the disturbance or destruction of which, according to sectoral and cross-sectional
criteria, would have serious adverse consequences on the quality of life of residents in terms of
protection of their life and health, as well as the environment, is an element of critical infrastructure
(CIE) within the meaning of the Critical Infrastructure Act [20].

At the same time, according to the Water Act [21], the person who handles water is obliged to
take care of its protection, make the necessary efforts to improve its condition, ensure its economical
and efficient use according to the conditions and requirements of this Act, and also ensure that the
rights of others are not violated. And is also obliged to take care of the protection of water conditions
and the protection of hydraulic structures. The operator of the reservoir is obliged to protect CIE from
disturbance or destruction. To this end, it is obliged [20]:

e  apply technology that ensures its protection when modernising an element,
e implement a safety plan.
In order to draw up a safety plan, the operator must [20]:

e  determine the importance of the equipment of the element (water reservoir),

e  evaluate the risk of threat of disturbance or destruction of individual equipment of the reservoir,
their vulnerabilities, the expected consequences of their disturbance or destruction on the
functionality, integrity and continuity of the operation of the element,

e select the main security measures for the protection of the element, in particular: mechanical
barriers, alarm systems, security elements of information systems, organisational measures with
an emphasis on notification and warning procedures, as well as crisis management, training of
persons and control measures for compliance with permanent protection measures.

It follows that no law specifies how to establish a minimum level of protection that would ensure
adequate protection for CIE. According to the Annex to the Critical Infrastructure Act, the water tank
belongs to sector 7. Water and atmosphere and subdivisions Drinking water provision. This sector
falls under the auspices of the Crisis Management and Security Department of the Ministry of
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Environment of the Slovak Republic. The ministry has no internal regulation that would specify how
the operator should apply the legal requirements for the protection of the water tank as CIE.

In 2014, the Ministry of Economy of the Slovak Republic issued a Methodological Guideline on
Security Measures for the Protection of Critical Infrastructure Elements in the Energy and Industry
Sectors, which can be used to secure CIE from another sector that has similar operating conditions.
According to the guidelines for each type of CIE, four protection zones have been defined, namely a
separate secure zone, a secure zone, a protected zone, a controlled zone [22]. From the point of view
of the nature of operation and construction design of the building, it is appropriate to define the entire
area of the water reservoir as a specially secured zone. From the different possible sub-sectors of
energy and industry, the oil and petroleum products subsector, including, for example, pumping
stations, can be selected as the most appropriate.

Certain requirements are imposed on this type of objects in a specially secured zone. The analysis
of these requirements reveals the following minimum level of protection requirements for the
reservoir:

e  Video Surveillance System (VSS) — 4th level of security [23], purpose: perimeter monitoring and
input identification,

e Intrusion and Hold-up Alarm Systems (I&HAS) - 4th level of security [24], perimeter detection,
motion and door opening detectors, local optical-acoustic signalling,

e  Access Control Systems (ACS) - 4th level of security [25], interconnection with mechanical
barriers,

e backup power supply for alarm systems,

e [P protection or anti-vandalism,

e connection of alarm systems to the centralized protection desk with "24/7" operation,

e  requirement for an integrated alarm system,

e  perimeter: solid fencing, top barrier, lockable gate,

e casing: a door of solid construction equipped with a security locking mechanism or an electronic
lock,

e  physical protection requirements,

e  organisational measures.

It follows that the minimum level of protection requirements apply not only to the
representation of specific mechanical barriers and alarm systems, their degree of security, but also to
their possible dislocation and functionality.

According to the European Directive on the identification and designation of European critical
infrastructures and the assessment of the need to improve their protection [26], relevant threat
scenarios need to be considered in order to assess vulnerabilities and the potential impact of
disruption or destruction of critical infrastructure. The likelihood of possible scenarios of threats of
disturbance or destruction of the reservoir in relation to its vulnerabilities has a significant impact on
the dislocation of individual elements of the protection system. According to the Critical
Infrastructure Act [20], the operator is to draw up a security plan, which also includes an assessment
of the risk of threat of disruption or destruction of individual CIE facilities, their vulnerabilities, the
anticipated consequences of their disruption or destruction on the functionality, integrity and
continuity of operation of the element.

Neither European nor national legislation of general application specifies how the risks
(scenarios) of threats of disruption or destruction of individual CIEs are to be considered or
evaluated.

Already in the previous step, when determining the security level of VSS, I&HAS and ACS ad
hoc, the overall level of risk of disruption or destruction of the reservoir was evaluated as "high". This
conclusion is based on the assumption that the probability of a threat of disturbance or destruction
of the reservoir is high (based on the current geopolitical situation in the EU), as well as the
anticipated consequences of the disturbance or destruction being of high importance (toxication of a
large population due to contamination of the water source or long-term shutdown of the population
from drinking water supply). The determination of a high level of security risk is also confirmed by
the fact that the water reservoir has been classified as a critical infrastructure element at national level,
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based on a detailed assessment according to sectoral and cross-cutting criteria. Risk assessment from
the perspective of the probabilities of specific threat scenarios will be presented in the next part of the
article.

After establishing a minimum level of protection and defining which protection measures are to
be implemented (e.g. VSS, 1&HAS and ACS) and with which functionalities and boundary
parameters (e.g. degree or class of security, identification of persons), it is necessary to decide on the
dislocation of individual systems and their elements (e.g. location of cameras, detectors, mechanical
barriers, etc.). In some cases, the dislocation of the protection elements is directly determined by the
requirements for a minimum level of protection (e.g. intrusion detection at the perimeter of the
object). However, it is also important to take into account the dislocation of protective measures from
the point of view of the process of assessing the risks, or vulnerability of the reservoir.

The risk assessment process can also be applied at the microlevel, where the aim is to decide on
the location of protective measures, primarily based on an evaluation of the probability of possible
risks. In this case, risks represent possible scenarios in which or by what routes the intruder can
achieve his objective. This process is also referred to as vulnerability analysis. In the case of the water
reservoir, vulnerabilities were assessed, on the basis of which 4 highly probable attack scenarios were
created, for which the resulting level of risk is unacceptable.

The anticipated direction and tactics of attack were taken into account in the overall design of
protective measures.

The technical standard for I&HAS [27] recommends where and how individual elements (e.g.
detectors) should be implemented in a given facility, based on the appropriate degree of security. In
the case of dislocation I&HAS is determined by the requirements: perimeter detection, motion and
door opening detectors and local optical-acoustic signalling. When dislocating motion detectors
covering the designated area, it is advisable to use one of the software tools that can visualise the
detection characteristics on a 2D map base (Figure 1).

Figure 1. Coverage of the reservoir building with the I&HAS system detector using SATANO
software.

In case of a dislocation of VSS cameras, their location is determined by the requirements for their
ability to identify and monitor.

When dislocating security cameras, it is advisable to use one of the software tools that can
visualise the coverage of a given space on a 2D map background with colour coding according to the
ability to perform a certain function (e.g. monitoring, detection or identification).
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Figure 2. Coverage of the object by a camera system with detection and monitoring functions.
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Figure 3. Dislocation of cameras for identification using IP VIDEO System Design Tool software.
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In the case of ACS, the dislocation of the individual protection elements is directly determined
by the minimum protection level requirements:

e the access control system must allow controlled and regulated access of authorised persons
from/to the facility,

e  manually and electronically (locally and remotely) controlled entrance gates and gates and a
system for monitoring the movement of persons with a connection to the access control system.

The dislocation of mechanical barriers is determined by the requirements for a minimum level
of protection and the existing structural arrangement of the object itself (e.g. perimeter of the object,
structure, room, opening fillings). Their dislocation in relation to their passive (breakthrough)
resistance shall be designed to meet the minimum level of protection requirements for the overall
functionality of the system.

The dislocation of physical protection determines the required or expected arrival time of the
intervention unit. For the purpose of this study, the response of the intervention unit is determined
with a range time of no more than 8 minutes from the place of first detection of the intruder. At an
average travel speed of 70 km/h, we have a radius of 9 km from the water tower, in which the
centralised protection desk with an intervention unit should be situated.

A functional PPS of objects is considered to be such a system that fulfils the basic condition that
from the first place of detection, the attack time is greater than the reaction time of the intervention
unit. For this particular case, the minimum level of protection, satisfying the basic condition for the
functionality of the system, is determined by the extreme values of the parameters:

e index of effectiveness of protective measures (> 1),
e  probability of eliminating the intruder (> 0.5).

These extreme parameter values determine how many mechanical barriers with overall
breakthrough resistance should be implemented at a specified total reaction time of the intervention
unit. Furthermore, the outliers of the parameters indicate the initial place of detection. As stated
above, the operator must evaluate (consider) the risks (scenarios) of the threat of disruption or
destruction of individual CIE facilities, their vulnerabilities and the anticipated consequences of their
disruption or destruction. Four risks (scenarios) of threat of disturbance or destruction of the
reservoir are specified for this case of use (Table 1). These scenarios are evaluated using the SATANO
software tool, in the form of calculations of individual parameters, critical paths, a graphical display
of the initial place of detection, and the timeline of the attack

Possible attack risk scenarios:

Attack scenario 1: An external intruder uses freely available tools to overcome mechanical
barriers and alarm systems, where:

e the target of the attack is damage to chlorine equipment resulting in the long-term shutdown of
a large number of inhabitants from drinking water supply (Figure 4),

e theintruder proceeds from the public area through the perimeter towards the chlorine room of
the water tank building, gradually overcoming standard aperture fillings (Figure 5),

e the expected maximum speed of movement of the intruder in the building is 2 m/s,

e the reaction of the intervention unit from the place of the first detection of the intruder is a
maximum of 8 minutes.

Attack scenario 2 differs from the previous first scenario in that the intruder uses a paraglider
motor glider to land in areas near chamber 1 and then overcomes standard aperture fillers towards
the chlorine room.

Attack scenario 3: An external intruder uses freely available tools and then uses a chemical to
contaminate water, where:

e the target of the attack is to poison a large population in a selected consumption area of
residential district D5 (Figure 6),

e the intruder proceeds from a public area through the perimeter towards the chlorine room of
the water tank building, where he pours a chemical substance into the pumping equipment,

e the expected maximum speed of movement of the intruder in the building is 2 m/s,
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e the reaction of the intervention unit from the place of the first detection of the intruder is a
maximum of 8 minutes,

e  the detection of contamination of drinking water in the water supply network is based on a water
pollution detector located at the outlet of chlorine equipment,

e the maximum rate of distribution of drinking water in the water supply network is 1.5 m/s [28],

e  the reaction time for shutting off the drinking water supply for residents to residential area D5
is 8 minutes, by mechanically closing the valve after the arrival of employees of the company
Vodarne a kanalizacia, s.r.o.

Table 1. Anticipated threat (attack) scenarios.

Scenario (threat) Possibility c
of onsequence Risk
level
Incident Consequence oeeurrence 45> eve
<1-5>
. . Long-term
The intruder proceeds from the public area hutd ‘
shutdown of a
through the perimeter towards the chlorine room
. . large number of
of the water tank building, gradually overcoming dents f 4 5 20
residents from
standard aperture fillings. The goal of the attack is .
. . drinking water
to damage chlorine equipment.
supply
Long-term
The intruder uses a paraglider motor glider toland shutdown of a
in the premises near chamber No. 1 and large number of 4 5 20
subsequently overcomes standard aperture fillings residents from
towards the chlorine room. drinking water
supply
High
An external intruder using freely available tools, ' .
. . . population 4 5 20
which then uses a chemical to contaminate water. L
toxication
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in the premises near chamber No. 1 and then Hich
i
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opulation
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toxication

pours chemical substance into the pumping
equipment.

Attack scenario 4 differs from attack scenario 3 in that the intruder reuses a paraglider motor
glider to land in areas near chamber 1.
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Figure 4. Common target of attacks 2 in scenarios 1 and 2.
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Figure 6. Water supply network Vodniany with the aim of attack = in residential area D5.

For a quantitative assessment of the level of the facility protection system, based on
breakthrough resistances of mechanical barriers, probabilities of detection of alarm systems and
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reaction times of physical protection. C (Figure 7) and then by simulation of the created scenario to
verify the functionality of the given system or to detect its vulnerabilities (e.g. incorrect placement of
mechanical barriers and alarm systems, incorrect selection of their parameters, insufficient reaction
time of physical protection). Software tool SATANO was developed at the University of Zilina in
Zilina is a simulation tool that allows you to quantitatively assess the level of PPS on various 2D map
documents. The software tool was created as one of the outputs of the CI-PAC project: Critical
Infrastructure Protection Against Chemical Attack (HOME/2013/CIPS/AG/4000005073). [29]

! ] o

B

Figure 7. Model of the Vodifiany water reservoir protection system processed in the SATANO

software tool.

In total, four attack scenarios have been developed, differing in the starting points of the intruder
and its attack targets, namely damage to chlorine equipment (scenarios 1 and 2) or contamination of
the drinking water source (scenarios 3 and 4). All four attack scenarios were modelled and simulated
in the SATANO software tool (where the functionality of the protection system was evaluated if the

scenario was executed (Figure 8).

Attack scenario assessments
Q|

Delete selected attack scenario assessments
’j A.ﬂ;a.cktar;ét il Eh St o)
Scenario 1

[] Chilorine station

Scenario 2

[] Chilorine station

Scenario 3

[C] Residential district - block D5

Scenario 4

[”] Residential district - block D5

Results found: 4

Search

Response time

SWAT: 480 {s]

SWAT: 480 [s]

closing valve: 480 [s]

closing valve: 480 [s]

Attack critical path

measures efficiency coefficient 1.057

probability of interruption: 0.562

delay due to passive barriers crossing: 490 [s]

total path length: 53.85 [m]

total time of attack: 519.92 [s]

time of detection: 12.51 [s]

time of target being protected by response unit: 492.51 [s]

measures efficiency coefficient 0.476
probability of interruption: 0.051

delay due to passive barriers crossing: 210 [s]
total path length: 37.15 [m]

total time of attack: 228 .57 [s]

time of detection: 0 [s]

measures efficiency coefficient ( 1.057 ;3794 )
probability of interruption: 0.999

delay due to passive barriers crossing: 450 [s]
total path length: 2030.5 [m]

total time of attack: 1833.69 [s]

measures efficiency coefficient ( 0.476; 3.213)
probability of interruption: 0.994

delay due to passive barriers crassing: 210 [s]
total path length: 20078 [m]

total time of attack: 1542.34 [s]

Figure 8. Results of simulations of four scenarios of attack on the Vodniany water reservoir.
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The results of attack scenario simulations 1 to 4 show that the PPS is effective in 3 out of 4 attack
scenarios (Table 2). In scenario 2, the PPS needs to be adjusted, either by reducing the reaction time
of the intervention unit or by increasing the passive resistance of some of the mechanical barriers in

the reservoir object, so as to achieve parameter extremes determining the minimum level of

protection.

Table 2. Final evaluation of the effectiveness of the proposed protection system for individual water

tank attack scenarios.

Coefficient of  Probability of ~ Final
Target of effectiveness  eliminatingan ©Vvaluation
Scenario Starting point attack of safeguard intruder of the
measures protection
1) (>0.5) scheme
the intruder damage to PPS is
1 proceeds from a chlorine 1.057 0.562 officient
public area equipment
landlr.lg in dama.ge to PPS is not
2 premises near chlorine 0.476 0.051 officient
chamber No. 1 equipment
1.057 (in the
case of a water
the intruder contamination tank PPS) and
of the 3.794 (in the PPSis
3 proceeds from a . 0.999 ..
_ drinking case of efficient
public area s
water source  drinking water
source closure
system)
0.476 (in the
case of a water
landine in contamination tank TSO) and
'8 of the 3.213 (in the PPS is
4 premises near 1 0.994 ..
drinking case of efficient

chamber No. 1

water source

drinking water
source closure
system)

An example of attack scenario 4 visualisation is shown in Figure 9.
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Figure 9. Graphical representation of the critical path of the intruder in scenario.

4. Discussion

Objects of water management systems are often part of the critical infrastructure of a state or the
EU due to the nature of their operation. Since they have a significant impact on the quality of life of
citizens in terms of protecting their life and health, they are often the target of various attacks carried
out by organised groups or individuals. In many cases, these are objects without the permanent
presence of an operator, therefore, an attack from the external environment is likely to be assumed.
However, an attack from the internal environment is also not excluded. From the perspective of the
predicted attack vector, either a physical, cyber or combined attack can be expected. The article
presents the use case of a possible way to protect the selected water reservoir against intentional
physical attack from the external environment. The reservoir has been identified as a critical national
infrastructure element in the Drinking Water Provision subsector.

The requirements for the protection of objects against intentionally acting unauthorised persons
with the aim of damaging, destroying or stealing protected property are determined primarily by
generally binding legal regulations, technical, national, or international norms and standards, and
the requirements of other third parties.

According to the European Directive on the identification and designation of European critical
infrastructures and the assessment of the need to improve their protection [26] as well as under the
National Law on Critical Infrastructure [20], relevant threat scenarios need to be considered in order
to assess vulnerabilities and the potential impact of disruption or destruction of critical infrastructure.
In general, in the planning and design phases of physical protection systems (PPSs), it is possible to
evaluate their functionality, economic efficiency, reliability and/or quality [16]. A functional PPS shall
be considered to be a system which fulfils the basic condition that, from the initial detection point,
the attack time is greater than the response time of the intervention unit. Existing methodological
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procedures aimed at protecting objects use a qualitative or quantitative approach. Procedures based
on a quantitative approach allow measurable input quantities (e.g. probability of detection, time of
movement of the intruder, time required to overcome mechanical barriers) and output quantities (e.g.
probability of interruption) to demonstrate precisely the justification of the proposed protective
measures. One of the tools that uses a quantitative approach is the software tool SATANO (Security
Assessment Of Terrorist Attack In A Network Of Objects), which allows to model PPS on a 2D map
basis and simulate possible physical attacks. This tool was used to model and simulate four attacks
on a selected water tower. The objective of these simulations is to verify the functionality of PPS
against individual attacks (Table 2). The results showed that the proposed PPS system is non-
functional under certain circumstances (scenario 2) and therefore further protection measures need
to be taken (e.g. increasing the passive resistance of mechanical barriers or shortening the response
time of the intervention unit).

The aim of the article was to present, at a specific use case, the establishment of a minimum level
of protection based on both qualitative and quantitative approaches. The qualitative approach was
applied in determining the security requirements arising from third parties (legislation and technical
standards), while the quantitative approach was applied in verifying the basic conditions for the
functionality of the PPS. Taking both approaches into account will make it possible to objectify the
planning process of any PPS as much as possible

5. Conclusions

Water reservoir security is a dynamic and evolving field, as threats and risks to water
infrastructure continue to emerge and change over time. Therefore, it's important for researchers and
practitioners to stay up to date with the latest developments in this area. One emerging issue in water
reservoir security is the use of advanced technologies, such as smart sensors and IoT devices, to
monitor and manage water infrastructure. While these technologies can offer significant benefits in
terms of efficiency and performance, they can also introduce new vulnerabilities and risks that need
to be carefully managed. Another key consideration in water reservoir security is the need to balance
security measures with the operational needs of water utilities. For example, physical security
measures, such as fencing and surveillance cameras, can help to deter unauthorized access to water
reservoirs, but they can also make it more difficult for utility workers to perform routine maintenance
and repairs. Finally, effective communication and collaboration among stakeholders is essential for
ensuring the security and protection of water reservoirs. This includes coordination between water
utilities, government agencies, law enforcement, and the community at large. In summary, water
reservoir security involves a holistic approach that addresses both physical and cybersecurity risks,
takes into account the operational needs of water utilities, and emphasizes the importance of
communication and collaboration among stakeholders.
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