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Abstract

This paper explores how blockchain technology, widely known as the backbone of cryptocurrencies,
can be harnessed to address limitations of traditional water quality monitoring (WQM) systems.
Blockchain offers a decentralized, tamper-proof ledger that enables secure, transparent, and traceable
data management across distributed networks. When applied to water quality monitoring,
blockchain facilitates real-time data acquisition, enhances data integrity, and enables smart contracts
for automated regulatory compliance and alerts. These features not only improve the accuracy and
efficiency of WQM systems but also build public trust in the reported data. Key insights from current
research and pilot applications highlight blockchain’s capacity to integrate with IoT devices for real-
time sensing, support adaptive water governance, and empower local stakeholders through
decentralized control and transparent access to information. The implications for policy and practice
are significant: blockchain-based WQM can support stronger regulatory enforcement, encourage
cross-sector collaboration, and provide a robust digital foundation for sustainable water management
in smart cities and rural areas alike. As such, this paper positions blockchain as a transformative tool
in the digital transition toward more resilient and equitable water management systems.

Keywords: blockchain; water quality; monitoring; hydroinformatics; environment; sustainable
development

1. Introduction
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With the advancement of economic development and growing societal demands, numerous
complex micropollutants are increasingly entering natural ecosystems. Water contamination is a
significant global concern and one of the major contributors to environmental degradation. Therefore,
water quality monitoring is a common practice globally, essential for quality management and
planning. Water monitoring has gained the interest of researchers even more during this period.
Monitoring activities are essential for identifying polluted sources, and managing them afterward,
and are fundamental components of water and environmental planning [1-3]. Water quality
monitoring (WQM) contributes to the foundation of pollution control, and the ongoing real-time
feedback it provides is directly linked to the consequences of pollution events. The monitoring of
water quality enables the verification of regulatory compliance and helps mitigate the risks associated
with degrading water quality [4].

Though water monitoring activities are essential management and planning tools, they are
facing several challenges [5]. The complex interplay of structural, operational, and water quality
parameters, along with the uncertainties, presents a challenge when it comes to establishing effective
monitoring programs [4]. Various valuable strategies aimed at improving WQM plans and programs
have already been suggested or recommended thus far. For instance, Barcellos and Souza [5] have
designed data mining-based programs to minimize the parameters for water quality monitoring.
However, current WQM programs still have disadvantages such as lack of precision, consumption
of unsustainable energy, fragility, manual calibration, needs, and high costs for maintenance [2,6].

Blockchain technology (BCT) is normally determined as one of the most significant innovations
of the 21st century. Among the emerging engineered technologies, blockchain stands out as a flexible
solution that combines smart contracts, Big Data, IoT, distributed ledgers, and artificial intelligence
(AI). This integrated technology can find applications in intelligent waste control and management
[7,8]. Blockchain applications are often designed based on a peer-to-peer (P2P) framework, enabling
organizations to exchange information, goods, and services without relying on central authorities to
verify identity, validate transactions, enforce commitments, or involve intermediaries etc. The
blockchain serves as a distributed database with a decentralized structure [9]. Its data structure
comprises a series of data blocks interconnected chronologically along a chain [10]. Cryptography
ensures security for the transfer of data.

Blockchain is a collectively maintained, decentralized ledger system primarily designed for
secure and reliable data storage. The block consists of two main components: the “block header” and
the “block body.” The “block header” stores essential metadata for the present block, involving the
timestamp, the hash of the preceding block, and the Merkle root hash. Meanwhile, the “block body”
contains the actual data information. Blockchain employs blocks, encryption for data storage, P2P
logic networks, and consensus mechanisms to validate data and facilitate communication among
distributed nodes. Blockchain has the potential to help address environmental challenges and
promote ecological sustainability [11]. Also, cost-effective IoT applications are recognized as reliable
solutions for implementing blockchain-based water management in agriculture [12]. Societal needs
and development have increased the necessity to obtain real-time water quality information.
Numerous studies and projects have been conducted in the field area for water contamination
control. Smart agricultural irrigation is an emerging scientific field that utilizes data-intensive
methods to boost agricultural productivity while concurrently mitigating adverse environmental
effects [13]. It began with the implementation of real-time water quality surveillance using the IoT
within SCADA systems (Supervisory Control and Data Acquisition), providing an effective solution
for identifying water contamination in data acquisition systems and enabling real-time supervisory
control [14]. Additionally, the IoT-enhanced monitoring system is specifically engineered to address
the challenge of water quality surveillance. It achieves this by creating a cost-effective, real-time
solution comprising IoT sensors capable of measuring key water quality parameters such as pH,
temperature, turbidity, and flow.

Real-time water monitoring by using IoT integrated Big Data helps alarm contaminated water
sources [15]. The proposed monitoring system of real-time water quality for rivers focuses on
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remotely monitoring water bodies, particularly rivers, and lakes, while integrating surveillance and
an immediate notification system [15]. Accessing real-time data is achievable through the utilization
of remote monitoring and IoT technology. The integration of IoT with Big Data analytics appears to
offer a superior solution, as it can deliver reliability, scalability, speed, and persistence. Blockchain is
an innovative technology that has given rise to new technological advancements. BCT provides a
robust and reliable solution for establishing an effective trust mechanism among all the stakeholders
engaged in the utilization management of water resources [10].

Leveraging a blockchain-based solution simplifies the issuance and monitoring of water
abstraction permits, ensuring greater convenience and enhancing the security and verifiability of
information. The system provides multiple advantages, such as dependable and secure storage of
water resource data, efficient information transmission, and robust traceability of water quality
issues. BCT can trace a pollution event’s origins, track its pathways, and ultimately identify the
affected area, providing a comprehensive solution for pollution monitoring and accountability [16].
The innovative framework presented in this study combines blockchain-based technology, a wireless
sensor network (WSN) arranged in a directed acyclic graph (DAG) configuration, and a Geographic
Information System (GIS) to track contamination pathways starting from irrigation water intake data.
After mapping a contaminated irrigation unit using GIS and following the blockchain tracing process,
a Water Quality Analysis Simulation Program (WASP) is employed for real-time data, aiding in the
identification of potential pollution sources involved in wastewater discharge illegally. Further,
several studies have suggested a blockchain-based framework for managing industrial wastewater
[17,18] and a system of wastewater recycling [19]. For example, when compared to existing models,
the proposed IoT-based wastewater management system designed for smart cities (IoT-WMS)
dedicated to wastewater treatment and recycling, accomplished impressive results, including a
wastewater recycling rate of 96.3%, an efficiency of 88.7%, and a notable increase in wastewater reuse,
reaching 90.8% [18]. Berlian, Sahputra [20] introduced a real-time system framework for smart
environment monitoring and analytics based on the Internet of Underwater Things (IoUT) and Big
Data technologies. They utilized an integrated IoUT (Internet of Underwater Things) environment
system coupled with a comprehensive Big Data framework, incorporating an open-platform data
processing system. This system gathers and archives data concerning various parameters—such as
oxidation-reducing potential, electrical conductivity (EC), pH, total dissolved solids (TSS), salinity,
dissolved oxygen (DO), and temperature—from a remotely operated vehicle. The advantage of
combining IoT and Big Data in water management is the capability to detect and accurately measure
the levels of chemical residues present in the water.

Indeed, IoT and Big Data offer multiple avenues for enhancing water management. These
technologies can improve various aspects, such as water resource management, WQM, and security
in water-related operations. Overall, water monitoring systems do face specific challenges, which can
hinder the efficient sharing and delivery of information. Traditional approaches to monitoring water
quality involve manual and continuous methods, which are expensive and less efficient [21].
Accurately monitoring this process poses challenges, leading to increased costs associated with data
verification. BCT has the potential to address these issues effectively. By leveraging its robust
network and continuously integrating processes and data, this system enhances data reliability and
transmission efficiency.

Additionally, BCT contributes to establishing trust and enabling secure information sharing at a
cost-effective rate. The introduction of BCT in conjunction with the IoT is a promising approach that
can offer real-time monitoring and significantly enhance the efficiency of data collection. Big data
combined with IoT sensors and applications play a crucial role in collecting data that enables effective
technological solutions [18,22]. The proposed systems are expected to offer an improved solution for
monitoring water quality and enabling users to interact with, retrieve, and analyze both real-time
and historical data. As the value of BCT has become widely reported, a growing number of industrial
areas are actively exploring and implementing blockchain solutions.
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Nevertheless, there are still relatively few practical applications of BCT in the domain of water
resource utilization and management. Hence, a thorough investigation into how to effectively
integrate BCT with water management is required. It is crucial to research how emerging BCT can be
applied to optimize current water quality management and monitoring practices. Furthermore, this
paper also aimed to conduct an economic feasibility analysis of applying BTC in WQM. The
conclusions drawn in this work provide valuable insights and highlight the challenges that need to
be addressed for prospects in the optimization of WQM.

The Sustainable Development Goals (SDG 6) define water as a basic human right and
essential to sustainable development. It emphasizes the importance of improving water quality by
reducing pollution and increasing wastewater treatment [23]. The SGG 6 also emphasizes water-use
efficiency and ensures sustainable withdrawals to address water scarcity. This paper contributes by
providing a synthesis and critical analysis of BT as well as proposing a new framework in water
quality monitoring.

2. Blockchain Technology for Water Resources Protection and Irrigation
2.1. Hydrology & Water Resources for Our Human Life

Water resources are crucial in human life sustainability in various aspects. First, human needs
clean and safe water for drinking, domestic use, and sanitation. Safe and clean water is especially
important during disasters and pandemics when water is highly prone to water-borne diseases.
Therefore, maintaining a sustainable water supply system is the key for human beings. Second, water
provides an essential source for agriculture and aquaculture to safeguard food security and
livelihoods for the world’s population. Agriculture and aquaculture are indeed the greatest
consumers of global water resources, mainly through irrigation and water supply systems, which are
constantly maintained by the investors. Third, water is used to generate electricity in hydropower
plants. Hydropower is the largest renewable energy which favors clean operation, low greenhouse
gas emissions, and long-term sustainability [24]. Globally, over 47,000 hydropower dams have been
built [25], of which 64 large dams were built in the Mekong River Basin [26]. Therefore, hydropower
is an important component of sustainable energy [27]. Fourth, water provides a base for aquatic
organisms and wetland ecosystems, supporting fishery. Fifth, water is essential for industry
development because almost all products need water in the manufacturing processes. Water
resources are changing because of the natural changes in the hydrological system [28], being
intensified by the effects of climate change and human interventions [29]. Human-induced climate
change is expected to increase precipitation in some places but decrease precipitation in others.
Therefore, climate change has been predicted to increase the magnitude, duration, and frequency of
climatic extremes, such as extreme floods and droughts [30]. In other words, climate change will
likely cause the wet areas to become wetter and the dry areas to become drier. Extreme floods are
expected to increase in temperate and tropical regions [31], while extreme droughts are expected to
increase in Northern, Western, and Southern Africa, the Caribbean, Central America, southern
Europe, Australia, and West Asia because of a decrease in precipitation and an increase in
temperature [32]. Consequently, crop yield may be decreased under more frequent and prolonged
droughts, causing food insecurity, whereas human lives and infrastructures are at risk under more
severe floods caused by climate change [33].

Given the importance of climate change in water resources management, many studies have
examined the effect of climate change on flow regimes and sediment load. In the Mekong, climate
change is predicted to increase flooding in the future [34]. Similarly, climate change will likely be the
main driver of flow regime alterations in the Upper Yellow River [35] and the Upper Yangtze River
[36]. In Thailand, [37] found that the 100-year flood and drought in the Upper Chao Phraya basin are
projected to increase by 1.63 and 0.59 times, respectively, under the SSP126 scenario, and by 4.55 and
1.56 times, respectively, under the SSP370 scenario. They also found that the combinational effect of
climate and land use changes is likely to result in more severe water shortage and frequent floods
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and droughts in the basin. In large rivers in South America, climate change is projected to decrease
the rainfall in the 21st century, thus reducing flooding [38]. However, the signal of climate change’s
effect on flooding in Europe is not clear; while some areas are forecasted to decrease (e.g., 23% per
decade), others are forecasted to increase (e.g., 11% per decade) [39].

Human has also increasingly affected water resources and hydrological systems through two
main activities: dam construction and land use change. Dams and reservoirs provide effective flow
regime regulation by increasing the dry-season flow and reducing the flood-season flow, thus
reducing the risk of floods and droughts. Even though hydropower dams strongly regulate seasonal
flow regimes, the effect on the annual flow is small [40]. For instance, at the Chiang Saen hydrological
station in the Mekong River, the discharge decreased by up to 46% in the flood season and increased
by up to 187% in the dry season due to upstream dam operations [41]. Principally, dams and
reservoirs can dampen climate-driven flow regime alterations [42]. However, they cannot fully
eliminate the flood and drought risks under the future changing climate [29], given that the capacity
of reservoirs is relatively small compared to the effect of climate change. Under that situation, dams
may exacerbate the flooding issues in the basin [43]. Besides that, dams trap sediment in the
reservoirs, leading to the so-called “hungry water” downstream. Consequently, river
geomorphology is degraded through riverbank erosion and riverbed incision. In the Mekong, for
instance, dams have reduced about 74% of the sediment load in the Vietnamese Mekong Delta
between 2012-2015 and pre-1992 [40], causing large-scale riverbed incision which has led to an
increase in salinity intrusion in the delta [44].

On the other hand, land use change via deforestation and urbanization are the two key drivers
to enhance the magnitude and frequency of flooding by increasing the runoff coefficient [45].
Moreover, deforestation may have increased droughts because of a reduction in the infiltration rate
during the wet season, thus leading to less soil moisture and the baseflow in the subsequent dry
season. Collectively, dams and land use change are found to dominate flow regime alterations in
many river basins, exceeding the effect of climate change [26]. Because the cumulative effect of
climate change and human activities on hydrology and water resources is complicated, an effective
methodology for prediction and protection is needed, and blockchain technology emerges as a
promising tool.

2.2.Blockchain Technology for Water Resource Sprotection and Irrigation

Long-term data is crucial for comprehensively understanding the complex hydrology and water
resources on Earth. The data needs to be reliable, secure, and standardized, from which scientists can
produce reliable and accurate hydrological forecasts for successful disaster risk management.
Therefore, blockchain technology provides an advanced database platform and mechanism for
secured data storage and data sharing because it can track the recorded data, data exchange, and
extraction, while the data cannot be deleted or changed in the network. Figure 1 shows that there
should be four layers in the blockchain-based water resources management system. The first layer is
data collection and transmission, which uses in-situ sensors for monitoring and IoT and wireless
technology for data transmission. The blockchain network is then used for data distribution in terms
of blocks to ensure data security, accessibility, and transferability. The application layer executes the
water resources management business from the system function, whereas the interaction layer allows
the exchange between the water resources management system and external/internal
management/service portals. Blockchain technology can be applied to smart water governance by
developing cryptocurrencies and smart contracts for water resource conservation. Blockchain
technology was examined to provide a framework and architecture for water resources management
and solutions for water quality [46]. Blockchain technology can be incorporated with smart water
management to revolutionize water and sanitation governance if the solutions are creative, efficient,
and scalable [47]. Drought risk management can be enhanced by using blockchain-based frameworks
after understanding spatiotemporal drought distribution and severity, from which the affected
citizens can receive timely assistance [48]. Moreover, blockchain incorporated with big data can be

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202507.1849.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 23 July 2025

d 0.20944/preprints202507.1849.

6 of 21

used to bridge locally used solutions with global infrastructure systems for effective water
governance [49]. Water resource protection can be enhanced by applying blockchain to store the data
of water bodies, to collaborate between sectors, and to increase public involvement levels [50]. The
way blockchain manages the data is that it allows all data from the watershed monitoring system to
be integrated with those from direct measurements of water usage from all system users. For instance,
[51] used blockchain technology for downstream flood prediction by integrating upstream
monitoring networks and dam inflow prediction. Blockchain can also be used in hydropower dam
operations [52], groundwater management [53], and water consumption [54] by storing the encrypted
operational data on the chain.

Agriculture provides vital food for human beings. Under rapid agricultural development, the
need for agricultural data acquisition, data collection, data storage, and data transmission is
increasing. However, there lack of a reliable platform for agricultural information systems, mainly in
developing countries, which may suffer from data leakage and cyberattacks [56]. Consequently, the
operations of the irrigation system may fail, which may cause unreliable and misleading decision-
making processes. That may eventually lead to the reduction of agricultural production, affecting the
food chain and even food security. The use of blockchain technology, which can integrate with the
Internet of Things, may address this problem by ensuring data rights and preventing data duplication
[56]. Blockchain technology can be applied for data tracking and recordings, such as the farm, the
irrigation systems, the hydraulic structures in the systems, the farmer, soil, and water [57]. Therefore,
irrigation systems and agricultural management can be autonomous, smart, and secure.
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Blockchain technology can support better agricultural water management to maximize
agricultural products by providing optimized use of water, fertilizer, and pesticide, thus maximizing
the farmers’ net income. Traditional agricultural practices, which are ineffective in water resources
management [58], should thus be transformed into smart agricultural systems through blockchain-
based digital solutions [59]. Smart irrigation systems based on blockchain technology can be
established by securely monitoring, storing, and operating data for water quality and quantity, air
quality, meteorology [60], dissolved oxygen, pH, turbidity [61], agricultural supply and demand, soil
moisture, and temperature [58]. In smart irrigation systems, farmers can maximize benefits while
minimizing costs by reducing the use of artificial pesticides and fertilizers, thus reducing the
pollution of water and soil. For that, the monitored data for insects and soil fertility are transmitted
to the server, which is then compared with the thresholds to send the order of using the pesticide and
fertilizer or not. This principle is also applicable to other physicochemical parameters in irrigation
systems, such as water, humidity, and soil moisture for issuing the command for plant watering.

Munir, M.S [62] developed a smart watering system for small and medium gardens and fields
in Pakistan by combining blockchain technology with a fuzzy logic approach. The real-time data of
plants and environment (e.g., soil moisture, light intensity, air humidity, and temperature) are
collected from accessible and economical sensors. The collected data are securely managed by
blockchain technology, while the decision on the smart watering schedule is operated by fuzzy logic
by comparing the plants’ water demand with the real-time monitored parameters. Once ordered, the
smart watering system will activate actuators to water plants by periodically turning water tunnels.
Figure 2 shows the structure of the smart watering system using a blockchain-based IoT model. This
framework allows communication between smart devices (e.g., smartphones), sensors (e.g., for
temperature and soil moisture), actuators and cloud storage, users, and networks. Farmers can easily
operate this system with a mobile app on their Android smartphones. Therefore, this smart watering
system may reduce the cost and enhance the yield, thus increasing farmers’ net revenue.

o T
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|

77—\ - Temperature sensors = I e O
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module
Figure 2. Smart water system (SWS) using blockchain technology with IoT and fuzzy logic [62].

3. Application of Blockchain Technology in Water Quality Monitoring

Over the past few years, water pollution has emerged as a growing concern worldwide. As a
fundamental resource for all living beings, maintenance of water quality is crucial. This part reviews
surface water quality monitoring programs based on blockchain technology for viable, safe, and clean
water use. As usual, a model of the Internet of Things (IoT) is applied to arrange water quality
measurements, which are subsequently uploaded to the cloud. Then, Blockchain technology is
implemented to prevent any potential tampering with this database [63].

3.1. An Overview of Targets
3.1.1. Overview of Water Quality Monitoring
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Water management is a fascinating and critical topic that has gained increasing attention in
recent years. Within many proposals that serve for scope of optimizing water consumption and
administration, water monitoring is the most interesting theme. According to the European
framework, a water monitoring program is a systematic process of sample collection and analysis,
data processing, and presenting the status and trends of water sources [64]. Water monitoring
programs aim to assess the water body’s quality and pollution levels, and some of them also involve
collecting samples from other parts of the aquatic ecosystem, such as the sediment and the particulate
matter, to analyze the pollutants [65]. Water monitoring is necessary because drinking water sources
and ecosystem health depend on human efforts to protect water sources and improve their
understanding [66]. Water monitoring is necessary because drinking water sources and ecosystem
health depend on human efforts to protect water sources and improve their understanding [67].
Results from a water monitoring program can also provide to decision-makers for water
administration and protection [67]. Water monitoring can be applied in various types of water
sources such as surface water (rivers, lakes, reservoirs, etc.), groundwater (aquifers, wells, springs,
etc.), and coastal and marine water (estuaries, bays, oceans, etc.). A water monitoring program can
indicate various quality parameters of physical (temperature, turbidity, etc.), chemical (pH, dissolved
oxygen, nutrients, metals, etc.), biological (bacilli, actinomycetes, algae, etc.), and ecological
(macroinvertebrates, algae, etc.) [68].

For surface water, a monitoring program is a systematic approach to collecting and analyzing a
database of surface water quality across a certain area. The program aims to assess the status of water
quality by collecting water samples from rivers, streams, and lakes and analyzing these samples. The
program typically includes a protocol for designing and implementing monitoring of surface water,
provides information on how to collect and analyze water samples, including the standard methods
used for sampling and analysis, and well as guidance on how to present the results [69]. The
monitoring data that is collected can help to evaluate how the aquatic systems’ physical, chemical,
and biological features affect human health, ecological conditions, and intended uses [70]. Different
scales of surface water monitoring programs can be carried out, such as at the local, national, regional,
or global level. On a global scale, the WHO - UNICEF Joint Monitoring Program for Water Supply,
Sanitation, and Hygiene estimates the percentage of households that have safe access to drinking
water, sanitation, and hygiene services, according to the 6th Sustainable Development Goal for Wate
[71]. Another Canada-B.C. Water Quality Monitoring Program collects and produces aquatic
information on British Columbia’s water sources for freshwater resource managers and Canadians
[72]. The Mekong River Commission Water Quality Monitoring Network detects changes in water
quality and takes action as necessary throughout the Mekong Basin [73].

3.1.2. Overview of Blockchain

Blockchain - the most popular technology was initially introduced through Bitcoin, which
remains its most successful application to date. A blockchain is a distributed ledger that consists of a
series of blocks, each of which contains a cryptographic hash of the previous block. If a block’s content
is altered, its hash value changes, necessitating changes in all following blocks. Given the distributed
nature of the network, modifying the data stored by all nodes is virtually impossible, rendering the
blockchain immutable. A comprehensive blockchain system incorporates various technologies
including encoding, Peer-to-Peer (P2P), and workload authentication. The data chain is protected by
encryption technology, while P2P creates a decentralized system based on the blockchain, which
solves the problem of consistency by using proof of work [74,75].

Blockchain technology can be divided into three types of access: public chain, alliance chain, and
private chain [76].

Public chain: allows any node to join or leave without any permission. There is no central
authority or any individual or organizational restriction for all nodes. Ethereum and Bitcoin are the
most common examples of public chains. Alliance chain: restricts the participation to only the
members of the alliance, and usually requires the support of certification agencies. Members who join
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the alliance will be verified, and each node needs to be authenticated. Super Magic and R3Corda are
typical applications of alliance chains.

Private chain: all write permissions are granted to one organization, and this sole organization
can set rules arbitrarily in typical conditions. Private chains are used within a company to increase
the speed of business, but they sacrifice some decentralization functions.

Blockchain technology can enhance the value and reliability of large-scale database storage for
water quality monitoring processes. Blockchain can provide data validation, transparency, and
integrity in an automated way [77].

3.2. Blockchain Approach for Water Quality Monitoring

Water resource management can benefit from cyber-physical systems (CPS) applications that
improve water sustainability, efficiency, automation, and consumer confidence. A key application of
CPSs in this field is water distribution system monitoring. This application can track water quality
parameters continuously and send alerts when the system detects an anomaly. This CPS can help
maintain water quality balance or protect consumer health by identifying water-related problems
[78]. Working as a decentralized P2P network, blockchain serves as the security part of cyber-physical
systems. Pahontu [79] suggested using Ethereum to report the cyber-physical database of water
quality monitoring. In this scheme, users can report a water distribution network fact through the
crowdsensing application. The application saves the fact in its relational database and rewards the
user with a digital token. The user gets the token from the blockchain through a transfer process of
the administrator’s wallet to the user’s wallet. The user can use their wallet to buy, sell, or donate
tokens as they wish. The user can also use their tokens to buy contract subscriptions which are
discounts from the marketplace section. An ERC-1155 token is stored in the blockchain as a
representation of the discount. The user exchanges their water game tokens (WGT) for a discount
token that updates the physical discount in the relational database but without the guidelines from
the manager. The system constantly checks the users’ digital discounts and updates the physical ones
in their database. The user can also use blockchain to exchange both WGT tokens and digital
discounts on other transaction platforms.

Ortiz [80] mentioned that using blockchain to collect water data can raise public awareness of
water quality issues in Puerto Rico. For the achievement of water quality traceability, a monitoring
system using low-cost sensors was designed. The low-power wide-area network (LPWAN) is a
technology that allows data to be transmitted with low energy consumption and long range. The data
is then stored in a blockchain that does not require entrust. Another study recorded that blockchain
is ideal for developing smart contracts that manage a market of “quality credits” that reward the
participating entities economically and benefit the environment by increasing the average water
quality over time [81].

To motivate citizens to participate in water monitoring programs, crowdsensing platforms can
be used as tools to motivate people. Fascista [82] suggested it could be gathering and distributing
real-time information on water quality and water consumption, and encouraging a collaborative way
of managing water sources. Blockchain enhances the reliability of crowdsensing platforms in large-
scale monitoring procedures by providing automated data validation that complements the incentive
mechanisms of crowdsensing serious games [83]. Dogo explores the potential of using blockchain
and IoT for water source management in the framework of climate change and rapid population
growth. It also investigates how they can be used in different situations of managing stormwater in
terms of water quality, and report directly to consumers and related interested parties [84].

According to [85], the water management blockchain framework consists of four modules
managing water sources, supplying water, using water, and discharging water. The first module of
water source management aims to ensure adequate water quality. Sensors record water quality data
from water sources and store it in the node block. Smart contracts compare the recorded water quality
data to the water quality targets and send the assessment results to the blockchain. It monitors the
water quality and transmits the results in real-time to quickly identify water pollution status. The
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real-time data on the water quality of reservoirs helps to adjust water supply plans precisely and
quickly.

Zhang, ].,[86] studied applying blockchain technology in water management based on analyzing
its current situation. The research aims to ensure data consistency and validity in a distributed setting
by addressing the issue of data alignment. This procedure converts the management development
system into a model of decision-making. The model presents all prediction results as interval
numbers, which can aid in making more sensible decisions regarding water resource management.
The model applies stochastic programming with interval uncertainty to characterize the system’s
uncertainty and solve the uncertainty issue of water resource systems. The model uses blockchain
techniques to make water source systems independent and interrelated objects. The system'’s
mechanism is the process where participants agree on consensus algorithms. Consensus mechanisms
enable decentralized decision-making and governance through blockchain technology, which can
enhance the optimal management of water resources. Participants can share decisions and manage
the use of water sources through a consensus mechanism. This decentralized approach can cut down
power, and limit centralization risk while increasing the fairness and effectiveness of decision-
making. This incentive mechanism can encourage participants to participate and contribute actively
and encourage the long-term preservation of water sources. To achieve this target, the model
considers the interdependence of resources, circumstances, and other aspects with the help of
blockchain technology.

Another project proposed by Cheng [87] uses IoT devices to collect water monitoring data from
sensor array circuits and send it to a platform that can access from a real-time Firebase mechanism
and submit it to the NEM Symbol blockchain. The project also uses the Symbol SDK to create a web-
based platform for water monitoring and management purposes. The sensors upload the water
quality data to the cloud using Wemos D1 R32. The gateway webpage gets the data from the Firebase
Database. The project uses Symbol XYM, which has an API that lets developers create any application
they want. The gateway webpage combines the data into a string and stores it in the Symbol
Blockchain using the transfer transaction APIL. The user can see the transaction that is recorded in the
Symbol wallet. An [88] created a platform that lets anyone monitor the water environment using
registered devices and sensors. The system stores data from the sensors on a blockchain network
called Hyperledger Fabric, which ensures that the data is secure, transparent, and accurate. Users can
access and share their device data with others in real-time

3.3. A New System for Water Quality Parameters

BCT can be used to develop an efficient and reliable system in collecting and managing water
quality data. Precisely, the combination of IoT-powered sensors and blockchain optimizes water
quality data collection.

The combination system also ensures the accuracy and reliability of collected data, identifies
sources and pathways of water pollution, and clarifies people’s responsibilities [10,89] (Figure 3). In
addition, combining these technologies allows data to be obtained on water pollution events [89].
Due to the advantages of IoT technology over conventional sampling and analysis techniques (i.e.,
real-time, automatic measurement of water quality parameters and therefore saving time and
manpower) [15,89-94], this technology has been used to monitor several water quality parameters,
such as:

e  Temperature: water temperature is the concentration of thermal energy in water. It directly
affects aquatic species - poikilothermic or cold-blooded organisms. It also influences physical,
chemical, and biological processes in waters and consequently indirectly affects aquatic
organisms.

e  pH:an expression of hydrogen ion concentration in water indicating basicity or acidity of water
on a scale of 0 to 14, with pH 7 being neutral. pH affects most chemical and biological processes
in water.
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e Dissolved oxygen (DO): the concentration of oxygen gas incorporated in water. DO is essential
for the survival of most aquatic organisms. It is also related to oxidation and reduction reactions
in water.

e  Salinity: the dissolved salt content of the water. It affects freshwater species and can make water
unsafe for drinking, irrigation, and livestock watering.

e  Turbidity: the measure of relative clarity of water. Water is turbid due to the presence of clay,
silt, very small substances, dissolved colored organic matter, plankton, and other
microorganisms. High turbidity affects light penetration and ecological productivity.

e  Conductivity: the water’s ability to conduct electricity. It can be used to infer the presence of
certain ions in the water; thus, significant changes in conductivity indicate a discharge of
pollution sources into the aquatic environment.

e  Oxidation-reduction potential (ORP) or redox potential: an index of the intensity of oxidation or
reduction conditions in the system. It is typically measured in millivolts (mV). Positive values
indicate oxidation conditions, whereas negative values indicate reduction conditions.

e  Chemical oxygen demand (COD): the equivalent amount of oxygen consumed in the chemical
oxidation of all organic and oxidizable inorganic substances in the water. High COD levels can
indicate the presence of a large amount of organic matter and oxidizable inorganic substances
in the water.

- =
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Figure 3. Schematic overview of IoT and blockchain in the collection and management of water quality

parameters.

4. Synthesis and Critical Analysis

Blockchain technology could be helpful for WQM, however, several gaps between the ‘current
state’” and the “desired state” in implementing BT in this field remain. A gap analysis compares the
current state” of blockchain-WQM systems to the “desired state” with gaps identified are provided
in the Table 1 below.

Table 1. Gap analysis comparing the “current state” of blockchain-WQM systems to the “desired state” with

gaps identified.
Area Current state Desired state Gaps Reference
Blockchai
Conventional Unchangeable . oekcham
Data integrity & systems are prone to records to increase implementation remains
sty y P small-scale, with pilots,  [23,95,96]
trust data fraud and trust & .
tamperin, accountabili not fully in large-scale
perng v scale
IoT sensors are Continuous
. . . integration of Technical standards &
Integration with ~ widely used, but )
. sensors & middleware for smooth
IoT isolated data . . . . . [23,97]
blockchain for real-integration are still lacking
systems . .
time data logging
Blockchai Large-scale WQM
Scalability ockehains are arge-scale WQ Require high storage [23]

being applied projects apply BT
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mostly in small-
scale projects
Cost-effective
N Centr.al.lz'ed systems ' blOCkChall’.l High costs and a lack of
Cost efficiency  are initially often  implementation .
. . clear ROI in many cases [98]
less expensive with long-term
savings
Regulations do not Supportive policies
. . specifically require for using Lack of regulation
Policy & regulation blockchain for blockchain in prevents BT adoption %91
WQM WQM
Lack of IT or
blockchain expertise Trained workforce
Technical skills  in the water sector capable of . .
L . Training, educational
and cross- and in vice versa the operating
. ; programs and
departmental  IT and blockchain blockchain .
. collaboration inadequate [99]
collaboration sector lacks water  technology for
monitoring WQM activities
knowledge.

A new framework using BT for water quality monitoring is proposed in Figure 4 below. In this
framework, the integration of various technological layers required for real-time, trustworthy, and
decentralized water quality monitoring and data management are showcased.

Oracle layer (connect

Application Layer
{Dashboards, Apps » block chain with off-
Reports) chain world; lab

analysis results, etc.,)

Physical (device layer) Block chain layer
(water quality sensor, (smart contract, block
loT, etc.,) chain network, wifi, 5G}

Figure 4. Proposed Blockchain-based water quality monitoring framework.

In this framework, the data will flow from the physical layer (sensors) through the oracle layer
into the blockchain layer. Simultaneously, it is processed by the analytics system, which supports
high-level applications in the application layer. Blockchain makes sure trust, traceability, and
automation (via smart contracts), creating secure tools for water quality governance.

4.1. Case Studies in Using BT for Water Governance

Tarek Frikha et al. [100] developed an integrated platform based on Al and smart contract to
monitor and track water consumed in Tunisia. Lin, Mukhtar [89] used a combined IoT and BCT
framework for real-time monitoring and identifying polluted sources and pathways of electrical
conductivity (EC) and copper (Cu2+) in the irrigation system in Taoyuan District, Taiwan. The
framework comprised an loT-based wireless sensor network for real-time WQM, a blockchain-based
platform for tracing real-time water quality data, a GIS spatial detecting tool, and a model of water
quality analysis simulation program (WASP). The Gcoin blockchain was applied in the traceability
system. They also suggested that their proposed framework can be used in complex WQM networks,
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and to identify sources and pathways of water pollution. In their study, Lin, Mukhtar [101] employed
BCT to enhance real-time water monitoring and swiftly identify sources and pathways of water
pollution, showcasing its effectiveness in this context

A blockchain-based framework for intelligent water management was also developed by Xia,
Chen [10]. The framework includes four parts: a data collection and transmission part, a blockchain
network part, an application part, and an interaction part. The data collection and transmission part
is based on the WQM system. It provides various services in collecting, transmitting, and integrating
real-time data with existing databases. Each node in the blockchain network part stores and evaluates
data. The data is uploaded and exchanged among nodes within the block. The blockchain network
part can also be used to perform data queries and develop smart contract rules. Four application
modules were set up in the application part to manage water sources, supply, utilization, and
discharge. The interaction part provides an integrated platform and information portal. The proposed
system showed that BCT has advantages in efficient, reliable, and secure collecting and transmitting
water quality data as well as tracing water quality problems.

Agriculture consumes approximately 70% of Taiwan’s total water, with rice paddies being the
primary user through traditional, water-intensive continuous flooding methods. Reported by Chen
etal. [102], A representative agricultural area in Chia-Nan District of Tainan City was chose to applied
the intelligent irrigation system which based on the IoT and structured into perception, network, and
application layers. It employed three irrigation strategies: Conventional Plant (CP), representing
continuous flooding, and two Modified CP (MCP1 and MCP2) methods, which reduced irrigation
water levels by 60-80% and allowed alternating flooding and drying, adapting AWD principles for
farmer acceptance. The results consistently showed the system’s efficacy. During the dry season,
water-saving rates ranged from ~2.9-6.5% (214-1150 m%ha saved) while in the wet season rates were
higher at ~8.8-19.3% (493-1181 m®ha saved). Crucially, these water reductions had no significant
negative impact on crop yield or other agronomic traits. In some instances, MCP strategies even led
to slightly higher crop production compared to CP, particularly in the first crop season. Several
lessons learned highlight the system’s value. The loT-based approach proved highly effective in
alleviating the burden of complex, labor-intensive irrigation methods, directly benefiting Taiwan’s
aging agricultural workforce. The system’s customization to user needs fostered greater farmer
acceptance. It successfully protected farmers’ existing rights by maintaining rice quality and yield
while reducing labor costs and enhancing irrigation efficiency.

In Colombia, several IoT projects focused on smart irrigation are already underway, with plans
for future 5G integration. A key area of focus is the optimization of water use in irrigation systems.
For instance, in the Department of Valle del Cauca, IoT networks have been successfully applied to
sugarcane crops for monitoring stations to manage irrigation effectively, leading to optimized water
resources. Similarly, in the Department of Sucre, IoT is utilized to optimize water resources in squash
crops. While these projects have predominantly leveraged existing communication technologies like
Zigbee, GPRS, UMTS, and HSDPA for data transmission, their foundational design allows for
seamless future integration with 5G, indicating a clear trajectory towards more advanced smart
farming capabilities. These pilots demonstrate the tangible benefits of applying smart irrigation
principles to enhance efficiency and minimize water wastage within specific Colombian agricultural
contexts [103]. Despite these promising applications, several significant challenges must be addressed
for the widespread deployment and massification of 5G/IoT in Colombian agriculture. A major
hurdle is the persistent digital divide in rural areas, where a considerable portion of mobile internet
access still relies on older 2G and 3G technologies, thereby limiting access to the benefits of higher
speeds offered by 4G and 5G. The high initial infrastructure cost of 5G implies that its initial
deployment will likely concentrate in densely populated urban areas, making its extension to remote
agricultural zones contingent upon specific national and regional development plans and supportive
public policies. Furthermore, a significant number of Colombian farmers face economic barriers,
lacking the financial means to invest in sophisticated technological tools, underscoring the necessity
for economic policies from the state and mobile operators to promote the acquisition of essential
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equipment. Lastly, there is a critical need for technology training programs to bridge the knowledge
gap often present in remote rural areas with lower educational levels, ensuring that farmers can
effectively understand and utilize complex SF applications. Technical challenges, such as ensuring
reliable data transmission amidst noise, fading, and interference, and managing the power
consumption of user terminal equipment in remote locations to extend battery life, also remain crucial
considerations for efficient 5G deployment in smart farms. Overcoming these multifaceted challenges
through collaborative efforts between government, operators, and educational institutions is
essential for realizing the full transformative potential of smart irrigation and precision agriculture
in Colombia.

5. Challenges, Limitations, and Future Research Directions

In spite of important promise of blockchain technology for water quality monitoring [104],
several challenges and limitations remain that prevent block chain technology to be widespread and
practical. Deployment of block chain technology requires high cost of implementation. Setting up a
blockchain system requires high costs both in terms of human capital and infrastructure.
Implementing BCT in rural areas is challenging due to the infrastructure, cost, and technical
limitations. Blockchain technology implementation in water quality monitoring requires high cost of
investment. The blockchain infrastructure requires hardware, software, security, and distributed
networking. For instance the oracle issue where the data are exchanged with physical systems [23].
Moreover, the IoT devices used to collect data from the water monitoring stations must be integrated
with blockchain, this increase operating and maintenance costs.

The scalability issues: the current blockchain network, particularly the public blockchain has a
low transaction processing speed. This creates a problem when processing large volumes of sensor
data from real-time water monitoring systems. Another challenge is the data input security issues.
While blockchain makes data unalterable after recording, the quality of the original data still depends
on the sensors and endpoints. If the device is faulty, disturbed, or hacked (e.g., sensor hacked), “bad”
data will still be recorded on the blockchain [105].

Inadequate standards and legal framework: The application of blockchain in the field of water
quality monitoring or the environment in general is still new, without adequate standardization of
protocols, data formats, and clear legal regulations. This makes the implementation among agencies,
organizations or countries fragmented and unsynchronized.

Privacy and data access issues: Environmental data may contain sensitive information about
clean water sources through environmental indicators such as COD, BOD, pH, DO, etc. or related to
resource security, etc. Therefore, public sharing on blockchain needs to be carefully controlled.
Questions such as who has the right to write, read, or check the data also need to be considered before
applying blockchain in this field.

Challenges in expertise and human resources: Applying blockchain to water quality monitoring
requires human resources with interdisciplinary knowledge of both blockchain technology, IoT, and
environmental engineering. In many cases, the gap between technology experts and environmental
experts makes cooperation and implementation in this field difficult.

Challenges in integrating with legacy monitoring systems: Current water monitoring systems
often use traditional technology that is not immediately compatible with blockchain. Integration is
time-consuming, costly, and can disrupt existing operations [98].

Environmental Considerations in Blockchain for Water Quality Monitoring:

Blockchain technologies, especially those relying on energy-intensive consensus mechanisms
like Proof-of-Work (PoW), can pose significant environmental challenges, potentially undermining
sustainability and climate goals [105][105]. While more energy-efficient alternatives such as Proof-of-
Stake (PoS) exist, their adoption alone does not ensure environmental responsibility. To effectively
develop a blockchain platform for water quality monitoring, a structured, multi-layered approach is
essential —one that integrates technological, institutional, regulatory, and environmental
considerations. Careful evaluation and selection of blockchain protocols must balance performance
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and security with ecological impact, ensuring that the system aligns with broader environmental
protection objectives. Below is a detailed roadmap of what needs to be done:

Future research should address these challenges through the development of cost-effective
solutions, scalable blockchain architectures, robust standards, and interdisciplinary collaboration
frameworks. Additionally, exploring lightweight consensus mechanisms and hybrid approaches
may help balance the benefits of blockchain with environmental sustainability and practical
deployment requirements in water quality monitoring systems.

6. Conclusions

In this review, blockchain technologies for water quality monitoring have been introduced,
discussed, and reviewed. The Internet of Things has been utilized to monitor water quality
parameters in water processing plants to identify contaminants. Block chain technology is applied to
penalize any violating sectors and at the same time to ensure that violation records will be transparent
and reliable. This is to ensure that monitoring activities can detect water quality in real-time and
prevent any violations or contamination. This paper contributes by providing a synthesis and critical
analysis of BT as well as proposing a new framework in water quality monitoring.

Blockchain technologies can be a pioneer in water systems and possibly provide new solutions
for both water suppliers and water consumers. The application of blockchain technology in water
facility management will enhance solution security, transparency, and reliability. In conclusion, it can
be stated that with the integration of blockchain in water monitoring activities, user engagement,
openness, tracking, and security were upgraded.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

API Application Programming Interface
BCT Blockchain Technology

COD Chemical Oxygen Demand

CPs Cyber-Physical Systems

DO Dissolve Oxygen

EC Electrical Conductivity

GIS Geographic Information System
IoUT Internet of Underwater Things
IoT Internet of Things

ORP Oxidation-Reduction Potential

SCADA  Supervisory Control and Data Acquisition
WASP Water Quality Analysis Simulation Program
WGT Water Game Tokens

WMS Wastewater Management System

WwWQM Water Quality Monitoring
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WSN Wireless Sensor Network
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