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Abstract: Telerobotics involves the operation of robots from a distance, often using advanced communication

technologies combining wireless and wired technologies and a variety of protocols. This application domain is

crucial because it allows humans to interact with and control robotic systems safely and from a distance, often

performing activities in hazardous or inaccessible environments. Thus, by enabling remote operations, telerobotics

not only enhances safety but also expands the possibilities for medical and industrial applications. In some

use cases, telerobotics bridges the gap between human skill and robotic precision, making the completion of

complex tasks requiring high accuracy possible without being physically present. With the growing availability

of high-speed networks around the world, especially with the advent of 5G cellular technologies, applications

of telerobotics can now span the gamut of scenarios ranging from remote control in the same room to robotic

control across the globe. However, there are a variety of factors that can impact the control precision of the

robotic platform and user experience by the teleoperator. One such critical factor is latency, especially across large

geographical areas or complex network topologies. Consequently, military telerobotics and remote operations,

for example, rely on dedicated communications infrastructure for such tasks. However, this creates a barrier

to entry for many other applications and domains, as the cost of dedicated infrastructure would be prohibitive.

In this paper, we examine the network latency of robotic control over shared network resources in a variety of

network settings, such as a local network, access-controlled networks through Wi-Fi and cellular, and also a

remote transatlantic connection between Finland and the United States. The aim of this study is to quantify and

evaluate the constituent latency components that comprise the control feedback loop of this telerobotics experience

- between a camera feed to observe the telerobotic platform’s environment by the operator in one direction and

the control communications from the operator to the robot in the reverse direction and to subsequently use these

insights to optimize the end-to-end latency for optimizing the user experience. The results show stable average

round trip latency of 6.6 ms for local network connection, 58.4 ms connecting over Wi-Fi, 115.4 ms connecting

through cellular, and 240.7 ms connecting from Finland to the United States over a VPN access-controlled network.

These findings pave the way toward a better understanding of the capabilities and performance limitations of

telerobotics activities over commodity networks.

Keywords: Telerobotics; Teleoperations; Latency; Analysis; Network Topology; VPN

1. Introduction

Telerobotics is an emerging technology enabling remote operation of robotic systems and plat-
forms. It holds transformative potential across both military and civilian domains. Machine fleets may
be operated from central operating rooms by “telerobotics”, literally meaning robotics at a distance.
In telerobotics, there is always a human operator-in-the-loop aspect in order to carry out various
operational aspects - from high-level task planning and related decisions that leave the robot with the
responsibility for the actual task execution [1], down to low-level command and control communica-
tions that directly operate the robotic platform. Regardless of the level of involvement of the remote
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operator, the need remains for a control feedback loop between the operator remotely observing the
robot’s environment via a variety of sensor feeds and control communications that send operational
commands to the robot for execution.

In the military domain, telerobotics can enhance safety by allowing soldiers to control unmanned
vehicles for reconnaissance, hazardous material disposal, and combat missions from a safe distance.
Civilian applications are equally expansive, ranging from advanced medical surgeries performed
by specialists controlling robotic arms, to autonomous robots being remotely controlled for perform-
ing search-and-rescue (SAR) operations in disaster-stricken areas [2]. Telerobotics can also benefit
industries such as agriculture and construction, with remote-controlled machinery optimizing crop
management and robots performing dangerous tasks to minimize human risk and expand opera-
tional capabilities. The rise of Virtual Reality (VR) technologies also increases the performance of
teleoperation in many domains, such as remote education [3], and nuclear [4], but where latency
management is especially important to avoid VR sickness [5]. Finally, regardless of the application
domain, teleoperation will be needed even when the autonomy level of robotics increases, either by
providing human demonstrations for Machine Learning (ML) algorithms (e.g., [6]) or as a fallback
when autonomous systems fail, even for autonomous driving [7]. However,

To achieve this goal, telerobotics connects a robotic platform on one side to an operator on the
other side through a network interconnect with varying complexity, performance, and scale. To provide
direct user control, the robot is programmed to follow the motions of the master device. The robotic
platform, often equipped with sensors, actuators, and cameras for feedback, receives commands from
the operator and transmits data back to the operator through a network connection. These network
connections for telerobotics can range from simple local networks to intricate global networks. These
networks are comprised of a variety of hardware and software components and may implement
different access controls, such as Virtual Private Networks (VPNs). These additional control schemes
may add additional network routes for security and can affect the overall latency of robotic control [8].
Some telerobotics systems provide force feedback as a sensor data stream, such that the user device
not only measures motions but also displays forces to the user - via informational displays or haptic
controller feedback. The user interface becomes fully bidirectional, with such telerobotic systems often
referred to as being bilateral. Both motion and force may become the input or output to/from the user.
This bilateral nature makes the control particularly challenging: with multiple feedback loops and
even without environment contact or user intervention, the two devices form an internal closed loop,
and communication delays raise significant challenges concerning the stability of the system [9,10].

The overall communications sent between the operator and robot in such bilateral telerobotic
environments consist of a control input from the operator to the robot and feedback from the robot to
the operator. The operator initiates communication by using a designated control system, which can
be a specialty control system or a simple joystick controller. When an input is received on the control
system, the corresponding action is forwarded to the robot. Depending on the system configuration,
processing and solving the specific movements, such as joint positions in a robotic arm, may be
completed on either the operator or robot side. In most cases, a separate visual feedback loop exists for
the operator, often implemented as a camera stream. This visual feedback provides the operator with
knowledge of the robot’s position and objects of interest. However, high-resolution video or pictures
require a much larger amount of data than the data volume required for control data.

Consequently, this feedback loop may take considerably longer than the command’s being sent.
Because of this, the robot may move more than the controller intended. Ultimately, reliable and safe
telerobotics thus requires that the latency for both the control and feedback loops are minimized as
much as possible in order to provide a near-presence operator experience.

Latency in telerobotic systems encompasses several components, including transmission delay,
processing delay, propagation delay, sensor and actuator delay, and feedback delay. Transmission
delay is influenced by network bandwidth and congestion, while processing delay depends on the
computational power and software efficiency of both the operator’s and robot’s systems. Propagation
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delay is related to physical distance, while sensor and actuator delays impact how quickly the robot
can respond. Feedback delay involves the time needed for the operator to receive and interpret sensory
information. To reduce overall latency and improve the quality of service (QoS) and overall user
experience, a comprehensive study of each factor is necessary. Our extensive literature review could
not find such study, however. Therefore, this paper provides an in-depth analysis of these contributing
elements.

The remainder of this paper is structured as follows: Section 2 reviews publications that relate
to this work, and Section 3 goes into detail on the methodology of our work. Section 4 provides an
overview and discussion of the results we obtained, and Section 5 presents the conclusions of the work
and suggestions for future work.

2. Related Works

Telerobotics and teleoperations are a rapidly growing domain, with a growing number of world-
wide installations and capability deployments. Teleoperations are also a continuing focus within the
research domain and the scientific literature. For example, in [11] the capability is introduced for
improved telesurgery to be implemented over the well-established and widely used Robot Operation
System (ROS) [12]. The authors of [13] worked on bringing 5G together with mobile edge computing
to explore whether robotic telesurgery is feasible in such an environment. The authors created tests to
analyze the difference between 4G and 5G in terms of delay, jitter, and throughput. In [14], the authors
used a Virtual Reality (VR) headset with the controllers to control a Rethink Robotics Baxter robot. The
authors used ROS for the Baxter robot. They measured latency performance as well as conducted tests
exploring the types of objects that the robot could successfully manipulate. A teleultrasound robot
was used to conduct network latency tests under a Wireless Local Area Network (WLAN) connection
and a Virtual Local Area Network (VLAN) in [15]. The authors also measured the displacement error
for both WLAN and VLAN network conditions. The authors of [8] created their own robotic arm and
attached a video camera onto the arm to test the teleoperation latency under various communication
channels.

In [16], the authors determined what is an acceptable latency for telesurgery. They tested 34
subjects, each of whom had a different level of surgical expertise. The paper concluded that the
acceptable delay for telesurgery needs to be below 100ms. The authors of [17] used a Phantom Omni
Haptic device and a SimMechanics model to mimic an industrial robot arm. These experiments were
conducted over various connections between Australia and Scotland, including segments utilizing
4G mobile networks. In [18], a telesurgery system with image compression adapting to the available
bandwidth was tested between Beijing and Sanya. In that study, non-invasive surgical operations on
animals were conducted, with the measured latency ranging from 170ms to 320ms. They determined
that reducing image quality can help reduce and control latency for telesurgery, but 320ms latency was
an upper limit of latency for safe surgery. The authors of [19] used a master-slave configuration of 3
robots, each using the ROS operating system. The authors explored the boundaries of achievable Wi-Fi
performance for telerobotics, as well as explored the capabilities within ROS for such tasks. In remote
driving, 300ms latency was found to deteriorate the performance [7], whereas smaller but slightly
varying latency was found more acceptable.

The work in [20] discusses the teleoperation of automated vehicles. The authors measure the
latency of the teleoperation setup and attempt to reduce the latency. The authors of [21] present
the effect of delay on robot mimicry in handwriting, with the operator’s only feedback being the
robot’s writing. They found that users were able to adapt to any slowness of a robot’s movement
but not onset latency as the robot was writing. In [22], the authors discuss the merits of using ROS
for teleoperation. The authors discuss ways to improve ROS to allow better response times and
reduced latency. The tests conducted in this work helped identify areas of improvement within ROS
for teleoperations. The authors of [23] discuss how 5G represents a significant potential improvement
for telerobotics compared to 4G, and also illuminate the further advantages that may be brought about
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by 6G, including considerable reductions in latency compared to previous generations of cellular
networks. The work in [24] explores Virtual Reality (VR) for teleoperations. The focus of this work is
on improving the visual quality of VR and mitigating the risk of motion sickness resulting from VR
usage. The authors also measure the visual latency and display-to-display latency.

The authors of [25] test tele-ultrasound over multiple network conditions, including LTE, 5G, and
Ethernet. They suggest that this particular teleoperation domain is rapidly approaching feasibility
over such network technologies. The authors in [26] explore various areas for improvement related
to robotic surgery, for example, in instrument motion scaling. They tested various configurations to
determine their relative merits and benefits. Their tests indicated the potential to achieve benefits to
tasking times in telesurgery by using specific configuration sets for motion scaling.

The work by Tian et al. presented in [27] illustrates the potential for telerobotic surgery to be
conducted over 5G cellular networks. They did surgery on 12 patients of various ages. They measured
an average of 28ms during these surgeries, conducted with a 100% success rate. These tests were
conducted between a host hospital where the patient and surgical robot were located and 5 test
hospitals located in different cities where the surgeon was located. Similarly, in [28], the authors used
5G for telesurgery experiments across a separation distance of 300km between the host and client. They
used a video camera and reported that all the surgeries were successfully completed. The network
latency was approximately 18ms throughout these tests for control communication and about 350ms
for the video camera feed.

Isto et al. and Uitto et al. [9,10] have presented a demonstration system and experiments for a
remote mobile machinery control system utilizing 5G radios and a digital twin with a hardware-in-the-
loop development system. A 5G test network was used by harnessing the network within a virtual
demonstration environment, with remote access from a distance of 500 – 600 km. Virtual private
networks were utilized to better represent real-life scenarios. The haptic remote control experimental
results indicated that with a suitable edge computing architecture, an order of magnitude improvement
in delay over the 5G connection compared to existing LTE infrastructure was achieved, resulting in an
achieved latency as low as 1.5ms.

To summarize our literature review, we were unable to find any study that could provide an
in-depth latency analysis of telerobotics investigating the contributing factors to the end-to-end latency
in typical telerobotics applications.

The work we are presenting in this paper thus explores network latency for a larger variety
of network topologies and separation distances compared to the work presented thus far in the
scientific literature. It also conducts an in-depth latency component analysis to further illuminate the
contributing factors to the end-to-end latency in typical telerobotic applications.

3. Methodology

Remotely controlling a physical robot over a network connection introduces a number of factors
contributing to the overall performance of its control feedback loop. One such factor that significantly
contributes to the overall user experience of this telerobotics system is the network latency. A high
latency results in a separation in time between observation and control response and is thus detrimental
to reliable and accurate telerobotic operation.

To identify latency components that have the largest effect on the control loop, the setup utilized
in our research was comprised of both a dynamic and a static segment.

The components of the static segment include an in-lab Baxter robot [29] by Rethink Robotics,
shown in Figure 1 and a desktop server that is the control host for the robot in our setup. The robot
was connected via an Ethernet link through a managed switch to the host computer, which provided a
server interface for external devices to connect to it, as well as a Robot Operation System (ROS) Python
script [30] for operating the Baxter robot. Our control method utilizes Baxter’s internal IK solver. Thus,
every "move" transaction triggered by the teleoperator resulted in an Inverse Kinematics (IK) solver
request/response cycle, followed by a ROS Move request/response cycle between host and robot. Our
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teleoperations script was optimized to bypass service availability checks in order to facilitate faster
host operations. Since the local network configuration between the host and robot is static, the latency
of these service interactions is highly stable throughout our tests.

Figure 1. Photo of Baxter Robot.

The teleoperations client is the primary component within the dynamic segment of our test
infrastructure. This client connects to the host server. Utilizing a game controller and associated Python
library [31], we capture control input from the controller and use these to transmit "Move" requests
from the client to the host server. Each controller input was mapped to certain move commands
comprised of speed and direction for the robot to move its arm and end effector by. Since the Baxter
robot’s ROS interface supports the utilization of Cartesian coordinates for arm placement, we utilize
Cartesian controls for movement and button presses for gripper open/close controls. When the host
receives a "Move Request" from the client it queries the Baxter’s internal IK solver for the corresponding
7-joint solution to the movement request and, if a valid response is received, sends the joint solution
request to the robot to trigger the actual movement.

The controlling client is connected to the host via a variable network setup. It is this variability
that allows us to evaluate different network scenarios and control distances in our tests. To then
analyze the impact of the client’s network connectivity has on the end-to-end latency of our telerobotic
application, we conducted extensive tests for each network scenario we were targeting. These specific
scenarios include:

• a simple Wired network connection between the client and host through our internal University
network, resulting in minimal network distance between client and host,

• a connection involved the University’s Wi-Fi network as well as a VPN connection to expand our
network radius to the network edge,

• a Mobile Hotspot 4G Cellular connection that required the client to connect via Wi-Fi to the
Mobile Hotspot, which in turn connected through the cellular service network to the University’s
network edge and its VPN server, further widening the distance between client and host,

• and finally, a connection by a duplicate of our client setup established at VTT in Finland through
a transatlantic connection back to our University’s network edge and its VPN service to maximize
the network distance between client and host.

For the visual feedback control loop within this system, a webcam is connected to the host server.
Utilizing a low-latency video streaming server provided by the host, we enabled the teleoperating
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client to visually observe the robot’s activities from afar. The client connects to the video server on the
host and renders the received video feed to the screen during our tests. The server and client scripts
use the Python OpenCV library [32].

3.1. Data Collection

Given the varied locations of the client within our network tests, it was impossible to accurately
track each latency component of the entire system through traditional packet analysis. As a solution to
this issue, TCP packets were utilized to track the end-to-end Client Request Duration for the client to
request a movement, measured from the transmission of the "Move" Request until it is acknowledged as
completed by the host using the "Move Complete" Response, as well as various individual constituent
processing times between the host and the robot, as shown in Figure 2. The IK Solver Request, IK
Solver Response, Move Request, and Move Response are all ROS packets initiated from the host server
to control the robot. Furthermore, by tracking the host’s processing duration from receiving the client’s
Move Request to when it transmits the Move Complete Response and including that timing in the
response message, we can subsequently also determine the round trip time (RTT) between the client
and the host.

Controller
Client

Robotic
Control Host

Robotic
Platform

Service
Available?

Yes

"Move Complete"
Response

"Move" Request

IK Solver
Request

IK Solver
Response

Move
Request

Move
Response

Fixed Robotic Operations
Network Environment

Dynamic Network Scenario
(Wired LAN, Wi-Fi, Mobile Hotspot,

Transatlantic Connection)

Client Request
Network Latency

IK Solver Latency

Move Latency

Client Response
Network Latency

Client
Request
Duration

Figure 2. Timing Diagram and request/response flow between Client, Host and Robotic Platform

As each "Move Request" packet is sent from the client to the host, the client uses an internal
timer to track the total time until a response is received from the host server. The host also utilizes
internal timers to track the total IK solver time, move request time, and total processing time. This
is then attached to the "Move Complete" packet for latency data collection. These results are then
aggregated for the statistical analysis presented in Section 4.1 of this paper. For camera latency, a
precision timer was displayed on the client’s screen, the webcam was pointed at the timer, and the
client then connected to the camera video stream to render the received video next to the displayed
precision timer. Screenshots were then taken of the resulting difference between the streamed timer
video feed and the directly displayed precision timer, acting as the ground truth, in order to measure

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 17 October 2024 doi:10.20944/preprints202410.1376.v1

https://doi.org/10.20944/preprints202410.1376.v1


7 of 20

the end-to-end camera latency. Utilizing this setup locally on the host device without a network
connection, we found the webcam’s latency to be 100ms at 30 fps. Since this methodology cannot be
utilized within our transatlantic tests, results are only presented for the first 3 latency cases.

3.2. Control Loop

The visual feedback in the control loop is independent of the controller inputs, and during normal
network conditions we expect the latency to have less variability compared to the physical control of
the robot. The client is able to connect and view the robot from a static position, and no additional
control was given over the camera feed at this time.

Control over the Baxter Robot was limited to a single arm, with a bounding box defined in front
of the robot as its operating area. This allowed for seamless mapping of controller inputs for smooth
control over the robot, allowing for precision tasks such as gripping and moving objects. However,
this added complexity for edge case detection and handling along the perimeter of the bounding box
in order to prevent the robot from exiting its operating area, which would result in the possibility
of failing to obtain valid IK solutions. To further limit this risk, we equipped the client with a reset
command to re-center the robot arm within its operating area. An overview of the test platform, with
the robot performing a task compared to what the operator sees, is present in Figure 1.

3.3. Latency using Control Tests over the wired University Network

The initial tests performed were to conduct baseline and validation testing of controlling the
robot over the same local university network to validate the correct operation of the control and visual
feedback loops. This network scenario, shown in Figure 3, also allowed us to ensure the accuracy of
the precision timers within each script, as packets were captured on both the client and host server’s
Ethernet interfaces.

Figure 3. Network Diagram of Wired Non-VPN University Network Connection Scenario.

Once the measurement methods were confirmed to be accurate, results were collected from the
control script. This script initiated a connection between the client and the host server and issued
control commands. This network configuration was also utilized to test the effective movement
command rate that can be sent from the client to the Baxter robot. While the Baxter accepts packets
at much faster rate, even a 100ms delay between command packets still resulted in a smooth robot
movement within our control scheme.

3.4. Latency Evaluation over the University Wi-Fi and a VPN at the Network Edge

The next test moved the client connection from the University’s internal network to a separate
Wi-Fi network, which was still located on the University’s campus. This test also introduced a VPN
connection into its topology to expand the network distance in these tests to the network edge. The
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client physically remained in our lab, but its network path length greatly increased, as shown in
Figure 4.

Figure 4. Network Diagram of Lab WiFi-to-University Network Connection Scenario including VPN.

This network configuration introduces additional hops within the network path, including the
VPN server, which increases security but adds to the overall latency. Results from this network
configuration were collected strictly through each script’s internal timers, with the obtained results
presented in Section 4.1 further below.

3.5. Latency Evaluation over a Mobile Hot-Spot and Edge VPN

Telerobotic operations may not always have strong network connections. In the case of rural or
disaster-stricken areas, wireless access may be limited. Thus, our third test scenario we evaluated is the
client connecting through a Mobile Hotspot over a cellular network, shown in Figure 5. This test also
includes the same Edge VPN, but further increases network distance and restricts network resources
compared to the previous test scenarios. The cellular network utilized in this test was a commercial 4G
network, which adds additional network routing through the cellular provider’s backhaul network
before being routed through the University’s VPN. This also adds complexity to session establishment
compared to the previous Wi-Fi network test.

Figure 5. Network Diagram of Mobile Hotspot-to-University Network Connection Scenario including
VPN.

3.6. Latency Evaluation using a Transatlantic Connection and Edge VPN

The final network scenario studied in this paper connected the collaborating researchers at the VTT
Technical Research Centre of Finland to the Advanced Telecommunication lab in Lincoln, Nebraska,
USA, as shown in Figure 6. For this test, both VTT and the University network utilized high-speed
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connections, with the major network challenge arising from the inclusion of a Transatlantic Internet
connection and the continued use of the Edge VPN.

Figure 6. Network Diagram of Overseas Network Connection Scenario including VPN.

3.7. Latency Evaluation of the Camera Feed across different Network Scenarios

Three tests were conducted for latency measurements with the camera feed, each measuring the
latency of a full frame being received by the client from the host network. These tests were conducted
with the camera pointed at a 100 µs precision timer displayed on the screen via a command line
interface (CLI) tool. The client computer then connected to the host’s video feed to display the timer
video feed in an adjacent window. 100 screenshots were then taken for each test, displaying the total
latency introduced from transmitting a frame over the network. As previously mentioned, the frame
latency required for extracting a frame from the USB camera was 100 ms, so any latency above this time
is added by the network. Since this measurement of camera latency was restricted to local network
configurations, tests of a virtual network connection through a loopback interface on the same client
machine, a local wired network, and Wi-Fi connection through VPN were tested. Our tests utilizing
the mobile hotspot were highly inconsistent, likely due to the limited 4G performance experienced by
the Mobile Hotspot itself, and thus resulting in us discarding these tests from consideration.

4. Results and Discussion

4.1. Initial Tests and Result Collection

For each test outlined in Section 3, statistical analyses of the gathered results were performed,
including mean, median, standard deviation, as well as the 95% confidence interval for each measured
latency. Each measurement shown in Figure 2 was collected for each of the targeted network scenarios.
The results for the wired LAN scenario are shown in Figure 7, which represents data from 8,730
samples taken during this experiment. From these results, we can see the robot’s IK solver contributed
the highest latency for the total request duration, while the Baxter accepts movement commands with
negligible latency.
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Figure 7. Box Plot of Latency Over University Network

Table 1 represents the Mean, Median, Standard Deviation, and Confidence Interval of the Round
Trip Time. The confidence interval for this analysis is set at 95 percent. The observed mean latency is
6.616 ms, which indicates that in this scenario, we could achieve a very low latency that also remained
low and consistent throughout the entire test. Out of the measured samples, none exceeded 18 ms,
and these samples were influenced by the IK solver time. The 95% Confidence Interval (CI) is 0.3966,
giving us a range of 6.220 ms to 7.013 ms. These results show a high level of reliability within the LAN
test and, similarly, a high reliability of the robot in responding to movement commands. Finally, this
test confirmed that the robot reliably handled the bounding box controls for its operating area, with no
failures observed by the IK solver.

Table 1. Round Trip Time in the Wired Non-VPN University Network Connection Scenario

Round Trip Time (ms)
Mean 6.617

Median 5.667
Standard Dev. 1.357

Confidence Int. 0.397

Figure 8 represents the collected data for the Lab WiFi-to-University network connection scenario,
including the use of the VPN. 1019 samples were recorded during this experiment. The Round
Trip Time and total request duration have noticeably increased in value compared to the wired
LAN scenario. Most importantly, we observe that the impact of the network scenario change and
corresponding latency increase does not appreciably influence the total duration of the static control
loop elements between the host and the robot when compared to the previous test. However, this
test shows the impact that a network topology utilizing access control, specifically a VPN, can have
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on an application’s end-to-end latency. While the test was conducted at the same physical location,
the latency is over 8 times larger than what we observed during the initial Wired LAN test. This is,
however, a necessary component for telerobotics, as access control mechanisms help ensure the safety
and security of the robot against malicious actors.

Figure 8. Box Plot of Latency for the Lab WiFi-to-University Network Connection Scenario including
VPN

Table 2 represents the corresponding Mean, Median, Standard Deviation, and Confidence Interval
of the Round Trip Time. The Mean latency measured is 58.459ms, which is still below the previously
recommended 100ms for critical applications such as telesurgery [16]. The Median is 57.455ms, a
difference of 1ms from the mean, which shows that the data is consistent throughout the samples. The
Standard Deviation is 3.628, from which we can conclude that there is slightly more variance in the
samples we collected than in the previous test. The 95% Confidence Interval is 0.222, which gives a
range of 58.237ms to 58.681ms. These results show that implementing a VPN, while resulting in an
increased latency, does not introduce enough latency to make telerobotics infeasible.

Table 2. Round Trip Time of the Lab WiFi-to-University Network Connection Scenario including VPN

Round Trip Time (ms)
Mean 58.459

Median 57.455
Standard Dev. 3.629

Confidence Int. 0.223

With the testing of the VPN-controlled network access over Wi-Fi completed, the same test
was performed with a cellular hotspot for the client connection, as opposed to the University WiFi
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network. This test introduced a cellular network component to these experiments that would require
additional cellular session establishment, with more restricted network resources available for uplink
communications, especially in terms of throughput, and adds additional network segments and route
hops through the cellular provider’s backhaul network before reaching once again our University’s
network edge and its access control mechanisms. For this test, 410 samples were taken during our
experiments. From the results presented in Figure 9, we can see that the latency has nearly doubled
compared to the previous test, averaging 115 ms for the total request duration. We also observe an
increase in outliers that reach as high as 300ms delay, which is approaching concerning levels of delay
for smooth telerobotic operation. This illustrates the need for telerobotics research to consider remedies
to make telerobotics tolerant to spurious large latency spikes.

Figure 9. Box Plot of Latency from the Mobile Hotspot-to-University Network Connection Scenario
including VPN

Table 3 represents the Mean, Median, Standard Deviation, and Confidence Interval of the Round
Trip Time. The Mean of the samples collected is 115.381ms, which shows the latency reaching levels
that would be noticeable to the operator. Given that the median is 107.515ms, a nearly 8ms difference,
the test data contains more outliers with higher values than previous tests and contains a larger latency
spread. Due to this, the standard deviation is 30.577ms, and the 95% confidence interval is 2.960ms,
giving us a range of 112.421ms to 118.340ms.

Table 3. Round Trip Time of the Mobile Hotspot-to-University Network Connection Scenario including
VPN

Round Trip Time (ms)
Mean 115.381

Median 107.515
Standard Dev. 30.577

Confidence Int. 2.960
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The final test conducted for the operator’s control latency experiments was a connection from
VTT in Finland to the University of Nebraska in the United States, with both locations shown in the
map in Figure 10.

UNL

VTT

Figure 10. Map showing the endpoint locations of our overseas tests between UNL and VTT

This test provided a substantial challenge to the reliability of the control scripts and video stream
reliability, as additional network routes are added through a transatlantic internet connection. However,
both VTT and the University of Nebraska each have reliable, high-speed network infrastructures,
and consequently, our tests showed high reliability of the overall control elements, as shown in
Figure 11. These results represent the latency of 53 movement request measurements taken during
this experiment. The average total request time increased significantly. However, there is increased
reliability compared to the previous cellular test. This test also shows the negligible effect of the robot’s
processing time on the system’s overall request time. With the increased client-to-host round trip
time, our control scheme only sends 4 commands per second to ensure valid execution of the previous
command. This slow request interval limit may not be sufficient in some use cases, illustrating the
need for complex "request debouncing" techniques to be implemented to ensure stable and reliable
telerobotics controls.

Figure 11. Box Plot of Latency from the Transatlantic Network Connection Scenario and Edge VPN
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Similar to our previous tests, Table 4 represents the statistical analysis of the tests conducted
for this network. The mean value of 240.769 ms, and a median of 240.316 ms, which shows a highly
reliable network without much variation. Given the additional network complexities that were added
with this test, successful telerobotics operations would require high-reliability network connections on
both the operator and robot side. We also see a much lower standard deviation than the previous test
of only 1.714ms, which does indicate some variance within the measured latency. The calculated 95%
confidence interval is 0.857, giving a range of 239.912ms to 240.855ms.

Table 4. Round Trip Time of the Transatlantic Network Connection Scenario and Edge VPN

Round Trip Time (ms)
Mean 240.769

Median 240.317
Standard Dev. 1.714

Confidence Int. 0.857

4.2. Examining the Robot’s Processing Latency in Detail

When comparing the robot processing latency to the overall request duration and client-to-host
round trip latency, both the IK solver and Move Request time appeared to comprise a significant
portion of the overall latency only in the local Wired LAN connection scenario. That’s a consequence
of the low network latency itself and not indicative of a high processing duration, however.

The previous analysis did not make any comparisons between the individual latencies for each
network configuration and presented conclusions only in relation to the client-to-host round trip
time and total request duration. Regarding the IK solver, some latency may be expected with the
complex calculations dependent on arm position and movement request. In this section, we are thus
comparing specifically the IK Solver latencies we observed across all four network topology scenarios,
with the aim of determining whether there is any dependency between IK Solver latency and network
complexity. Our resulting observations are shown in Figure 12. As can be observed, the average
response times remain close to 4ms across all 4 network scenarios, with occasional outliers reaching as
high as 10ms.

Figure 12. IK Solver Latency Comparison for all tested Network Scenarios
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Thus, the latency contributed by the IK Solver to the total request duration can be characterized
as minimal since even in the best-case scenario of a direct Wired LAN connection, the IK Solver
accounted for only 4ms out of the measured 58ms total request duration, and independent of the
network topology in use between client and host. This is true also for any network access technology
usage. Overall, we can observe that the latency distribution remains similar for each of the tested
network scenarios. This latency will be treated as static for the context of this paper, as the network
has no effect on the robot’s IK performance, and improvements to IK algorithms are outside the scope
of this paper.

Similarly, when we specifically evaluate the Move Request latency between host and robot,
shown in Figure 13, we observe a similar outcome compared to the IK solver latency. The important
characteristic of this test is that it shows that the latency contribution of the Move Request never rises
to a full millisecond, indicating minimal computations and network activity for this request within
ROS. Given that the latency also remains stable at or below 1 ms across all network scenarios we tested,
the latency can be considered static, with minimal impact on the end-to-end latency of each test. We
do note that we observed a larger number of outliers within the first tests, which is likely due to the
larger number of measurements conducted in these tests.

Figure 13. Move Request Latency Comparison

Since both the IK solver time and Move Request duration have stable and similar contributions
across all network tests we conducted, we can conclude that they are, in fact:

• independent of any client-to-host network topology considerations and, furthermore,
• represent only a minimal portion of the overall total request duration.

This signifies that the client’s connectivity to the robotic control infrastructure represents the
largest impact on the reliability and usefulness of a telerobotic system. For future improvements of
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the operator’s control loop, utilization of loss-tolerant unidirectional packet flows, such as via UDP,
may be beneficial. However, this represents its own set of challenges to control loop operations, which
warrants further investigations, such as addressing the risk of erratic behavior from the robot during
unstable network conditions.

4.3. Camera’s Network Latency

A critical portion of the overall control feedback loop in our telerobotics experiments is the
ability for sensor data and video feeds to be sent back from the robot environment to the operator
client in order to observe the impact their control instructions have on the state of the robot. Thus,
the camera latency measurements are an important consideration in these scenarios as well and are
shown in Figure 14. As outlined in Section 3, the latency measured is the complete time for a frame
to be captured, encoded, transmitted, decoded, and displayed on the client’s screen. We conducted
these measurements with the help of a high-speed, high-precision timer displayed on a screen. The
transmission method utilized for these tests is lossless, as TCP packet transportation is utilized. This is
done to ensure the clarity of frames being captured, avoiding any artifacts that may appear with lossy
transmission channels. Each test is comprised of 100 individual camera latency measurements over
various network scenarios. Specifically, we studied the camera latency over three different scenarios:

1. A Virtual Network within the same physical host, where the camera feed is captured and encoded
in a Virtual Machine and transmitted to the VM’s host computer for decoding and rendering
over a Virtual Network Link,

2. A Wired LAN Network environment between two different physical hosts,
3. A Wi-Fi Network environment between a computer connected to the University’s Wi-Fi and a

computer connected to the University’s Wired Network environment, including the use of the
VPN, similar to the previous latency tests conducted and presented in this paper.

Figure 14. Box Plot of Camera Feed Latency across different Network Scenarios
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Given that the camera’s internal processing introduces an average of 100ms per captured frame,
the latency presented for the Virtual Network communications and the Wired network environment
show only a minimal difference in latency. Once the VPN was introduced during the Wi-Fi camera
latency tests, the latency increased to 200ms per frame. This latency provides the largest impact to the
overall control feedback loop of the entire telerobotic system. To address this, multicast approaches
may be implemented for transmissions, as most applications support UDP for fast, loss-tolerant
systems. For the application presented in this paper, reliable network connections would be required,
so protocols that have built-in acknowledgments, like TCP, or external tools for monitoring network
conditions would be required.

4.4. Comparing the achieved Total Request Durations across different Network Scenarios

A comparison of the total request duration for each network configuration is shown in Figure 15.
From this comparison, we can see the reliability of the network has a large effect on the spread of
reported latency. In the case of the mobile hotspot, outliers often introduced greater latency than the
connection between Finland and the United States. This may be the result of connecting through a
cellular network in a congested campus environment, but it shows a distinct disadvantage for use in
populated areas without dedicated infrastructure.

Figure 15. Box Plot Comparison of the Client’s Request Duration across different Network Scenarios

In contrast, the other network scenarios we evaluated provided high-reliability connections for
both the operator and robot networks. As a result, these networks had a far lower variability in their
resulting latency. This did not, however, eliminate the outliers from occurring. In both the wired and
WiFi tests, at least one sample took nearly 100ms in the wired network and 130ms in the WiFi network.
The main difference is the latency is still at or only slightly above the control message interval of
the control loop. Given these measurements, both network use cases are capable of low latency and
reliable control.
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However, the overseas connection tells a slightly different story than the other networks. While
the latency is much higher, the stability of the network still shows reliable latency, with an average of
240.769ms. This may make control more challenging, as the robot will only move just over 4 times
per second, but the reliability shows tasks such as grasping an object are feasible. Table 5 shows
combined data of the Mean, Median, Standard Deviation, and Confidence Interval for each network
test. These results tell a similar story to the presented boxplot, as the standard deviation and confidence
interval are far greater during hotspot testing than with networks with more reliable connections. An
interesting note is that the standard deviation of the overseas connection more closely matches the
wired local connection, suggesting that Wi-Fi connectivity may play a role in some latency variation.

Table 5. Results of Latency across different Network Scenarios

Results (ms) Wired Wi-Fi Hot-Spot Overseas
Mean 6.617 58.459 115.381 240.769

Median 5.667 57.455 107.515 240.317
Standard Dev. 1.357 3.629 30.577 1.714

Confidence Int. 0.397 0.223 2.960 0.857

5. Conclusion

Telerobotics is growing in popularity and deployment, as dedicated infrastructure is no longer
required for applications that have some latency tolerance. A growing benefit of this approach is
to perform tasks in hazardous environments without putting personnel at risk or allowing skilled
individuals to perform tasks without being physically present. These applications are of interest in
both civilian and military applications and can be applied to a wide variety of use cases.

This variety of use cases introduces different complex network topologies, however, which can
greatly affect the reliability and latency of a telerobotic system. In this paper, we presented a latency
analysis for a telerobotic system that utilizes an operator sending control information captured from a
gamepad controller over a dynamically reconfigurable network topology to a remote robot platform
that then is tasked with executing those movement inputs from the controller, and also a video feed
being streamed back from the robotic platform to the operator for visual feedback.

Tests were then conducted with a locally wired network connection and through VPN access
controlled networks with the operator connecting through Wi-Fi, a cellular hotspot, and through an
overseas connection from Finland to the United States. The results presented in this paper show stable
average request durations of 6.6 ms, 58.4 ms, 115.4 ms, and 240.7 ms for each of the respective network
scenarios.

This research helped identify several potential latency issues for applications that require a high
level of Quality of Service, or for telerobotics applications that cannot tolerate fluctuations in the
connection latency or overall QoS. Additionally, these results help outline the required controls and the
need for further research in order to achieve reliable near-presence telerobotic controls over commodity
networks, which is the focus of our ongoing efforts.
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