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Abstract

Post-quantum cryptography (PQC) is rapidly being standardized, with key primitives such as Key
Encapsulation Mechanisms (KEMs) and Digital Signature Algorithms (DSAs) moving into practical
applications. While initial research focused on pure software and hardware implementations, the focus
is shifting toward flexible, high-efficiency solutions suitable for widespread deployment. A system-on-
chip is a viable option with the ability to coordinate between hardware and software flexibly. However,
the main drawback of this system is the time needed to exchange data during computation. Currently,
most SoCs are implemented on FPGAs, and there is a lack of SoCs realized on ASICs. This paper
introduces a complete RISC-V SoC design on an ASIC for Module Lattice-KEM. Our system features
a RISC-V processor tightly integrated with a high-efficiency Number Theoretic Transform (NTT)
accelerator. This accelerator is leveraging custom instructions to speed up cryptographic operations.
Our research has achieved the following results: 1) The accelerator provides a speedup of up to 14.51
x for NTT and 16.75 x for inverse NTT operations compared to other RISC-V platforms; 2) This leads
to end-to-end performance improvements for ML-KEM of up to 56.5% for security level I, 50.9% for
level 111, and 45.4% for level V; 3) The ASIC design is fabricated using a 180nm CMOS process at a
maximum operating frequency of 118 MHz with an area overhead of 11.18%, with a minimum power
consumption of 5.913 yW at 10 kHz and 0.9 V of supply voltage.

Keywords: post-quantum cryptography; PQC; NIST; PKE; KEM; RISC-V; FPGA; signatures schemes

1. Introduction

As the volume of data shared across devices like computers, smartphones, and IoT gadgets
explodes, so does the risk of data leakage. Communication channels are vulnerable to eavesdropping,
making robust security crucial. Traditional data protection often relies on symmetric encryption, where
the sender and receiver use the same secret key. However, this method has a critical weakness: if that
single key is compromised, the entire communication is at risk. To solve this, the Key Encapsulation
Mechanism (KEM) was developed to securely exchange these shared keys.

The rise of quantum computing presents a significant threat to these traditional KEMs. Quantum
computers could break them in polynomial time. In response, the National Institute of Standards and
Technology (NIST) initiated a program to standardize new cryptographic algorithms that are secure
against quantum attacks. This field is known as post-quantum cryptography (PQC).

The official PQC standards include CRYSTALS-Kyber (FIPS 203) [1] and Hamming Quasi-
Cyclic for KEM. Digital signatures consist of CRYSTALS-Dilithium (FIPS 204) [2], FALCON [3], and
SPHINCS™ (FIPS 205) [4]. The FIPS 203 is the first standardized KEM, making it a primary focus
for research and optimization. ML-KEM'’s security is based on the complexity of the Shortest Vector
Problem in high-dimensional lattices. A major computational challenge for ML-KEM is the reliance on
polynomial multiplication, which dominates the algorithm’s runtime.
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Several studies have focused on accelerating polynomial multiplication for ML-KEM on various
hardware platforms[5-8]. Some have explored pure hardware solutions, while others have targeted
System-on-Chip (SoC) platforms[9-12], which is a growing trend for PQC implementation[13]. In an
SoC, hardware accelerators can be loosely connected to system buses or tightly integrated into the CPU.
The advantage of being loosely coupled is that it is simple and easy to implement, but in return, loading
and storing data from/to memory is a barrier to accelerating computation. Tightly-coupled designs
offer superior acceleration efficiency. Currently, there are very few practical on-chip implementations
to evaluate system-level performance, creating a significant research gap.

We designed and fabricated an SoC that directly addresses this gap. Our design features an
accelerator for forward/inverse Number Theoretic Transform (NTT/INTT), central to ML-KEM’s
polynomial multiplication. The accelerator uses a dual butterfly unit (BU) architecture and is tightly
integrated into a 64-bit RISC-V CPU via the Rocket Custom Coprocessor (RoCC) interface. To our
knowledge, this is the first physical chip implementation of an SoC for ML-KEM.

Our results demonstrate significant performance gains:

e  Performance: The accelerator provides a speedup of up to 14.51 x for NTT and 16.75 x for inverse
NTT operations compared to other RISC-V platforms.

e  Efficiency: We achieved speedup efficiencies of 56.5%, 50.9%, and 45.4% for security levels I, III,
and V, respectively. This performance comes with a minimal area overhead of 11.18%.

e  ASIC Fabrication: The complete chip was fabricated using 180 nm CMOS technology, with a total
area of 297 k gate equivalents (GE), consuming a minimum of 5.913uW at an operation frequency
of 10 kHz and a VDD of 0.9 V. The SoC achieved a maximum frequency of 118 MHz at a supply
voltage of 2.0 V.

The rest of this paper is organized as follows: Section 2 provides the background and related
work. Section 3 details the proposed system, focusing on the NTT accelerator and SoC architecture.
Section 4 presents the implementation results and evaluations. Finally, Section 5 concludes the paper.

2. Background

ML-KEM is a module lattice-based KEM built upon public-key encryption principles. The key
establishment process is illustrated in Figure 1. The sender generates a pair of encryption (ex) and
decryption keys (dy), then sends the ey to the receiver over an unsecured channel. The receiver then
uses ¢ to generate a shared secret key K and encapsulates it by encrypting a message m to produce a
ciphertext c. This ciphertext is sent back to the sender over a public channel. Upon receiving c, the
sender uses the dj to recover the message m’, which is then used with ¢, to derive the shared secret
key K'. This shared key is subsequently used as the secret key for data transmission using symmetric
encryption.

Keygen Encaps

v o Encrypt |

I
m
(e €x) Ry Encrypt IN—

'_I L Public === I
l

dk{ Decaps channel
r——"——71

: Decrypt :: & (c, K)

Figure 1. The key establishment using ML-KEM.
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The functions of ML-KEM are based on the multiplication of polynomials in the ring Z,[X]/ [X" +
1], with polynomial of the form f = fo+ fiX + - - - + f255X>°, and integer coefficients f; in Z, for all i,
with g = 3329 and n = 256. The operations in the ring include addition, subtraction, and multiplication
performed modulo X" + 1. The NTT is employed to accelerate polynomial multiplication. Given
polynomials f and g, their representation in the NTT domain is denoted as f = NTT(f) and § =
NTT(g). For the ML-KEM, let h be the product of two polynomials on the NTT domain, then his
calculated by multiplication as described in Eq. 1.

hai = foi i+ fair1 - Gaiva - (201

hyiv1 = foi - §2iv1 + foiv1 - Q2i

1)

where the indices 2i and 2i + 1 represent, respectively, the even and odd coefficients of the polynomials
in the multiplication, and br(i) is an integer represented by bit-reversing the unsigned value i €
{0, - ,127}. Finally, the product of 2 polynomials on the normal domain is achieved by i = INTT (k).

However, polynomial multiplication still remains a computational bottleneck in the execution
of ML-KEM. The overall efficiency still depends on how effectively the NTT is implemented. This
challenge becomes more significant at higher security levels, where the number of polynomials
involved in matrix-vector multiplications increases. The two most commonly adopted structures
for BU are Cooley-Tukey (CT) [14] and Gentleman-Sande (GS) [15], which differ in the ordering of
transformation outputs.

Our design adopts CT for the forward NTT, while GS is used for the inverse NTT (INTT) to
eliminate the need for additional pre-processing and post-processing. Our target is an embedded
system for achieving a balance between execution flexibility and computational speed. RISC-V offers
an ideal solution in such contexts by combining the performance benefits of hardware acceleration
with the adaptability of software control. RISC-V is an open instruction set architecture designed with
modularity, allowing developers to tailor processor architectures to specific application requirements.

This modular approach makes RISC-V highly versatile and suitable for various applications, from
lightweight IoT devices to high-performance computing systems.

As an open and modular instruction set architecture, RISC-V enables us to customize processor
designs to meet specific application requirements. Integrating a hardware accelerator directly with
the CPU can substantially enhance system performance while preserving software flexibility. This
integration method helps solve the large latency problem caused by data exchange on SoCs. Custom
instructions facilitate efficient control of the accelerator, enabling tight hardware-software integration
and improved overall system efficiency.

3. Proposed Architecture
3.1. Rocket RISC-V System-on-Chip

The proposed SoC architecture is illustrated in Figure 2. The system is built on a Rocket Core
configured with the RV64IMAC variant, featuring a 1-kB data cache, 4-kB of on-chip RAM, and an
external memory interface supporting up to 256 MB. The NTT accelerator is tightly coupled to the
CPU via the RoCC interface [16]. This accelerator functions as a co-processor, receiving commands
from the CPU and accessing data directly to the memory through the cache. Custom instructions
are defined to transmit control and addresses to the accelerator. The accelerator loads the required
data at the provided input address, then performs NTT or INTT transformations based on the control
information. Finally, the output result is stored directly at the output address. The basic peripheries
are connected to the system via the peripheral bus. Peripherals include a UART for printing results, an
SPI for loading firmware from an SD card, and a JTAG for system debugging.
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https://doi.org/10.20944/preprints202511.1018.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 13 November 2025 d0i:10.20944/preprints202511.1018.v1

40f11

CMD

Rocket NTT
rv64imac | RSP | Accelerator

A
Y

System Bus |
A
| Peripheral Bus | | Front Bus |
| I N I {
Ext. Boot PLIC &
RAM ROM SPI || UART CLINT JTAG

Figure 2. The proposed SoC architecture with NTT accelerator.

Figure 3 illustrates the interface between the CPU and the accelerator. The CMD and RESP lines
correspond to the command and response of the CPU with the accelerator. The busy and interrupt
signals are used for communication control purposes. Data transfer is carried out via MEM_REQ and
MEM_RESP. This tightly coupled interaction enables efficient, low-latency control and data transfer
between the CPU and the accelerator.
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Figure 3. Interface between CPU and NTT accelerator.
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The custom instruction architecture adheres to the standard RISC-V instruction format. It includes
the fields opcode, rd, rs1,rs2, and funct. The opcode specifies the custom group from 0 to 3. The rd, rs1,
and rs2 fields correspond to the destination and source registers, respectively. The accelerator uses the
funct to differentiate between instructions within the same group. We define two custom instructions
under the custom_0 group (opcode = 0001011) specifically for NTT and INTT operations in ML-KEM.
The structure of these custom instructions is illustrated in Figure 4.

funct7[6:0] [ rs2[4:0] | rs1[4:0] | xd [ xs1|xs2 | rd[4:0] | opcode[6:0]
0000000 [ input [ output [ 0 [ 1 [ 1 [ 00000 | 0001011
0000001 | len | mode [ 0 [ 1 [ 1 [ 00000 | 0001011
function src2 srct dest custom_x

% 32 bits %
| |
| |
| |

Figure 4. The RISC-V custom instruction architecture.

When a RoCC instruction is fetched and decoded, the presence of the custom_0 routes it to the
accelerator via the RoCC command router. The accelerator interprets the remaining instruction fields
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to determine the appropriate control signals and begins processing accordingly. The first custom
instruction, identified by funct = 0, loads the source and destination addresses into the accelerator.
The second custom instruction with funct = 1 provides the data length and specifies the operation
mode, where mode = 0 indicates an NTT operation and mode = 1 indicates an INTT operation. The
funct = 1 also signals that all necessary parameters have been received and the accelerator can begin
execution. The result is automatically stored to the specified address upon completion. The CPU can
then read the result directly from the declared memory region.

Figure 5 illustrates the operation of the accelerator after receiving instructions from the CPU
with funct = 1. The accelerator sends data request instructions to the source address in memory
via MEM_REQ. The system then returns the requested data. This data is temporarily stored in the
FIFO. After sufficient data is in the FIFQO, it is sent to the BUs and forward- or inverse-transformed
as requested. This process is pipelined until the final result is written back to the FIFO. At that time,
the accelerator sends a write request to the destination address via MEM_REQ), along with the result
retrieved from the FIFO. After the last data in the FIFO is entirely written, the accelerator reports that
the execution is complete and returns to the IDLE state.

CLK

IDLE‘START‘ SR8 5 5 L s

MEM_REQ | MEM_REQ
MEM_RESP MEM_RESP

Done | IDLE

—{ FIFO_IN L FiIFo_IN X FIFo_IN X FIFO_IN X FIFO_IN X FIFO_IN ) FIFO_IN X FIFO_IN »—
— BFU BFU BFU BFU BFU BFU BFU ;

Figure 5. The accelerator’s execution after getting custom instructions.

3.2. NTT accelerator architecture

As shown in Figure 6, the proposed NTT accelerator architecture comprises a computational
element that consists of two parallel execution BUs. Modular reduction is performed using the Barrett
method [17]. To save the area, the accelerator implements NTT using an iterative procedure. The
input polynomial is stored in a simple FIFO of size 64 x32. Thanks to the feedback shift register-based
reordering unit (RU) architecture, the reordering process does not incur additional delays through
each stage as in typical MDC architectures.
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Figure 6. The NTT tightly-coupled accelerator architecture.

The accelerator is built on a 64-bit system, so 16 bits are used for each polynomial coefficient,
processing four coefficients on a single data call. The outputs of the RU are concatenated into 64-bit
blocks and written into the FIFO. The entire process, from loading the input to executing and storing
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the results, is controlled by the Control Unit. This architecture makes the memory size for temporary
results storage minimal without causing read-after-write (RAW) conflicts. Several previous studies
required more than the memory needed for storing polynomials [18-20]. This architecture supports
pipelined execution without any additional memory resources. With this parallelism, each NTT/INTT
operation requires 448 clock cycles (CCs).

A finite state machine manages control and synchronization between the accelerator and the
RoCC interface, allowing the accelerator to operate independently of the CPU. This setup enables
efficient NTT/INTT execution via custom instructions, speeding up the overall algorithm.

4. Implementation Results and Discussion

The proposed SoC was implemented using 180 nm CMOS technology. Figure 7 shows the chip
micrograph, with a die area of 1950um x 1950um, corresponding to approximately 297 kGE. The chip
reaches a maximum operating frequency of 118 MHz, and a minimum power consumption of 5.913uW
at 10kHz and VDD = 0.9 V.

- .
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- #ll | Technology

= E CMOSs
L]

m E Die Area 11255(())um
u i3 u X Hpm
L 2 1

~ Rocket Bus and u Operating 0.9V -2.0vV
= 3l ffrvedimac Peripherals = Voltage

= ! S | | Gate Count | 297 kGE
= 7l - Max

1 |

u E frequency 118 MHz
H O Rocket
o - Processor 64imac
™ -

H u Memory 4 KB

™ -

- =

B | |

Figure 7. CMOS 180nm chip micrograph.

The proposed design incurs a modest area overhead of 11.18% due to integrating the NTT
accelerator, yet it delivers a significant performance boost. The efficiency of the accelerator is attributed
to its compact architecture, which outperforms previous designs in both area and speed. It features
two parallel BUs and a simple FIFO, optimizing area and performance. The streamlined architecture
and control logic enable seamless SoC integration with two custom instructions. This simplicity drives
the speed-up efficiency in NTT/INTT execution across various RISC-V platforms, as shown in Table 1.

The results demonstrate that tightly coupled acceleration is substantially more efficient than
loosely coupled approaches. In typical RISC-V platforms, the main bottleneck in NTT/INTT accelera-
tion lies in memory access latency. Our design overcomes this limitation by directly interfacing with the
data cache, significantly reducing memory access time. As a result, the proposed architecture achieves
notable speedups of up to 14.51 x for NTT and 16.75x for INTT compared to other accelerators on
different RISC-V platforms.

The bar graph in Figure 8 illustrates the speedup efficiency achieved over the baseline C imple-
mentation. By offloading the NTT/INTT computations to the hardware accelerator, overall execution
time is significantly reduced. The graph presents the number of CCs required for the Keygen, Encaps,
and Decaps processes across different security levels I, III, and V, corresponding to k = 2,3,4. This
improvement in NTT/INTT overhead contributes to an overall system speedup from 37% to 56.5%
relative to the baseline.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 8. Speedup efficiency comparison of the algorithm implementation compared to the C baseline.

Figure 9 presents the speedup efficiency of the complete ML-KEM algorithm implementation.
Given that different RISC-V platforms vary in architecture and baseline performance, the comparison
is made regarding relative speedup efficiency. The performance improvement of each implementation
relative to its own C reference. This provides a fair basis for evaluating the impact of the accelerator
across heterogeneous CPU types. The evaluation method used to compute acceleration efficiency is

detailed in Eq. 2.
_ Ref[CCs]| — Acc[CCs]

Eff|%| = x 100 2
ff[ 0] Ref[CCs] ( )
100
—e— Ours —®- Polar [10] —4— VexRiscv [23]
A+ PQRISCV [24] RISQ-V [21] =—«— E203 [25]
801 ™ E310 [24] —4— X-HEEP[22] =—#— RI5CY [27]
—o— ARM-M3 [24]
S
— 60 _
> >
@] P
c
9
(@]
= 40
(1] .
~.
==V
20
:')‘/’/’
' '~4. ......... A
0 k=2 k=3 k=4
KeyGen Encaps Decaps

Figure 9. The acceleration efficiency of the systems after improvements compared to the C baseline.

As shown in Table 1, our proposed design outperforms those in [21], [22], and [23], which
achieving efficiency gains between 7% and 35%. While these prior works enhance performance
through custom arithmetic instructions, their overall acceleration efficiency remains limited. This
limitation stems from the simplicity of the instructions, which require numerous invocations to
complete the full algorithm. As a result, the reduction in total execution time is modest compared to
our tightly coupled and more integrated acceleration approach.

Several designs implement various acceleration techniques beyond NTT, such as hash function
acceleration and sampling, achieving efficiency improvements ranging from 42% to 59%. While our
focus is solely on accelerating NTT/INTT, our design still achieves a significant efficiency gain of 37%
to 56.5%, comparable to more complex architectures like those in [10,24,25], and [26].

Figure 10 illustrates the power consumption of the SoC at various frequencies and VDD voltages.
Figure 10(a) shows the power consumption of the chip at VDD = 2.0 V, in the operating frequency

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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range from 10 kHz to 118 MHz. The power is measured in three states: Active power, when the SoC

executes the algorithm; Idle power, the state when the chip resets; and Sleep power, which represents

leakage power. We can see that the system consumes 307.9mW at 118 MHz. We can also observe that

the leakage power is minimal across all frequency ranges, with a maximum value of approximately

1.65uW. Figure 10(b) shows the power consumption of the system at a 10 kHz frequency, spanning a

voltage range from 0.9 V to 2.0 V. The results show that the minimum power consumption of the SoC

achieved is 5.913uyW, which can be applied to low-power systems.

The wide operating frequency and voltage range make this SoC applicable to a wide range of

applications, which opens up a promising future for this efficient design approach as we continue to

optimize other system processes.

Table 1. The NTT/INTT latency (in clock cycles) compared to other works.

NTT INTT Area
Works | Platform CCs Latency | CCs Latency | Overhead
Ours Rocket 1,514 1x 1,413 1x 11.18%
[27] RI5CY 2,577 1 1.70x 3,851 1272x 16%
M3 8,026 1 5.30x 8,594 1 6.08x% -
[24] E310 15,888 110.49x | 15,719 1 11.12x -
PQRISCV | 21,975 1 1451x | 23,666 1 16.75x -
[21] RISQ-V 1,935 11.28x 1,930 11.37x 60%
[28] Rocket 4156 12.75x | 4172 1295x | 12.93%
[22] X-HEEP 1,531 11.01x 1,531 1 1.08x 32.64%
[23] Vex-Riscv 6,868 1 4.54x 6,367 14.51x 6%
J— 8,845 15.84x | 10,262 17.26% -
[291 | SiFive U74 55— 7376% | 5618 13.98x -
[25] E203 4302 T284x | 3426 T242x 13%

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 10. SoC power consumption (a) at VDD = 2.0 V in the operating frequency range from 10 kHz to 118 MHz
and (b) SoC power consumption at 10 kHz in the voltage range from 0.9 V to 2.0 V.

5. Conclusion

Our research presents a RISC-V SoC featuring an integrated NTT accelerator controlled via custom
instructions. The SoC consumes a minimum of 5.913uW of power consumption at a 0.9 V supply
voltage and 10 kHz frequency in 180 nm CMOS technology. The chip also achieved a maximum
operation frequency of 118 MHz at VDD =2.0 V.

Our SoC architecture outperforms the baseline C implementation by 56.5% at security level I,
50.9% at level III, and 45.4% at level V. This efficiency level is superior to other similar RISC-V platforms.
It demonstrates a key insight: a tightly integrated coprocessor is a highly effective way to accelerate
complex computational algorithms dramatically.
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