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Abstract: The quantum-classical interface (QCI) i.e., the boundary where quantum and classical
systems interact, introduces unique security challenges and potential vulnerabilities within quantum
technologies. This position paper explores the use of entropy as one metric to monitor and secure
information transfer across the QCI. We propose an initial QCI security framework, outlining criteria
by which entropy-based measures contribute to detecting deviations and potential threats to quantum
system integrity. By presenting these theoretical constructs, we aim to catalyze further investigation
and discussion, establishing a basis for empirical validations and future development of practical
quantum security strategies.

Keywords: entropy; quantum security; quantum-classical interface; risk assessment; entropic measures;
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1. Introduction
1 The rapid advancement of quantum technologies has highlighted the significance of the

quantum-classical interface (QCI), a critical “node” where quantum and classical systems interact
and communicate. While the QCI is essential to harnessing the power of quantum technologies, it
also introduces unique security vulnerabilities. Historically, the boundary between quantum and
classical realms has remained distinct and largely unexplored. As hybrid quantum-classical systems
become more prevalent, traditional notions of information and security warrant closer examination,
given that quantum information fundamentally differs from its classical counterpart, a disparity that
introduces complex challenges in securing the information flux across the QCI. In particular, entropy
quantifies uncertainty, which is crucial in security applications. Different entropy measures ensure
various security aspects such as average uncertainty, conditional uncertainty, and distinguishability.

Central to our position paper is the introduction of entropy as a metric for QCI security. We aim
to explore how entropy, as a measure of uncertainty, can help quantify information exchange between
quantum and classical domains, revealing potential vulnerabilities and guiding protective strategies.
To fully realize this approach, it is of key importance to map the intricacies of quantum systems, their
interaction with classical control mechanisms, and the impact of quantum measurements [1] and
external perturbations [2]. Our aim is to stimulate methods that quantify the information interchange
between the quantum and classical spheres, offering information on possible vulnerabilities and
charting pathways for protection of quantum devices.

1 This manuscript has been authored by UT-Battelle, LLC under Contract No. DE-AC05-00OR22725 with the U.S. Department
of Energy. The United States Government retains and the publisher, by accepting the article for publication, acknowledges
that the United States Government retains a non-exclusive, paid-up, irrevocable, world-wide license to publish or reproduce
the published form of this manuscript, or allow others to do so, for United States Government purposes. The Department of
Energy will provide public access to these results of federally sponsored research in accordance with the DOE Public Access
Plan (http://energy.gov/downloads/doe-public-access-plan).
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The study of the quantum-classical interface (QCI) and hybrid quantum-classical systems remains
open, lacking a universally accepted framework. This manuscript does not claim to provide a definitive
formulation but rather presents a structured perspective to inspire further exploration. While many
studies focus on the structural and dynamical consistency of hybrid systems [3–7], our motivation stems
from security concerns—specifically, whether the QCI introduces vulnerabilities that can be quantified
using entropy-based methods. Given the challenges of hybrid dynamics, alternative formulations may
be more suitable in different contexts [3,7]. We argue that alongside fundamental studies, security
implications must be considered, especially in applications involving quantum sensors, cryptography,
or hybrid control. By refining interface conditions and leveraging entropy, we offer a perspective
that may guide both theoretical and experimental investigations into security risks in hybrid systems.
Ultimately, this work aims to stimulate further discussion and refinement rather than propose a final
or exhaustive framework.

Our presentation is organized as follows: In Section 2, we discuss classical, quantum, and
quantum-classical interfaces and present a formal definition of the QCI. Section 3 highlights all the
proposed entropic functions that evaluate QCI while Section 4 proposes the use of complementary
metrics that are common anomaly detectors. Section 5 outlines reasonable criteria for QCI security and
highlights known classical counterparts. We end this position paper with a discussion in Section 6 and
concluding remarks in Section 7.

2. Preliminaries
2.1. Formalization of an Interface

In the QCI context, we define an interface as a condition under which the states of the two systems
are coupled or connected to various degrees of strength. Let u1(p1) and u2(p2) represent the states
of System 1 and System 2, respectively. Here, u1 lies in a classical phase space if System 1 is classical,
and u2 lies in a quantum Hilbert space if System 2 is quantum. Thus, the states ui can be functions,
vectors, or operators, depending on the nature of the system. The variables p1 and p2 represent the
parameters specific to each system. For example, they could parameterize the state but do not define
their evolution. To characterize the interaction between u1 and u2 over the parameters p1 and p2, we
define a coupling function K(u1, u2; p1, p2). Namely, the interface condition can then be expressed as
an equation or constraint that satisfies K(u1, u2; p1, p2) = 0 (or within a bounded tolerance). We then
define a general interface equation:

K(u1(p1), u2(p2)) = f (u1(p1))− g(u2(p2)) = 0, (1)

where f and g are transformations or mappings that bring the states u1 and u2 into a common
interaction space (e.g., converting quantum states to classical observables or vice versa).

In a control interface, the classical system often acts as an external controller, which modifies the
quantum observable. To introduce a functional dependence in the transformation maps, such that the
quantum state transformation depends on the classical states, we require

K(u1(p1), u2(p2)) = f (u1(p1), u2(p2))− g(u2(p2)) = 0. (2)

This modification allows a classical state u1(p1) to influence the transformation function f , rather than
assuming a fixed changed.

If the systems evolve over time, the coupling depends on time t:

K(u1(p1), u2(p2), t) = 0, (3)

which represents dynamic coupling, such as energy exchange or information transfer, where K changes
over time based on the state evolution of each system.
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Example 1. If u1 is a quantum state |ψ⟩ and u2 is a classical observable x, then we define an interface by the
expectation value:

K(u1, u2; p1, p2) = ⟨ψ|Ô|ψ⟩ − x(p2) = 0, (4)

where Ô is a quantum operator whose expectation value matches the value of the classical observable x after the
measurement (x acting on the phase space). This coupling creates a link between the quantum and classical
systems. In this example, x is the passicable state variable representing an observed quantity in teh system.

This level of formal representation suffices for our objectives in the rest of this manuscript, and
Figure 1 depicts the workflow of our QCI representation.

Quantum Physical Layer

Classical Hardware Layer

Classical Communication Layer
High Level Software & Compilers

DACs
AWGs

ASIC
Processor

Amps/MUX
ADCs

Processors, User Input

Preparation 
Control

De
te

ct
io

n
Re

ad
ou

t

Lasers, Modulators, Detectors

General Purpose Hardware

Q
ua

nt
um

 
Vu

ln
er

ab
ili

tie
s

Cl
as

sic
al

 V
ul

ne
ra

bi
lit

ie
s

In
te

rfa
ce

 
Vu

ln
er

ab
ili

tie
s

Th
re

at
 Id

en
tif

ica
tio

n,
 M

od
el

in
g 

–
Re

d 
Te

am
 E

xe
rc

ise

Figure 1. High-level depiction of a physical QCI in the context of a larger quantum information hardware stack.
The conversion of classical physical states into discrete physical qubits - and vice versa - is enabled by hardware
that, in effect, responds to control inputs encoded in logical bits or qubits.

2.2. Interface from a Hamiltonian

Writing the interface equation in terms of Hamiltonians ensures that the evolution respects the
underlying symmetries and conservation laws and many hybrid quantum-classical models naturally
arise from a Hamiltonian framework. To do this, we introduce the quantum Hamiltonian Hq, gov-
erning the quantum subsystem and the classical Hamiltonian Hc, governing the classical subsystem.
The coupling term between the quantum and classical components can be incorporated into a total
Hamiltonian Htot defined as the total Hamiltonian of a generic QCI:

Htot(q, p, Ô) = Hc(q, p) + Hq(Ô) + Hint(q, p, Ô), (5)

where Hint(q, p, Ô) mediates the interaction between the two subsystems. By considering the Hamilto-
nian equations of motion, we can develop an interface condition:

C(q, p, Ô) = −∂Hint

∂q
−

〈
δHint

δÔ

〉
= 0. (6)

That is, the classical subsystem is influenced by the quantum expectation values while maintaining
consistency with the quantum commutator evolution. The first term − ∂Hint

∂q , represents the force

exerted by the interaction Hamiltonian on the classical system. The second term
〈

δHint
δÔ

〉
, captures

the quantum back-action on the classical system, where the variation with respect to Ô determines
how the quantum state influences the evolution of the classical degrees of freedom. The functional
derivative appears because Hint generally depends on quantum observables, which are operator-
valued quantities, requiring a variational treatment to correctly describe their effect on the classical

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 February 2025 doi:10.20944/preprints202502.1598.v1

https://doi.org/10.20944/preprints202502.1598.v1


4 of 14

equations of motion. This term ensures that the expectation value of quantum fluctuations modifies
the classical dynamics in a self-consistent manner, preserving the hybrid system’s stability.

A key aspect of the interaction is the proper coupling of classical and quantum components. The
classical variables influence the quantum system “parametrically," appearing as externally controlled
parameters in Hq + Hint, while the quantum system influences the classical dynamics through expecta-
tion values in the classical equations of motion. This avoids mathematical inconsistencies yielding a
physically valid quantum-classical hybrid system.

Furthermore, Hint introduces an intrinsic feedback mechanism. For example, the term λqσ̂x leads
to continuous bidirectional coupling: the classical displacement q modifies the quantum Hamiltonian,
altering quantum evolution, while the quantum expectation ⟨σ̂x⟩ contributes to the classical force,
modifying the oscillator’s motion. In principle, delayed feedback could be introduced by incorporating
memory-dependent terms such as Hint(q(t − τ), p(t − τ), σ̂x), leading to non-Markovian corrections.

2.3. Classical Interfaces and Security

In the classical domain, such as computing and communication systems, security at the classical-
classical interface, where two distinct classical systems interact, has been extensively studied and
developed in both the physical [8] and computational domains [9,10].

Understood as a physical exchange, a classical-classical interface is an exchange of signals or
energy between two systems that can be modeled using the tools and intuitions of classical physics.
Explicitly, we would say that these signals are reproducible to an arbitrary degree of precision, that
measurement of these signals is non-destructive, and that any observed non-deterministic dynamics
are the result of incomplete knowledge about the system. The attribute of security, then, pertains to
measurable, deterministic properties of the signal exchange, and efforts by attackers or defenders to
disrupt or maintain these properties. This covers a wide field of study, from traditional jamming to
sensor spoofing and side-channel techniques.

While the term is “classical computation” is still somewhat informal, we define a “classical com-
puter” as one that is implementable through a combination of classical states exhibiting deterministic
behavior. A classical computer reflects classical physics in its operational logic and behavior. Ideally,
it is deterministic, fully traceable, and arbitrarily precise. (In a digital system, arbitrary precision is
mediated by the allocation of discrete resources, i.e., bits, processor cycles, etc.) Any ideal interface
between two such systems will exhibit similar features, as will the semantics of any symbols exchanged
via such an interface.

Because these interfaces convey signals that encode semantically-meaningful statements, classical-
classical interface security emphasizes techniques that prevent the malicious reading, destruction,
or editing of these statements or their constituent symbols. To do this, security teams rely on well-
established cryptographic methods to encrypt messages, detect tampering, and verify message proper-
ties and authorship [9]. Even with crytographic protocols, classical-classical interfaces are vulnerable
to certain attacks that exploit the boundaries between systems. For instance, man-in-the-middle attacks,
command injection, and protocol and serialization exploitation can all occur during data exchanges
between two classical systems, emphasizing the rather plain fact that any shared boundary introduces
potential security weaknesses [11]. This understanding of classical-classical interface security offers
a valuable perspective when addressing the complexities of the QCI, where traditional methods are
insufficient and new security paradigms such as entropy-based measures are required.

2.4. Quantum-Classical Interface (QCI)

To formally define the QCI, we wish to consider a general and abstract way to mathematically
formulate the QCI. We introduce entropic measures as core mathematical tools to capture information
dynamics across QCI, essential in characterizing how information transforms and potentially degrades
when transitioning between quantum and classical systems. Beginning with the systems and states
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of QCI, let Q denote the set of quantum states, i.e., a quantum system, with respect to its underlying
Hilbert space H:

Q = {|ψ⟩ ∈ H : [|ψ⟩] = {eiθ |ψ⟩} and ∥ |ψ⟩ ∥} = 1}, (7)

where [|ψ⟩] denotes defines an equivalence class of vectors differing only by a global phase factor eiθ ,
which ensures phase invariance. Let C denote the set of classical states, i.e., the set of all probability
distributions, with respect to its underlying phase space P , which represents all possible configurations
of the system:

C = {x : P → [0, 1] :
∫
P

xdµ = 1}, (8)

where dµ is a measure on P , x typically represents a probability density over P , and we assume
the condition that x ≥ 0, and

∫
P

xdµ = 1 ensures that x is indeed a valid probability distribution.

Transformations between the systems are defined via operators. i,e., TQC : H → P , corresponds to
the quantum to classical transformation such that x = TQC(|x⟩). Similarly, TCQ : P → H, corresponds
to the classical to quantum transformation such that |x⟩ = TCQ(x) 2. To describe the dynamics of
the QCI, we require an operator LQCI that acts on the combined state of the quantum and classical
system. While LQCI takes a specific form for a given physical scenario, here we suffice that it captures
a measurement interaction (including the subsequent classical outcome).

As a conceptual framework to capture how classical systems (and their evolution) can influence
and be influenced by quantum systems, at the interface where the two meet, i.e., the QCI, we introduce
the unitary evolution operator U(t) for the quantum system, and let F(t) denote the time evolution of
the classical system. At the QCI, the dynamics is given by:

U(t)|ψ⟩ = F(t) ◦ LQCI ◦ TCQ(x), (9)

where TCQ(x) describes the transformation of some classical state x into a quantum state, that is,
the process of embedding classical information into the quantum domain. Subsequently, the QCI
can further influence or transform this quantum state (via the linear operator LQCI). Thereafter, the
quantum state undergoes its intrinsic time-evolution influenced by its interaction with the classical
system via F(t) so that the final evolved quantum state can be produced by the left-hand side.

A key aspect of the QCI is the process of measurement [1], where a quantum state collapses to a
particular outcome, modeled as:

Pm|ψ⟩ = δm(x)TQC(|ψ⟩), (10)

where Pm is the projection operator for a measurement outcome m and a corresponding classical
indicator function δm(x). Thus, when a quantum state |ψ⟩ undergoes a measurement resulting in
outcome m, it can be represented or interpreted classically as x through the transformation TQC.

In practice, projective measurements are difficult to implement on hardware due to noise. To
address this challenge, we adopt quantum instruments—a general framework that extends the concept
of projective measurements to account for realistic, potentially noisy measurement processes, as well
as the system’s evolution after measurement. A quantum instrument is mathematically a collection of
completely positive trace-non-increasing maps {Ek} on the set of density operators D(H) of a Hilbert
space H satisfying

∑
k
Ek(ρ) = E(ρ), (11)

where E is a completely positive trace-preserving map. Each Ek represents a possible outcome indexed
by k and it determines the post-measurement state conditioned on the outcome k. Intuitively, quantum
instruments proved a mathematically rigorous way to describe realistic measurements incorporating

2 In practice, when we identify quantum states with density matrices, the TCQ operator takes a vector x and maps it to the
matrix whose diagonal entries are precisely the vector x. Conversely, the TQC operator takes the density operator, and throws
away all the non-diagonal entries leaving just a classical vector.
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noise and decoherence, post-measurement dynamics, i.e., how the quantum state evolves after an
outcome is observed, and open quantum systems, which model interactions between quantum systems
coupled to its environment.

The intrinsic complexities arising from the coexistence of quantum and classical domains in
QCI includes decoherence [12], which we have not discussed. However, interactions with a classical
environment, is a pivotal aspect at this interface. These interactions with the environment can often
challenge the preservation of quantum properties. An example might be a qubit interfacing with a
classical reading device, highlighting the bidirectional influence of both systems. The task of reliably
bridging quantum and classical systems is challenging with the added difficulty of doing so within
a set of security measures and constraints which underscores the significance of our discussions.
Furthermore, we also consider not only the measurement interactions but also other interactions at the
QCI, such as quantum-classical correlations or the challenges arising from the measurement process
and classical readout. This also extends to coupling with external forces. Having defined the basic
dynamics of the QCI, we now proceed with examining the QCI entropy.

2.5. A QCI Example: Classical and Quantum Langevin Equations

To better guide our QCI discussions, we utilize a classical and a quantum system, each governed
by their respective Langevin equations [13–17]. A QCI is formed through coupling conditions that
link these systems and facilitate interaction, see Equation (3). We first consider a classical system
characterized by the position x(t) and velocity v(t) of a particle immersed in a thermal bath. The
classical Langevin equation is:

m
dv(t)

dt
= −γv(t) + Fe(t) + η(t), (12)

where m is the particle’s mass, γ represents dissipation due to the environment, Fe(t) is an external
deterministic force applied to the system, and η(t) is a random force modeling thermal noise, with
properties ⟨η(t)⟩ = 0 and ⟨η(t)η(t′)⟩ = 2Dδ(t − t′), for a noise strength D. The state of the system is
represented by u1(p1) = (x(t), v(t)), with p1 encompassing parameters such as m, γ.

Next we consider a quantum system described by the operator â(t) (e.g., the annihilation operator
for a quantum harmonic oscillator) interacting with a quantum environment. The quantum Langevin
equation [15] is:

dâ(t)
dt

= −iωâ(t)− Γâ(t) + ξ̂(t), (13)

where ω is the natural frequency of the quantum oscillator, Γ is the damping rate characterizing energy
dissipation, and ξ̂(t) is a noise operator from the environment modeled as a quantum noise source
with ⟨ξ̂(t)⟩ = 0 and commutation relations [ξ̂(t), ξ̂†(t′)] = δ(t − t′). The quantum state of the system
is represented by u2(p2) = â(t), with p2 containing parameters such as ω, Γ, and properties of the
quantum noise ξ̂(t).

The QCI is established by coupling conditions that link the states of the classical and quantum
systems, for example, as follows. The external force Fe(t) in the classical Langevin equation is assumed
to be influenced by the quantum system’s observable ⟨â(t) + â†(t)⟩ (e.g., describing the oscillation
amplitude of the quantum state). This creates the coupling condition:

Fe(t) ∼ g⟨â(t) + â†(t)⟩, (14)

where g is a coupling constant. Similarly, the quantum-classical noise operator ξ̂(t) can be assumed to
be influenced by the classical term v(t):

ξ̂(t) = ξ̂0(t) + hv(t), (15)
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where ξ̂0(t) is the intrinsic quantum noise operator and h is a coupling constant. Such a coupling
could be due to back-action, where the classical system affects the quantum noise. Combining these
interactions, we define the interface condition:

K(u1, u2; p1, p2) =
(

Fe(t)− g⟨â(t) + â†(t)⟩, ξ̂(t)− (ξ̂0(t) + hv(t))
)
= 0, (16)

which describes the coupling between the classical and quantum systems, establishing a QCI. Note
that our formal interface defined via K is to capture the presence or absence of interactions at the
QCI. When K = 0 includes non-zero coupling terms, it indicates active interaction and potential
for information exchange. When the coupling terms are zero, the systems are independent, and no
interaction occurs, and K = 0 leads to separate, uncoupled dynamics.

3. Entropic Approach to QCI Security
Quantum systems can be susceptible to quantum attacks (e.g., quantum eavesdropping in QKD

[18]) or classical attacks on their classical components. The QCI, serving as the junction where quantum
and classical signals are transduced and thus information representation exchanges occur pose security
challenges which is countered by monitoring the entropy at the QCI, offering a way to characterize
potential information leaks.

3.1. Classical Entropy

Classical information theory invokes entropy to quantify and analyze uncertainty and information
in various communication systems. For system C, the measure of uncertainty for a discrete random
variable X with possible outcomes {xi}i from a finite alphabet X and corresponding probability
distribution {pi}i = {p(xi)}i, is the realization that xi occurs, is given by the Shannon entropy defined
as:

H(X) := −
n

∑
i=1

p(xi) log p(xi), (17)

with the base of the logarithm taken to be 2 to measure H(X) in bits. For more information about the
Shannon entropy, its applications, and its mathematical characteristics, see Chapter 10 in [19].

Example 2. From the example in Section 2.5, recall the classical system is a particle in a thermal bath described
by the Langevin equation. If the system reaches thermal equilibrium, the probability distribution P(u1) follows a
Boltzmann-Gibbs distribution.

P(u1) =
1
Z

exp
(
−E(x, v)

kBT

)
, (18)

where T is the temperature, kB is the Boltzmann’s constant, E(x, v) = 1
2 (mv2 + kx2) is the total energy of the

system, Z = 2πkBT√
km

is the normalization factor. To simplify the calculations, we divide phase space into small

bins so that the classical state u1 = (x, v). Thus, each probability is p(xi) ∝ exp
(
− E(x,v)

kBT

)
. With this, one

could calculate the Shannon entropy as in Equation (17).

3.2. Quantum Entropy

In the case of Q, the von Neumann entropy S, similarly describes the concept and quantification
of uncertainty or the ‘entropy’ associated with the quantum state or its density representation, ρ, of the
quantum system. Its definition is analogous to the Shannon entropy for C:

S(ρ) = −Tr(ρ log ρ), (19)

with the logarithm in base 2 to express S(ρ) in bits. For more information about the Shannon entropy,
its applications, and its mathematical characteristics, see Chapter 11 in [19].
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Example 3. The quantum system above is also harmonic oscillator coupled to a thermal bath at temperature T.
The density operator in thermal equilibrium is

ρ =
1
Z

exp
(
− Ĥ

kBT

)
, (20)

where Ĥ = h̄ω(â† â + 1
2 ) is the Hamiltonian.

3.3. QCI Entropy

At the QCI, entropy features both quantum and classical elements, providing an “interfacial”
measure of uncertainty. The QCI system, denoted as ρQC (a tensor product of quantum and classical
states), and its entropy SQC captures the collective uncertainty of both domains. This encompasses not
only the individual uncertainties of Q and C but also the correlations and coherence established at
the interface. Consequently, QCI entropy can be interpreted in two complementary ways: (1) as the
total entropy of the joint system, and (2) as a composite entropy that dissects individual contributions
and interactions between quantum and classical subsystems. More formally, consider the following
quantum-classical ensemble: {

pC(x), ρx
Q ⊗ |x⟩ ⟨x|C

}
x∈C

,

where the first system (Q) is quantum, and the second system (C) is classical. The correlation between
the quantum and classical state is represented by associating the classical state |x⟩ with each quantum
density operator ρx

Q. Here,{|x⟩}x∈C forms an orthonormal basis for the classical subsystem. The
bipartite state of the quantum-classical system is expressed as:

ρQC = ∑
x∈C

ρx
Q ⊗ pC(x) |x⟩ ⟨x|C .

In this setup, the classical states C are perfectly distinguishable. In this case, the joint entropy is given
by

S
(
ρQC

)
= H(C) + ∑

x∈C
pC(x)S(ρx

Q), (21)

where H(C) is the classical entropy of a random variable C, pC(x) is in terms of the measurement
outcomes, namely pC(x) = Tr(ρQ Mx), for a given positive-operator valued measure associated with
the classical variable x. Equation (21) quantifies the total uncertainty or lack of information about
the combined quantum-classical system, however it does not indicate which part of the system the
uncertainty is coming from. For this, we use a mutual information measure:

I(Q : C) := S(ρQ) + H(C)− S(ρQC). (22)

Mutual information quantifies the dependency or correlation between Q and C. Unlike the joint
entropy, which globally measures uncertainty, the mutual information focuses on the shared content
between subsystems, and thus highlights how the classical subsystem ‘leaks’ information into or about
the quantum system and vice versa.

3.4. Information Flow at QCI

Information flow refers to how data moves within a system, between systems, or across different
security domains. When a quantum system is measured, as described by a set of positive operator
valued measures {Mi}, the probability of outcome i is:

p(i) = Tr(M†
i Miρ). (23)

This transformation from ρ to p(i) represents the QCI. The entropy across this boundary, i.e., transfor-
mation between classical and quantum systems or vice versa, can be viewed as a change in information
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when transitioning from a quantum to a classical system. This change is typically represented by
a change in entropy. The choice of entropic function here depends on the domain interest and is
chosen from the mentioned entropic functions in this section. Furthermore, the QCI acts as a bridge
for information exchange between Q and C.

3.4.1. Quantum-to-Classical (H → P)

In the quantum context, information flow primarily pertains to the measurement process: a
measured quantum state yields a specific outcome that can be recorded classically. Through this flow,
the transition is facilitated by TQC, which deciphers the result of quantum computation or quantum
systems’ evolution.

3.4.2. Classical-to-Quantum (P → H)

Conversely, this flow direction involves quantum state prep based on classical data or instructions,
e.g., during the initialization of quantum systems, where classical data might be encoded into a
quantum form, represented by the transformation TCQ.

3.4.3. Interplay at QCI

At the QCI, quantum and classical states coexist and interact simultaneously. For instance, while
a quantum algorithm runs, classical controls might adjust parameters based on intermediate quantum
states. In this discussion, such intertwined dynamics, necessitates a comprehensive understanding of
information management and exchange at the QCI, is to ensure reliable operation.

3.5. Inferring Information Flow Using Entropy at the QCI

One primary concern at the QCI is decoherence [12], where quantum information is lost to its
environment, which is typically classical in nature. This loss is not just a transfer of information but
an unwanted leakage that may change entropy SQC. When the quantum system interacts with an
external environment (i.e., an open quantum system) or when noise is present, the system undergoes
decoherence. This leads to an evolution in its state, resulting in a new density matrix, ρ′, often
determined using quantum master equations. The change in entropy due to such interactions can be
quantified by the relative entropy:

S(ρ||ρ′) := Tr
(
ρ log ρ − ρ log ρ′

)
. (24)

Although S(ρ||ρ′) itself does not reveal the direction of information flow, the change in entropy can
provide useful metrics. In particular, relative entropy is useful for quantifying how much the system
has deviated from its original state ρ to its decohered state ρ′. When S(ρ||ρ′) is closer to 0, it signifies
very little change from ρ to ρ′. Conversely, if S(ρ||ρ′) is large, it indicates that major change in the
system has occurred. A decline in S(ρ||ρ′) post-measurement points toward a quantum-to-classical
information flow. Such measurements involve classical control signals, used to either manipulate or
initialize quantum states. If a classical control steers the quantum system into a more certain (less
mixed) state, this transition might represent information flow from the classical domain to the quantum
one. A scenario closely related to this is quantum feedback [2,20]: a quantum system is measured, the
outcome (now classical) is processed, and then a classical control signal is relayed back to influence
the quantum system, suggesting a cyclical information flow: first from quantum to classical (through
measurement), and then from classical back to quantum (via control).

3.6. Quantum Phenomena and Their Influence on QCI Entropy

Consider a quantum state |ψ⟩ of Q in a d-dimensional Hilbert space:

|ψ⟩ =
d

∑
i=1

ci|i⟩, (25)
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where |ci|2 represents the probability of finding the system in state |i⟩, where each is orthogonal to one
another. In general, the entropy S, of a state is give by

S = −
d

∑
i=1

|ci|2 log2 |ci|2, (26)

that is, superposition’s inherent uncertainty contributes to the entropy of quantum states.
For example, consider the Bell state (a canonical example of an entangled state for two qubits):

|Φ+⟩ = 1√
2
(|00⟩+ |11⟩), (27)

for which, entropy takes on a particularly intriguing role. The joint system, described by the Bell state
for instance, exhibits zero entropy when considered as a whole. However, when considering each
qubit (or subsystem) separately, the entropy is maximized. As quantum states decohere, they tend to
evolve into mixed states. A pure quantum state has a well-defined entropy based on its superposition
coefficients. As decoherence progresses, the off-diagonal elements of the system’s density matrix
decrease, leading to an increase in entropy until the system is fully decohered.

An entropy-based security framework for the QCI should establish conditions where entropy
fluctuations indicate vulnerabilities. A formal theorem or statistical threshold can enable anomaly
detection by flagging significant deviations from a baseline. Such thresholds would depend on the
applications and materials used. Practical hybrid quantum-classical systems, including quantum com-
puting, QKD, and quantum sensors, provide testbeds for studying entropy dynamics [21,22]. Moreover,
security assessments must account for adversarial strategies like side-channel exploitation, covert en-
tropy leaks, and decoherence injection to distinguish genuine threats from environmental noise [23,24].
Such concepts would require additional investigations for assessments and standardization.

4. Other Metrics
In our modular approach, the presented entropy-based metric could be broadened by aligning it

with elements from the statistical estimation theory such as the Fisher information and the Cramér-Rao
bound [25–27] leading to a higher degree of conceptual and quantitative assessment of the QCI’s
sensitivity to attacks or anomalies. Adding a statistical layer helps define the boundaries within which
entropy or mutual information can be meaningfully detected at the QCI. By establishing thresholds
for detectable entropy or mutual information, the statistical layer defines where quantum effects are
distinguishable from classical contributions, clarifying the operational boundaries of the QCI.

To formally discuss parameter estimation in both classical and quantum settings, we define both
the classical and quantum Fisher Information and the corresponding Cramér-Rao Bounds [27,28]. For
a random variable X with probability density function p(X|θ) that depends on an unknown parameter
θ, the classical Fisher information I(θ) is defined as:

I(θ) := E
[(

∂

∂θ
ln p(X|θ)

)2∣∣∣θ],

where ln p(X|θ) is the logarithm of the likelihood function, ∂
∂θ ln p(X|θ) is the score function, which

measures the sensitivity of the likelihood to changes in θ, and E[·|θ] denotes the expectation taken
with respect to the distribution p(X|θ). Note that I(θ) ≥ 0 because the term is squared, Moreover, the
dependency of θ ensures that ∂

∂θ ln p(X|θ) is generally non-zero for some values of X. This ensures
that I(θ) is non-zero and hence well defined.
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Classically, the Cramér-Rao bound states that for any unbiased estimator θ̂ of θ, the variance of θ̂ is
bounded by the reciprocal of the Fisher information:

Var(θ̂) ≥ 1
I(θ) ,

which indicates that the variance of any unbiased estimator cannot be lower than 1
I(θ) , setting a

fundamental limit on estimation precision.
The quantum Fisher information IQ(θ) is defined as:

IQ(θ) = Tr
(

ρθ L2
θ

)
,

where Lθ is the symmetric logarithmic derivative (SLD) with respect to θ. The SLD is defined implicitly
by:

∂ρθ

∂θ
=

1
2
(ρθ Lθ + Lθρθ),

where Lθ depends on the state ρθ and encodes the sensitivity of the quantum state to changes in θ.
Similarly, the quantum Cramér-Rao bound states that for any unbiased estimator θ̂ of the parameter

θ based on measurements on the quantum state ρθ , the variance is bounded by the reciprocal of the
quantum Fisher information:

Var(θ̂) ≥ 1
IQ(θ)

,

which represents the ultimate limit on estimation precision imposed by the quantum nature of the
system, and it is generally tighter (i.e., more precise) than the classical Cramér-Rao bound for measure-
ments on the quantum state [29].

5. Criteria for QCI Security
Our objective here is to provide a perspective on using entropy changes at the QCI as a potential

metric for evaluating security concerns. We use a simple definition of security, namely that the system
only does what it is designed to do and nothing more. The idea of using entropic functions to quantify
uncertainty allows us to more formally quantify instances in security where ‘more occurs than a given
system is expected to do’. Given a quantum system Q and a classical system C, interfacing at the QCI,
the cumulative entropy across the QCI is given by Equation (21).

The concept that any significant, unexpected change in S
(
ρQC

)
could potentially be an initial

indication of a security breach or an anomaly is what we aim to elaborate. This concept posits that
while individual changes in the entropies of Q or C might be expected due to the normal dynamics of
each system, it is the combined entropy across the interface that serves as a reliable measure of system
integrity. If a theorem can be devised as a theoretical foundation, its practical implications could prove
useful.

Real-world quantum systems, when interfacing with classical components, often operate under
noisy conditions. In such scenarios, distinguishing between routine entropy fluctuations and potential
threats becomes crucial. The question is if it is possible, by setting a hardware agnostic threshold for
acceptable entropy changes at the QCI and monitoring S

(
ρQC

)
, to effectively identify and mitigate

potential risks.
Our framework employs entropy measures to identify security criteria at QCI, aimed at spotting

and quantifying vulnerabilities in information transfer processes. To initiate, the list of criteria span all
possible threats one wishes to monitor for secure information protocols. QCI measures must detect the
following:

1. Information leakage detection
2. Anomalies in mutual information at the QCI, indicating unintended data transfer
3. Consistency in entropic dynamics
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4. Assessment of relative entropy between expected and observed values (states) reveal unexpected
perturbations, suggesting possible security breaches

5. Control entropy decreases via data processing.

6. Discussions
The Quantum-Classical Interface (QCI) theory benefits from a multi-layered approach, balancing

granular and comprehensive perspectives to effectively analyze system security.
A granular perspective focuses on expectation values of individual observables, enabling the

identification of specific vulnerabilities. By isolating the impact on particular observables, this approach
allows for precise troubleshooting, making it ideal for detecting localized disturbances and pinpointing
minute vulnerabilities in the system. This approach, however, can sometimes overlook broader, holistic
changes in the system that emerge from interactions across multiple observables or collective behavior.
Additional complexities arise due to repeated tampering, which if occur at certain intervals might
resonate with quantum dynamics, amplifying the effect on potential thresholds.

Conversely, a comprehensive perspective aims to capture the overall state integrity by examining
global indicators like entropy changes. By monitoring several entropic functions, the system can
encapsulate global disturbances, shifts in information flow, and the influence of substantial perturba-
tions on the system as a whole. A large perturbation, in this context, typically implies a noticeable
difference between the tampered and untampered states, informing about potential security breaches
and information leakage on a macro scale. However, this broader scope may miss subtle disturbances,
especially those confined to specific parts of the system.

In practical applications, a combined use of these perspectives could offer both a global overview
and detailed diagnostics. By adapting the approach to fit the system’s unique features and security
needs, one could maintain a comprehensive understanding of overall system health through entropy
measurements while also addressing specific vulnerabilities at the observable level. This combined
strategy could provide a versatile and effective framework for managing the diverse security challenges
within quantum-classical systems.

7. Conclusions
This position paper introduces an entropy-based framework for understanding and securing

the QCI. By outlining essential security criteria and potential vulnerabilities, we aim to catalyze
ongoing discussions and encourage empirical studies that will further solidify and expand QCI
security strategies in emerging quantum technologies. Our work emphasizes the significant need of a
QCI entropy in the broader context of quantum technology development.
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