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Abstract

Embedded Artificial Intelligence (EAI) integrates Al technologies with resource-constrained embedded
systems, overcoming the limitations of cloud Al in aspects such as latency and energy consumption,
thereby empowering edge devices with autonomous decision-making and real-time intelligence. This
review provides a comprehensive overview of this rapidly evolving field, systematically covering its
definition, hardware platforms, software frameworks and tools, core algorithms (including lightweight
models), and detailed deployment processes. It also discusses its widespread applications in key
areas like autonomous driving and smart Internet of Things (IoT), as well as emerging directions. By
analyzing its core challenges and innovative opportunities in algorithms, hardware, and frameworks,
this review aims to provide relevant researchers and developers with a practical guidance framework,
promoting technological innovation and adoption.

Keywords: EAL; deep learning; resource constraints; hardware platforms; software frameworks; model
optimization; deployment

1. Introduction

The transformative potential of Artificial Intelligence (Al) is undeniable, with its influence perme-
ating diverse sectors ranging from healthcare and finance to transportation and entertainment [1-3].
Traditionally, Al applications have predominantly resided on cloud-based infrastructures or High-
Performance Computing (HPC) environments [4,5], leveraging vast computational resources and
ample memory to execute complex algorithms and process massive datasets. However, this centralized
approach often encounters limitations related to latency, bandwidth constraints, data privacy, and
energy consumption, impeding their deployment in time-critical and resource-sensitive scenarios [6-8].

The burgeoning demand for real-time processing, low latency, enhanced privacy, and optimized
energy efficiency has spurred the emergence of Embedded Al (EAI) [9]. This paradigm shifts the
locus of Al computation from the cloud to the edge, embedding intelligent capabilities directly into
resource-constrained devices. EAl empowers edge devices to make autonomous decisions, adapt to
dynamic environments, and interact seamlessly with the physical world, all without a constant reliance
on network connectivity [10-12]. This transition has unlocked possibilities for a plethora of novel
applications, including autonomous vehicles, smart sensors, wearable devices, industrial automation
systems, and personalized healthcare solutions [13-15]. The challenges entailed in designing and
deploying efficient and robust EAI systems necessitate a holistic approach that considers hardware
limitations, algorithmic complexity, and application-specific requirements.

Different from the existing review literature [16-21], this paper explores the field of embedded artificial
intelligence in a more comprehensive and in-depth manner, focusing on hardware platforms, software
frameworks, lightweight algorithms, and deployment methods. This review provides a meticulous analysis
of deployment strategies, comparing on-device and cloud-based inference methods, and offers guidance
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on their applicability in different scenarios. This aligns with discussions in the literature regarding the
balance between computational efficiency and energy consumption in embedded systems [16].

The paper also integrates insights from multiple domains such as autonomous driving and smart
homes, which are highlighted as key application areas for EAI [17,18]. Furthermore, the review
proposes practical solutions for core challenges like resource constraints and data security—critical
issues identified in the literature on EAI and its applications [17,19]. By synthesizing these diverse
perspectives, this review not only enhances the analytical depth of the field but also provides a
more detailed account of the opportunities within the EAI landscape, thereby offering readers a
comprehensive guide to navigate this rapidly evolving domain [19-23].

The remainder of this paper is organized as follows: section 2 introduces the definition of EAI;
section 3 describes the hardware platforms for embedded Al and their selection strategies; section 4
lists the software frameworks; section 5 details traditional and deep learning algorithms for embedded
Al with a particular focus on lightweight algorithms suitable for resource-constrained environments;
section 6 covers the deployment process, which is the core stage for specific applications; section 7
showecases the applications of embedded Al and section 8 discusses the current challenges and future
opportunities in the field, before finally concluding the study.

2. Definition of EAI

EAI can be defined as the deployment and execution of Al algorithms on embedded systems [11-13].
Embedded systems are specialized computer systems meticulously designed for specific tasks. They
are typically characterized by resource constraints, including limited processing power, finite memory
capacity, and stringent energy consumption budgets [24,25]. This definition necessitates achieving high Al
performance within the operational constraints of the embedded environment, which requires a delicate
balance.

Mathematically, we can formulate the objective of EAI as optimizing the performance of an Al
model under resource constraints. Let:

maximize Performance(Model)
Model (1)

subject to  Resources(Model) < Hardware Limits

where the objective function Per formance(Model) represents the model performance metric to
be maximized (e.g., accuracy, F1-score, etc.); and the constraint Resources(Model) < Hardware Limits
requires that all resource consumption of the model (e.g., computational complexity, memory, energy
consumption) does not exceed the limitations of the hardware platform.

If Resources(Model) = [Fntoder, Mpodel, Enoder], then the constraint can be decomposed into:

Futodel < Frimitss  Modet < Mrimitss  EmModel < ELimits )

where Friits, MLimits, ELimits are the maximum allowable values imposed by the hardware on compu-
tational complexity (Floating point number operations, FLOPs), memory, and energy consumption,
respectively. If it is necessary to simultaneously optimize performance and resources (e.g., Pareto
optimization), the problem can be extended to a multi-objective form:

optimize [Performance(Model), —Resources(Model)] 3)
Model

In this case, it is necessary to trade off performance improvement against the reduction of
resource consumption, seeking Pareto frontier solutions. This framework provides a mathematical
foundation for model compression (e.g., pruning, quantization), Neural Architecture Search (NAS),
and deployment in EAI This optimization problem highlights the core challenge of EAI: maximizing
Al performance while adhering to the inherent resource limitations of embedded systems. Unlike
traditional Al systems residing in cloud servers or powerful workstations [4-5], EAI operates directly
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on the target device, enabling real-time inference and decision-making. Its goal is to achieve a synergy
between Al capabilities and hardware constraints, ensuring that the deployed algorithms are efficient,
accurate, and robust within the operational environment [11,12].

3. Hardware Platforms of EAI
3.1. Major Hardware Platforms of EAL

The rapid development of EAI is placing increasingly stringent requirements on hardware plat-
forms. Selecting the appropriate hardware platform is crucial for successfully deploying EAI solutions,
which typically involves a careful trade-off between computing power, power consumption, cost,
and the development ecosystem and complexity [26]. Current mainstream EAI hardware platforms
are categorized into five types based on their chip architecture: Microcontroller Unit(MCU), Micro
Processor Unit (MPU), Graphics Processing Unit(GPU), Field-Programmable Gate Array (FPGA),
Application-Specific Integrated Circuit (ASIC), Al System-on-Chip (SoC).

Table 1 lists mainstream EAI hardware platforms and compares them across multiple dimensions
to facilitate assessment. These key comparison dimensions include: specific chip models, manufactur-
ers, architectural, the core processor type, Al accelerators, the achievable computational power, as well
as runtime power consumption and other key features. These factors collectively determine a specific
hardware platform’s suitability and competitiveness in specific EAI applications.

3.1.1. MCU

MCUs are distinguished by their extremely low power consumption, low cost, small form factor,
and robust real-time hardware characteristics [27]. They typically integrate CPU cores (such as the
ARM Cortex-M series [28]), limited Random Access Memory (RAM), and Flash memory. In terms
of Al capabilities, the constrained hardware resources of MCUs render them suitable for executing
lightweight Al models, such as simple keyword spotting, sensor data anomaly detection, and basic
gesture recognition [29,30]. Their hardware architecture is often optimized to support these Al applica-
tions, and many contemporary MCUs integrate hardware features conducive to Al computation [27,31].
Typical hardware representatives in the MCU domain include: STMicroelectronics” STM32 series,
which, with its extensive product line and integrated hardware resources, can execute optimized
neural network models [32]; NXP’s . MX RT series, which are crossover MCUs combining the real-time
control characteristics of traditional MCUs with the application processing capabilities approaching
those of MPUs, thereby providing a hardware foundation for more demanding EAI tasks [33]. Espres-
sif’s ESP32 series, a low-cost MCU family with integrated Wi-Fi and Bluetooth functionality, whose
hardware design also incorporates considerations for accelerated support for digital signal processing
and basic neural network operations, often leveraged by libraries such as ESP-DL [34].

3.1.2. MPU

MPUs are central to general-purpose computing in embedded systems, typically incorporating
CPU cores based on architectures such as ARM [35]. These cores excel at executing complex logical
control and sequential tasks and are increasingly undertaking computational responsibilities for edge
Al [27,36]. ARM-based MPUs are well-suited for scenarios where Al tasks coexist with substantial
non-Al-related computations, or where stringent real-time Al requirements are not paramount, such as
in smart home control centers and low-power edge computing nodes [36]. Modern high-performance
MPUs featuring ARM CPU cores (e.g., Cortex-A series [37]) often employ multi-core architectures
and widely support the ARM NEON™ Single Instruction Multiple Datastream (SIMD) instruction
set architecture extension [38]. This NEON technology can significantly accelerate common vector
and matrix operations prevalent in Al algorithms, thereby enhancing the computational efficiency
of certain Al models [27,38]. In many resource-constrained embedded systems, developers often
directly leverage the existing computational resources of the MPU’s CPU cores, augmented by NEON
capabilities, to efficiently execute lightweight Al models [29]. For instance, in many ARM-based MPUs
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or SoCs (e.g., the MediaTek MT7986A with Cortex-A53 processor [39], Raspberry Pi 5 with Cortex-A76
processor [40] ), the CPU cores handle the primary computational tasks. Even without dedicated Al
accelerators, integrated technologies like NEON often provide sufficient performance for a variety of
lightweight EAI applications [38].

3.1.3. GPU

GPUs possess massively parallel processing capabilities, excelling at handling matrix operations,
and are suitable for accelerating deep learning algorithms [27,41]. They are primarily used in Al
applications requiring high-performance computing and parallel processing, such as autonomous
driving, video analytics, and advanced robotics [42,43]. Mainstream GPU vendors include NVIDIA,
AMD, and ARM (Mali). NVIDIA’s GPUs are widely used in embedded systems, such as the Jetson
series [44,45]; their CUDA and TensorRT toolchains facilitate the development and deployment of Al
applications, widely used in robotics, drones, and other fields [46]. Through programming frameworks
like CUDA or OpenCL, developers can conveniently leverage GPUs to accelerate Al model training
and inference [27,47]. Mobile SoCs like Qualcomm’s Snapdragon series (featuring Adreno GPUs) [48]
and MediaTek’s Dimensity series (often featuring ARM Mali or custom GPUs) [49] also integrate
powerful GPUs to accelerate Al applications on smartphones.

3.1.4. FPGA

The FPGA is a programmable hardware platform where hardware accelerators can be customized
as needed, making it suitable for scenarios requiring customized hardware acceleration and strict
latency requirements, such as high-speed data acquisition, real-time image processing, and communi-
cation systems [50,51]. It offers a high degree of flexibility and reconfigurability, enabling optimized
data paths and parallel computation. Products such as the AMD (formerly Xilinx) Zynq 7000 SoC
family [52] and Intel (formerly Altera) Arria 10 SoC FPGAs [53] integrate FPGA’s programmable logic
with hard-core processors (such as Arm Cortex-A9) on the same chip. This makes them suitable for ap-
plications demanding both high-performance processing from the CPU and flexible, high-throughput
hardware acceleration capabilities from the FPGA fabric.

3.1.5. ASIC

ASICs are specialized chips meticulously designed for particular applications, offering the highest
performance and lowest power consumption for their designated tasks [27,56]. The hardware logic
of an ASIC is fixed during the manufacturing process, and its functionality cannot be modified
once produced. Consequently, the design and manufacturing (Non-Recurring Engineering, NRE)
costs for ASICs are typically high, and they offer limited flexibility compared to programmable
solutions [56]. Google’s Tensor Processing Unit (TPU) is a prime example of an ASIC, specifically
engineered to accelerate the training and inference of machine learning (ML) models, particularly
within the TensorFlow framework [57]. Huawei’s Ascend series of Al processors, which employ the
Da Vinci architecture, also fall into the ASIC category, designed for a range of Al workloads [61].

3.1.6. AI SoC

The AI SoC refers to a system-on-chip that integrates hardware acceleration units specifically
designed for Al computation, such as Neural Processing Units (NPUs) or, as sometimes termed by
vendors, Knowledge Processing Units (KPUs) [27,62]. These integrated Al acceleration units often
employ efficient parallel computing architectures, such as Systolic Arrays [63], and are specifically
optimized to perform core operations in deep learning models, including matrix multiplication and
convolution [27]. This architectural specialization enables their widespread application in various EAI
scenarios, including image recognition, speech processing, and natural language understanding, playing
a crucial role particularly in edge computing devices where power consumption and cost are stringent
requirements [62,64]. For example, Rockchip’s RV series SoCs (e.g., RV1126/RV1109) [66] and Kendryte’s
K230 [67] are SoCs that integrate NPUs or KPUs to accelerate diverse edge Al computing tasks. By highly
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integrating modules such as CPUs, GPUs, Image Signal Processors (ISPs), and dedicated NPUs/KPUs
onto a single chip, Al SoCs not only enhance Al computational efficiency but also reduce system power
consumption, cost, and physical size, making them a crucial hardware foundation for promoting the
popularization and implementation of Al technology across various industries [27,62].

Table 1. Mainstream EAI hardware platforms.

Platforms models! ~ Manu-facturer ~ Arch- Processor AI Accelerator Computational Power Power Consumptian2 Other Key Features

itecture

STM32F [32] ST Microelec- MCU Cortex- ART  Accelerator/NPU  Tens to hundreds of Low power (mA-level op.,  Rich peripherals, CubeMX

tronics MO0/M3/M4/ (e.g, STM32U5, H7 with  DMIPS3, several GOPS?  piA-level standby) ecosystem, Security fea-
M7/M33 etc. NPU) in some models in some models (with tures (integrated in some
NPU) models)

1.MXRT [33] NXP MCU Cortex-M7, Cortex- 2D GPU (PXP), NPU (e.g., Hundreds to thousands of =~ Medium power, High-performance real-

M33 RT106F, RT117F) in some ~ DMIPS, NPU can reach 1-  performance-oriented time processing, MIPI
models 2 TOPS interface, LCD inter-
face control, EdgeLock

security subsystem

ESP32-S3 [34] Espressif MCU Xtensa LX6/LX7  Supports Al Vector In- CPU: Up to 960 DMIPS;  Low power (higher when  Integrated Wi-Fi and
(dual-core), RISC-V  structions AL Approx. 0.3-0.4 TOPS ~ Wi-Fi/BT active) Bluetooth, Open-source

(8-bit integer, INT8) SDK  (ESP-IDF), Ac-
tive community, High
cost-performance

STM32-MP13x [35- ST Microelec- MPU ARM Cortex-A7, No dedicated GPU; Al A7: Max ~2000 DMIPS; <1W Entry-level Linux or RTOS

38] tronics Cortex-M4 runs via CPU/CMSIS-NN  M4: Max ~200 DMIPS system design

MT7986A (Filogic ~ MediaTek MPU ARM Cortex-A53 Hardware Network Accel- CPU: Up to ~16000 ~7.5W High-speed network inter-

830) [39] eration Engine, Al Engine ~ DMIPS face

(NPU, approx. 0.5 TOPS)

Raspberry Pi5[40]  Raspberry Pi MPU Broadcom VideoCore VI GPU ~60-80 GFLOPS? Passive Cooling; 2.55W  Graphics  performance
BCM2712  (quad- (1dle); 6.66W (Stress)® and general-purpose
core ARM Cortex- computing capability
A76)

Jetson Orin  NVIDIA GPU ARM Cortex- NVIDIA Ampere GPU, 100.0 TOPS (16GB ver), 10-25W CUDA, TensorRT

NX [44]7 A78AE Tensor Cores 70.0 TOPS (8GB ver.)

Jetson Nano [45] NVIDIA GPU ARM Cortex-A57, NVIDIA Maxwell GPU 0.472  TFLOPs (16-bit  5-10W (typically) CUDA, TensorRT
NVIDIA Maxwell floating-point, FP16) / 5
GPU TOPS (INTS, sparse)

Zynq 7000 [52] AMD (Xilinx) FPGA Dual-core Arm  Programmable Logic (PL) PS (A9): Max ~5000 Low power (depends on  Highly customizable hard-
Cortex-A9 MPCore  for custom accelerators DMIPS design and load) ware, Real-time process-

ing capability

Arria 10 [53] Intel (Altera) FPGA Dual-core Arm  FPGA fabric for customac-  SoC (A9): Max ~7500 Low power (depends on  Enhanced FPGA and
Cortex-A9  (SoC  celerators DMIPS design and load) Digital Signal Processing
versions) (DSP) capabilities

iCE40HXIK [54] Lattice FPGA iCE40 LM (FPGA  FPGA fabric for customac- 1280 Logic Cells Very low power Small form factor, Low
family) celerators power consumption

Smart Fusion2 [55]  Microchip FPGA ARM Cortex-M3 FPGA fabric for customac- ~ MCU (M3): ~200 DMIPS ~ Low power Secure, high-performance

celerators for comms, industrial in-
terface, automotive mar-
kets

Google Tensor G3  Google ASIC 1x Cortex-X3, 4x  Mali-G715 GPU N/A (High-end mobile N/A (Mobile SoC) Emphasizes Al functions

[57] Cortex-A715 , 4x SoC performance) and image processing
Cortex-A510

Coral USB Acceler-  Google ASIC ARM 32-bit Cortex-  Edge TPU 4.0 TOPS (INTS8) 2.0W USB interface, Plug-and-

ator [58] MO+ Microproces- play
sor (controller)

MLU220-SOM [59]  Cambricon ASIC 4x ARM Cortex- Cambricon MLU (Mem-  16.0 TOPS (INT8) 15W Edge intelligent SoC mod-
A55 ory Logic Unit) NPU ule

Atlas 200 DK  Huawei ASIC 4 core @ 1.0 GHz Ascend Al Processor 8.0 TOPS (INT8), 4.0 TOPS ~ 24W Software and hardware

A2[60,61] (FP16) development kit

RDK X3 Mod- Horizon AISoC ARM Cortex-  Dual-core Bernoulli BPU 5.0 TOPS 10W Optimized for visual pro-

ule [65] Robotics A53  (Application cessing
Processors)

RK3588 [66] Rockchip AISoC 4x Cortex-A76 +4x ~ ARM Mali-G610 MC4, NPU: 6.0 TOPS ~8.04W Supports multi-camera in-
Cortex-A55 NPU put

RV1126 [66] Rockchip Al SoC ARM Cortex-A7, NPU 2.0 TOPS (NPU) 1.5W Low power, Optimized
RISC-V MCU for visual processing

K230 [67] Kendryte Al SoC 2x C908 (RISC-V), NPU 1.0 TOPS (NPU) 2.0W Low power, Supports

(Canmv) RISC-V MCU TinyML
AX650N [68] Axera Semicon- Al SoC ARM Cortex-A55 NPU 72.0 TOPS (INT4), 180 8.0W Video encod-
ductor TOPS (INT8) ing/decoding,  Image
processing

! Name or series of the chip/module. ? Typical or rated power consumption. Actual power can vary significantly based
on workload and configuration. 3> DMIPS: Dhrystone Million Instructions executed Per Second. * GOPS: Giga Operations
Per Second. A unit of measure for the computing power of a processor. TOPS, as used in the following text, stands for Tera

Operations Per Second. > GFLOPS: Giga FLOPS. FLOPS stands for Floating-point Operations Per Second and is a common
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performance parameter for GPUs. TFOPS, as used in the following text, stands for Tera Floating-point Operations Per Second.
6 Raspberry Pi 5 Power: The "Passive Cooling" indicates it can run without a fan for some tasks. The power figures 2.55W
(Idle) and 6.66W (Stress) are specific measurements. Active cooling is often recommended for sustained heavy loads. 7
While Jetson platforms are Systems-on-Module (SoMs) containing CPUs, their primary Al acceleration and categorization for

high-performance Al tasks stem from their powerful integrated NVIDIA GPUs.

3.2. Hardware Platform Selection Strategy

When selecting an EAl hardware platform, it is necessary to comprehensively consider application
requirements, algorithm complexity, and development cost and cycle, and to ultimately determine the
most suitable solution through prototype verification and performance testing [27,69].

The selection strategy for EAI hardware platforms is shown in Figure 1. Firstly, application
requirements need to be clarified. This includes specific requirements for computational power , power
consumption, latency, cost, security, and reliability [70]. For example, autonomous driving has extreme
demands for high computational power and low latency, while smart homes focus more on low
power consumption and cost [71]. Next, algorithm complexity needs to be evaluated. This involves
model type (Convolutional Neural Network, Recurrent Nearal Networks, Transformer), model size,
and computational complexity [72]. Lightweight models can run on CPUs, while complex models
require GPU, FPGA, or ASIC acceleration [73]. Concurrently, development cost and cycle must be
considered. GPUs and Al chips have more mature development tools and community support, which
can shorten the development cycle, whereas FPGAs and ASICs require more hardware design and
verification work and involve considerations such as development tools, community support, software
ecosystem, and IP licensing fees [74]. Finally, through prototype verification and performance testing,
evaluate the hardware platform’s performance in specific application scenarios using benchmarks,
real-world tests, power and latency tests, stress tests, and performance analysis tools, and continuously
optimize [75,76]. For instance, using the Huawei Atlas 200 DK for prototype verification, or reducing
hardware performance demands through model quantization and pruning techniques [72,77].

Determine the specific requirements of the
application in terms of computing power, power
consumption, latency, cost, security, and reliability.

Consider the type, size, and computational complexity of the
Al model.

GPUs and off-the-shelf Al chips can shorten the
development cycle.
FPGAs and ASICs require more hardware design and
verification work

Test the performance of different hardware platforms in
actual application scenarios to select the most suitable
solution.

Figure 1. The selection strategy for EAI hardware platforms.

4. Software Frameworks of EAI

Software frameworks play a crucial role in supporting the efficient development and deployment
of Al algorithms on embedded systems [78]. These frameworks provide tools and libraries for model
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optimization, hardware acceleration, and cross-platform compatibility. Table 2 summarizes several
key frameworks for the EAI domain, each with its unique features and advantages.

TensorFlow Lite (TFLite) [79]: TensorFlow Lite (TFLite) is Google’s official lightweight deployment
solution, designed for mobile and embedded devices, providing a complete toolchain from model
conversion and optimization to deployment. Through its flexible "Delegates” mechanism, TFLite
can seamlessly offload computational tasks to hardware accelerators like GPUs and DSPs. Its key
advantage is the TensorFlow Lite for Microcontrollers version, which extends Al capabilities to
extremely low-power devices with only kilobyte-level memory.

PyTorch Mobile [80]: PyTorch Mobile is Meta’s official solution for seamlessly deploying PyTorch
models to mobile devices while preserving its flexible development experience. It enables an end-to-
end workflow from training to deployment using TorchScript or the more lightweight ExecuTorch.
Thanks to its superior support for dynamic computational graphs, PyTorch Mobile is an ideal choice
for mobile Al applications that require rapid iteration and complex models.

Open Neural Network Exchange (ONNX) Runtime [81]: ONNX Runtime , developed by Microsoft,
is a high-performance, cross-platform inference engine that fulfills the "train once, deploy anywhere"
philosophy by supporting the open ONNX format. It can load and execute models from nearly all
major frameworks and leverages a powerful "Execution Providers" architecture to call underlying
hardware acceleration libraries for optimal performance, with broad support for devices from the
cloud to the edge.

Arm NN [82] & CMSIS-NN [83] : Arm NN and CMSIS-NN [83] are official low-level acceleration
libraries from Arm, deeply optimized for its processor IP. Arm NN targets Cortex-A series CPUs
and Mali GPUs, intelligently allocating computational tasks to balance performance and power
consumption. Meanwhile, CMSIS-NN provides highly optimized kernel functions specifically for
Cortex-M MCUs. They often serve as acceleration backends for higher-level frameworks, making them
crucial for unlocking the full Al potential of Arm hardware.

NCNN [84] : NCNN is a high-performance, lightweight inference framework from Tencent, built
specifically for mobile devices. It has no third-party dependencies, a very small library size, and is
deeply optimized for the Arm CPU’s NEON instruction set, delivering excellent CPU inference speed.
NCNN also supports Vulkan GPU acceleration, making it ideal for mobile vision applications with
strict requirements on speed and resource consumption.

Apache Tensor Virtual Machine (TVM) [85]: Apache TVM is an open-source deep learning
compiler stack that compiles models from various frameworks into highly-optimized machine code for
heterogeneous hardware, including CPUs, GPUs, and FPGAs. Through automated graph optimization
and operator tuning, TVM can rapidly generate high-performance code for emerging hardware,
making it a key tool for bridging the gap between Al models and diverse hardware platforms.

MediaPipe [86]: MediaPipe is Google’s open-source, cross-platform framework for building
real-time, multimodal media processing pipelines. It offers a suite of pre-built, high-performance
Al solutions (like face and hand detection), centered around a graph-based development model that
allows developers to flexibly construct complex applications like building blocks. Optimized for
real-time performance, MediaPipe helps developers quickly integrate high-quality vision Al features
across multiple platforms.

TinyML Frameworks [87-89]: In the field of microcontroller ML (TinyML), extremely lightweight
frameworks like uTensor [90] and MicroMLP [91] have emerged. Their common goal is to convert
neural network models into a form with a minimal memory footprint. For instance, uTensor achieves
this by compiling models directly into C++ code, eliminating runtime interpreter overhead. These
frameworks aim to enable Al on the lowest-cost, lowest-power sensor nodes.

End-to-End Platforms: Edge Impulse [92] and SensiML [93] are end-to-end embedded ML
(MLOps) cloud platforms designed to significantly lower the barrier to Al development. They provide
a complete visual workflow from data collection and model training to firmware generation, allowing
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developers without deep Al expertise to build applications quickly. Edge Impulse is known for its
ease of use, while SensiML excels at handling complex sensor data.

Table 2. Mainstream EAI hardware platforms.

Framework Name Vendor Supported Hardware Development Languages Use Cases

TensorFlow Lite [79] Google i0S, Linux, Microcontrollers, Edge TPU, GPU, =~ C++, Python, Java, Swift Image recognition, Speech recognition, Natural lan-
DSP, CPU guage processing, Sensor data analysis

PyTorch Mobile [80] Meta (Facebook) Android, iOS, Linux, CPU Java, Objective-C, C++ Image recognition, Speech recognition, Natural lan-

guage processing

ONNX Runtime [81]

Microsoft (and Commu-

CPU, GPU, Dedicated Accelerators (Intel

C++, C#, Python, JavaScript,

Various ML tasks, Model deployment

nity/Partners) OpenVINO, NVIDIA TensorRT) Java
Arm NN [82] Arm Arm Cortex-A, Arm Cortex-M, Arm Ethos-  C++ Image recognition, Speech recognition, Natural lan-
NPU guage processing, Efficient inference on Arm devices
CMSIS-NN [83] Arm ARM Cortex-M C Neural network programming for resource-
constrained embedded systems
NCNN [84] Tencent Android, iOS C+ Image recognition, Object detection, Face recogni-
tion, Mobile AT applications
TVM [85] Apache (from UW) CPU, GPU, FPGA, Dedicated Accelerators  C++, Rust, Java Various ML tasks, Model deployment, Especially for
(e.g., VTA) optimizing for heterogeneous hardware
MediaPipe [86] Google Android, i0S, Linux, Web C++, Python, JavaScript Real-time media processing, Face detection, Pose

estimation, Object tracking

TinyML [87-89] N/A (Domain/Concept/  Microcontrollers (ARM Cortex-M, RISC-V), C, C++,Java Sensor data analysis, Anomaly detection, Voice acti-
Community) Sensors vation

uTensor [90] Open Source (formerly Microcontrollers (ARM Cortex-M) Cor Sensor data analysis, Simple control tasks
part of MemryX)

MicroMLP [91] N/A (Concept/Specific li-  Ultra-low-power microcontrollers C Simple classification tasks, Gesture recognition

brary)

Edge Impulse [92]

Edge Impulse (Company)

Microcontrollers, Linux devices, Sensors

C++, Python , JavaScript

Various embedded ML applications, especially for
scenarios requiring rapid prototyping and deploy-
ment

SensiML [93]

SensiML (a QuickLogic
company)

Microcontrollers, Sensors

C++, Python

Various embedded ML applications, especially for
sensor data analysis requiring low power and high

efficiency

5. Algorithms of EAI

Selecting appropriate Al algorithms is crucial for achieving optimal performance on embedded
systems. Algorithms must be computationally efficient, memory-friendly, and robust. This section
details various Al algorithms suitable for embedded systems, including traditional ML algorithms,
deep learning algorithms, and model optimization and compression techniques.

5.1. Traditional ML Algorithms

These algorithms have relatively low computational complexity and are easy to deploy on
resource-constrained embedded systems.

5.1.1. Decision Trees

Decision trees [94] perform classification or regression through a series of if-then-else rules. They
are easy to understand and implement, have low computational complexity, and are suitable for
handling classification and regression problems, especially when the relationships between features
are unclear. Decision trees can be used for sensor data analysis, determining device status based on
sensor readings; they can also be used for fault diagnosis, determining the cause of failure based on
fault symptoms.

5.1.2. Support Vector Machines

Support Vector Machines (SVM) [95] performs classification by finding an optimal hyperplane
in a high-dimensional space that maximizes the margin between samples of different classes. SVM
performs well on small sample datasets and has good generalization ability, making it suitable for
image recognition, text classification, etc. In embedded systems, SVM can be used to recognize simple
image patterns, such as handwritten digit recognition or simple object recognition.
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5.1.3. K-Nearest Neighbors

K-Nearest Neighbors (KNN) [96] is a distance-based classification algorithm. For a given sample,
the KNN algorithm finds the K training samples most similar to it and determines the class of the
sample by voting based on the classes of these samples. The KNN algorithm is simple and easy to
understand, but its computational complexity is relatively high, especially with high-dimensional data.
Therefore, the KNN algorithm is typically suitable for processing low-dimensional data, such as sensor
data classification.

5.1.4. Naive Bayes

Naive Bayes [97] is a classification algorithm based on Bayes’ theorem, which assumes that
features are mutually independent. The Naive Bayes algorithm is computationally fast, requires less
training data, and is suitable for text classification, spam filtering, etc. In embedded systems, Naive
Bayes can be used to determine environmental status based on sensor data, for example, to identify air
quality.

5.1.5. Random Forests

Random Forests [98] is an ensemble learning algorithm that improves prediction accuracy by
integrating multiple decision trees. Random Forests have strong anti-overfitting capabilities and can
handle high-dimensional data. In embedded systems, Random Forests can be used for complex sensor
data analysis, such as predicting the remaining useful life of equipment.

5.2. Typical Deep Learning Algorithms

Deep learning algorithms, leveraging their powerful feature extraction and pattern recognition
capabilities, have achieved breakthroughs in multiple fields. This paper/section will review several
landmark deep learning algorithms.

5.2.1. Convolutional Neural Network

Convolutional Neural Networks (CNNs) are the cornerstone of computer vision tasks, excelling
particularly in areas such as image recognition, object detection, and video analysis. Their core idea
is to automatically learn spatial hierarchical features of images through convolutional layers and
reduce feature dimensionality through pooling layers, enhancing the model’s translation invariance [2].
Classic CNN architectures like LeNet-5 [99] laid the foundation for subsequent deeper and more
complex networks (such as AlexNet [5], VGG [100], ResNet [101], and Inception [102]). Although
CNN s are highly effective, they typically contain a large number of parameters and computations,
posing severe challenges for direct deployment on resource-constrained embedded devices.

5.2.2. Recurrent Neural Networks

Recurrent Neural Networks (RNNs) and their variants are designed to process sequential data
and have widespread applications in natural language processing (e.g., machine translation, text
generation), speech recognition, and time series prediction. RNNs capture temporal dependencies in
sequences through their internal recurrent structure. However, original RNNs are prone to vanishing
or exploding gradient problems, limiting their ability to process long sequences. Long Short-Term
Memory (LSTM) networks [103] and Gated Recurrent Units (GRU) [104] effectively alleviate these
issues by introducing gating mechanisms, becoming standard models for processing sequential data.
Similar to CNNs, complex RNN models, especially those containing multiple stacked LSTM/GRU
layers, can also have computational and memory requirements that exceed the capacity of embedded
devices.

5.2.3. Transformer Networks

Transformer Networks were initially designed for natural language processing tasks (particularly
machine translation). Their core is the Self-Attention Mechanism, which can process all elements in
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a sequence in parallel and capture long-range dependencies, significantly outperforming traditional
RNNSs [105]. The success of Transformers quickly extended to other domains; for example, Vision
Transformer (ViT) [106] applied it to image recognition, achieving performance comparable to or
even better than CNNs. However, Transformer models typically have an extremely large number
of parameters and high computational complexity (especially the quadratic complexity of the self-
attention mechanism), making their direct deployment on embedded devices a significant challenge.

While these aforementioned typical deep learning algorithms have achieved great success in their
respective fields, they are generally designed for servers or workstations with powerful computational
capabilities and ample memory. Their common characteristic is a large model scale and intensive
computation. Therefore, to endow edge devices with these powerful Al capabilities, deployment on
embedded devices requires model compression and optimization techniques such as Quantization [72,77],
Pruning [72,107], and Knowledge Distillation [108].

5.3. Lightweight Neural Network Architectures

To address the resource limitations of embedded devices, researchers have designed a series of
lightweight neural network architectures. These architectures, through innovative network structure
designs and efficient computational units, significantly reduce model parameter count and computa-
tional complexity while maintaining high performance.

5.3.1. MobileNet Series

*  MobileNetV1 [109]: Proposed by Google, its core innovation is Depthwise Separable Convolutions,
which decompose standard convolutions into Depthwise Convolution and Pointwise Convolution,
drastically reducing computation and parameters .

*  MobileNetV2 [110]: Built upon V1 by introducing Inverted Residuals and Linear Bottlenecks,
further improving model efficiency and accuracy .

e MobileNetV3 [111]: Combined NAS technology to automatically optimize network structure and
introduced the h-swish activation function and updated Squeeze-and-Excitation (SE) modules,
achieving better performance under different computational resource constraints.

e  MobileNetV4 [112]: builds upon the success of the previous MobileNet series by introducing
novel architectural designs, such as the Universal Inverted Bottleneck (UIB) block and Mobile
Multi-Head Query Attention (MQA), to further enhance the model’s performance under various
latency constraints. MobileNetV4 achieves a leading balance of accuracy and efficiency across a
wide range of mobile ecosystem hardware, covering application scenarios from low latency to
high accuracy.

5.3.2. ShuffleNet Series

e  ShuffleNetV1 [113]: Proposed by Megvii Technology, designed for devices with extremely low
computational resources. Its core elements are Pointwise Group Convolution and Channel Shuffle
operations, the latter promoting information exchange between different groups of features and
enhancing model performance.

e  ShuffleNetV2 [114]: Further analyzed factors affecting actual model speed (such as memory
access cost) and proposed better design criteria, resulting in network structures that perform
better in both speed and accuracy.

5.3.3. SqueezeNet

SqueezeNet [115] is proposed by DeepScale (later acquired by Tesla) and Stanford University,
among others, aiming to significantly reduce model parameters while maintaining AlexNet-level
accuracy. Its core is the Fire module, which includes a squeeze convolution layer (using 1x1 kernels to
reduce channels) and an expand convolution layer (using 1x1 and 3x3 kernels to increase channels).
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5.3.4. EfficientNet Series

e  EfficientNetV1 [116]: Proposed by Google, it uniformly scales network depth, width, and input
image resolution using a Compound Scaling method. It also used neural architecture search to
obtain an efficient baseline model B0, which was then scaled to create the B1-B7 series, achieving
state-of-the-art accuracy and efficiency at the time.

e  EfficientNetV2 [117]: Building on V1, it further optimized training speed and parameter efficiency
by introducing Training-Aware NAS and Progressive Learning, and incorporated more efficient
modules like Fused-MBConv.

5.3.5. GhostNet Series

*  GhostNetV1 [118]: proposed by Huawei Noah’s Ark Lab, introduces the Ghost Module. This
module generates intrinsic features using standard convolutions, then applies cheap linear
operations to create more "ghost" features, significantly reducing computation and parameters
while maintaining accuracy.

*  GhostNetV2 [119], also from Huawei Noah’s Ark Lab, enhances V1 by incorporating Decoupled
Fully Connected Attention (DFCA) . This allows Ghost Modules to efficiently capture long-
range spatial information, boosting performance beyond V1’s local feature focus with minimal
additional computational cost.

*  GhostNetV3 [120], from relevant researchers, extends GhostNet’s efficiency to ViTs. It ap-
plies Ghost Module principles—like using cheap operations within ViT components—to create
lightweight ViT variants with reduced complexity and parameters, making them suitable for edge
deployment [111-3].

5.3.6. MobileViT

MobileViT (Mobile Vision Transformer) [121]: Proposed by Apple Inc., it is one of the represen-
tative works successfully applying Transformer architecture to mobile vision tasks. It ingeniously
combines convolutional modules from MobileNetV2 and self-attention modules from Transformers to
design a lightweight ViT, achieving competitive performance on mobile devices.

The design of these lightweight networks provides feasible solutions for deploying advanced
deep learning models on resource-constrained embedded devices, driving the rapid development of
EAL

6. Deployment of EAI

Successfully deploying an Al model trained on servers or workstations onto resource-constrained
embedded devices typically involves a systematic, multi-stage process. This process extends beyond
mere model conversion; it is an iterative endeavor involving the co-optimization of algorithms,
software, and hardware. As is shown in Figure 2, a typical deployment workflow can be broken
down into key stages : model training, model optimization and compression, model conversion
and compilation, hardware integration and inference execution, and performance evaluation and
validation.
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Figure 2. The typical deployment workflow.

6.1. Model Training

The starting point of the deployment process is obtaining an Al model that meets functional
requirements. This is typically accomplished in environments with abundant computational resources
(e.g., GPU clusters) and mature deep learning frameworks (e.g., TensorFlow [122] or PyTorch [80]).
Developers utilize large-scale datasets to train the model, aiming to achieve high predictive accuracy
or target metrics[2]. The model produced at this stage is typically based on 32-bit floating-point (FP32)
operations, possessing a large number of parameters and high computational complexity. While it
performs well on servers, it often far exceeds the carrying capacity of typical embedded devices.

6.2. Model Optimization and Compression

This is a crucial step in adapting the model to the embedded environment. Due to the stringent
limitations of embedded devices in terms of computational power, memory size, and power con-
sumption, the original trained model must be optimized. This stage aims to significantly reduce the
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model size, decrease computational complexity, while preserving model accuracy as much as possible.
Common optimization techniques include:

*  Quantization: Converting FP32 weights and/or activations to lower bit-width representations,
e.g., 8-bit integer (INT8) and 16-bit floating-point (FP16), leveraging more efficient integer or
half-precision arithmetic units [77,123,124].

¢  Pruning: Removing redundant weights or structures (e.g., channels, filters) in the model to
generate a sparse model, thereby reducing the number of parameters and operations [72].

¢  Knowledge Distillation: Using a large "teacher" model to guide the training of a smaller "student"
model, transferring knowledge to improve the performance of the smaller model [108].

These optimization techniques can be used individually or in combination. The choice of which
technique(s) to use depends on the capabilities of the target hardware and the application’s require-
ments for accuracy and latency.

6.3. Model Conversion and Compilation

The goal of conversion and compilation is to generate a compact, efficient model representation
that can run on the target hardware. The optimized model needs to be converted into a format that
the target embedded platform’s inference engine can understand and execute. This process is not just
about file format conversion; it often involves further graph optimization and code generation.

¢  Format Conversion: This crucial step is responsible for converting the optimized model from its
original training framework (e.g., TensorFlow, PyTorch) or a common interchange format like
ONNX [81] into a specific format executable by the target embedded inference engine. For exam-
ple, TensorFlow Lite Converter [79] generates .tflite files; NCNN [84] uses its conversion toolchain
(e.g., onnx2ncnn) to produce its proprietary .param and .bin files; Intel’s OpenVINO [125] creates
its optimized Intermediate Representation (IR) format (.xml and .bin files) via the Model Opti-
mizer. Additionally, many hardware vendors’ Software Development Kits (SDKs) also provide
conversion tools to adapt models to their proprietary, hardware-acceleration-friendly formats.

*  Graph Optimization: Inference frameworks or compilers (e.g., Apache TVM [126]) perform
platform-agnostic and platform-specific graph optimizations, such as operator fusion (merging
multiple computational layers into a single execution kernel to reduce data movement and
function call overhead), constant folding, and layer replacement (substituting standard operators
with hardware-supported efficient ones), among others.

*  Code Generation: For some frameworks (e.g., TVM) or SDKs targeting specific hardware accel-
erators (NPUs), this stage generates executable code or libraries highly optimized for the target
instruction set (e.g., ARM Neon SIMD, RISC-V Vector Extension) or hardware acceleration units.

6.4. Hardware Integration and Inference Execution
This stage involves deploying the converted model to run on the actual embedded hardware.

* Integration: Integrating the converted model files (e.g., .tflite files or weights in C/C++ array
form) and inference engine libraries (e.g., the core runtime of TensorFlow Lite for MCUs [79],
ONNX Runtime Mobile, or specific hardware vendor inference libraries) into the firmware of the
embedded project. This typically involves including the corresponding libraries and model data
within the embedded development environment (e.g., based on Makefile, CMake, or IDEs like
Keil MDK, IAR Embedded Workbench).

¢  Runtime Environment: The inference engine runs in an embedded operating system (e.g., Zephyr,
FreeRTOS, Mbed OS) or a bare-metal environment. It requires allocating necessary memory
for it (typically statically allocated to avoid the overhead and uncertainty of dynamic memory
management, especially on MCUs [79]).

¢ Application Programming Interfaces (APIs) Invocation: Application code, by calling APIs pro-
vided by the inference engine, completes steps such as model loading, input data preprocessing,
inference execution (run() or similar functions), and obtaining output results and post-processing.
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e  Hardware Accelerator Utilization: If the target platform includes hardware accelerators (e.g.,
NPUs, GPUs), it is necessary to ensure the inference engine is configured with the correct
"delegate" or "execution provider" [83] to offload computationally intensive operations (e.g.,
convolutions, matrix multiplications) to the hardware accelerator for execution, fully leveraging
its performance and power efficiency advantages[117]. This often requires integrating drivers and
specialized libraries provided by the hardware vendor (e.g., ARM CMSIS-NN [127] for optimizing
operations on ARM Cortex-M).

6.5. Performance Evaluation and Validation

After deployment, the actual performance of the model must be comprehensively evaluated and
validated on the target embedded hardware.

¢ Key Metrics Measurement: It is necessary to accurately measure the model’s inference latency
(time taken for a single inference), throughput (number of inferences processed per unit time),
memory footprint (peak RAM and Flash/ROM occupation), and power consumption (Energy
per Inference or Average Power).

®  Accuracy Validation: Evaluate the accuracy or other task-relevant metrics of the deployed model
(after optimization and conversion) on real-world data or representative datasets to ensure it
meets application requirements, and compare it with the pre-optimization accuracy to assess
whether the accuracy loss due to optimization is within an acceptable range.

*  Benchmarking: Standardized benchmarking tools (e.g., MLPerf Tiny [30]) can be run on the target
hardware for fair comparison with other implementations or platforms.

¢ [terative Optimization: If the evaluation results fail to meet application requirements (e.g., ex-
cessive latency, memory overflow, excessive accuracy degradation), it is necessary to return to
previous steps for adjustments. This may involve trying different optimization strategies (e.g.,
adjusting quantization parameters, using different pruning rates), selecting different lightweight
models, adjusting model conversion/compilation options, or even redesigning the model archi-
tecture or considering a change of hardware platform. This design-optimize-deploy-evaluate
cycle may need to be iterated multiple times to achieve the final goal.

In summary, the deployment of EAI models is a complex process involving multidisciplinary
knowledge, requiring meticulous engineering practices and repeated iterative optimization. Its
ultimate goal is to achieve efficient and reliable on-device intelligence while satisfying the stringent
constraints of embedded systems.

7. Applications of EAI

EAl is no longer a distant vision but a reality driving transformation across numerous industries.
By directly deploying Al capabilities on Edge Devices, EAI significantly enhances system autonomy;,
operational efficiency, and real-time responsiveness. This chapter aims to delve into the diverse
applications of EAI, elaborating on its specific implementations, impacts, and future potential in
various fields.

7.1. Autonomous Vehicles

Autonomous driving is one of the most prominent and technologically challenging application
areas for EAI Systems need to process heterogeneous data from multiple sources such as cameras, Light
Detection and Ranging (LiDAR), Radar, and ultrasonic sensors in real-time to accomplish complex
tasks including environmental perception, object detection (e.g., vehicles, pedestrians, cyclists, traffic
signals), path planning, and vehicle control. Among these, CNNs, particularly variants like YOLO (You
Only Look Once) [128] or Single Shot MultiBox Detector (SSD) [129], are widely used for efficient object
detection and semantic segmentation. Meanwhile, RNNs and their variants like LSTM, along with
Deep Reinforcement Learning (DRL) algorithms, play a key role in processing sequential data, path
planning, and complex decision-making [130]. Advanced Driver-Assistance Systems (ADAS) functions
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such as Lane Keeping Assist (LKA), Adaptive Cruise Control (ACC), Autonomous Emergency Braking
(AEB), and Blind Spot Monitoring (BSM) heavily rely on EAI for real-time environmental perception
and precise control, significantly enhancing driving safety [131]. Achieving high-level (L4) or even full
(L5) autonomous driving places extremely high demands on the robustness, reliability, and real-time
capabilities of EAI systems, which must be able to handle extreme weather conditions, complex traffic
flows, and unforeseen emergencies [43]. Small robots used for last-mile logistics delivery operate
on sidewalks or in limited areas, typically combining visual and LiDAR data, and utilizing EAI for
localization, navigation, and obstacle avoidance [132].

7.2. Smart Sensors and IoT Devices

EAl is profoundly transforming the IoT ecosystem. Traditional IoT devices primarily collect
data and upload it to the cloud for processing, whereas smart sensors integrated with Al possess the
capability to perform data analysis and inference on-device. This edge computing paradigm effectively
reduces data transmission bandwidth requirements, shortens system response latency, and enhances
data privacy and security [133]. By analyzing sensor data from industrial equipment (e.g., motors,
pumps, bearings) such as vibration, temperature, and acoustics, EAI algorithms (e.g., LSTM-based
anomaly detection models) can predict potential failures in advance, enabling proactive maintenance
and avoiding significant losses due to unexpected downtime [134]. Al-integrated sensors can monitor
environmental parameters like air quality (e.g., PM2.5, O3) and water quality (e.g., turbidity, pH) in real-
time. Edge Al algorithms can instantly identify pollution events, analyze pollution sources, or trigger
alerts [135]. Smart agriculture benefits from EAl-driven sensors that monitor soil moisture, nutrient
content, meteorological conditions, and crop growth status (e.g., identifying pests and diseases through
image analysis), empowering precision agriculture, optimizing irrigation and fertilization strategies,
and improving resource utilization and crop yields [136]. By analyzing data from thermostats, lighting
controllers, occupancy sensors, and security cameras, EAI algorithms can optimize building energy
consumption (HVAC control), enhance security levels (anomaly detection), and improve occupant
comfort and experience [137].

7.3. Wearable Devices and Healthcare

The application of EAI in the healthcare sector is driving advancements in personalized health
management, early disease screening, and improved patient care outcomes. Smart wristbands, watches,
and other wearable devices utilize built-in Inertial Measurement Units (IMUs) and other sensor
data, employing EAI algorithms (e.g., CNN or RNN-based models) to accurately recognize user
physical activity types (walking, running, sleeping, etc.), providing exercise tracking and health
recommendations [138]. These devices continuously monitor vital signs such as heart rate, heart
rate variability (HRV), blood oxygen saturation (SpO,), and even non-invasive blood glucose. EAI
can analyze this data in real-time to detect abnormalities like arrhythmia and sleep apnea, and issue
warnings to users or medical personnel [139]. In medical image analysis, EAI algorithms (especially
CNNs) are used to assist doctors in identifying abnormal features in X-rays, Computed Tomography
(CT), or Magnetic Resonance Imaging (MRI), such as tumors, fractures, or lesion areas, improving
diagnostic efficiency and accuracy, particularly in resource-limited scenarios [140]. Smart devices
are being developed for individuals with disabilities. For example, Al-based smart prosthetics can
understand user intent through electromyography (EMG) or neural signals to provide more natural
control; visual assistance devices utilize EAI to describe the surrounding environment for visually
impaired individuals [141].

7.4. Industrial Automation and Robotics

EAl is a core driving force behind Industry 4.0 and next-generation industrial automation, en-
abling robots and automated systems to perform complex tasks with greater autonomy, flexibility,
and intelligence. Collaborative robots (Cobots) can work safely and efficiently alongside humans
in shared workspaces. EAI (especially Al combined with vision and force sensors) endows Cobots
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with environmental perception, collision avoidance, and task adaptation capabilities, which are key to
achieving human-robot collaboration [142]. Utilizing deep learning-based computer vision technology,
EAI systems can automate the detection of minute defects, dimensional deviations, or assembly errors
on industrial product surfaces, often surpassing human eye detection in accuracy and speed [143].
By analyzing sensor data from production lines in real-time (e.g., temperature, pressure, flow rate,
energy consumption), EAI algorithms can identify production bottlenecks, predict equipment perfor-
mance degradation, or recommend optimal process parameters, continuously improving production
efficiency and resource utilization [144]. In environments such as warehouses, factories, or hospitals,
Autonomous Mobile Robots (AMRs) utilize EAI (combining SLAM, path planning, and perception
algorithms) to navigate autonomously, transport materials, and perform inventory tasks, thereby
improving internal logistics efficiency [145].

7.5. Consumer Electronics

EAI has been widely integrated into various consumer electronics products, significantly enhanc-
ing user experience and product functionality. In smartphones, Al-driven computational photography
techniques (e.g., night mode, portrait blur), more accurate voice assistants (offline voice recognition),
personalized recommendation systems, and device performance optimization (e.g., smart power
management) are becoming increasingly common [146]. The improvement of on-device Natural Lan-
guage Processing (NLP) capabilities in smart speakers allows some voice interactions to be completed
locally, improving response speed and privacy protection [147]. In smart TVs, Al is used for image
quality optimization (e.g., super-resolution, scene recognition to adjust picture quality), smart content
recommendation, and voice or gesture-based interactive control. EAI also enables drones to achieve
autonomous flight control, intelligent target tracking, real-time obstacle avoidance, and high-precision
image data acquisition and analysis [148].

7.6. Security and Surveillance

EAl is revolutionizing traditional security and surveillance systems, shifting them from passive
recording to active analysis and early warning, thereby improving monitoring efficiency and accuracy.
By running Al algorithms on cameras or edge servers, intelligent video analytics can be realized,
including facial recognition, vehicle recognition, crowd density estimation, behavior analysis (e.g.,
loitering, fall detection), and intrusion detection [149]. Systems can also perform anomaly detection,
automatically identifying events or behaviors in surveillance videos that deviate from normal patterns,
such as abnormal intrusions, unattended object detection, or fights, and trigger alarms in a timely
manner [150]. For perimeter security, Al analyzes data from infrared, radar, or video sensors to more
accurately identify and distinguish real intrusion threats (e.g., people, vehicles) from environmental
interference (e.g., animals, weather), reducing false alarms.

7.7. Emerging and Future Applications

The application boundaries of EAI are continuously expanding, and its fusion with other cutting-
edge technologies is constantly creating new possibilities. Combined with the high-speed, low-latency
characteristics of 5G/6G, EAI and edge computing will support more complex distributed intelligent
applications, such as Vehicle-to-Everything (V2X), large-scale real-time IoT analytics, and immersive
AR/VR [151]. Al-driven smart prosthetics and exoskeletons are being developed to respond more
naturally and intuitively to user intent (even via Brain-Computer Interfaces, BCI), enhancing the
quality of life for people with disabilities [152]. Personalized adaptive learning systems, where EAl is
deployed on educational devices or platforms to analyze student learning behavior and progress in
real-time, dynamically adjusting teaching content, difficulty, and pace, can achieve truly personalized
educational experiences [153]. Furthermore, On-Device Learning enables edge devices not only to
perform inference but also to use local data for model fine-tuning or continuous learning, further
enhancing personalization and adaptability while protecting user privacy [154].
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8. Challenges and Opportunities

Despite significant progress in EAI (EAI), several key challenges remain to be overcome. Concur-
rently, the burgeoning field of intelligent embedded systems also presents numerous opportunities.

8.1. Challenges
8.1.1. Resource Constraints

Limited processing power, memory, and energy availability pose significant constraints on the
complexity and performance of Al algorithms. Embedded devices often need to operate on battery
power or in low-power modes, making the deployment of computationally intensive AI models
challenging. For example, deep learning models typically require substantial computational resources
and memory to achieve high accuracy, which is infeasible on resource-constrained embedded devices.
Algorithms need to trade off between accuracy, computational complexity, and model size to fit
the constraints of embedded systems. Furthermore, energy efficiency is a critical consideration, as
running Al algorithms can consume significant energy, thereby shortening the device’s battery life [27].
Resource constraints are not only present at the hardware level but also at the software level. For
instance, the resource consumption of the operating system, compiler, and Al framework needs to be
considered, as this affects the final algorithm efficiency. Additionally, different resource management
strategies need to be designed for various application scenarios; for example, applications with
high real-time requirements might need prioritized CPU resource allocation, while data-intensive
applications might need prioritized memory resource allocation.

8.1.2. Model Optimization

Developing efficient model compression and optimization techniques is crucial for deploying large
AlI'models on embedded systems. Deep learning models often have a very large number of parameters,
and deploying them directly on embedded devices can lead to issues like excessive memory consumption
and slow inference speeds. Therefore, model compression techniques such as pruning, quantization, and
knowledge distillation are needed to reduce model size, lower computational complexity, and improve
inference speed, while maintaining model accuracy as much as possible [72,108]. Model optimization
includes not only compression but also optimization for specific hardware platforms. For example,
optimization for ARM platforms can fully leverage NEON instruction sets to improve computational
efficiency. Furthermore, hardware-software co-optimization methods can be employed, such as designing
dedicated hardware accelerators to speed up specific Al algorithms.

8.1.3. Hardware Acceleration

Utilizing hardware accelerators such as GPUs and NPUs is crucial for achieving real-time perfor-
mance. General-purpose processors (CPUs) are less efficient when executing Al algorithms, whereas
dedicated hardware accelerators like GPUs and NPUs can significantly improve the execution speed
of Al algorithms. GPUs have a highly parallel architecture, suitable for performing computationally
intensive tasks such as matrix operations. NPUs are processors specifically designed for Al algorithms,
offering higher energy efficiency. For example, in autonomous driving systems, a large amount of
image data needs to be processed in real-time; using GPUs or NPUs can accelerate the execution
of algorithms like object detection and image segmentation, thereby ensuring system real-time ca-
pability [57,155] . The choice of hardware accelerator needs to be determined based on the specific
application scenario. For instance, GPUs might be more suitable for visual applications, while NPUs
might be better for voice applications. Additionally, factors such as the cost, power consumption, and
development difficulty of hardware accelerators also need to be considered.

8.1.4. Security and Privacy

Protecting sensitive data and ensuring the security of EAI systems is a critical issue. Embedded
devices are often deployed in various environments and may collect and process large amounts of
sensitive data, such as personal identification information and health data. If EAI systems have
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security vulnerabilities, attackers might exploit these vulnerabilities to steal data, tamper with models,
or control devices. Therefore, various security measures, such as data encryption, access control,
and vulnerability scanning, need to be implemented to protect the security of EAI systems [156].
Furthermore, attention needs to be paid to privacy protection issues, for example, by employing
techniques like Differential Privacy to prevent data leakage [157]. Security and privacy issues are
not just technical problems but also involve ethical and legal considerations. For example, clear data
usage policies need to be established, and users need to be informed about how their data is collected,
used, and shared. Additionally, a comprehensive security emergency response mechanism needs to be
established to promptly address security incidents.

8.1.5. Data Availability

Collecting sufficient and representative training data can be challenging in some embedded appli-
cations. Deep learning models require a large amount of training data to achieve good performance.
However, in some embedded applications, acquiring large amounts of data can be very difficult. For
instance, in the medical field, collecting patient medical data requires ethical approval and necessitates
protecting patient privacy. In the industrial sector, some fault data may be very rare and difficult to
collect. Therefore, research into techniques like Few-shot Learning and Transfer Learning is needed
to train high-performance Al models with limited data [158]. Data Augmentation is also an effective
method that can generate more data by performing operations such as rotation, scaling, and crop-
ping on existing data. Additionally, Semi-supervised Learning methods can be employed, utilizing
unlabeled data to improve model performance.

8.2. Opportunities

The increasing demand for intelligent embedded systems offers numerous opportunities for
innovation and development. Future research directions include:

¢ Developing novel Al algorithms specifically designed for resource-constrained environments.
This includes developing more lightweight and efficient neural network architectures, as well
as exploring new ML approaches, such as knowledge-based reasoning and symbolic AI [159].
Both the efficiency and the interpretability of the algorithms should be considered. In some
applications, such as medical diagnosis, the decision-making process of Al models needs to be
explained for doctors to make judgments. Therefore, there is a need to develop interpretable Al
algorithms and research how to integrate knowledge into Al models.

*  Exploring new hardware architectures and acceleration technologies. This includes researching
novel memory technologies, In-Memory Computing architectures, and developing more efficient
specialized Al chips [160]. Photonic Computing is also a potential hardware acceleration tech-
nology that uses photons for computation, offering advantages of high speed and low power
consumption. Furthermore, Neuromorphic Computing architectures, which mimic the structure
and function of the human brain and feature high parallelism and low power consumption, can
be investigated.

e Improving the efficiency and robustness of EAI frameworks. This includes developing more
efficient compilers, optimizers, and runtime environments, as well as researching new model
validation and testing techniques to ensure the reliability and security of EAI systems [122]. There
is a need to develop cross-platform EAI frameworks to deploy Al models on different hardware
platforms. Additionally, research is needed on how to increase the automation level of EAI
frameworks, for example, through automatic model optimization and automatic code generation.

e  Addressing the security and privacy challenges associated with EAI deployment. This includes
developing new encryption techniques, differential privacy methods, and researching distributed
learning methods such as Federated Learning to train AI models while protecting data pri-
vacy [161]. Research into hardware security technologies, such as Trusted Execution Environ-
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ments (TEE), is needed to protect the security of Al models and data. Furthermore, research into
Adversarial Attack defense techniques is required to improve the robustness of AI models.

*  Developing new applications for EAI across various industries. This includes areas such as smart
homes, autonomous driving, healthcare, and industrial automation. EAI is expected to enable
more intelligent, efficient, and secure applications in these fields [162]. It is necessary to deeply
understand the specific needs of various industries and customize EAI solutions accordingly.
Additionally, attention should be paid to emerging application scenarios, such as the Metaverse
and Web3.0, where EAI is expected to play a significant role.

9. Conclusions

EAl, as a rapidly advancing interdisciplinary field, is demonstrating tremendous potential to
reshape various industries. This review provides a systematic and comprehensive overview of the key
aspects of EAI, encompassing its fundamental definition, heterogeneous hardware platforms, software
development frameworks, core algorithms, model deployment strategies, and its increasingly diverse
application scenarios.

Through in-depth analysis, this review identifies the central challenge of the field as achiev-
ing efficient Al computation under strict resource constraints. Conversely, its primary opportunity
lies in seamlessly integrating intelligent capabilities into the physical world’s edge devices through
technological innovation. Consequently, the success of future research and practice will hinge upon
the breakthroughs made in addressing challenges such as resource constraints, model optimization,
hardware acceleration, and security and privacy.

We believe that by continuously addressing these challenges and seizing the resultant oppor-
tunities, researchers and practitioners can collectively drive the evolution of EAI, enabling its more
pervasive, efficient, and reliable integration from the cloud into the physical world. This progression
will not only accelerate the adoption of intelligent technology across industries but will also profoundly
reshape their landscapes, ultimately integrating seamlessly into our daily lives and ushering in a more
intelligent era.
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Abbreviations
The following abbreviations are used in this manuscript:

ACC Adaptive Cruise Control

ADAS  Advanced Driver-Assistance Systems
AEB Autonomous Emergency Braking

Al Artificial Intelligence

AMRs  Autonomous Mobile Robots

ASIC Application-Specific Integrated Circuit
BSM Blind Spot Monitoring

CNNs Convolutional Neural Networks
Cobots  Collaborative robots

CT Computed Tomography
DECA Decoupled Fully Connected
DRL Deep Reinforcement Learning
EAI Embedded Al

EMG electromyography

FLOPs  Floating point number operations
FP16 16-bit floating-point

FP32 32-bit floating-point

FPGA  Field-Programmable Gate Array
GPU Graphics Processing Unit

GRU Gated Recurrent Units

HPC High-Performance Computing
HRV heart rate variability

IMUs Inertial Measurement Units
INTS 8-bit integer

IoT Internet of Things

IR Intermediate Representation

ISPs Image Signal Processors

KNN K-Nearest Neighbors

KPUs Knowledge Processing Units
LKA Lane Keeping Assist

LSTM  Long Short-Term Memory

MCU Microcontroller Unit

ML machine learning

MPU Micro Processor Unit

MQA Multi-Head Query Attention
MRI Magnetic Resonance Imaging
NAS Neural Architecture Search
NPUs Neural Processing Units

NRE Non-Recurring Engineering
ONNX  Open Neural Network Exchange
RAM Random Access Memory
RISC-V  Reduced Instruction Set Computing-V
RNNs Recurrent Neural Networks
SDKs Software Development Kits
SIMD Single Instruction Multiple Datastream
SoC Al System-on-Chip

SSD Single Shot MultiBox Detector
SVM Support Vector Machines

TFLite  TensorFlow Lite

TPU Tensor Processing Unit
TVM Tensor Virtual Machine
UIB Universal Inverted Bottleneck
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ViT Vision Transformer
YOLO  You Only Look Once
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